
ȚȹȯȮȹȽȹȭȵȫ ȼȺȰɁȳȫȶȳȼȽȹȭ Ⱥȹ 
ȲȫɄȳȽȰ ȕȓȓ

ˢ͔ͫ͊ͤ͒ͪ͟͡ ˨ͦͪͦͺ͔͔͍Σ CISSP, CISA, CISM
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Țȶȫȸ

1. ˴ͭͦ ͍͔ͦͭ;͔͊ͭ ͊͘ ͊͘΅͙ͭͯ ˴ˮˮΚ

2. ̉ͭͦ ͔͔ͭͪ͋ͯͭͫΎ ͤ͊ͭ͘ΈΚ

3. ˴͊͟ ͣͦ͗ͤͦ ͎͍͙ͨͦ͒ͦͭͦͭΈ ͔ͫͨͼ͙͙͍͊ͫͭͦ͡Κ 
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ȕȽȹ ȹȽȭȰɂȫȰȽ Ȳȫ ȲȫɄȳȽȾ ȲȸȫɂȳȷɆɀ 
ȹȬɅȰȵȽȹȭ ȕȓȓ?

Á˿ ͔ͨͼ͙͙͊ͫͭ͡· ͨͦ ͙ͤͺͦͪͣ͊ͼ͙͚ͦͤͤͦ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘

Áˮ -͔́ͫͨͼ͙͙͊ͫͭ͡·

Á˽ ͦ͡Έ͍͔͙ͦ͊ͭ͘͡ 

Á͙  ͒ͪΦ

όͨΦ п ͙ͨͪ͊͊͘͟ ̅˿́̏˴ ˾͙͙ͦͫͫ ͦͭ нм 
͔͒͊͋ͪ͟Ύ нлмт ͎Φ b норύ
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țȫȬȹȽȫ Ⱥȹ ȲȫɄȳȽȰ ȕȓȓ ȼȹȺȻɊȱȰȸȫ ȼ 
ȼȰȻɇȰȲȸȹȴ ȹȽȭȰȽȼȽȭȰȸȸȹȼȽɇɉ

4

ÁнтпΦмΦ ˹͔͍͔͔ͨͪ͊ͦͣͪͤͦ ͍͔͚͍͙͔ͦ͒ͫͭ͘ 
ͤ͊ ͙͙ͪͭ͟;͔ͫͯ͟Ό ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤͯΌ 
͙ͤͺͪ͊ͫͭͪͯͭͯͪͯ͟ ˾͙͚͚ͦͫͫͫͦ͟ 
͔͔̅͒ͪ͊ͼ͙͙

Á˿ ͭ͊ͭΈΎ нуоΦ ˾͎͊͊͘͡΄͔͙͔ͤ 
͎͍͔͚ͦͫͯ͒͊ͪͫͭͤͤͦ ͚ͭ͊ͤ·
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ȢȽȹ ȽȻȰȬȾȰȽȼɊ? 5

ȲȸȫȽɇ ȾȮȻȹȲɆ ȳ ȾȷȰȽɇ ȸȫ ȸȳɀ ȻȰȫȮȳȻȹȭȫȽɇ



npo-echelon.ru

ȒȸȫȸȳɊ ȳ ȸȫȭɆȵȳ, 
ȽȻȰȬȾȰȷɆȰ ȯȶɊ ȻȰȫȶȳȲȫɁȳȳ 
ȽȻȰȬȹȭȫȸȳȴ ȟȒ-187

Á˭͙͔ͤ͊ͤ ͍͍ͨͪ͊ͦ·ͻ ͙ͤͦͪͣ ͯ͡;΄͙ͻ ͙ͨͪ͊ͭ͟͟ ͍ 
͙ͦ͋͊ͫͭ͡ ͔͔͔ͣͤ͒͗ͣͤͭ͊ ͙ͤͺͦͪͣ͊ͼ͙͚ͦͤͤͦ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘

Á˹͍͊·͙͟ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͡Ό͒Έ͙ͣ: ͦ ͔͔͔͙͔ͨͪ͒ͤ͡ 
ͼ͔͔͚͡Σ ͊͒͊͘;Σ ͍·͙͍͙͔ͫͭͪ͊͊ͤ ͙ ͦͤͭͪͦ͟͡Έ 
ͨͪͦͼ͔͍ͫͫͦΣ ͙ͦͣͣͯͤ͊͟͟ͼ͙͙ ͙ ͭΦ͒Φ

Áˢ͙͙͙͍͙͔͒ͣͤͫͭͪͪͦ͊ͤ ͙͔͔ͤͭͭͯ͊͟͡͡͡Έͤ·ͻ ͔͍ͫͪ͒ͫͭ 
͊͘΅͙ͭ· ͙ͤͺͦͪͣ͊ͼ͙͙

Á˹͍͊·͙͟ ͍·Ύ͍͔͙ͤ͡Ύ ͯΎ͍͙͔͚ͣͦͫͭ͘ ͙ ͍͔͙ͨͪͦͪ͟ 
͍͙ͦͣͦ͗ͤͦͫͭ͘ ͙ͻ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙

Á˽͙͙͔ͦͤͣ͊ͤ ͔ͭͻ͎͙͚ͤͦͦ͡ ͪ͊͋ͦͭ· ͫ  Big Data

Áˤ͔͙͔͊͒ͤ͡ ͎͙͚͙͊ͤͫͣ͟͡ Ύ͘·ͦͣ͟
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7ȞȱȰ ȺȹɊȭȶɊɉȽȼɊ ȭȫȵȫȸȼȳȳ ȳ ȼȹȳȼȵȫȽȰȶȳ, 
Ɋȭȸȹ ȾȺȹȷȳȸȫɉɄȳȰ ȟȒ-187
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ȕȽȹ ȳ ȵȫȵ ȯȹȶȱȰȸ ȮȹȽȹȭȳȽɇ 
ȼȺȰɁȳȫȶȳȼȽȹȭ?

8

΄ͦ͊͟͡ ͙͍͔͙͔͎͙ͯͤͪͫͭͭͦͪ͊ͤ͊͘ͼ͙͙-ͫͯ͋Ά͔ͭ͟· ˴ˮˮΣ
ͯ;͔͋ͤ·͔ ͼ͔ͤͭͪ·Σ ͎͍ͦͫͯ͒͊ͪͫͭͦ
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ȚȹȯȮȹȽȹȭȵȫ
9

Á̊ ͦ͊͟͡:͔͔ͨͪ͒ͣͭ·: ͙ ͤͺ͙ͦͪͣ͊ͭ͊͟Σ 
ͦͣͨ͟ΈΌ͔ͭͪͤ͊Ύ ͎ͪ͊ͣͦͭͤͦͫͭΈΣ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ͊Ύ 
͔͋ͦͨ͊ͫͤͦͫͭ͘Έ

Á̂ ͙͍͔͙͔ͤͪͫͭͭ: ͨ ͎͍ͦ͒ͦͭͦ͊͟ ͨͦ 
ͨͪͦͺ͔͙ͫͫͦͤ͊͡Έͤ·ͣ ͫͭ͊ͤ͒͊ͪͭ͊ͣͨͦ ͎͔ͪͯͨͨ 
͊ͤ͘Ύ͙͚ͭ όͨͪͦͺ͔͙͚ͫͫύ ζ˿͔ͨͼ͙͙͊ͫͭ͡· ͍ ͙ͦ͋͊ͫͭ͡ 
͙ͤͺͦͪͣ͊ͼ͙͚ͦͤͤͦ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ηΥ

Á̂ ;͔͋ͤ·͔ ͼ͔ͤͭͪ·: ͟ ͯͪͫ·Σ ͎͍ͫͦ͊ͫͦ͊ͤͤ͡·͔ 
͔͎ͪͯ͡Ύ͙ͭͦͪ͊ͣΣ ͍͔͙͔ͤ͒ͦͪͫ͟Σ ͍͙͔͊ͭͦͪͫ͟

Á˥ ͍ͦͫͯ͒͊ͪͫͭͦ: ͨ ͍͔͔͙͔ͪͦ͒ͤ ͙͔͋ͪͯ͟;͔͙͚ͤ
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șȼȸȹȭȸɆȰ ɁȰȶȳ ȵȳȬȰȻȾɂȰȸȳȴ

Á˻ ͋ͯ;͔͙͔ͤ ͔ͫͨͼ͙͙͍͊ͫͭͦ͡ ͔ͭͻ͙ͤ;͔͙ͫͣ͟ 
͙ ͎͙ͦͪ͊ͤ͊͘ͼ͙ͦͤͤ·ͣ ͍ͤ͊·͊ͣ͟

Á˻ ͭͭ͊;͙͍͙͔͊ͤ ͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ ͔ͣ͗͒ͯ 
͎͙ͪͯͨͨ͊ͣ

Á́ ͔͙͍͙͔ͫͭͪͦ͊ͤ ͍ͤͦ·ͻ ͔ͭͻ͎͙͚ͤͦͦ͡ 
͊͘΅͙ͭ·κ͔͙ͤ͊ͨ͊͒ͤΎ
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ȘȫȳȬȹȶȰȰ ȳȲȭȰȼȽȸɆȰ ȵȳȬȰȻȾɂȰȸȳɊȲȫȻȾȬȰȱȹȷ

ÁCyber Guard (U.S. Cyber Command)

ÁCrossed Swords (NATO Cooperative Cyber 
Defense Centre of Excellence)

ÁLocked Shields(NATO Cooperative Cyber 
Defense Centre of Excellence)

ÁCyber Coalition (NATO Cooperative Cyber 
Defense Centre of Excellence)

ÁCyber Europe (European Union Agency for 
Network and Information Security). 
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șȻȮȫȸȳȲȫɁȳɊ ȵȳȬȰȻȾɂȰȸȳȴ: ȵȹȷȫȸȯɆ

ÁRedteam ςͤ ͊ͨ͊͒͊Ό΅͙͔

ÁBlueteam ς͘ ͊΅͙΅͊Ό΅͙͔ͫΎ

ÁGreenteam ς͊ ͙͙͒ͣͤͫͭͪ͊ͭͦͪ·

ÁWhite team ςͦ ͎͙ͪ͊ͤ͊ͭͦͪ͘·

ÁYellowteam -͙͔͍͔͙ͫͫ͒ͦ͊ͭ͡͡
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ȚȻȹȭȰȯȰȸȳɊ ȾɂȰȸȳȴ: ȼȳȽȾȫɁȳɊ, ȺȻȳȬȶȳȱȰȸȸȫɊ 
ȵ ȻȰȫȶɇȸȹȴ(locked shields 2013)

Á͒ ͡Ύ ͤ͊ͨ͊͒͊Ό΅͙ͻ ͊͘΅͙΅͔͊ͣ͊Ύ 
͙ͤͺͪ͊ͫͭͪͯͭͯͪ͊͟ ςζ͔͋͡·͚η Ύ΅͙͟

Áͨ ͔͍͔ͪ͒ͯͫͭ͊ͤͦͤͦ͡ н ͋Ή͒ͦͪ͊͟

Á͍  ͚͊͗͒ͦ͟ ͊͘΅͙΅͔͚͊ͣͦ 
͙ͤͺ͔ͪ͊ͫͭͪͯͭͯͪ͟ ͔ͫͭΈ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͫ ͪͦ͡ΈΌ ζblondeηΣ 
ͦͭͪ͟·͍͊Ό΅͙͚ ͍͔ͫ ͍͔͙ͦ͗ͤ͡Ύ ͙ 
͔͔ͨͪͻͦ͒Ύ΅͙͚ ͨͦ ͍͔ͫͣ ͫͫ·͊ͣ͟͡ 

Áͯ Ύ͍͙͙ͣͦͫͭ͘ ͍ ͍ͦͫͤͦͤͦͣ ͍ 
͙ͨͪ͊͒ͤͦͣ͟͡ ˽˻

13
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Locked shields 2018

Á˿ ͼ͔͙͚ͤ͊ͪ: ͍ ·͒ͯͣ͊ͤͤ͊Ύ ͫͭͪ͊ͤ͊ ˣ͔͙͙ͪ͡Ύ͙͍͔ͫͭ͊͊ͭͫ͟͡Ύ ͫ 
͍͔ͪ͊͗͒͋ͤ·͙ͣ ͔͚͍͙͒ͫͭΎ͙ͣΣ ͍͟͡Ό;͊Ό΅͙͙ͣ ͙͙͍ͦͦͪ͒ͤͪͦ͊ͤͤ͟·͔ 
͙͔͙͋ͪ͊ͭ͊͟͟ ͤ͊ ͤ͊ͼ͙ͦͤ͊͡Έͤ·͚ ͙͔͔ͤͭͪͤͭ-͍͚͔͙ͨͪͦ͊͒ͪ ͍͔ͦͤͤͯΌ 
͍͙͊͊͋͊ͯ͘Φˢ͙ͭ͊͟ ͙͍ͨͪͦ͒Ύͭ ͟ ͫ͋ͦΎͣ ͍ ͙͔͔ͫͫͭͣ Ή͔͎͔͙ͤͪͦͫͤ͊͋͗ͤΎΣ 
͍͚ͫͦͭͦͦ ͍ͫΎ͙͘ ͙ ͎͚͒ͪͯͦ ͙͙ͪͭ͟;͚ͤͦ ͙ͤͺ͔ͪ͊ͫͭͪͯͭͯͪ͟Φ

ÁLocked Shields 2018 ͦͪ ͎͙͍͊ͤͦ͊ͤ͊͘ CCDCOE ͍͔ͫͦͣͫͭͤͦ ͫEstonian 
DefenceForces, the Finnish DefenceForces, the Swedish Defence
University, the British Joint Army, the United States European 
Command, National Security Research Institute of the Republic of 
Korea and Tallinn University of Technology.
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ȚȻȹȭȰȯȰȸȳȰ ȾɂȰȸȳȴ:Ȳȫȯȫɂȳ ȸȫȺȫȯȫɉɄȳɀ

Á͙ ͔͙ͣͤͭ͘Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͤ͊ ͚͔ͫ͊ͭ

Áͦ ͎͙͍ͪ͊ͤͦ͊ͭ͘Έ ͦͭ͊͘͟ ͍ ͙͍͙͙ͦ͋ͫͯ͗͊ͤ͡

Áͨ ͦͯ͡;͙ͭΈ ͙͙͙͍͊͒ͣͤͫͭͪ͊ͭͤ·͚ ͒ͦͫͭͯͨ

Á͍ ͔͙ͤ͒ͪͭΈ ͍͔ͪ͒ͦͤͦͫͤ·͚ ͦ͒͟

Áͨ ͦͯ͡;͙ͭΈ ͒ͦͫͭͯͨ ͟ ͔͔͔ͦͨͪ͒ͤͤ͡·ͣ ͙ͨͫΈͣ͊ͣ 
Ή͔͚ͭͪͦͤͤͦ͟͡ ͨͦ;ͭ· ͨͦͯ͡;͙ͭΈ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͦͭ;͔ͭ

Á͘ ͔͙͊ͣͤͭΈ ͺ͚͊͡ ͫ ͍͙͔͙͒ͦ͊ͨͫ͘ΈΌ

Á͙  ͒ͪΦ
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