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[IPAKTUKA PASPABOTHHU NPABKJI KOPPEJIALIVA
CObbITHWA Ub JUJ1A BbIABJEHUA UHLIUZIEHTOB C
[IOMOLLIbH) SIEM

Anekcanap Jopodees, CISSP, CISA, CISM
[lnpeKTop No pa3sBuUTUIO
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COLEPHAHMUE

3a4yem Hy*Ha SIEM?
SIEM-cuctema « KOMPA»
[NMpasuna Koppenauuun ana SIEM

B w e

[1pakTnKa npumeHeHUAa B ESOC

npo-echelon.ru




COBPEMEHHAA ATARA = CMELIONEPALIMA

pa3Bedka UsBHe YKpenieHune

nepBoHa4yaibHan 5
nosuuni pa3BefKa BHYTPU

(TexHnueckasn, KoMNpomeTaLma

onepatmMsHas) aTaKyloLero

opraHusaums

pacwinmpeHmne npuBmnerni MOCTOSIHHOTO U cbop CKpbITan

1 30Hbl BAUAHUA CKpbITHOrO nHbopmaumm nepegava
KOHTpOAA

npo-echelon.ru



Kak cBoeBpemeHHO
pearmposatb
Ha TapreTMpoBaHHbIe aTaKku?

npo-echelon.ru




HEObX01MMO OTCJIEXHUBATD MACCY NPU3HAROB
HAPYLLUEHUA Ub

AyTeHTUPUKALUMSA: KaK ycnewHas, CpabaTbiBaHMA

TaK U HeycnewHas aHTMBMpYycHoro N0 m
\\/\\/xi

HeTnnunyHoe
MT.0 WUT.MN.
a [Nogo3putenbHble noseaeHue
3anpocbl K CYb/1 nonb3osatena 8 OC

npo-echelon.ru




JUIA 3T0r0 HAJ10 OCYLLECTBIATD MOHWUTOPWHI BCEW
MHOPACTPYRTYPbI

npo-echelon.ru



PYYHOW CEOP MOMET BbITb MPOBJIEMATHYHBIM

% COB/CInB
(DYIES) I
CKyL, IAM,
M3

KOMMyTaTOpr
MOCTblI,

I — MapLIprTM3aT0pr
& N
L ' Toukun goctyna

npo-echelon.ru




ROMPAL

rubkan n npomnssoauTenbHas
CUCTEMA LLeHTPa/IM30BAHHOIO
yrpaBaeHusa cobbiTUamu
MHOOPMALNOHHOWN
be3onacHOCTHU, COBMeCcTUMasn C
OTEeYeCTBEHHbIMM CpeaCcTBamMm
3aLNTbl MHPOPMALUN.

CepTUdunKaThbl:

@)
jan—) N S
. Z ¢
) ..."b. i N L
npo-echelon.ru

MwuHob60pOHbI Poccnm Ne2315




[IPUHLIAN PABOTDI SIEM-CUCTEMbI

ff dunbTpauna

Koppenauua
= O o o

Nprnoputesauma

OnoBelleHue
N YYET MHUMAEHTOB

Hopmanusauyma

NCTOUYHUKMN cODbITUN

AHaNNUTUKA

npo-echelon.ru




APXMTERTYPA
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Mopgyne Moaynb WHTepdeiic KomaHaHoi
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ROMPAJ1: OTJIMYUTEJIbHbIE BOSMOKHOCTH

4 R, N
o~ - ”
\

NPON3BOANTENBHOCTb!:
Ao 20 000 EPS

VY] ' ,

yAO0bOHbIN
No/Ib30BaTE/IbCKUM
nHTepdenc

npo-echelon.ru

YHUBEPCA/IbHbIN
aganTep ans nroboro
MCTOYHUKA CObObITUM

LUMPOKUIN CNEKTP
noageprKnBaemblx
oTeyecTBeHHbIXx C3U

P Y

A
htt

BM3Yya/ibHbIA aHaNU3
NAHHbIX

onoseLlleHne 06 HUnaeHTe
nobbim cnocobom: email, SMS...




N0AJEPYKA OTEYECTBEHHBIX C3u

= M3 1 COB «PybuKkoH»/«PybunKoH-K»
= CkaHep-BC

= Astra Linux

= Kaspersky Security Center

= dopnocTt

= SecretNet 3.5-3.7 (cepBep ynpaBneHus)
= bnokXocT-CeTb

= vGate R2

= ViPNet Coordinator HW2000

= VIPNet IDS

= ACCOUN «MaTpunua»

npo-echelon.ru 12



METOZbl KOPPEJIALIMW, UCNOJIb3YEMBIE B SIEM HOMPALL

=" OcHOBaHHbIX Ha npaBuaax (rule based) —
B3aMMOCBA3MN MeXKay cobbITUAMM < RULES
onpeaenArTca aHaAUTUKaMM B 3apaHee ALY
3aaHHbIX cneymnduruyeckmx npaBunax.

= OcHOBaHHbIN Ha rpadax (graph based) —
MOUCK 3aBUCUMOCTEN MeXKAY CUCTEMHbIMU
KOMMOHEeHTaMM B NpeacTaBieHnUn BBUAE

rpada.

npo-echelon.ru




CO3J1AHWE HOBOI'0 NMPABUIA KOPPEJIALIMK

@ KOMPA[L KOHCTpYKTOp AMPEKTUB

= |

4 = KAV
- Il He ycTaHoBNEHO aHTUBMPY a + [logaaure ©  [loGasurs rpynny
HenonHad KoMnnekTauus
i . 1t HTTP meTton ~ paBHO v x V,u.anwrb
- Il basbl ycTapenn
~ Il CTOPOHHWIA UCTOYHWK Ba3 POST

- Il C6olt 0bHOBNEHUA
~ Il OcTaHoBKa 3anaqu n HTTP sanpoc v paBHO v

- [J] CpabaTtbiBaHue camMosalyy

/wp-login.php
- Il CpabaTbiBaHue 3amThI
- ]l OwwvbKa akTMBaLMK _
" N I HTTP koa Bo3gpaTa v paBHO v AR GRIE
- Il Pexxnm orpanmnyeHHon dyr
4-- = Dallas Lock 503
- J| HapyleHue LenocTHoCTA
x v
- Il HapyLerue UenocTHocTu It Lannbie v COnepKHUT o Ex2za
- Il ¥Ynanexuve danna Sar

- Il OTkntovenHve ayauta

~ I Chpoc MaHAaTHbIX YPOBHE

- Il HapyweHne KC Ha Heckon

4 = KOHTUHEHT

i Il HonnrTvnuneTw wnAnTAnr

npo-echelon.ru




[M01A 114 ©OPMAPOBAHWUA NMPABWN (1)

ID nnarmnHa

SID nnaruvHa
MpoToKon

IP McTOYHMKA

IP Ha3HaueHus
MopT NCTOYHMKa
MopT Ha3HavyeHuA
MmAa NCToOYHUKA
Mma Ha3HayeHus
MAC ncToyHuKa
MAC Ha3Ha4yeHus
Nmsa danna

Mma nonb3oBaTens

npo-echelon.ru

ACCOM cobbiTne
Uma wntosa

Tun wnto3sa
OnuncaHne KomaHAabl
Nma 3anpoca

Mma ceTteBoro
nHTepdeica

Ponb nonb3osatens
HasBaHue dunbtpa
HanpasneHue TpadukKa
Appec wntosa

CEF 3HaummocTtb

CEF BeHpoOp

CEF npogykTt

CEF Bepcua npoaykra
CEF ID cobbiTuA

CEF onucaHue

CEF coobueHune

WMI nma komnoetoTepa
WMI ypHan

WMI coobuieHmne

WMI t1n (cTpoka)
WMI kaTeropus (cTpokKa)
WMI uma nctoyHmKa
WMI T1n cobbiTna
WMI Homep 3anucum

WMI nageHtnomkatop

WMI kaTeropwms

WMI Kop, cobbiTns
WMI npuynHa ownbkm
JomalHAa anpeKkTopma
KomaHaa

JelictBue

TepmunHan
UHTepnpeTaTop

ID nonb3oBaTens

ID rpynneol

Uma rpynnbl
CoobueHune

Kateropus cobbiTus




014 1A ©OPMAPOBAHWA NMPABUN (2)

Cepsuc

YpoBeHb TpeBorn

ID npasuna

daiin KypHana

Knacc COB

pynna COB

Homep CVE

Appec ccblikm

Nma Tara

Tun aTtaku

MUma y3na

CSSID wnto3a

WMI ngeHtndmkatop
6esonacHocTH

npo-echelon.ru

CobbiTne

KAV coobuieHune
Pesynbrat onepauumn
Nma wnro3a

ID rpynnbl npasun
OnvnHa nakerta
MpuoputeT npasuna
Knaccnoukaums
MpuopwuTtet
MpuynHa

Bpemsa oTKAKKa
CraTyc 3anpoca

Kog nepapxumn

Tun MIME

banT nepeaaHo
KommeHTapuii
Mpasuno

Nma KomnbloTepa
NUma cepsepa
MNapameTp
HeBepHbI Naponb
ID curHaTypbl
Bepcua IP
Joctyn
OTnpasneHo
MonyyeHo

NHdopmayma

OnvHa

O6beKT gocTtyna
Mpasa

MpuHTep

LJOoKymeHT
Konnuectso konui
KonunyecTtso cTpaHuy,
MopTt

Tun ataku




[IPABUJIA KOPPENALIWK SIEM KOMPAL «U3 KOPOBKMU» (1)

1) Xmlrpc, o6bHapyeHune PingBack-ataku.

2) ObHapyKeHne MeXCamToBOro CKPUNTUHTA.

3) O6bHapyKeHne MyTMPOBaAHHbIX BXOAHbIX AAHHbIX.

4) ObHapy*eHune Sql-BbiparKeHMM N3 NOAb30BaTENbLCKOro BBOAA.

5) O6bHapykeHue HeaBTopuloBaHHoro Remote Code Execution-
Wordpress.

6) ObHapyxeHue yassumoctu Local file include.

7) ObHapyeHue HeaBTOpM3oBaHHOro Remote Code Execution-Ping.
8) ObHapyrKeHue ckaHepa yassumocten Openvas.

9) O6HapyrKeHue ckaHepa yassumocTen w3af.

10) ObHapyxeHune ckaHepa ya3BumocTen Acunetix.

11) O6bHapyxeHne ncxogawlen akTMBHOCTN Tor-HOA0B.

12) O6bHapyxeHune BxoaaLen akTMBHOCTK Tor-HoA0B.

13) O6bHapyxeHune HeaBTopnloBaHHoro Content Injection-Wordpress.
14) O6bHapyxKeHne ncxogawen akTMBHOCTU Ha GanNobMeHHUK.

npo-echelon.ru




[IPABUJIA KOPPENALIMM SIEM KOMPAL «U3 KOPOBKMU» (2)

15) O6bHapyeHune ncxoaailen aktnsHoctn kK C&C cepsepam.
16) ObHapyKeHne ncxoasaLen aktmsHoctu K IRC KaHanam.
17) O6Hapy*KeHne NCNoNb30BaHUA aHOHMMaN3epoB.

18) O6bHapyeHune BxoadLlen aktusHocTn Mirai botnet.

19) O6bHapyeHune 6pyTdopc aTakm Ha wordpress.

20) ObHapyKeHue BXxoaAaLle akTUBHOCTU crawler-60ToB.
21) KOHTpOANb y4ETHbIX 3annMcen-ackanaumnsa npuBUNernii, cosgaHme/yaaneHme, CMeHa napons.
22) ObHapyxeHune bpyTdopc atakm Ha Rdp.

23) O6bHapyxeHusa yassumoctn Rdp-MaxChannelids.

24) ObHapyxeHune ucxoaalle akTUBHOCTU K cou,.cetam(vk, twitter, facebook).

25) ObHapyxeHune ncxoaaulen aktusHoctun Skype.

26) ObHapyKeHue BxoaaLlen akTUBHOCTU Tcp-Break, Takux knmeHToB telnet, nc

27) ObHapyeHune ucxoaaulei akTuBHocTn Remote Access.

28) O6bHapy*eHune HoBoro nosb3osartensa B OpenvVpn.

29) O6HapyXKeHne HecooTBeTCTBUA cepTudmKaTa B OpenVpn.

30) O6bHapyxKeHune napannenbHoro coeguHeHus ¢ aAByx pasHoix IP OpenVpn.

31) KoHTpOAb KpuNTOLWAO3a U 0OHOBNAEHUSA KNtoyelr KOHTUHEHTa.

32) HapylueHue LenocTHOCTH, yaaneHune, oTKAto4eHNe, KOHTPOb MaHAAaTHbIX ypoBHel DallasLock.
33) MonHbIA KOHTPONb Hag, KAV.

npo-echelon.ru




HACTPOMKA NPABWJT HOPPENALIMM

Bkntoyaem cbop Bcero,
4YTO MOXKem cobpaTb C
nomoulbto SIEM-
CUCTEMbBI, U HAYMHAEM
OTOUILTPOBLIBATL
NLLHee.

rule of thumb

npo-echelon.ru




[IPAKTURA MPUMEHEHWA SIEM-ROMPALL B ESQC




BCE MHLIWAEHTD

CTaTUCTUKa MHUWOEHTOB A =& x

7.5k

5k

CobbiTia

2.5k

N | - | _

[0 Abuse cC M Anonimaizers BotCrawler " Brute(S3r.ru) ¥ Brute(Scanner-Vs.ru) [ Brute(Uc-Echelon) FazzingSearch [ File_Sharing

I 1P_Mirai_Detect Ip_Tor_Detect [ LFI-attack [l Maybe_Content_Injection Porn_Detect [ Remote_Connect [ Skype_Detect [ Social_Facebook
Social_Twitter M Social_vk [ SQL_Injection Users_Tor_Detect [ WMI_Add_user [l WMI_Change_Privilages_user WMI_Password_change

[0 WMI_Rdp_Brute Il WMI_Rdp_MaxChannelids_Exploit [l WMI_Tcp_Break_Rdp Xmirpc [l Xss_attack

npo-echelon.ru




ATAKM bOTOB HA ISPDN.RU

A

— 1@1'- KOMPAL BumpKeThl

Co6bITUA 32 NOCNEAHWIA Yac

50

CobbiTHa

14:15 14:20 14:25 14:30 14:35 14:40 14:45 14:50 14:55 15:00

ispdn.ru - JHeBHOW rpacduk

750
Konwuuectso: 352

= 500 Yetsepr, Asr 31, 2017 13:13:44
=
=
[=}
Q
“ 250

0

ATaka BnoknpoBka 60ToB [popBanca c HOBOro agpeca

npo-echelon.ru




UCTOYHUKM ATAR: COTHM SANPOCOB B IEHD

McTouHukK aTtak Ha ispdn.ru A

i
&
x

2k

-+

=

|_

I 1k | ||

0o

o}

o

™ 91.200.12.74 W 91.200.12.146 91.200.12.63 [0 91.200.12.119 [ 91.200.12.66
M 91.200.12.81 91.200.12.80 M 85.202.231.172 WM 91.200.12.136 91.200.12.102
™ 91.200.12.29 1MW 91.200.12.10 91.200.12.11 7 107.150.49.58 M 46.161.9.25
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[OCTU U3 YRPAMHDI

/"'A\
= <@ xompap

[Mouck no cobbITUsIM

npo-echelon.ru

MpuyrHa

Squid proxy
Bpems oTknuka
CraTyc 3anpoca
Koa nepapxuu
Tun MIME

BaiT nepepgaHo
Hannac Nok
KommeHTapwmia
MpaBuno

Mwms komnbioTepa
Wwms cepsepa
Mapametp
HesepHblii napons

ID curHaTypbl

Bepcus IP ) ) ) .
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/56.0.2924.87 Safari/537.36
Hoctyn
OTnpaBneHo ispdn.ru 91.200.12.133 - - [31/Aug/2017:11:11:55 +0300] "POST /forum/forum4/topic3188/ HTTP/1.0" 91.200.12.133  Ukraine
Monyueto 302 18839 "http:#/ispdn.ru/forum/forum4/topic3188/" "Mozilla/5.0 (Windows NT 6.3; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.81 Safari/537.36"
WHdopmaums
JOnuHa ispdn.ru 91.200.12.6 - - [31/Aug/2017:11:11:52 +0300] "POST /forum/forum4/topic3188/ HTTP/1.0" 302  91.200.12.6 Ukraine

06bekT nocTvna

DaHHbie

ispdn.ru 91.200.12.81 -- [31/Aug/2017:11:12:27 +0300] "POST /forum/forum4/topic3188/ HTTP/1.0"
302 19615 "http:#/ispdn.ru/forum/forum4/topic3188/" "Mozilla/5.0 (Windows NT 6.1; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.81 Safari/537.36"

ispdn.ru 91.200.12.29 - - [31/Aug/2017:11:12:17 +0300] "POST /forum/forum4/topic3188/ HTTP/1.0"
302 18757 "http:#/ispdn.ru/forum/forum4/topic3188/" "Mozilla/5.0 (Windows NT 6.3; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/56.0.2924.87 Safari/537.36"

ispdn.ru 91.200.12.137 -- [31/Aug/2017:11:12:07 +0300] "POST /forum/foruma4/topic3188/ HTTP/1.0"
302 18839 "http:/ispdn.ru/forum/forum4/topic3188/" "Mozilla/5.0 (Windows NT 10.0; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/56.0.2924.87 Safari/537.36"

ispdn.ru 91.200.12.137 -- [31/Aug/2017:11:12:04 +0300] "POST /forum/forum4/topic3188/ HTTP/1.0"
200 97114 "http://ispdn.ru/forum/forum4/topic3188/" "Mozilla/5.0 (Windows NT 10.0; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/56.0.2924.87 Safari/537.36"

ispdn.ru 91.200.12.137 -- [31/Aug/2017:11:12:03 +0300] "POST /forum/foruma4/topic3188/ HTTP/1.0"
200 97114 "http://ispdn.ru/forum/forum4/topic3188/" "Mozilla/5.0 (Windows NT 10.0; WOW64)

18615 "http://ispdn.ru/forum/forum4/topic3188/" "Mozilla/5.0 (Windows NT 6.1; WOW64)

IP ucToyHMKa |/ MCTOYHMKA

91.200.12.81 Ukraine

91.200.12.2p  Ukraine

91.200.12.137  Ukraine

91.200.12.137  Ukraine

91.200.12.937  Ukraine




HALL OTBET GOTAM: BJIOKWPOBHA FOCTEM

GNU nano 2.2.6

File: ispdn.ru/public html/.htaccess

Options -Indexes
ErrorDocument 484 /f484.php

#php_flag session.use_trans_sid off
php _value display errors @
#php_value allow_url fopen 8

php_value max_execution_time 15@
php_value memory limit 256M
php_value upload_max filesize 788M
php _value post max size 768M
php_value magic_gquotes_gpc off

<IfModule mod rewrite.c>
# Options +FollowSymLinks
RewriteEngine On
RewriteCond X%{REQUEST_FILENAME} !-f
RewriteCond %{REQUEST FILENAME} !-1
RewriteCond %{REQUEST_FILENAME} !-d
RewriteCond %{REQUEST FILENAME} !/bitrix/urlrewrite.php$
RewriteRule ~(.*)% /bitrix/urlrewrite.php [L]
</IfModule>
AddDefaultCharset utf-8
AddType 'text/html; charset=utf-8"' .html .htm .shtml

# Pngewmpyem gocTyn BoTam - genan Kpawnmo=
Order Deny,Allow

Deny from 91.2080.8.8/16

Deny from 46.161.9.25

npo-echelon.ru




BbIAABJIEHWE NEPEBOPA MAPOJIEN

npo-echelon.ru

KOMPA[L

-

lMpeaycTaHoBNeHHbIe

- [l He ycTaHoBNEeHo aHTUBMPY
-~ [l HenonHas komnnextaund
- Il Basbl ycTapenu

- [l CTOPOHHMIA NCTOYHMK Ba3
- [l C6ol obHOBNEHUA

- [l OcTaHoBKa 3a1a4m

- Il CpabaTbiBaHWe camozallly

- ] CpabaTtbiBaHue 3aluThl

- ] Owmbka akTMBaLMUK

— [Jl Pexxvm orpaHnyeHHon byt
= Dallas Lock

- [l HapyleHve LenoctHocTh
- [l HapyweHve LenocTHocTH
- [l Yananenwe danna

- I OTKNOYeHve ayamTa

-~ [l C6poc MaHAaTHbIX YPOBHE

- Il Hapywenwe KC Ha Heckon

= KouTuHeHT

L. Bl HennomununeTs wnanmniin

KOHCTPYKTOP AMPEKTMB

# [o6asutb €@ [lo6asutb rpynny

i) HTTP meTog v paBHO v X Y,qanmh
POST

i HTTP sanpoc v paBHo w
/wp-login.php

" HTTP kox Bo3BpaTa v paBHO N
503

I Jannoe v copepxat v
s3r

\\
ObpalleHue K CTpaHuLe aBTopuU3aLmm




BbIABJIEHHbIW NOMbITKW NOABOPA MAPOJIEW K S3R.RU

<« C' A HezawmueHo | b#ps//192.168.5.234

‘@’ KOMPAA MHUMAEHTBI

Anonimaizers 17 -

Social VK 68 OTMETHUTb KaK v = =
SQLInjection ' Ne WUmsa aupeKTUBbI Oata dpukcauum CobbiTa | AnutenbHocTb | Puck Cratyc
Users_Tor_Detect 466 16858 Brute(S3r.ru) 01/09/2017 06:06:40 1 00:06:13 0 2
BotCrawler 6572 16857 Brute(S3r.ru) 01/09/2017 06:06:40 1 00:06:13 0

Social_Twitter 35 16856 Brute(S3r.ru) 01/09/2017 06:06:40 1 00:06:13 0
Remote_Connect 620 16855 Brute(S3r.ru) 01/09/2017 06:06:40 1 00:06:13 0 (1]
Brute(S3r.ru) 2902 16854 Brute(S3r.ru) 01/09/2017 06:06:40 1 00:06:13 0 0
Xss_attack 3 16853 Brute(S3r.ru) 01/09/2017 06:06:40 1 00:06:13 0 (1]
Brute(Scanner-Vs.ru) 3 16852 Brute(S3r.ru) 01/09/2017 06:06:40 1 00:06:13 0 (1]
IP_Mirai_Detect 1 16851 Brute(S3r.ru) 01/09/2017 06:06:39 1 00:06:12 0 (1]
Ip_Tor_Detect 130 16850 Brute(S3r.ru) 01/09/2017 06:06:39 1 00:06:12 0 (1]
WMI_Tcp_Break_Rdp 1 16849 Brute(S3r.ru) 01/09/2017 06:06:39 1 00:06:12 0 (1]
Maybe_Content_Injection 9 16848 Brute(S3r.ru) 01/09/2017 06:06:39 1 00:06:12 0 (1)
WMI_Add_user 1 . 16847 Brute(S3r.ru) 01/09/2017 06:06:39 1 00:06:12 0 (1)

npo-echelon.ru




BbIABJIEHUE NMOMbITRW ATAKM OT YEPBA «MIRAI

» KOMPAL KOHCTPYKTOP AMPeKTUB

= KoHeTpyKkTOop ® Peakuus OKCNopT... MMnopT... CoxpaH1Tb AWPEKTUBY
[MepeyeHb AMPEKTUE: -

= ]

4- [= TpeaycTaHOBNEHHbIE

e (2 KAV

i e e sed.) XNEIEPE, 06HApYKeHMe PingBack-aTaK e I

| HenonHag komMnnekTaLua x VAEJWITI:

I IP UCTOYHMKA v 13 yKasaHHbIX v
- Il Basbl ycTapenu

— Bl CTOPOHHMIA UCTOYHUK 633 IP MIRAI

- I C6oii 06HOBNEHS \

- | OcTaHoBKa 3a1a4n

- [l Cpa6aTbiBaHue camosatliu
- [l CpabatbiBaHue 3amTsbl

- Il Owubka akTBaymn

- Il Pe>xum orpaHmndeHHoi dyk
4 [= Dallas Lock

- Il HapyLwenue LenocTHoCcTK |
- Il Hapylenue uenocTHocTH

- Il Yoanenue tbaina

~ I Orcnovenue ayauta basa IP-agpecos, ckomnpomeTupoBaHHbIXx MIRAI

BE CErnancsniiaaTin vovmAan e

npo-echelon.ru




YEPBb NOMBITAJICA K HAM SAHTH..

14221

Wmsa gupektuebl  |P_Mirai_Detect

Puck &
Craryc

4
Fpynna =z
B B

KonuuecTeo cobbiTHid

Mpaewuno: Mpaeuno #0

[arta ¢pukcauun 1D nnaruHa
31/08/2017 12506 1
15:04:37

npo-echelon.ru

Hara 31/08/2017

puKcaymm 15:04:43

IaTa Hayana 31/08/2017
15:04:37

KonuuectBo 1

Cco6bITHIH

OnutensHoctb  00:06

UcTopus uameHeHni

SID nnarusa [aHHble

ispdn.ru 158.85.81.120 - -

[31/Aug/2017:15:03:41 +0300] "GET

o
1
1
1

15:04:37.000

/HTTP/1.0" 20020526 "-" -




BbIABJIEHUE NMOMbITOK SQL-UHBEKLIWK

KOMPAL

npo-echelon.ru

]

KOHCTPYKTOP AUPEKTUR

CexkyHE

4

- I He ycTaHOBNEHO aHTMBMDY
- I HenonHas koMnnexTauma
- Il Basbl ycTapenu

- [J] CTOPOHHWIA NCTOYHUK 623
- I C60in 0BHOBNEHUS

- | OcTaHoBKa 3zaa4u

I CpabatbiBaHue camo3allm
- [JlI CpabaTtbiBaHve 3aLI1Tbl

- I Owmbka akTMBaLNK

- Il Pexxum orpaHuHerHon dyr
= Dallas Lock

- Il Hapyliexue LienocTHoCTH |
- [l HapylieHue LuenocTHocTH
- Il Ynanenue daina

- [l OTkNto4eHwe ayguTa

I Cépoc MaHaaTHbIX YPOBHE

- Il Hapywenne KC Ha Heckon

= KoHTWHeHT

i

UNION SELECT

HaHHble

1t NaHHble
11 LaHHble
GROUP BY

i} IaHHble
SELECT

i) [aHHbie
FROM

v COOEPHKNT v

A COOepXUT N
A COOePKUT ~
A COOepXUT N

COaepKUT W

SQL-3anpocbl B HTTP-Tpaduke

4= [o6asuto € [o6aBuTb rpynny Y

_ Yaanutb

_ YaanuTtb

_ Yaanutb

_ Yaanutb




[OMNbITHA SQL-MHEKLIA

KOMPAL WHUMAEHTBI / uHLmMaeHT N2 5100
A
5100
Mpaeuno: Mpaeuno #0
: Jata dukcawumn: 2017-08-29 02:19:05
Wmsa gupextnebl  SQL_Injection [Nara 29/08/2017
dukcauun 021916 )
Puck [rce 1 PG o
[Jata Hauana 29/08/2017 :
Crarye 02:19:05 1
& 1
KonuuecTtso 1 02:19:05.000
Tpynna [ & defaul | COBLITHiA
OnutenbHocte  00:11
~ B

KonuyecTBO COBbITUIA McTopusi uUaMeHeHUn

Mpaswuno: MNMpaeuno #0
Nara ¢pukcayun ID nnarmna SID nnarmHa [laHHble

29/08/2017 12506 1 npo-echelon.ru 91.208.99.2 - - [29/Aug/2017:02:18:19 +0300] "GET /news/index.php?about%2Fnews%2Findex_php=&PAGEN_1=20%27%200r%20(1,2)=

02:19:05 (select*from(select%20name_const(CHAR(111,108,111,108,111,115,104,101,114),1),name_const(CHAR(111,108,111,108,111,115,104,101,114),1))a)%20-
“%20%27x%27=%27x HTTP/1.0" 200 27583 "-" "Mozilla/4.0 (compatible; MSIE 7.0, Windows NT 5.1; elertz 2.4.179[128]; NET CLR 1.1.4322; NET CLR
2.0.50727, .NET CLR 3.0.04506.30; NET CLR 3.0.04506.648)"

npo-echelon.ru




PASBEJIRA U ABTOPU3ALIUA

npo-echelon.ru

i1 ID nnaruHa v! asHo
‘ p
1010
i NanHbie P | copmepxwT
scan

11 IP ucTouHUKa ‘V paBHO ‘V‘

|

IP ncto4rmka v | lNpaeuno #0 V‘
| |

|

o |
11 Tun coobueHns ‘vi' paBHO v

sshd SSHd: Login sucessful, Acc

+ [o6asute © [loGasurs rpynny

X Ypanuts

X Ypan

+ I

X Yaan

X Yaan

&




HOHTPOJ1b MAHUNYJIALIMM C YYETHBIMM SANMCAMU WINDOWS

------ P WMI_Change_Privilages_user

,,,,,, p WMI_Add_user

------ P WMI_Password_change

...... » WMI_Tcp_Break_Rdp

,,,,,, » WMI_Rdp_Brute = KoHcTpykTop  $ Peakuus TKCMOPT... MMnopT...
...... » WMI_Rdp_MaxCt

------ p WMI_Remove_Us

MpaBuno #0 1 CeKyH[ 1 [ ]
4 [o6aente €@ [oGaeBuTb rpynny Y
un WMI >kypHan v paBHo v
Security
It WMikoa cobbitus v paBHoO o

Koapbl cneymndunyeckmx cobbiTnii

npo-echelon.ru




CMACHBO 3A BHUMAHME!




5 KOMMJieKcHas 6e3onacHoOCTb



