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Abstract. This paper presents statistical results and ttweisolidation, which were received in
the study into security of various web-applicatimgainst cross-site request forgery attacks.
Some of the results were received in the studyezhout within the framework of certification
for compliance with information security requirertenThe paper provides the results of
consolidating information about the attack and getbn measures, which are currently used
by the developers of web-applications. It specifiesults of the study, which demonstrate
various distribution types: distribution of idemntid vulnerabilities as per the developer type
(Russian and foreign), distribution of the securityeasures used in web-applications,
distribution of the identified vulnerabilities a®mpthe programming languages, data on the
number of security measures that are used in tidiest web-applications. The results of the
study show that in most cases the developers ofapplications do not pay due attention to
protection against cross-site request forgery k$tathe authors give recommendations to the
developers that are planning to undergo a cettiifingprocess for their software applications.

1. Introduction

Today, web-applications are actively used to bwidious automated control systems, including
industrial ones. Despite the efforts of the deveiepweb-applications remain rather vulnerablesThi
is the underlying reason for improving methods afnerabilities identification in the specified

software applications.

The methods for identifying vulnerabilities recormded by state controllers for information
security (federal services) consist in the integptatse of approaches specified in the Common Griter
Evaluation Methodology (ISO/IEC 15408/18045) an@AEC TR 20004 [1]. Unfortunately, more
specific instructions for the testing laboratorese not been developed yet, which make the asalysi
of web-application vulnerabilities highly subjeaiv

The experience of evaluating web-application canBiice shows thatross-Site Request Forgery
(CSRF-attack) is currently the most widely spread successful attack. This can be explained by the
fact that the developers of web-applications, asl@, concentrate their attention on implementing
measures protecting against attacks like SQL-iigestor Cross-Site Scripting [2, 3].

It should be added that measures protecting ag&i8BRF-attacks are still being actively studied,
and best practices have not been clearly registeed, 5].
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The goal of this work consisted in developing glirdes for the developers of web-applications
that are subject to conformance evaluation as hgeiirtformation security requirements. To achieve
the specified goal, this work (based on the expegeof the certification tests) studied vulneraiet
of web-applications, CSRF-attacks and measuresotégtion against the specified class of attacks.

2. CSRF-Attack Concept
Vulnerabilities in web-applications related to in@mt implementation of the algorithm of HTTP-
request authorization represent the main causgos$sibility of CSRF-attack implementation.
This usually happens if the following conditions anet [6, 7]:
« The browser automatically applies the user’s autb&tion data (for instance, session cookie-
files), when sending a HTTP-request to the webiaafbn.
« The web-application uses obtained authenticatioa tleauthorize the actions required by the
HTTP-request.
The following classification of CSRF-attacks candfiered (Fig. 1).

CSRF attack

As per physical
location of the
malicious code ”Reﬂected attack

N

Stored attack

As per type
of action of
the malicious
code ’— Standard attack

t Login attack

Logout attack

Figure 1. General Classification of CSRF-attacks.

It should be noted that despite difficulties in Ienpentation, there are cases of successful CSRF-
attacks of the ‘Login’ and ‘Logout’ type on web-dipptions [8]. The probability of successful
‘stored’ CSRF-attack is higher, because a maliciade is stored on the side of the attacked web-
application, and the hacker does not have to mh&euser (for instance, using methods of social
engineering) go to a special resource with a n@alikicode.

Implementation of the security measures on thentfieside [9, 10, 11, 12, 13], represented by
plugins/extensions of the browser or additionatwgafe (proxy), has significant drawbacks [8] and is
currently only of academic interest. There are sgtigns on implementing security measures using
the browser software code directly, for instanceing ‘samesite’ properties of the cookie-files;
however, currently these measures are experimanthlare implemented only in certain browsers.
Integrated measures (measures implemented joipttiid software code on the client- and the server-
sides), as a rule, implement a certain informatraffic control policy [7, 13], which contain critl
information (for instance, authentication data)wmsen the browser and the web-server. It should be
noted that effective implementation of this typese€urity measures is possible by making changes in
the browser software code. Moreover, essentialdiions of these security measures are well-known,
which does not allow their use as the sole measupeotection. The most popular security measures
against CSRF-attacks are tokens (synchronic tol@ngenerated using HMAC cryptographic
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functions) that are generated and tested on theapplication side. This security measure is
implemented, as a rule, by the web-applicatiotfitaethe framework.

The main distinctive feature of the token-basedigsgcmeasures is in the token storage method: it
can be stored on the side of web-application artaHvewser.

The leading specialists in the web-application sgcuecommend using the echelon defence
principle (multi-level protection), when implememdi security measures. Thus, the specialists of
OWASP community recommend implementing securitythe web-application by combining two
types of the security measures —HTTP-heading eatifin and tokens. In some cases, the developers
use three or more security measures for criticidrination systems (for instance, bank servicing
systems). For example, it can be a combinationokérs, verification of headings and security
measures that require actions from the end usey,pghforms a critical operation (entry of one-time
code/ password).

In view of the foregoing, it is possible to suggtst relevant classification of administrative and
technical measures of protection against CSRFlet@ag. 2).
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Figure 2. Classification of Security Measures against CSR&cks.

3. Methods of CSRF-Attack Study
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The study into the security level of the web-apgion was carried out in the accredited test
laboratory of NPO Echelon (study period: JanuaNovember 2017) [14].

Vulnerabilities were analysed using standard teést®loped with account of recommendations [13
15] and CAPEC resource [16, 17]. Below is the galregquence of the performed tests:

1. Analysis of parts of web-applications (pages), Wwhatlow changing the condition of the web-
application (creating/ changing/ deleting user aot® protected information, other
information etc.).

2. Study of the requests to the identified parts obsapplications: transmission of the requests
from the web-browser to the web-application withttier interception and analysis of the
request structure. The expert analyses the inteydapquest and defines the type of security
measure against CSRF-attack on the specific page.

3. Generating a mock HTTP-request to be saved as aviLHile on the local computer and is
opened in the web-browser, provided that there #ssion authenticated by the target of
evaluation (web-application).

4. If the analysis of intercepted request (cl. 2) ed@d security measures against CSRF-attacks,
the following actions shall be additionally taken:

a) When tokens are used as a security measure:
* Analysis of URL for a clear token;
* Sending a request without a token;
* Sending a request with an altered token;
* Sending a request using one token for variousassyunts;
* An attempt to guess /select a token;

b) When using verification of the HTTP-package hieg@s a security measure:
* Sending a request with altered HTTP Referer/Ofigials;
» Sending a request without HTTP Referrer/Origindel

A standard test stand scheme used for the studgecaaen in Figure 3.

Web-browser
Computer | Senerlpurose
Test software
Test software
General purpose Web-_seryer/
Computer | 1 erating system application
server
DBMS

Figure 3. Test Stand Scheme.

The tests were performed using the following autimmasoftware: BurpSuite software, Scanner-
VS software. The average time spent on testingnef web-application by one expert of the testing
laboratory is 8 hours.

4. Study Results
The study yielded the following results:
¢ CSRF-attacks were successful in 70% of cases -+ @fdlD analysed web-applications turned
out to be vulnerable.
* The overwhelming majority of CSRF-attacks were ssstul in relation to web-applications
developed in Russia (Figure 4). It should be ndieat the only CSRF-attack that was



International Conference Information Technologies in Business and Industry 2018 IOP Publishing
IOP Conf. Series: Journal of Physics: Conf. Series 1015 (2018) 042034  doi:10.1088/1742-6596/1015/4/042034

successful in relation to the foreign web-applimativas that of “Logout” type, and the experts
of the testing laboratory failed to develop anckteector that implements information security
threat. Only one web-application initially did neave any security measures against CSRF-
attacks. The other vulnerable web-applications semirity measures based on verification of
HTTP heading or token (Figure 5).

Foreign
developments 14%

Russian
developments 86%

Figure 4. Distribution of the Identified Vulnerabilities agr the Developer Type.

Origin Referer
22% 45%

Figure5. Distribution of Information Security Measures use®/ulnerable Web-Application.

e It has been established that web-applications ewith PHP have a few more vulnerabilities
that results in successful CSRF-attacks (Figure 6).
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Figure 6. Distribution of identified vulnerabilities as tha programming language.

» The developers upgraded vulnerable web-applicatisimtgy security measures based on tokens
in all cases.

* In most cases, the upgraded web-application andapplications, where the vulnerability has
not been identified, used a combination of seveealurity measures against CSRF-attacks
(Figure 7).

3 measures 10%

1 measure 20%

2 measures 70%

Figure 7. Data on the number of security measures useciteiied web-applications.

« The average time required for the web-applicatiemetbper to correct a vulnerability is 3
weeks.
Thus the study showed that the majority of devat®garound 70%) do not pay due attention to
implementing security measures against the compitti@eks under consideration.

5. Conclusions

The study allowed providing the following recommatidns to the developers of web-applications of
the automated systems, which fall under the remergs of the technical regulations (conformance
evaluation).

e It is advisable that the developers implement meassaf secure software development in the
software lifecycle processes. The priority shallghgen to implementing measures related to
testing penetration of web-applications. Howevelisiimportant that the standard tests are
supplemented with the test for exposure to CSR&ekdtof “Login” and “Logout” type.
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The developers are advised to use the echelon seferinciple (security in depth), which

consists in combining two or more security measyf@sinstance, verification of token and

HTTP-heading), when implementing security measwagsinst CSRF-attacks in the web-
application.

When implementing security measures against CSRiElas in the web-application, the

developers are, first of all, recommended to usmirdg measures that have already been
implemented in the operational environment, fotanse, in frameworks.
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