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CODE REVIEW

PyuHon Tpya ABTOMaTU3aLMS




JAZIAYA

ABTOMaTU3aLUMa npouecca
code review




JEPEBbA U TPADbI
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DATAFLOW & CONTROLFLOW

1 int m(int x, int y) {

2 while (x > 10) {

3 x —-= 10; // x = x - 10;
4 if (x == 10) {

5 break;

6 }

7}

8 x = square (x);

9 if (y < 20 && x%2 == 0) {

10 y += 20; // y =y + 20;
11 }

12 else {

1y -=20; //y=y - 20;

2}

15 return 2*x + y;

16 } Control flow —»
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MHTETPALIMA B DSL

Developer

Source codes

Reports

Project Manager
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APPCHECKER

a

e NHbEKUNU
AppChecker
$sql = "SELECT username,realname o6NayYHbBIM ayauT Koaa
FROM users

WHERE cityid=".$_GET]['cityid';
$result = mysqgl_query($sql) or die(mysqgl_error());




APPCHECKER

ol

AppChecker

obnavyHbM ayauT Kopaa

e XSS

echo $ POST[«userMessage»];




APPCHECKER

eHardcoded 1
oCredentials

AppChecker

obnavyHbM ayauT Kopaa

If(password.contentEquals(«hardcoded123»)
return true;




APPCHECKER

o

AppChecker

obnavyHbM ayauT Kopaa

oLOgic bomb

if(date == new Date(«13.10.2017»))
mysql_query(«DROP TABLE usersy);




APPCHECKER
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AppChecker

obnavyHbM ayauT Kopaa

«Dataflow
«Controlflow




APPCHECKER
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AppChecker

obnavyHbM ayauT Kopaa

«Git, Svn, Mercurial
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APPCHECKER
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Cloud AppChecker

obnavyHbM ayauT Kopaa




CLIEHAPH

AHAJIU3 APXUBA

¢ =

ApxuB Appchecker

Ton pecpektos no tunam (CWE)

CWE-391 : UIrHopupoBaHue olnbok

. CWE-T98 : Micnonb3oBaHWe XecTko
3afaHHbIX YYETHBIX JaHHbIX

. CWE-337 : lNpenckasyemsiil
nHMuKMannaatop 8 MNMCY

. CWE-113 : HekoppekTHas
HedATpanwsauws CRLF
nocnepoeatensHocTeld B HT TP-3aronoBkax
(Paapenenve HTTP-3anpocos)

CWE-476 : Pa3blMeHOBaHWE HYNEBOT0
yKasaTens

MocmoTpeTs Bee ©

OTtyert




CLIEHAPH

MHTETPALIUA C CI

Obwas nHpopMaLms 1 METPUKMU NPoeKTa

Cratye: Cratuyeckunit aHanua
> 3aBepleH
Bnapenew: admin
. Bpema anvannaa: 30cex
Konuuecteo chainoe: 16
Pasmep npoexkrta: 96,7KB
Konwnyecteo ctpok: 2 752
WcnoneayeMmble A3elkM:  Java

Cl Appchecker

Ob6paboTaHo nedekToB
-
11%
O6paboTano: 4/35

Task tracker Code reviewer




CLIEHAPH

[IPOBEPKA OPEN SOURCE

A . PacnpepneneHve 1edeKkToB No KaTeropusm

open source
Appchecker

<
<

Patch code

Quality report




CLIEHAPH

IDE MNATUH .J '

IntellijIDEA H

>

*¢ NetBeansie

cmswebtasarim.c




CMACHBO 3A BHUMAHME!

Ceprent bop3bix
CTapWwmm pa3paboTymkK
+7 (916) 535 29 08
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