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Brief Overview:
Historical Perspective

Establishment of
Russian IT Security
Certification Scheme

Mandatory
requirements for
firewall and access
control systems

5 Echelon

information security

Mandatory
requirements for
source code
analysis

Guidance based
onCCv.2.1

Mandatory
requirements for
antiviruses
(based on CC)

Mandatory
requirements for
trusted boot loader
(based on CC)
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Mandatory
requirements for
IPS/IDS
(based on CC)

Mandatory
requirements for
removable storage
protection
(based on CC)



Brief Overview:
Historical Perspective

Orange Book Approach Common Criteria Approach

1995 2012
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Brief Overview:
Who Takes Part in the Certification Process?

™
—> Sponsor (Vendor, Develper)
Certificate FSTEC |D® @ i Request Lpda

FSTEC of Russia
Deliverables

FSTEC ID (2) @T Certification Report

Accredited Certification Body

—»
FSTEC ID |
Observation | Evaluation Work Programme,
@ Reports | ® @ Evaluation Technical Report
v
_» Accredited Evaluation Laboratory [*______ _

S Echelon

information security

Observation
Reports

®



line

Typical Time
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Brief Overview: Typical Timeline

Obtaining FSTEC ID

Evaluation provided by Laboratory

Normally 1 month

Certification by Certification Body
3-4 months

Obtaining a certificate
1 month and more i from FSTEC of Russia

there may be delays:

- for solutions that will
be used for protection
of classified
information;

- If a state-owned
Certification authority
was chosen by FSTEC

Normally 1 month
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Brief Overview:

Accredited Evaluation Laboratories
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Brief Overview:
Accredited Certification Bodies
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Brief Overview:
Classical Major Approaches to Evaluation

Functional testing (black box)

VS

Structured testing (glass box)

- Source code review
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Brief Overview:
Classical Major Approaches to Evaluation

Evaluation of the security functionality

ABlack box testing to ensure that TOE works as it should

ATesting of source code for the absence of software
vulnerabillities
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Current Status of the Russian Scheme:

Products
‘ ‘ ‘ ‘ E ® Product
Evaluations
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Current Status of the Russian Scheme:
Certified Products by Types (1)

Vulnerability Antivirus DBMS_IPS/IDS

assessment_ 3% / % 2%

system
Operating 3%
System
9%
Network
System

5%

2011-2014
Evaluation
Timeline
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Current Status of the Russian Scheme:
Certified Products by Types (2)

2014 ;
2013
2012
2011
0% 20% 40% 60% 80% 100%

5 Echelon

information security

m Firewall

m Access Control Systems

m Embedded Access
Control

m Software

m Network System

m QOperating System

= Vulnerability assessment
system
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Current Status of the Russian Scheme:
Russian vs. Non-Russian Developers
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Current Status of the Russian Scheme:
Russian vs. Non-Russian Developers
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®m Russian Developer

® Non-Russian Developer
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Non-Russian Developers (1)
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