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Brief overview:
Historical Perspective

Establishment of
Russian IT Security
Certification Scheme

Mandatory
requirements for
firewall and access
control systems
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Mandatory
requirements for
source code
analysis

Guidance based
onCCv.2.1

Mandatory
requirements for
antiviruses
(based on CC)

Mandatory
requirements for
trusted boot loader
(based on CC)
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Mandatory
requirements for
IPS/IDS
(based on CC)

Mandatory
requirements for
removable storage
protection tools
(based on CC)



Brief overview:
who takes part in the certification process?

™
—> Sponsor (Vendor, Develper)
Certificate FSTEC |D® @ i Request Lpda

FSTEC of Russia
Deliverables

FSTEC ID (2) @T Certification Report

Accredited Certification Body

—»
FSTEC ID |
Observation | Evaluation Work Programme,
@ Reports | ® @ Evaluation Technical Report
v
_» Accredited Evaluation Laboratory [*______ _
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Brief overview: typical timeline

Obtaining FSTEC ID

Normally 1 month

Evaluation provided by Laboratory
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3-4 months

Certification by Certification Body

1 month and more

Obtaining a certificate
from FSTEC of Russia

Normally 1 month




Brief overview:

Accredited Evaluation Laboratories
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Brief overview:
Accredited Certification Bodies
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Brief overview:
Classical Major Approaches to Evaluation

Evaluation of the security functionality

 Black box testing to ensure that TOE works as it should

 Testing of source code for the absence of software
vulnerabilities

5 Echelon

information security



Current status of the Russian Scheme:
Products Evaluations
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Current status of the Russian Scheme:
Certified Products by Types

Vulnerability Antivirus IPS/IDS

assessment_ 3% / % 2%

system
Operating 3%
System
9%
Network
System

5%

2011-2014
Evaluation
Timeline
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Current status of the Russian Scheme:
Russian vs. Non-Russian Developers

2014

2013

2012

2011
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®m Russian Developer

® Non-Russian Developer
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Current status of the Russian Scheme:
Non-Russian Developers (2)

Siemens

McAfee 1%
1%
Check Point
2%

IBM
a
3% Symantec
3%
Qracle
5%

Juni 2011-2014 Evaluation
uniper Timeline

6%
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Current status of the Russian Scheme:
Russian Developers

Kaspersky Datatel
Lab 4%
6%

Security Code
4%

Altx-Soft
3%

2011-2014 Evaluation
Timeline
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Steps Toward Common Criteria Approach:
Step #1 (1)

CC,v. 2.1

Publications by

”| FSTEC of Russia

N

ISO/IEC
15408:1999 [~ GOST RISO/IEC
CC,v.23 15408-2002
ISO/IEC TRISO/E
15408:2005 [~
CC, v. 3.1 15408-2008
ISO/IEC
15408:2008 —
’ \ GOST RISO/IEC
CEM, v. 3.1 2009 15408-2012/2013
ISO/IEC |
18045:2008 [~ T RISO/E
18045-2013
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Steps Toward Common Criteria Approach:
Step #1 (2)
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Steps Toward Common Criteria Approach:
Step #1 (3)

Timeline

2004-2014 Evaluation
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Steps Toward Common Criteria Approach:
Step #2 (1)

Evidences

The Legal Act

IT Security Environment

> Security Traget

Approved
Protection Profile
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Step #2 (2)

TOE m

5 Echelon 18

nnnnnnnnnnnnnnn

I Steps Toward Common Criteria Approach:



Steps Toward Common Criteria Approach:
Step #2 (3)

FSTEC of Russia Approved Protection Profiles

PP for IPS/IDS

PP for Antiviruses

PP for Trusted Boot Loaders

PP for Removable Storage Protection

PP for Firewalls
PP for Operating System
PP for DBMS
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Steps Toward Common Criteria Approach:
Step #2 (4)

http://fstec.ru B
&8 - ®dCTIK Poccum *‘f“’

deaepanbHan cnyxBGa No TEXHUYECKOMY U IKCMOPTHOMY KOHTPOIMHO

rmaesan  KapTa caidTa OGHOENEHWA oMK ﬂ
BE FEESEER @ ru e
KoHTakTel  WMHbopMauua  OeatencHocTe  JokyMeHTel RESGIEEE=EEETGE R ENUTE SKCIOpTHEIA KOHTPONE  JIMUEH3MpOEaHWE

Kagpoeoe of0ecnevedue [poTMBOAEACTBME KOPPYNUMKM TeppuTopuanebHele opradsl  THWMWW MT3KW G@CTSK Poccum

[MmaeHan TexHWyeckan 3aliuTa MHpopMaLMu CepTUUKaLua CrelranbHble HopMaT

OoKyMeHTkI No cepTUdMKALWMK CPeacTE 3alMThl MHHOPMALMK WM aTTecTaLWu 05 LEKTOB WH OPMaTH3aL WK No TpeGoBaHNAM 5e30MacKoCTH
MHthopMaL MK

MeTognueckme ookyMeHThl. YTBepxaeHsl ®CTIK Poccun 1 gekabpa 2014 r.

MeToAUYECKUA OKYMEHT m

Wl Mpodune 3aLWMThl CPEACTB KOHTPONA OTYYHAEHUA (MEPEHOCa) MHDOPMAaLMK CO ChEMHBIX MALLMHHBIX HOCUTENERA MH@opMaLuK 4 625 =
P 1705
Al K1acca 3aLWThI kB
_'}-.. Mpodounb 32Tl CpeacTB KOHTPONS NOJKMIOYEHHUA ChEMHbIX MALUWHHBIX HOCMTENEA MH(DOPMAaLUKK 4 Knacca 3aLuTel Eié 1756
“;“-h Mpodune 33WKTEl CPEACTE KOHTPONR NOSKMYEHNA CHEMHBIX MALUMHHEIX HOCUTENER MHDOPMAaLUMK 5 KNacca 3amnTel :'Eé 936
,;“-L. Mpoune 3aLMThl CPEACTE KOHTPONS NOAKMOYEHWUA CHEMHbBIX MALUMHHLIX HOCUTENER MHMOPMAaLUKMK 6 Knacca 3aLmMThl J{g 897

MpOMUNK 33LWUTEl CPEACTE KOHTPONA CHEMHBIX MALMHHEIX HOCHTENEH MHDOPMALMK

Echelon

information security



Certifications against new FSTEC of Russia
requirements: projects summary

Number of certifications Summary:
14 = TOE Types: IDS/IPS,
12 Antivirus, Trusted boot
loader
10 = Vendors: HP, McAfee,
g | ESET, Trend Micro,
PineApp, Kaspersky
6 - Lab, Cisco, Echelon,
4 Altx-Soft, Secure
Code
2 - = Number of active
0 . labs: 4
2013 2014 2015 (Jan.-
Aug.)
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Certifications against new FSTEC of Russia
requirements: Russian vs. non-Russian TOE

®m Russian
Developers

® Non-Russian
Developers
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Steps Toward Secure Software Development

. Russian .standard Proposed Secure Software
«Information protection. Secure Software Development Controls:

Development. General requirements» (draft)

» information security threats
POENEPANBHOE ATEHTCTBO

Mo TEXHUYECKOMY PETYNMPOBAHWID W METPONOM MK m Od el I ng
i = source code static/dynamic

HALUMOHANBHBLIN  (rroem
e, analysis
e = source code review
» penetration testing

3awmnTa MHpopMaLmn
PA3PABOTKA BE30OMACHOIO NPOrPAMMHOIO OBECNEYEHNA

O6wme TpeGoBaHNA
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Final Remarks

1. First certifications according to the new requirements
were provided for non-Russian products.

2. More and more leading non-Russian developers provide
the Russian Evaluations Laboratories with access to their
source code, and this tendency shall be observed in the
future.

3. Efficiency in detection of vulnerabillities in software

submitted for certification will advance.

Russian developers will pay more for certification.

The number of actively working Evaluations Laboratories

will degrade.
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Contact Information

= Alexander Barabanov, Ph.D., CISSP, CSSLP
NPO Echelon
ab@cnpo.ru

» Alexey Markov, Dr.Sc., CISSP, Member of IEEE
NPO Echelon
am@cnpo.ru

= Valentin Tsirlov, Ph.D., CISSP, CISM
NPO Echelon
z@cnpo.ru
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Thank you for your attention!



