=~ DWenoH PYBUKEH NOVA

KAPTA PA3BUTUA NMPOAYKTA

KaTeropus pynna OyHKUMA PeanusoBaHo Q2 2025 Q3 2025 Q4 2025 Q1 2026
YaaneHHbIn AOCTYN K Be6-UHTepdency
BupTyanbHas malnHa

OuncTtpnbytus
ISO-06pas ana legacy BIOS
ISO-06pa3 anst UEFI BIOS
YnpaBneHue yepes Beb6-uHTEpdenc
Beb6-uHTepdeiic
JocTyn ¢ ucnonb3oBaHnem TLS-cepTudumkara
YnpasneHue yepes CLI
CLI
YnpaBneHue yepes SSH
MOHUTOPUHI CUCTEMBI
Manens MOHUTOPUHI CETEBbIX CECCUIA
MOHWUTOPWHra

lnarHocTuka cetu

MoHuTop Mpotokon HTTP (Prometheus)

MpoTokon Syslog
OTnpaBKa cobbITUN
MNpoTtokon SNMP

NERNRK

MpoTokon NetFlow



KaTeropus Fpynna

OcHOBHbIe
napameTpbl

Cucrtema O6opynoBaHue

Cepsuchbl

PesepBupoBaHue

YnpaBneHue
JOCTynom

OyHKuMA

O cucreme

CocTosiHne cucTemMbl
JlokanbHOe BpeMms
CucteMHble napamMeTpbl
LlenoctHocTb MO
YnpaBneHne 06HOBIEHUAMM
YnpaBneHue KoHUrypaumen
YnpaBneHue nutaHnem
YnpasneHue pannamm
CocTosHue o6opyaoBaHus
CocTosiHMe cepBMCOB
CeTeBble CryX6bl
DNS-cepsuchbl

NTP-cepBuchbl

WatchDog

VRRP

KnacTtep Active-Passive ¢ cuHxpoHu3aumnen
[Monb3oBartenu

HacTpoitka SSH
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KaTeropus Fpynna

OCHOBHbIe
HacCTpPOMKMN

DHCP

CeTb

MapupytusaTtop

OyHKuMA

L1: ®dusunyeckne nutepdeicol
L2: CeTeBble uHTepdeiichl
L2: NceBAOHMMDI

L2: VLAN (802.1Q)

L3: IP-agpeca

ARP-Tabnuua

DHCP-knueHT

DHCP-cepBep

DHCP-relay
NAT
= PAT

» [lepeHanpaBfieHVe NOPTOB

= CraTtudeckuin NAT
PacwupeHHble HacTpoiku NAT

= Source NAT

= Destination NAT

= Loopback NAT
CocTosiHMe MapLupyTUsauum
CraTnyeckas MapLipyTusauus

Monutuku mapwpyTtusauum (PBR)

BupTyanbHasa mapwpytusauus (VRF)

OvnHamuueckas maplupytusauus (RIP)

PeanusoBaHo

NENNRBNRNRNRN

NERNRN
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KaTteropus Ipynna OyHKUMA PeanusoBaHo Q2 2025 Q3 2025 Q4 2025 Q1 2026

OnHamunyeckasa mapwpyTtusauua (OSPF)
= OSPFv2
MapLupyTusaTop = OSPFv3
[nHamunyeckasn mMapupytusauus (BGP)
Multi-WAN
YnpaBneHune oyepesbto
*  Quepepab ANs UCXOASLLMX MAKETOB
CeTb
=  |lleAnuHr gnsa ncxopsLimx nakeTtos
= |lleAnuHr gnsa BXoAsLLMX NakeToB
y:ppaad?ﬂs:;e * QoS A4N18 UCXoasLmMX NakeToB
= QoS ansa BXxoAasLWmMX NaKeToB
3epkanupoBaHue ceTeBoro Tpaduka
= TAP
YckopeHue Tpaduka
VXLAN
GRE
IPSec
VPN BupTtyanbHble ceTn

IPSec IKEv2 Client-to-Site
IPSec IKEv2 Site-to-Site

OpenVPN

NENQNBRRN



KaTeropus pynna DyHKUMA PeanusoBaHo Q2 2025 Q3 2025 Q4 2025 Q1 2026
Ctpyktypa M3
Monutuku punbTpaumm no MAC-agpecam
MonuTtukn punotpaumm no IP-agpecam
Monutmku dpunbTpaumm no GeolP

MexceTeBoWn aKpaH

3awmTa oT TUMOBbIX aTak
MonNnUTUKKN ceTeBbIX CEPBUCOB

Pacu.mpeHH ble NMOJINTUKU

MonnuTukKKn 30H

NENNRNREBRQNRRN

Cnucku rnobanbHblx IP-agpecos
HacTpoiiku cnuckos
Cnucku nonb3osaTenbeknx IP-agpecos

Monutukn DPI

<

MonNTUKN NO AOMEHHBIM UMEHaM
3awmTa
Monutukm IPS

N

[MoNUTMKM ceTeBbIX OrpaHNUYeHnin
=  OrpaHun4yeHusa No KONN4YecTBy CoegMHEHUN
= OrpaHuyeHus no o6bemy Tpaduka

PacwmpeHuns
=  OrpaHu4eHns N0 CKOPOCTH

NEHRK

Monutukn ot BHewHmnx C3U

NN

MOAUTUKM MYNbTUMOPTOBBIX MPOTOKOOB
Monb3oBaTenbcKue NoINTUKN

MonnTUKKM NO MaH4aTHbIM METKam

NN

ﬂOByLIJKa Ana CKaHepoB

Mogaynu IDS

6e30MacHoOCTH

<M<

Hopmanusauus ceteBoro Tpaduka



KaTeropus pynna DyHKUMA PeanusoBaHo Q2 2025 Q3 2025 Q4 2025 Q1 2026
CucTeMHbIN XypHan
JKypHan gocTyna K yCTponcTBy

XXypHan XXypHanbl
XXypHan MexxceTeBOro akpaHa

IR <<

XXypHan IPS

* MNpeacTaBneHHas MHGOPMALIMA HOCUT 03HAKOMUTENbHbIN XapaKTep U MOXKeET BbiTb U3MeHeHa B Ntoboe Bpema 6e3 npeasapuUTeNbHOro YyBeA0MAEHNS

** Mudopmauus akTyanbHa Ha 01.06.2025r.



