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AKTYanbHbié BONPOCHI OLCHKN

COOTBETCTBVA UHTENNeKTYanbHbixX C3M
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AKTYaNbHOCTb

Yrpo3bl n KoHtpmepbl UMb B ob6nactn A
OueHKa COOTBETCTBUA U CUCTEMDI CEPTUPUKAL NN

N .

BblBOAbI U NpeanoXKeHua
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06nacTbh onpeaeneHus

" [No3uuwma ISO/IEC: Al == ML

" MHTennektyanbHble C3 —3to C3U,
npegHasHayYeHHble AN1A peweHnAa pa3nyHbIX
3aaa4 obecnevyeHmna Nb, co3gaHmne KOTopbIX B
oba3aTenbHOM NopAaKe CBA3AHO C
MCNONb30BaHUEM CleLumasibHbiM 06pa3om
NoArotoBaeHHbIX H/, onncbiBaloLWMX
npeacTaBuTe/IbHYO COBOKYNMHOCTb MPUMEPOB
pelweHunsa aTux 3agad (no TK-164)

Artificial Intelligence (AI) in
Security Aspects of Industrie 4.0

npo-echelon.ru



ARTYaNbHOCTL B ber Secaiy sk, by Rion (05D Bl
38.2

Top 10 |

Gartner | Strategic g ‘
| Technology ;
Trends Al Security - (

KoHBepreHuusa TpeHa0B: KnbepbesonacHocr.. .. . ...

CTaTMCTUKA M NPOrHo3bl
= MSM Ha 2026 1. — PbiHOK ML & Cybersecurity - 2.83 TpaH. £ >> B 135 pas..
= Gartner 2022 r. - 30% KnbepaTtak c ucnonbzoBaHnem MM 6yayT COCTAaBNATD  as  w  2m0 21 2@ 3 28 20 20209

COCTA3aTe/IbHble aTaKu W North America [ Asia Paciic [ Ewope 1 Row
https//www.marketsandmarkets.com
= Splunk 2022 r.: 63% opraHu3saumnm ncnonbv3ytot ML ana aHanntukm no Ub
u Cylance 2022: 62% XaKepOB I'IﬂaHMperT nMcnos1ib30oBaTb MM Papers on adversarial machine learning in arXiv.org

1200

" 3JKCMOHEHUMANbHbIA POCT UCCNeA0BaHMM B By3ax (nnaepbl 4 NMpom. pes.)
MHumnpeHTtbl Ub
= [lepey4yeHHble 60Tbl, OWINOKN MAEHTUPMKALUN

PerynaTtopbl

= [lpopaboTKa TemaTnyeckux ctaHgaptos MITRE, NIST, ISO/IEC...
= Cucrema ceptudukaumm MU no armgon TOV
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VIpo3bl M KoHTPMeDnbI Mb B obnacTu MK

" HoBble Knacchl aTak (cocTta3aTenbHble aTaku)

" 3BOJ/IOUMA YrPO3 (MHTENNEKTYaNbHbIE aTaKW)
= 3gontouma C3U c anemeHtamu UN (C3N NG)

= 3pontouma CA3 n texHonornm paspabotkm BIMO c anemeHTamm NN

npo—echelon.ru




1. ATaKku Ha cucTembl UK

" ATaKM Ha AaHHbIe (MCKaXKeHNEe pPa3MeTKN, «4YepHbi nebeab»)

" ATaKn Ha anropmuTmbl (6enbin AWKMK, YEPHbBIN AWUK, HAB -
3aMMCTBOBaHHbIE KOMMNOHEHTbI, btonneteHn n 61 u 1.4.)

" ATaKa Ha Hann4ne KOHPUAEHUMANbHbIX AAHHbIX

= ATaKun Ha cpeny v ap.

npo—echelon.ru




MITRE Adversarial Threat Landscape for Artificial-Intelligence Systems

Reconnaissance _ Resource Initial ML Model Execution Persistence Defense Discovery Collection ML Attack
Development Access Access Evasion Staging
5 techniques 7 techniques 2 techniques 4 techniques 1 technique 2 techniques 1 3 2 techniques 4 techniques
technique techniques

Search for Acquire ML Supply ML Model User Poison Evade Discover ML Artifact |Create
Victim's Publicly Public ML Chain Inference Execution Training ML ML Model = Collection Proxy ML
Available Artifacts Compromise API Access Data Model Ontology Model
Research Data from
Materials Obtain Valid ML-Enabled Backdoor Discover Information |Backdoor

Capabilities Accounts Product or ML Model ML Model Repositories |ML Model
Search for Service Family
Publicly Develop Verify
Available Adversarial Physical Discover Attack
Adversarial ML Attack Environment ML
Vulnerability Capabilities Access Artifacts Craft
Analysis Adversarial

d Pr cuime | Full ML Model Access e

Search Victim- Infrastructure Model
Owned Websites Access Summary

PUbIISh i i "white-box" access to a machine learnin 10 AL TODA8
Sea rCh POisoned :j)del. This means the]: a"dve:]star;has complette knowIngelof the ? Tactics: ML Model Access
App“cation Datasets model architecture, its parameters, and class ontology. They may Nuniber of fudies: 1
RepOSitorieS exfiltrate the model to Craft Adversarial Data and Verify Attack in an umber ot case studles:

offline where it is hard to detect their behavior.

Poison
Active Scanning Training Data Case study examples  ~

Establish

Backdoor Attack on Deep Learning Models in Mobile Apps
AC cou ntS This provided the researches with full access to the ML model, albeit in compiled, binary form.




2. ATaRu ¢ ucnonbn3osanvem WA

" Coop (punbrpauma) nHpopmaumm o
KepTBe

" UmnepcoHauus (SET, puwmnHr u 1.4..)

" HeCaHKLUMOHUPOBAHHbIN A0CTYN
(06xoa CAPTCHA v nopbop naponen)

" [lpoBeaeHue atak (VA, Malware, = %
DDoS, crowdturfing/deinku) T gl

= ABTOMaTu3auma APT-atak (HiveNet — DARPA: CTF-copeBHoBaHus Cyber
ynpasseHne 6oTHeTamu) Grand Challenge 2016

YyacTHUK — cuctema M Mayhem

npo—echelon.ru




B CYBERSECURITY'S NEXT STEP MARKET MAP:
W 80+ COMPANIES SECURING THE FUTURE WITH ARTIFICIAL INTELLIGENCE

ANTI FRAUD & IDENTITY MANAGEMENT

" neHTUdMKaumA,
ayTeHTudUKauusa, bopbba ¢

Mo eHHNYEeCTBOM MOBILE SECURITY

AGARI feedzal & Ravelin smyte. ZZ zvuory as A appthority
[ | PMCK_N\eHe.DImN\e HT E&n."_@ ocreatHofn < iD s skymind ovu Mi? Security 9
(@) Castle GYSMES & iopeshol & simility vericu €7 sentegnty
= j-l O By LLI K M ) H O n ey p Ot s CYBERTONICA mwall Shift Techr Y % sift science &m "Skycufe
= ABTOMATU3a LUNA £ oaravisor #) erecoonmve  JNlg B X { socure O P ZIMPERIUM

PREDICTIVE BEHAVIORAL ANALYTICS / AUTOMATED CYBER-RISK
" [[poaKTnBHaA 3awmTa, NDR, INTELLIGENCE T ——— SECURITY ~  MANAGEMENT
SI E M/l PS B cryuanCcE "‘4- /E\'Vat.a. DEMISTO @CM!M
o despinstinct - @ BehavioSec > EdgeWave CY
u : . Sec’ ,
[loBepgeHYeckun aHanns, UEBA  |igen s M A e [
= Mobile/loT-6e3o0nacHocTb ., homau | FB REG X | Diogews | BHaystax
. PROTENUS Rermete i ®sqrrl lexumo
. Ee3onaCHOCTb npmnO)‘KeHMM jl-ogﬁh?!hm - a— exabeam INTE?&LM\'G 'wosﬁose Al \31",‘1“{". MEYéCERT
secLyrics SineiOne @ secomeorovos T FORTSCALE =) StackPath £ENEDOE erctap
APP SECURITY 10T SECURITY DECEPTION
’Authsase »Q-‘ sporkcegnition SECURITY
Cryplosense - .@ Bastile CUJO (,' o T
npo-echelon.ru | coverrey  illusive & CBINSIGHTS




@ CSE CENTER for SECURITY and
EMERGING TECHNOLOGY

3. G3U NG. Mpumep knaccuurauum no GSET

RESPONSE AND

PREVENTION DETECTION RECOVERY

1

[NpepoTBpalLeHme BbiAaBneHune PearnpoBaHue [NpoaKTUBHAA 3aWMTa
UNDERLYING

UNDERLYING CYBERSECURITY TASK TECHNOLOGY OF NEW

CYBERSECURITY TASK  TECHNOLOGY OF NEW UNDERLYING Al APPLICATIONS
Al APPLICATIONS UNDERLYING CYBERSECURITY TASK  TECHNOLOGY OF NEW
Al APPLICATIONS

NLP, GANs

Fuzzing Deep Learning Generation
. ) Adversary Engagement Reinforcement Learning
Pentesting Reinforcement Accurate Detection Deep Learning Dynamic Honeypotting Reinforcgment
Learning . . . Learning
o ) Moving Target Defense | Reinforcement Learning
Bug Triage and NLP, Traditional Alert Prioritization Deep Learning Automated Phishing NLP, Reinforcement
Classification ML Methods Response Learning
Adversarial Hardening GANs
Vulnerability Severity NLP, Traditional of Detection Systems Dark Web Threat NLP
Assessment ML Methods Intelligence
Attack Clustering NLP, Traditional ML
for Attribution Methods
Code NLP

De-Anonymization

npo-echelon.ru




Rakue MoryT ObITb BapUaHThbI
OLIeHKU COOTBETCTBUA <3y|:
MHTEeNNEeKTYaNnbHbIX C3U?

npo-echelon.ru




OLeHKa COOTBETCTBMA U CUCTEMbI
ceptuthurkauum C34 no tpebosanmam b

" ObasaTtenbHasn CepTM(I)MKaLI,MFI
* MWHOBOPOHbI POCCVIM é
= ®Cb Poccuu o .

" Attectauna OU = ®CTIK Poccum

" CepTUdUKaLUA
= C3U
= CMWUB

= Ceptndpunkauma C3U

» NobpoBosibHaA cepTuduKauma
= baHKK

" 1pyrue @ Bark Poccim

npo—echelon.ru




Npumenbl BADUAHTOB TNE60BaHUN

Ha cooTBeTtcTBme PL1B

Mo Kknaccy 3alwmiueHHoctn ot HCA (P4
FocTexkommuccum)

Mo koHTpoAato HAB

Mo Knaccy 3awmuieHHocTy ot HCA, (M3/36
®CTIK Poccun)

Mo TpeboBaHMAM AoBepUs Mo PO AC, P4 CBT

76 Mpukas PCTIK

(yasBumocTu, BMO)

PCTIK Poccum
dCb Poccum
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Mo OyA (0yA4/4+) no roCT P KUKT u ap.
NCO/M3K 15408-3-2013 FOCT P 56939-2016

= Mo Npodwunto 3awmtbl (LB PD). FOCT P NICO/M3K 15408-3-
2012/2013

Mo TpebosaHuam FOCT P 56939- rOCT P UCO/M>3K 27001-2006
2016
FOCT P 57580.1-2017

baHK Poccuu
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InothvnbHbIé TEXHUUECKVEe KOMUTETDI

» TK-164 «ACKyCCTBEHHbIN UHTENNEKTY = |SO/IEC JTC 1/SC 42 Artificial intelligence

" TK-362 «3awpura uHpopmauum» = |SO/IEC JTC 1/SC 27 Information security,

= TK-26 «Kpuntorpaduueckasn 3awnta MHGopmaunum» cybersecurity and privacy protection

" TK-22 «MHbOpMaALMOHHbIE TEXHOOTUNY " Apyrue

= TK-122 «CtaHaapTbl PUHAHCOBbLIX ONepaunumn»

" apyrue

npo—echelon.ru




fiDMMenbI CTaHAANTOB B 00NnacTu UK,

DeJeBAHTHLIX b

* Mo nuHum ISO/IEC JTC 42 — 11 cTaHpapTOB,
B pa3pabotKe 26

* ISO/IEC TR 24028:2020 IT— Artificial intelligence —
Overview of trustworthiness in artificial intelligence

* ISO/IEC AWI TR 5469 Artificial intelligence — Functional
safety and Al systems

* ISO/IEC DIS 23894 IT— Atrtificial intelligence — Risk
management

* ISO/IEC AWI TS 29119-11 IT — Artificial intelligence —
Testing for Al systems — Part 11:

* Mo anHum ISO/IEC JTC 27

* ISO/IEC AWI 27562 Security and privacy in artificial
intelligence use cases

e ISO/IEC DTR 27563 Impact of security and privacy in
artificial intelligence

npo—echelon.ru

= gost.ru—11 craHpapTos

PE3VYJIbTATbI MOUCKA

HalineHo: 11 aoKyMeHTOB

0O603Ha4yeHue
HaumeHoBaHue
roct
roCT P CucTeMbl UCKYCCTBEHHOrO MHTeNNekTa. Cnocobbl obecnevenus gosepusi. Obume
59276-2020 NOJIOXXEHUS
roct P CuCTEMbI UCKYCCTBEHHOrO MHTENNeKTa. Knaccudumkaums cUcTeM UCKYCCTBEHHOMO
59277-2020 WHTennekTa
roCT P CucTeMbl UCKYCCTBEHHOIO MHTENNEKTa. TUMnoBble TPeboBaHUS K KOHTPO/bHbIM
59900-2021 Bbl6OpKaM UCXOAHBIX AaHHbIX A8 UCMbITaHUS CUCTEM UCKYCCTBEHHOMO MHTE/IEKTa B
obpasoBaHu1
roCT P CuCTEMBI UCKYCCTBEHHOMO MHTeNekTa. CUCTEMbI UCKYCCTBEHHOMO MHTENIeKTa B

59920-2021 cenbckoM Xxo3saicTee. TpeboBaHMs k o6ecneyeHno XxapaKTepucTuk
3KCnJyaTauMoHHOM 6€30MacHOCT! CUCTEM aBTOMaTU3UPOBAHHOIO YrpaBneHus!
[BWKEHNEM CEJIbCKOX03ANCTBEHHON TEXHUKM

rocr p CucTeMbl UCKYCCTBEHHOIO MHTENNIEKTa B KIIMHUYECKOW MeauumHe. YacTb 2.

59921.2- MporpamMMa 1 MeToanKa TEXHUHECKUX UCTbITaHUI

2021

roCcr P CUCTEMBI UCKYCCTBEHHOIO MHTENNIEKTA B KIMHUYECKOW MeauuuHe. YacTb 3.

59921.3- YnpaBneHne U3MeHeHUsIMU B CUCTEMaX UCKYCCTBEHHOMO MHTESIEKTa C HeMpepbiBHbLIM
2021 obyuyeHnem

rocr p CuCTEMbI UCKYCCTBEHHOIO MHTENIEKTA B KIIMHUYECKON MeauuuHe. YacTb 4. OueHka 1
59921 .4- KOHTPOJ1b 3KCMN1yaTaLlMOHHbIX NapaMeTpoB

2021

roCr P CUCTEMBI UCKYCCTBEHHOIO MHTENIEKTA B K/IMHUYECKOW MeauumHe. YacTb 5.

59921.5- TpeboBaHUs K CTPYKTYpe 1 Nopsiaky npuMeHeHns Habopa AaHHbIX 4ns 0byyeHus v
2022 TECTUpOBaHUs airopuTMOB



fipumep cucTembl CEPTUIPMKALUKN CUCTEM

MaluuHHoro o6yuenua TUV
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TpeboBaHuA:

" ¢daKTnyeckoe ¢pyHKUMOHUpPoBaHme (PAB)

" HaaeKHOCTb 06Y4YEeHHOM MaLLUHbI

= He3onacHocTb N0

= cooTBeTcTBMe TpeboBaHMAM chepbl NpumeHeHuna MO
(HAB)

= obecnevyeHune 3aWUTbl U KOHOUAEHLMANBHOCTHU
NaHHbIX

" 3Tn4YeCKme aCrnekKkTbl B3E|MMO,£I,€I71CTBVIFI MaLlLlUHbI U

YEe/10BEKA
|

AUSTRIA

WlwitePaper;

Trusted Artificial Intelligence
Towards Cerlification of Machine
Learning Applications

TUY

AUSTRIA




Nipumen cepTuthivkauuy UHTENNEKRTYaNnbHOIo
G31 no nuuuu Gommon Criteria

» UEBA (machine learning) LogPoint SIEM \{’ LOGPOINT

DDDDDD
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BbiBOADbI M NPEANOKEHNA

= OTCYTCTBME HOPMATUBHOM N MeToAnYeCcKUin 6ba3bl B 061acTu npumeHeHusa TexHonorum U B
obnactn UB co3paeT yrposbl pa3IMYHOro YPOBHS BMNJIOTb A0 r/106a/1bHOTO

= Bonpoc co3gaHusa noacuctemsl, perynmpytowen U6 nHtennekTyanbHbIX CUCTEM 3aLLUTbI, BONPOC
BPEeMEHM N0 06BEKTUBHbLIM NPUYMHAM

= Yem ObicTpee byayT nccneaoBaHbl Bonpockl npumeHenns MW B obnactu NB, Tem bbicTpee cTpaHa
MONYYUT CTpaTErnyeckoe npenmyLlectso B robanbHom UMB

= B pspe cuctem ceptudmKaumm cpeacts 3aLmMTbl MHPOPMALMM 3TO MOXKHO CAeNaTb Pas3IUYHbIMU
cnocobamu

= Bonpocbl cTaHAaPTM3aLMUN MOTYT Ne€XKaTb Ha CTbiKe paboTbl pa3inyHbiX TK

= OyeBMAHA BAaXKHOCTb rAPMOHM3aALUMK MeXAYHapPoaHOW HOopMaTUBHOM H6a3bl B ob6nactm U u UB, a
TaKXe pa3paboTkn oteyecTBeHHbIX HIMA 1 meToanYecKnUX AOKYMEHTOB

" Ype3BblYaMHO aKTya/ibHbIM ABAAETCA nccnegoBaHme apheKTUBHOCTM NpUMeEHEHUA TexHonorni U
B 061aCTM OUEHKM cooTBeTCTBMA (ayamnTa, aHaAM3a 3aLULLEHHOCTU, CEPTUPUMKALMOHHbBIX U
aTTeCTALMOHHbIX UCMNbITAHUI U Ap).

npo—echelon.ru
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Mapkos Anekcen Cepreesuny
a.markov@npo-echelon.ru
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