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IIpenucnosue

«Tecmuposanue npocpammvl Modicem 3PHexmusHo
NPOOEMOHCMPUPOBAND HAUYUE OUWUOOK, HO OE3HAOEIHCHO
HeaoeK8amHo 05t OEMOHCIMPAYUU UX OMCYMCTNGUSLY.

Hetikempa 2.B. « CmMupeHusiii npoepammucmy

«A umo, npu cepmughuxayuy MO}CHO YMo-mo Haumu?»

Dopym pykosooumernetl UCNbIMAamenbublx 1a00pamopuil

Wnest HanvcaHUsl KHUTH CBSI3aHa C OIBITOM aBTOPOB B 00JIACTHU BBISIBJICHMSI pa3HOTO poja
nedexToB, ys3BUMOcTell M yrpo3 0e30macHOCTH MH()OPMALMOHHO-TIPOIPAMMHBIX CHCTEM H
MEXaHU3MOB HX 3alUThl. JIaHHBI ONBIT OBUI MOJYyYeH B Ipolecce CepTU(UKALUOHHBIX U
TOCYJapCTBEHHBIX HCIBITAHUH, TEMAaTHUYECKUX HMCCICJOBAHUN M aynuTa Oe30macHOCTH Oolee
500 cpeactB 3ammThl HMH(OPMAIMM, HPOAYKTOB, MOPTAJIOB M CHUCTEM B 3aLIUILEHHOM
MCIIOJIHEHUH BEAYILUX 3apYOEKHBIX U OTEYECTBEHHBIX pa3pabOTUHKOB.

HeoOblyaliHblii 5BOJIIOLIMOHHBIM POCT CIOXKHOCTH M AuHamuuHoctd W T-npoaykuun
MOKa3aJl HE TOJILKO HEOTBPaTUMOCTb, HO U THUIEPCIOKHOCTh OLIEHKH coorBercTBus UT-
IPOAYKIIMHM TpeOoBaHUAM 1o Oe3onacHocTH MHGopManuu. HecMoTpst Ha repondeckue yCUITUs
BEIYIINX pa3pabOTYHKOB, MpobdiieMa 6€30MaCHOCTH MPOTPAMMHBIX CUCTEM HE TOJIy4HJia CBOETO
OKOHYATEJIbHOTO DPELIEHUS: YHUCIO KPUTHUYECKUX YA3BUMOCTEH HE YMEHBILNAETCS, a IPOLECC
aHaJiu3a KoOJa CTAHOBUTCS 4YPE3BbIYAMHO CIIO)KHOM 3ajaued, KOTOPYI0 HeoOXO0IuMOo
IIEPMAHEHTHO pelaTb B paMKax I[EepHoJa >KM3HEHHOIO LHKJIA IPOrPaMMHOM CHCTEMBI
[63,75,94]. B o5roM TmiaHe OCHOBHBIM MEXaHHM3MOM  YIpaBJICHHUS HH()OPMAIIMOHHON
0€30IacHOCTBhIO  CHCTEM  OCTaeTcsl  CepTHU(HKAIMSA  CPeACTB  3aIluUThl  MH(OpMaIuH,
3(PEeKTUBHOCTD KOTOPOU B peabHOM KU3HU MMOKA 3aBUCUT OT MPEIeTbHON OPraHU30BaHHOCTH 1
MO3TOBOI'0 IITYpPMa 3KCIIEPTOB HCHBITATEIbHBIX JA0OPATOPHl M OPraHOB MO CEPTHU(PHUKALHH.
[ToaTomMy mprMeHeHue afeKBaTHBIX METO/0B, METPUK U METOAMYECKHX NMPUEMOB MOXKET OBITh
BEChbMa I0JIE3HO, UTO U SBJISIETCS OCHOBHOM 11€JIbIO MOATOTOBKH MOHOTpauH.

Kpome (akTopoB TEeXHMYECKOW SBONIOLMH, CIEAYyeT OTMETUTh HEOOBIYaiHbIHI
COIMAJIBHBIA HHTEpPEC K JaHHOW mpoOsieMe, OTMEUYEHHBIM B HAIIeW CTpaHe 3a MOCIeIHUE

HCCKOJIBKO JICT, HAIPUMECP, JOCTATOUYHO YIIOMAHYTH HCCKOJIBKO O6H_I€CTBCHHI:IX SIBJICHUI:



- Bcryrienue crpanbl B BTO u HeoTBpaTUMOCTh MCTOMHEHUS 3akoHa «O MepCOHAIbHBIX
JAHHBIX» TJIyOOKO W3MEHWIM OTHOIIEHHE BCEX MOPUAMYECKHX JIMI CTPaHbl K 3alIuTe
uH(popMaluu KOHPUACHIIUATIHLHOTO XapaKkTepa cO BCEMH BBITEKAIOIIMMHU MOCIIECTBUSIMU;

- OTKpbITas myOiuKanus HOBeHmux HopMaTuBHBIX JOoKyMeHTOB DCTOK Poccun, ®Ch
Poccun u Apyrux perysiasTopoB HHULMHUpPOBaja BceoOllee HMHGOPMUPOBAHHWE U BHEAPEHUE
HOBBIX COBPEMEHHBIX METOJOJIOTHI, METOJOB M CPEICTB 3aLIUTHl MH(OPMAIMU B Pa3ITHYHBIX
cermenTax UT-obnacru;

- JMaJeKTUYECKOE€  BO3HHUKHOBEHHE  «CEPTH(PHMKAIMOHHBIX  BOWH»  HOOYIHIIO
pa3pabOTUMKOB CPEACTB 3alIUTHI K COOMIOACHUIO MPAaBUI CePTU(UKAIIMN HA POCCHUIICKOM PHIHKE
KOMIIBIOTEPHON 0€30IaCHOCTH M Jake PACKPBITUIO BEAYILIMMH 3alaJHbIMH KOMIAHUSIMHU

(Microsoft, IBM, Oracle, SAP u np.) TaiiH HX HCXOJHOIO KOJa.

IIpennaraemasi KHUra BKJIOYaeT 4 riiaBbl.

B mnepBoii rnaBe mgaercs onpeAeNeHHE OLEHKHM COOTBETCTBHUS Ha OCHOBE CEpHUH
MEXIyHApOJHBIX CTaHIApTOB. B Hell Takke omucaHbl NPOIETYpHl OLIEHKH COOTBETCTBHUS B
o0acti MH(OPMaAIIMOHHOH 0€30aCHOCTH.

Bo BTOpOIi TN1aBe npeacTaBieHo MOAPOOHOE OMMCAHUE MOHATUS CepTU(UKALIMM CPEJICTB
3alUThl UH(OPMAIINH, €€ 3aKOHOJATEIbHBIX U HOPMAaTHUBHBIX OCHOB.

Tperps rnaBa KacaeTcsi MPUMEHEHUsS] MAaTeMaTUYECKUX MOJENEed U METOIOB, KOTOpPbIE
MOTYT OBITh HCIIOJIb30BaHbl NMpU (OpPMaTIbHBIX JO0KA3aTENbCTBAX PE3Y/IbTATOB HCHBITAHUH, a
TaKKe MpH MJIAHUPOBAHUH PadoT.

B uyerBepTOil rnaBe MpUBOIATCS (POPMATMIOBAHHBIE METOJMKHU HCIIBITAHUI CPEICTB U
MEXaHU3MOB 3aIlUTHl HMHQOPMAUU TO TPEOOBAHHWSIM TPATUIMOHHBIX W  HOBEUIIHX

HOPMAaTUBHBIX TOKYMCHTOB.

Hcropuyeckast HayuHas 6a3za.

Crnemyer cka3aTh, 4TO KHHTA POIMJIACh HE B BakyyMe. Cpeay OTKPBHITHIX ITYOJIHKAIIHA
COBETCKUX M POCCHUHCKMX YUYEHBIX B OOJIACTH cepTU(UKALUU MporpaMM Hambosiee U3BECTHHI
paboter mpodeccopor JL.I.Ocosernkoro [88], B.B.JIumaeBa u A.M.KocrorpsizoBa [44], B
0o0JIaCTH  OIEHKH HaJeKHOCTH TporpaMMHOro obecneuenuss - B.A.Cmaruna [76],

A.JI. Xomonenko [90], JI.B.Vtkuna [99], crarucruueckodd TeopuH 3amuThl MHpOpMAnuu -



B.A.I'epacumenko [22], ucnbitanuii komiuiekcoB aBTomartm3amuu - A.C.Illapakumiany wu
A K Xaneuxoro [86], TectupoBanus moamnporpamum - b.A.ITozuna [98] u apyrux.

B aToM ke miaHe aBTOPBI BBIPAKAIOT OOJBIIYI0 0JarofapHOCTh YUYEHBIM C MHUPOBBIM
MMEHEM, OCHOBATEIbHO MOJACPKABIIMM pPAOOTy B KauyecTBE PELEH3EHTOB MO TEeMaTHKe, a
umenHo: akagemuky PAH 10.B.bopoaakuto [16] u wien-kopp. PAH P.M.IOcymnosy [70].

ABTOpBI Tak)Ke MpPHU3HATENIbHBI 3a IIEHHbIE YKa3aHUS W MyJApble COBEThl HAyYHBIM
Kyparopam: goueHtam B.A.Kepuoxwunkomy, B.B.Koanery, M.M.KotyxoBy u mpodeccopy
N.A lllepemery, BceM KojUleraMm, aKTHMBHO YYacTBYIOUIMM B Hay4HbIX MEpONPUATHUAX, B
ocobennoctu: nporneHram W.B.3y6apeBy, 1O.B.Paytkuny, A.}O.[oGponeery, B.I.Maciosy,
skcriepram C.A.IlllepOune u A.A.JIoCKyTOBY, pPYKOBOJCTBY U 0€33aBETHBIM DbHILAPSIM HAyKH
kadenp «Mupopmanmnonnas 6e3omnacHocts» MI'TY um. H.D.baymana u «IIporpammupoBanuey
BKA um. A.®.Moxaiickoro, BceM HeyroMuMbIM uccienosarensm HIIO «3Dmenon», a Takxke
CBOUM YUEHBIM POJUTEIISIM.

Camo co0oif, 3Ta kHura OblIa OBl HEBO3MOXKHA 0€3 KOHCTPYKTHBHOIO JHAJIOra,
MO3UTUBU3MA U TOJIEPKKU CO CTOPOHBI SKCIEPTOB PErYIMPYIOIIUX OPraHoOB U ciyk0. B 3Toit
CBSI3M aBTOPBI BBIPAXKAIOT CaMyI0 TIYOOKYIO MPU3HATENbHOCTh PYKOBOJICTBY U IpodeccuoHanam
(benepanbHOro U BEJOMCTBEHHBIX OpraHoB 1o ceptuduxanuu I'enepansHoro Illtaba BC PO u
denepanbHOoro opraHa Mo ceprtudukanuu DenepanrbHONW CHYKOBI MO TEXHHUYECKOMY H

9KCIIOPTHOMY KOHTPOJIHO.

Monorpadus siBjisieTcsi pe3yJIbTaTOM KOJJIEKTHBHOTO TPyaa

[TomMuMO aBTOPCKOTO KOJUICKTHBA TPU HAITUCAHWH OT/CIHHBIX TOJPA3/ICIIOB y4JacTHE
npuanmanu: B.B.Bapenuna (nogpazmen 4.7.1), M.M.I'pumun (nmoapasnen 4.4) u A.A.®anun
(mompaszaenst 3.1.3 u 4.7.2).

ABTOpBI Takke BBIpAXKAIOT OJaroJAapHOCTh 3a IICHHBIE PEKOMEHJAlUU JIOIEHTY

N.1O.1laxanoBy U pyKOBOAMUTENIO UCHIBITaTENbHOM J1abopaTopuu M.IO. Hukynuny.

Anexcett Mapkos



1. OCHOBbI OHEHKH COOTBETCTBUA

1.1. OnpenesieHue OLEHKH COOTBETCTBHUSA

[lon omeHkoil COOTBETCTBUS MOHHMMAETCS JOKAa3aTENbCTBO TOTO, YTO 3d0AHHbIE
TpeGOBAHMS K MPOLYKIMH, IPOLECCY, CHCTEME, JIHILY WIH OpraHy BBITONHEHBI . J{omyckaercs,
YTO JIOKA3aTEIbCTBO MOXKET OBITh MPSIMBIM MJIM KOCBEHHBIM, (DOpMabHBIM UK He(OpMaIbHBIM.
Bbiauy 1oKyMeHTanbHO OQGOPMIICHHOTO 3asBiCHHS (YIOCTOBEPEHHUS) O COOTBETCTBUHU
3aJaHHBIM TPeOOBAaHUSM HA3bIBAIOT MOJTBEPXKIECHUEM COOTBETCTBHUS. IlpuMepamu Takux
yIIOCTOBEpEHH  MOTYT  OBITh  CepTHU(HKATHI, aTTeCTaThl, 3aKJIIOYEHUS, BBIIAHHBIC
O(UIMATEHBIMI OpPTraHaAMH T10 OLIEHKE COOTBETCTBUSI.

Cormacuo UCO 17000 6Ga30BbIMH BHJIaMU JIEATEIBHOCTH IO OIEHKE COOTBETCTBHUSA
SBIISIOTCS:

- UCIIBITaHHE,

- KOHTPOIIb,

- cepTuduKanys,

- aKKpeJUTalusl OPraHoB IO OILIEHKE COOTBETCTBHUS.

Buapl nearenbHOCTH MOTYT BKIIFOYATh Pa3jIndHbIe MPOUEAYPHI IO OLIEHKE COOTBETCTBHS.
B obnactn uH@OpManMOHHON 0€30MacHOCTH NpPUMEPAMU BUOB JESATEIBHOCTH IO OLEHKE
COOTBETCTBUS WJIM UX TMPOLEIypaMU SBISIOTCA cepTU(UKAINS CPEACTB 3allUThl UH(OpPMAIINH,
aTTecTanus OOBEKTOB HWH(OpMATH3AIMKM, aKKpEIWUTAllUs OPraHoB, JAa0OpaTOpHii, IECHTPOB,
pa3iuyHble BHUABI HCTBITAHUN M KOHTPOJS MO TpeOoBaHHSAM Oe3omacHOCTH HH(OpManuu, a
TaK)Ke ayauT Oe30MacHOCTH MPOrPaMMHBIX CPEJICTB, MH(POPMAIMOHHBIX CHCTEM MU CHCTEM
MEHEeKMEHTa HH(OpMAIIMOHHON 0€30MacHOCTH.

C TOukM 3peHHs] HE3aBHCHUMOCTH JOKa3aTelIbCTBA OLIEHKHM COOTBETCTBUS pPAa3JINYarOT
JESATEIBHOCTh TPEX CTOPOH:

- IepBasi CTOPOHA, MpEeJCTaBisAIoNas OOBEKT OLIEHKH, HalpuMep: pa3paOoTuuK WU
MOCTAaBIIHUK;

- BTOpasl CTOpOHa, 3aMHTEpecOBaHHAasi B OOBEKTE OLEHKH Kak €€ IO0JIb30BaTellb,

Halmpumep, NpeaACTaBUTCIIb 3aKa3UHUKa,

LTOCT P ICO/MDK 17000-2009.
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- TpeTh CTOpPOHA, HE3aBUCHMMas OT TMEpBOM U BTOPOHM CTOPOH, HaMpuMeEp,
aKKpeIUTOBAaHHAs UCIBITATENIbHAS J1a00paTopusl.

K mpumepy, cpeactBa 3amuThl HHGOpPMAIIUK MOAJIEKAT OLIEHKE COOTBETCTBUA B (popme
o0si3aTenbHON cepTuduKanuyu. AKKpEeAUTOBAHHBIE OPraHbl CEPTHU(PHUKAIUU U HUCHbITATENIbHbIC
naboparopun, YYacTBYIOIIME B TMpoOIecce CepTU(HUKAINK, JOKHBI OBITh HE3aBUCHUMBI OT
3aKa3zynka paboT, T.e. SBIATHCS TPETHHUMH CTOpOHaMH. B To e BpeMs aTTecTanus OOBEKTOB
nH(POPMATHU3ALUU B HEKOTOPBIX CIIydasx MOXeET OBITh MPOBEACHA CaMON OpraHu3aluei, T.e.
nepBoii  ctopoHo. IloaTBepkKaeHHE  COOTBETCTBHS  IEPBOM  CTOPOHOM  HA3bIBACTCA
NEKJIapUpOBaHUEM (JeKiapaiueii) o coorBeTcTBUU. B Tabnuue 1.1 npuBeneHsl npuMepsl BUIOB
JEeSTeIbHOCTH U O0BEKTHI OLIEHKH COOTBETCTBUS MO TpeOoBaHMIM 0€30MacHOCTH HHPOpMAIUH.

Tabmuna 1.1.

Buapl u nmpouecaypsl OOCHKHU COOTBECTCTBUA 11O TpC6OBaHI/I${M 0e30macHOCTH HH(bOpMaL[I/II/I

Jluno, opranuzanus, opral
Bune! u nponienypsl OLeHKH
IlepBas cTopoHa Bropas ctopona Tpetbs cTopoHa
COOTBETCTBHUS
OOBEKTHI OLIEHKH COOTBETCTBHUS
[IpenBaputensHbie ucnbiTanust | [IpoekThl, MakeTsl,
oOpasisr C31U
BxoaHoii KOHTpOJB C3U
[Tpuemka C31
[lepuoanuecknii KOHTPOIb C31 C31 C31
JKcrnepTusa JloxymMeHTHBI
CepTudurariys C3u
ATtTtecTanus on* on* onu
Kontpons BecTpanBanus Kpunrorpagpuueckue
C31
JexnapupoBanue JlokyMeHTanus
IToBepka CpenctBa u3MepeHuit
Kammbposka Cpenctsa Cpencraa CpencTa u3sMepeHuit
A3MEPEHUN U3MEPEHUN
Crierpkenepruza Opraauzanuu
AxkkpenuTanus Opranuzanuu
WHcnekmoHHbI KOHTPOJIb C3H, ON,
OpraHu3aluu




Jluno, opranuzanus, opran
Buner v iporienypsl OlieHKH

ITepBas cropoHa Bropas cropona Tpetbst cTopoHa
COOTBETCTBHUSA
OOBEKTHI OLICHKH COOTBETCTBUS
Aynut C3U, cucreMsl, C3U, cucTeMsl, C3U, cucreMmsl,

OpraHu3aINH OpraHU3aINH OpraHu3aIH

* moavko ons muyensuamos @CTIK npu 3awume KoHgpuoeHyuarbHou uHpopmayuu

C3U — cpeocmea 3awumst, OU — 06vexmol unghopmamusayuu

COBOKYNHOCTh YYaCTHUKOB, MPaBUJI, MPOLELYP U MEHEIKMEHTA, MCIOJb3YEMBIX IS
BBIMIOJTHEHHS OLIEHKH COOTBETCTBHUS, MPEACTaBISAET CO0OW cucmemy OLCHKU COOTBETCTBUS. B
Hameil ctpaHe B obnmactu Oe3omacHOCTH WHGOPMAUU NMPHUMEPAMU TAKUX CUCTEM SIBIISIOTCS
o0s3aTeNnbHbIe CUCTEMbl CepTU(UKALUU CPEACTB 3amuThl nHpopmarmu Munoboponsl Poccun
(POCC RU.0001.01T11100), ®CB Poccun (POCC RU.0003.015100, POCC RU.0001.030001)?
u OCTOK Poccun (POCC RU.0001.016M00), a Takxe 100pOBOJIbHBIE CUCTEMBI CEPTU(HUKALIUN
1o 6e30nacHOCTH UH(pOpMAIUH.

Mexnaynaponuslii  crangapt HMCO 17000 onpexpensier Tpu (QYHKIUM  OLIEHKU
cooTtBeTcTBUS (cM.puc.l.1):

1. Beibop, B paMKax KOTOPOI'O BBIIOJIHAETCS MJIAHUPOBAHUE U MOATOTOBKA K MOJYYSHHIO
JI0Ka3aTeNbCTB, B TOM YHCIIE€ ONPEIENIeTCS METOJ0JIOTHSI OLEHKU U OTOHMpaeTcs COOCTBEHHO
OOBEKT OLICHKU,

2. Omnpenenenue, B paMKaxX 4ero MpPOBOJUTCS HCCIIEIOBAaHUE XapaKTEPUCTUK OOBEKTa
OLIEHKU ¥ (POPMHUPYIOTCSI COOTBETCTBYIOIINE OTYETHBIE JTOKYMEHTHI;

3. UroroBas mpoBepka U TMOATBEPKIACHHE COOTBETCTBHS, B PE3YJIbTaTE KOTOPBIX
OpUHUMAETCs U 0pOPMIISETCS PELIeHHe O COOTBETCTBUH MJIM HECOOTBETCTBUU OOBEKTA OLIEHKH
3aJJaHHBIM TPEOOBAHUSM.

Baxnoii mnpouenypoil ONEHKH COOTBETCTBUSI SIBJISIETCS HWHCIEKIMOHHBIA KOHTPOJIb,
NpPEeICTaBIIOMUNA COO00M cHucTeMaTnyeckoe HaOMIOJeHHE 3a JIeATENIbHOCTBIO IO OLIEHKE

COOTBETCTBHA.

? B o6nactu komnerenmuu GCB Poccuu 3aperncTpupoBaHs! ase cucTeMsl ceprudukarmu C3H (cm.

www.fsb.ru ).
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Puc.1.1. @ynxyuonanvusiti nooxoo k oyenke coomgemcmeusi no UCO 17000

Cnenyer ckazarb, 4To 00JacTb ONpPENEIECHUNH U TEPMHUHOB IO OLEHKE COOTBETCTBUS
uMeeT BecbMa pa3MbIThie paMku. Hampumep, B HaumonansHoM cranaapre ['OCT 17000-2009
MO/l TOJTBEP)KJIECHUEM COOTBETCTBUS IMOHHUMAIOT BBIJA4Yy JIOKyMEHTa (3asBICHHUS) O
COOTBETCTBUM WJIM HECOOTBETCTBUH, a B 3akoHE Ne 184-D3 «O TEXHUYECKOM PETYINPOBAHUM
MOHUMAIOT BHJl JEATEIbHOCTU: CEepTU(UKALMIO WM  JIeKJIApUpPOBAHHE COOTBETCTBUS
TEXHUYECKOMY PETIaMEHTY.

Mgl Gynem mpuaep>KuBaThCs TEPMHUHOB, MCHOJIb3YEMbIX B HOPMATHUBHO-METOJIUYECKUX
JOKyMEHTaxX  (efepalibHBIX  OpraHoOB, PETryJUPYIOUIMX  MPOLEcch  MHPOPMALMOHHOU
0€30I1aCHOCTH, €CIIH 3TO He OyJeT OTOBOPEHO OTHAEIBHO.

1.2. Buasl npoueayp OneHKH COOTBETCTBHS TEXHHYECKHUX CHCTEM

Kpome ceprudukammu cpenctB 3amuThl  uHGOpManuu (KOTOpas 3aciay>KHBaeT
OTJENBHOIO BHUMAHHUS B pa3feiie 2) MOXKHO BCTPETUThH ONPEIEIICHUs PAa3HOTO poja MpOLEdyp
OLICHKH COOTBETCTBUSI TEXHMUYECKHUX CpPEACTB MU CHUCTEM 3alllUThl, a UMEHHO HCIBITaHu,

arrecrauusa, TCCTUPOBAHUC, aYyAUT, AHAJIN3 PHUCKOB.



1.2.1. UcnbiTaHus

HcnpiTanne - BUA  JEATENBHOCTHM WM IPOLEAYypa II0 OLEHKE COOTBETCTBUS,
3aKIJIIOYAIOIIASCS B AKCIEPUMEHTAILHOM ONPEICIICHUN KOJIMYECTBEHHBIX MM KauyeCTBEHHBIX
XapaKTEepPUCTHK OOBEKTa WCHBITAHUN Kak pe3yibTaTa BO3JCHCTBUS Ha HEr0 IPH €ro
() YHKIHOHUPOBAHUH, MOJCIHPOBAHIH HIIH BO3ACHCTBHIA .

WcnplTanus npoBoAsTCcS Ha OCHOBaHMM JokyMmMeHTa «lIporpamma u  MeToauKa
UCIBITAaHUI», KOTOPBIM pa3pabaTbiBaeTCsi B HUCIBITaTEIbHOW Jaboparopun U odopmisieTcs
cornmacHo HanmoHanbHbIM cTanaaptam (I'OCT 19.301-79, PJ1 50-34.698-90, 'OCT 51719-2001
u 11p.).

Pesynbrarel ucoelTaHus oQOpPMIISIOTCS B BHMJE IPOTOKOJIOB MCIBITAHWM WK
TEXHHYECKOTo OTYETA.

Kak mpaBuiio, ucneiTanust Mo TpeOoBaHUsM 0€30macHOCTH MH(OpMAIK POBOIATCS Ha
sTane BHeIpeHus. VCKiItoueHne COCTaBIAIOT EPUOIUIECKIE UCTIBITAHUS.

Paznuuarot ucneitanus npoaykuuu u cucreMm. Hanpumep, B 'OCT 16504 npuseneno 46
BUJOB  MCIBITAHUM  NPONYKLUUHU:  IpPEIBAapUTENIbHbIE,  JOBOJOYHBIE, IEPUOJAUYECKUE,
roCyJapCTBEHHbIE, MEXBEIOMCTBEHHbIE, CTEH/IOBBIC, IOJUIOHHBIE, HATypHbIE, TPAHUYHBIE,
aTTeCTallMOHHbIE, CEPTU(PHUKAMOHHBIE UCIIBITAHUS U APYyTHUE.

Jns aBToMaTu3upoBaHHbIX cucteM coryacHo ['OCT 34.603 (m.1.3.) ycrtaHoBineHsl 3
OCHOBHBIX BHJIa UCTIBITAHUN:

1. IlpenBaputenbHbie, KOTOPHIE MOTYT OBITh ABTOHOMHBIMH M KOMITJIEKCHBIMU;

2. OmnbITHAS YKCIUTyaTalHs;

3. IlpuemouHnsle.

HanmonaneHble craHAapThl TOMYCKAIOT MPOBEACHNUE JPYTUX BUJOB HCIBITAHUM CUCTEM U
UX COCTaBHBIX YacTeH.

B o6Omactu wHoOpmanmoHHOW 0e€30mMacHOCTH TpeOOBaHWS W BHUABI HCIBITAaHUI
YCTaHABIMBAIOTCA YIOJTHOMOYEHHBIMU TOCYIApCTBEHHBIMH PETYIATOPAMU, B YaCTHOCTH, ITO
KacaeTcsl cepTU(UKAIMOHHBIX HCIBITAHUI CpPEACTB 3aIlMThl MHPOPMAIMK U aTTECTAllMOHHBIX
UCIIBITAHUN OO0BEKTOB HWHGOpPMATH3AIMU HAa COOTBETCTBHE BEJOMCTBEHHBIM HOPMATHBHBIM

JIOKYMEHTaM.

*TOCT 16504-1981.
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1.2.2. ATTecTanimoOHHbIC HCNIBLITAHUS

JlerutumHOCTh ~ 00paboTKM  HMH(pOpManmuK  Ha  OO0BEKTax  HMH(pOpMaTH3AIUMHN
MIOATBEP)KAETCSl IIyTeM HX aTTEeCTallud, OCHOBHOE COJEP)KAaHHE KOTOPOH COCTaBISAIOT
aTTeCTAallMOHHbIC HCIIBITAHUS, IPEJICTABIISIIONINE COO0M KOMILJIEKCHYIO MPOBEPKY 3aIIHUIAEMOT0
00beKTa HH(POPMATU3ALNHU B PEATBHBIX YCIOBUAX IKCIUTyaTallUH C IIETbI0 OLIEHKU COOTBETCTBUS
MPUMEHSIEMOr0 KOMIUIEKCA Mep U CPEeICTB 3alluThl TpedyeMOoMYy YpOBHIO 0O€30ImacHOCTH
uHpopmanuu. I[loNOXUTENbHBIA pe3ynpTaT aTTecTalu OoQopMisieTcs B BHJAE aTTecTara
COOTBETCTBHUSI.

Hauboiee momHo periaMeHTHpOBaHa CHCTEMa aTTECTAllMd OOBEKTOB WH(POpPMATHU3ALUU
o TpeboBanusiM O@CTIK Poccuu. Cornacuo npasunam @CTOK Poccun atrecranus sBiseTcs
YaCTBIO C/IMHON CHCTEMBI CepTH(HMKALINH 1 aTTECTALINHA 1 KACAeTCsl HMEHHO 00BEKTOB (crctem)”.

[Ipy  aTTecTallMOHHBIX  UCHBITAHUSX  TMOATBEPKAACTCSA  COOTBETCTBHUE  OOBEKTa
nHpOopMaTU3aIuu TPeOOBAHUSM:

- 10 3amuTe WHGOPMALKMKU OT HECAHKIMOHHUPOBAHHOTO JOCTyNa (B TOM YHCIE OT
KOMITHIOTEPHBIX BUPYCOB),

-OT yTEYKH 3a CYeT MOOOYHBIX OJIIEKTPOMATHUTHBIX W3IYyYEHHH U HABOJOK IpHU
CHEMAbHBIX BO3JCHCTBUSX Ha OOBEKT (BBICOKOYACTOTHOE HAaBS3bIBAHWE M 0OJyueHUe,
AJIEKTPOMArHUTHOE U PaJIMallUOHHOE BO3JEHCTBUE),

- OT YT€YKHM WJIM BO3ACICTBUS HAa HEE 3a CUET CHEUHUAIbHBIX YCTPOWCTB, BCTPOCHHBIX B
00BEKTHI HH(OPMATHU3ALIUH.

[IpoBepku, B IpUHIIMIIE, 3aBUCIT OT THMA 00BbEKTa MH(OpPMATHU3AIMH, KOTOPHIH MOXET
OBITH OJHUM U3 CIEAYIOIINX:

- ABTOMATH3HMPOBaHHasi cucTeMa (B ToM uncie cerment ACY);

- TOMENIeHHEe, MpelHa3HaueHHOe JJIs BeAeHUS KOH(QUIACHIMAIbHBIX (CEKPETHBIX)
IIEPETOBOPOB;

- CHUCTEMBI CBSI3U, OTOOpPaXEHHS U PAa3MHOXKEHUS BMECTE C MOMEUIEHUSIMHU, B KOTOPBIX
OHM YCTAHOBJICHBI, IIPeHA3HAYCHHBIE JJIs1 00paboTKU W mepenaun UH(OpMaIuU, Mo IJIeKaIe
3aluTe.

Hano moHumarh OTiMYME aTTECTAIIMOHHBIX HCIBITAaHUA OT CepTU(UKAIMOHHBIX. Tak,
aTTeCTAllMOHHbIE MCIBITAHUS KacaroTcsi 0O0beKTOB HHGpopMaTuzauuu (cucmem), TPOBOIATCS

opranaMu 1no arrectauuu  wiM  JmneHsnaramu ®CTOK  Poccum  (mpu  3amure

* Ipukassr Tocrexxomuccnn Poccun NeNe 199 (1995), 3 (1996).
*TOCT 0043-003-2012.



KOH(pHICHIIMATbHON nHpopmaun), BKJTFOYAIOT BBITIOJTHCHHE CTaHJApTHBIX
JeTEPMUHUAPOBAHHBIX TPOLEAYp, CBS3aHHBIX, TJIABHBIM 00pa3oMm, C (uUKcaluei cocTasa,
MIPOBEPKOIl JIESTUTUMHOCTU U KOPPEKTHOCTH YCTAHOBKHU CEPTHU(PHUIIMPOBAHHBIX CPEJCTB 3aLIUTHI
undopmarmu [24,65,83]. B cBow ouepenb, cepTH(UKAIMOHHBIC WCIBITAHUS KacalOTCS
TEXHUUYECKUX Cpedcms 3allUThl WH(GOpPMAIUHU, MPOBOISTCS UCHBITATEIbHBIMU J1TA00PATOPUIMH,
BKJIIOUAIOT JUIMTEIbHBIE U TPYJOEMKHE IPOLEAYpPbl IIPOBEPKU 3TUX CPEACTB, B TOM 4YHCIIE
UCIOJIB3YS METObI (DYHKIMOHAIBHOTO M CTPYKTYPHOT'O TECTUPOBAHUS U JP.

OcCoOCHHOCTH  ATTECTAlMOHHBIX HCHBITAHWHA  PETIAMEHTHPYIOTCS  CHneyuaibHulMu
TpeOoBaHUsIMU U pekomeHaauusmu, HO ¢ [lomoxenwem mno arrecramuu (I'ocrexxommccun
Poccun, 1994 r.) moxHO 03HakoMuThCs Ha caiite PCTOK Poccuu [69].

1.2.3. TectupoBaHne MPOrpaMMHBIX CPEACTB

CornacHO MEXAYHapOJHBIM CTaHIapTaM TECTHUPOBAHUE - ITO TEXHHUYECKas OIepalus,
3aKJIHOYAIOIIAsACA B ONPENEICHUN OJHOM WIIM HECKOJIBKHUX XapaKTEPUCTHK MPOAYKTa, Ipouecca
WJIM YCIIYTH [0 COOTBETCTBYIOLIEH npouenypeG. Uro kacaercs rectupoBanus [10, To ero uemnbio
ABJIIETCS BBISIBJICHHE OLIMOOK (Z1€(h)eKTOB, HEJOCTATKOB) B MPOrPaMMHOM pealin3alliy 3aaHHbIX
cBoiictB I1O. OcoOGeHHOCTH COBPEMEHHOIO MPOM3BOJICTBA IMPOrpaMM IOJPa3yMEBarOT, YTO
TECTUPOBAHUE HHTEIPUPOBAHO B CHUCTEMYy MeHemkMeHTa kadectBa IO Ha Bcex sTamax
YKU3HEHHOTO LIUKJIA.

BcenenctBue  HEBO3MOXKHOCTH — BceoObemultolell  mpoBepku  coBpemeHHoro [1O,
tectupoBanue [IO crano oOTHEnbHON Hay4YHO-TEXHUYECKOMN JMCIMILTHHON . MBI KOCHEMCs
TOJIbKO HamOojiee BaKHBIX KJIACCHU(DPUKAIIMOHHBIX MPU3HAKOB, HEOOXOAUMBIX IPH OLEHKE
COOTBETCTBUS, TAaKUX KaK: ypPOBEHb 3HAaHMH 00 HCXOAHOM KO, METOAOJOTUS MPOBEPKH,
CTPYKTYPHBIM YpOBEHb IPOBEPKH, I€TEPMUHUPOBAHHOCTh TECTOB, IIOKa3aTeJIM KayecTBa U T.II.

ITo ypoBHio 3HaHuWii o0 cTpykType [1O pasnuyaroT (yHKIHOHATBEHOE (MO MPUHIUITY
YEpPHOTO SAIMHUKA) U CTPYKTypHOEe (10 TPHHIMUMY OEJIOro  SIuKa) TeCTI/IpOBaHMeS.
OYHKIMOHATHHOE TECTUPOBAHKME HCIIOJIb3YeT BCEBO3MOXKHBIE KOMOWHAIIUU BXOIHBIX JTaHHBIX,
JOTTYCTUMbIE BXOJHBIM uHTep(deiicom. Ecnu pacnpesnenenne BXOIHBIX JTaHHBIX MPUOIMKEHO K
peaIbHOMY TIPOLECCY IKCIUTyaTallii, MOKHO OLIEHUTb YPOBEHb KOPPEKTHOCTH M HaJEKHOCTU

¢yuknuonupoBanust [10. Jlns BbIsIBIEHHS OIIMOOK, CBSI3aHHBIX C KOMOMHAIMSIMHU PEIKO

® TOCT P ICO/MDK 12119-2000.
’ |IEEE Guide to SWEBOK, 2004.

8 POCT P ICO/MDK 12119-2000.
17



UCIIONIb3YEMBIX JaHHBIX (HAmpuUMep, MPOTPaMMHBIE 3aKJIagKu), OoJiee MPAKTHUYHBI METOMIbBI
CTPYKTYPHOTO TECTHPOBAHUSI.

[Io meromosioruu MPOBEPOK pa3IMyualOT cratuyeckoe (0e3 BBIMOJIHEHUS KOJa) U
JUHaMH4YecKoe (C BBIOJHEHHEM Koja) TecTupoBaHue. OCHOBY AMHAMUYECKOTO TECTHUPOBAHUS
COCTABIISIIOT mecmul - HA0OPBI BXOJHBIX JAHHBIX U YCIOBUN ()yHKIIMOHUPOBAHUSI.

Craruyeckoe TeCTUpOBaHUE MOpa3yMeBaeT 00 pydyHOIl MPOCMOTpP (MHCIIEKTUPOBAHHE,
pEeBH3Ms) TEKCTa Mporpamm, JuO0 aBTOMATU3MPOBAHHBIA CTaTWYECKMH aHamu3. B mociemHem
cllydae yCIOBHO pa3iM4alOT CHHTAKCHMYECKWW aHalIW3 CBOWCTB MpOrpaMMbl Ha €€
JICKCUYECKUX/CHHTAaKCUUECKUX/CEMAaHTUYECKUX MOJICISIX, OPUECHTHPOBAHHBIM Ha BBISIBICHHUE
HEKOPPEKTHOCTeH KoaupoBanus (HepyHKIHOHATBHBIX edekToB) [23,39,40,74], u curHaTypHbIi
aHaJN3, OPUEHTHPOBAHHBIA HAa TMOMCK (ParMEHTOB KOZAA IMOBBIIMIEHHOTO PHCKa (KakK IMPaBHIIO,
IPOrpaMMHBIX 3aKjIanok) [54,71].

Crnenyer yTO4HUTH, U4TO B psAJE KIACCUPHUKAIMA 11O/ TIOHSITHE TECTUPOBAHUE MOIAAI0T
TOJIBKO JHHAMUYECKUE METOMbI .

Br11ensifoT HeCKOJIBKO CTPYKTYPHBIX YPOBHEW TECTUPOBAHUS, HAIIPUMED:

-  MOAylbHOE (KOMIIOHEHTHOE) TECTHPOBaHHE, KOTOpPOE IO3BOJSIET MPOBEPUTH
()YHKIMOHHPOBAHHE ~ OTJENBHO B3STOTO OIEMEHTAa CHCTEMBI™, HAIPHMEp: MOy,
MOANPOTpPaMM, MPOTPAMMHBIX  (ailioB, JApaiiBepoB, MNPHUIOXKEHUN, BeO-MPUIOKEHHH,
MIPOTOKOJIOB, MPOTPAMMHBIX UHTEP(EICOB;

- WHTETPAllMOHHOE TECTUPOBAaHHE IIyTEM TMPOBEPKH B3aMMOJCHCTBHS  MEXIy
MPOrpaMMHBIMH KOMIIOHEHTaMHU (HampuMep, IMyTeM pealld3ali METOJOB «CBEPXY BHH3»,
«CHH3Y BBEPX», PACTIPEICIICHHS TTOTOKOB YIPABICHHS M JaHHBIX - ¥ T.1L.);

- CCTEMHOE TeCTHPOBAaHHE, KOTOPOE OXBATHIBAET LIEJTMKOM BCIO CUCTEMY U €€ BHEIIHHE
UHTEpPEHCHI.

BonpmmHCTBO (YHKIIMOHATBHBIX COOEB JOHKHO OBITh WACHTU(DUIIMPOBAHO e€IIe Ha
YPOBHE MOJYJBHBIX W MHTETPAIIMOHHBIX TECTOB. B CBOIO oYepenb, CHCTEMHOE TECTHPOBaHUE,
o0buHO  (hoKycHpyeTcss Ha  HEQYHKIMOHAIBHBIX  TpeOoBaHHMSIX -  0€30MacHOCTH,
MIPOU3BOINTEIIEHOCTH, TOYHOCTH, HAJICKHOCTH T.II.

[To crenenu AeTepMUHUPOBAHHOCTH PA3JIENAIOT CTOXACTHUECKOE U JETEPMUHUPOBAHHOE

(PKCTIepTHOE) TECTHMpOBaHME M WX KOMOWHammu. [l CTOXacTMYECKOTO TECTUPOBAHUS

° |EEE Std 829-2008.
10 ANSI/IEEE 1008-1987.
' |EEE Guide to SWEBOK, 2004.



MPUMEHSIIOTCSI T€HEPaTOpPbl TECTOB B 33JaHHBIX I'PAaHULAX U OOJACTSIX BXOJHBIX JAHHBIX, YTO
MO3BOJISIET aBTOMATU3MPOBATH Mpoliecc TecTupoBaHus. Hanbonee n3BeCTHON SIBIISIETCS] TEXHUKA
daszsunr-recrupoBanus (fuzzing, fuzz-testing), xorma TecThl comep:kaT ClydalHbIE TaHHBIE, B
TOM 4MCJE HCKAKEHHbIE M HENPEIyCMOTPEHHBIE, IOJIy4aeMble IIyTEM IICEBAOCIYy4YailHON
reHepalyy WK MyTalliy BXOJHBIX U IPOMEKYTOUHBIX JTAHHBIX.

Hamo mnoHumars, 4YTO HEpEryJupyeMbld CTOXAaCTUYECKUH IIPOLECC IPUBOAUT K
nepebopaM BXOIHBIX JAHHBIX aCTPOHOMHYECKOro mopsiika [95].

Uro KkacaeTcsi CBOMCTB KadyecTBa, TO M3BECTHbl TECTUPOBAHHWE KOPPEKTHOCTH,
0e301MO0YHOCTH, MPOU3BOIUTENBHOCTH, Oe3omacHocTd MHpopMmanuu u 1p. [lpu mposepke
CBOICTB Oe3omacHoCcTH HHPOPMAIUH (IIETOCTHOCTH, JOCTYITHOCTH, KOH(DHICHIINATHLHOCTH | JIp.)
3aJaloTcs TpeOoBaHHMS K TOJACHUCTEMaM, Hampumep, HICHTU(DUKALWU, ayTeHTH(UKALUY,
pasrpaHuYeHusT JOCTYyNoM (aBTOpU3aIUHU), IEJIOCTHOCTH, MPOTOKOJUPOBAHUS (ayAuTa,
KYpPHAITUPOBAHMS) U AP.

Oco0eHHOCThIO TeCTUPOBaHUs 0€30MacCHOCTH MH(OPMALMK SBIISIETCSA TO, YTO OIIMOKU B
[I0 wmoryr OBITh BHECEHBl HCKYCCTBEHHO (Hampumep, OTIaJ04Has WHGOpMAIHS,
HeJIeKJIapUPOBaHHbIE BO3MOKHOCTH) WJIM JaXKe 3JI0HAMEPEHHO (IIporpaMMHbIe 3akiajku). bonee
TOT0, BBISIBIEHUE BO3MOKHOCTH PEaM3al[H 3TUX OLIMOOK MOXKET ObITh TOXKE 1LI€JICHANPABICHHO
310HaMepeHHbIM. [1oaToMy, KpomMe (PYHKIIMOHAIBHOTO TECTUPOBAHHUS MOACUCTEM 0€30IacHOCTH
Ha COOTBETCTBHE 3aJaHHBIM TpeOOBaHUSAM, I€JI€COO0Pa3HO MPOBOAUTH CTPYKTYpPHOE
tectupoBanue [10 ¢ 1enbio BbIIBIEHUS 1€(DEKTOB U YA3BUMOCTEH, BIUSAIOUIMX Ha O€30MaCHOCTb.

C TOYKM 3peHHs] OTE€YECTBEHHONW HOPMATHMBHOM 0a3bl MOXXHO BBLIEIUTH CIEIYIOIINE
TEXHHUKH TecTUpoBaHus [69]:

- (QyHKUIMOHAIBbHOE TECTUPOBAHHWE MOJCHUCTEM O€30IIacHOCTH MO0 TpeOOBaHUSM,
3a/laHHBIM B HOPMAaTUBHBIX JJOKYMEHTaX U JOKYMEHTAIWH;

- MPOBEPOYHOE U NEPUOAMYECKOE TECTUPOBAHUE IMOJCUCTEM 3alllUThl WH(OpMaluH,
COIIACHO TECTOBOM JOKYMEHTAlUU;

- CTAaTUYECKHI aHaJIN3 OTCYTCTBUSI HEJEKIapUPOBAHHBIX BO3MOKHOCTEN;

- IMHAMUYECKHI aHaJIN3 OTCYTCTBUS HEJAECKIApPUPOBAHHBIX BO3MOKHOCTEM.

B Tabmuue 1.2 mpuBeneHbl METOAbl TECTHPOBAHMS, HCIOJb3yeMble IMPH IMPOBEpKax

CpCACTB 3allIUTLL I/IH(I)OpMaI_[I/II/I.

Ta0muma 1.2.
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MeTobl TECTHPOBAHUS CPEACTB 3aUTHI HH(POpMALIUN

MeTo1 TeCTUpOBaHUS

OCHOBHBIE BBISIBIISIEMBIC ,Z[CCbCKTBI " YA3BUMOCTHU

Bepudukanus

I[C(bGKTI)I IMMPOCKTUPOBAHNA METOAOB YIIPAaBJIICHUS JOCTYIIOM

(DyHKI_II/IOHaJ'IBHOG TCCTUPOBAHUC

JedexTsl peanuzanuu GyHKIUH 1 ONIMOKU JOKYMEHTAIIUU

daz3uHr -TCCTUPOBAHUC

HedekTrl peanuzanuy nHTEPQEcoB JaHHBIX

I'pannuHoe TecTHpOBaHUE

OmmOKY TPaHUYHBIX YCIOBUI

HarpysouHnoe TectupoBanue

OMmuOKY TPOU3BOIUTEIHLHOCTH

Crpecc-TecTHpOBaHNE

Otka3 B 00CTyKUBaHUH

[Ipodumnmuposanue

HeI[OCTaTKI/I OIITUMHU3AlIHU KOOda

CraTuyeckuii cEeMaHTUYECKUI

aHaJInu3

HexoppekTHOCTH KOUPOBAHUS

Cratuueckuil CHTHATypHBII

aHaJIn3

3amaHHBIC TOTEHIIHALHO OMMACHBIE (PparMeHTHI

Crartuueckuil aHaau3 OTCYTCTBUSA

H/IB [69]

«MepTBbIil KOI»

JvHamuyeckuil aHamus

orcyrcrust HIIB [69]

«MepTBbIi1 KO

MOHI/ITOpI/IHF OIICpalilMOHHBIX

nponeccon

Hapymenns 1enocTHOCTH NPOLIECCOB M PECYpPCOB

TectupoBanue KOHGUTYpanui

OmunbKY aIMUHICTPUPOBAHHS

CxkannpoBaHHe ySI3BUMOCTEMN

W3BecTHBIE OHy6HI/IKOBaHHBIe YA3BUMOCTH

TecT Ha NPOHUKHOBEHUE

W3zBecTHBIE YSI3BUMOCTHY M OIIMOKH KOHPHUTYPUPOBAHUSI

PCFpeCCI/IOHHOC TECTUPOBAHUC

[ToBTOpHBIE OMIMOKH MPOLUIBIX BEPCHMA

Pedaxropunr

HeZ[OCTaTKI/I KadeCTBa KOoJa

1.2.4. Aynut napopManuOHHOH 0€30MaCHOCTH

AynuT - cucTeMaTUYecKUi, He3aBUCUMBIN U JOKYMEHTHPOBAHHBIN MPOIIECC MOIY4YEeHHUS

3anmucei, ¢ukcupoBaHus (AKTOB WM JPYrod COOTBETCTBYIOLIEH HHQopMamuu u UX

00BEKTUBHOT'O OLCHUMBAHHA C LOCJIbIO YCTAHOBJICHHA CTCIICHHW BBIIIOJIHCHHUA 3aJaHHBIX

TpC6OBaHHﬁ12. OCHOBHOE OTIHYHE ayaura oT CepTI/I(I)I/IKaI_[I/II/I COCTOHUT B TOM, 4YTO 34€CH HECT
JKCCTKUX paMOK B IUIAHC MOATBCPKIACHUSA COOTBCTCTBUA B BUJAC NOKYMCHTA IOCyAapCTBCHHOI'O

oOpasma  (cepTuduKaTa COOTBETCTBHSI  CTPOTO  ONPENEICHHBIM  TpeOOBaHUAM), HET

HEOOXOAMMOCTH  TPUBJICYCHHUS  TPETbel  CTOPOHBI  (HE3aBUCHMOH  aKKpeIUTOBAaHHOMN

2 TOCT P UCO/MDK 17000-2009.



nabopaTopuu), TPU STOM KPUTEPHUH ayAuTa TaKKEe MOTYT ObITh Oojee rHOKHE, OTBEYAIOIINe
peausiM JHsL.

AymuT MOXeT OBITh BHYTPEHHUM M BHEIIHUM (BO BCEX CMBICIAxX), MPOBOIUTHCS Ha
COOTBETCTBUE JIIOOBIM TpeOOBaHUSAM, CHOPMYTUPOBAHHBIM 3aUHTEPECOBAHHBIMH JIUI[AMH.
AyIUT MOXET HOCHUTh KaK TEXHHYECKHH, TaK ¥ OpraHW3allMOHHO-HOPMATHBHBIA Xapaktep. B
o0IIeM CMBICIE ayAWUT BKIIOYAET IMPOBEACHUE PA3JIMYHBIX (AMHAMHUYECKUX M CTATHUYECKHUX)
bopM  mecmuposanusi TOACUCTEM W CEIMEHTOB, AaHAIM3 JIOKYMEHTAlMU H JIPYTHX
UH(POPMALIMOHHBIX UICTOYHUKOB (HapuMep, OI0JUIeTeHEe ), MHTEPBbIOMPOBAHUE CIICIIUATUCTOB U
T.JI.

B obGmactm wuHpOpPMAMOHHOW O€30MaCHOCTH  Pa3NIWYaOT ayAWT OpraHU3alIlHid,
UHQPOPMAIIMOHHBIX CHCTEM, CHCTEM MCEHEDKMEHTa W mporpamMmmHoro koxa. K aymuty
0e301acHOCTH WH(POPMALMOHHBIX CHCTEM OTHOCST KOMIUIEKCHBIA aHalIHW3 3allUIIEHHOCTH,
aHaJM3 YSA3BUMOCTEH, TECThl Ha NPOHHUKHOBEHHE, ayJUT Ha COOTBETCTBHEC HOPMATHBHBIM
JOKYMEHTaM PETyJISITOPOB 110 3alllUTe pa3auuHbiX TaiH [14,29,33,45,62].

B tabnune 1.3 npuBeaeHb HOPMATHBHBIE U METOJMYECKUE TOKYMEHTHI, HCIIOJIb3yeMbIe

[P pa3IMYHbIX BUAax ayaura Ub.

Taomuua 1.3.

HopmaTtuBHO-MeTOIMYECKHE TOKYMEHTBI, UCTIOJb3yEeMbIE TIPH ayauTe 0€30MacHOCTH

Kareropun aynura uadopmaimoHHOM
HopMmaTuBHBIE 1 METOINYECKHE TOKYMEHTBI

0e30macHOCTH

AyIUT CHCTEMBI MEHEKMEHTA I'OCT 27001, TOCT 53647, BS 10012, Cobit, TOCT

WH(POPMAITMOHHOW 0€301TacCHOCTH 15.002

AHanu3 3alUIEHHOCTH I'oCT 17799

TecTsl HAa MPOHUKHOBEHHE OSSTMM, ISSAF, NIST 800-42, OWASP Testing Guide,
Wireless Penetration Testing Framework, Penetration
Testing Framework

Aynut 6e301acHOCTH KoJa OWASP Top Ten, Fortify SPK, MITRE CWE.

AyJIUT Ha COOTBETCTBUE TPEOOBAHUSIM CTO bP UBBC-1.1
crannapra banka Poccuu no

MHQOPMaIIMOHHOH 0€30MaCHOCTH

Ay,ZLI/IT Ha COOTBCTCTBHUC Tp€6OBaHI/I}IM HOpMaTI/IBHLIC 1 HOPMATUBHO-MCTOANYCCKUC JOKYMCHTBI
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Kareropuu aynura napopMannoHHOM
HopMaTuBHBIC U METOIUYECKUE IOKYMCHTBI
0€e30MacHOCTH

PETyIATOPOB 1O 3ammuTe nepconanbHbx | Pockomaamzopa, ®Ch Poccun, ®CTIK Poccun

JaHHBIX

Aynut 6e30MacHOCTH IIATEKHBIX PCI DSS

CUCTEM

1.2.5. Anaau3 pucka MH(POPMAIMOHHOW 0€301aCHOCTH

Ecnu B o0macTy OIEHKM HAJEKHOCTH M YCTOHYMBOCTH TEXHUYECKHUX CHUCTEM
OCHOBOIIOJIAralOIIMMU  MOHATUSAMHM  SIBJIAIOTCA OWIMOKM M OTKaspl, TO B oOjactu
MH(POPMAIMOHHON 0€30MacHOCTH TAaKOBBIMU TIOHSTHSMH SIBJSIFOTCS  yrpo3bl. HeraTuBHOE
MOCTIEJICTBHE YIPO3bl OE30MACHOCTH PECypCy OLIEHHMBACTCS BEIMYMHOW COOTBETCTBYIOILEIO
PpUCKa, oJ1 KOTOPBIM MIOHMMAETCSI KOMOMHAIMS BEPOSITHOCTH «HEXKEIATeILHOT0» COOBITUS U €TO
HOCHCﬂCTBHﬁlS.

Crnemyer OTMETHTB, YTO HAPYIICHUE TMPABHJ OLEHKH COOTBETCTBHUS TOXKE MOXKET OBITH
PHCKOM IPAaBOBOT'O M TEXHUYECKOI'O XapaKTepa.

CucremMaTuveckoe HCIOIB30BaHHE WHGOPMAWU IS MACHTH(QHUKAINA HUCTOYHUKOB H
OLIGHKN BE/TMUMHBI PUCKA HA3BIBACTCS GHAIU30M pucka . MeTOIbl aHAM3a PHCKA MOTYT OBITh
KA4EeCTBEHHBIMH, TOTYKOJTHYECTBCHHBIMH M KOIMYECCTBEHHBIMA . B KadeCTBEHHBIX METOIaX
UCMOJB3YIOTCS BepOaJibHbIe MOHATUS YPOBHEH pPHUCKA, HApUMeEp: «MAaJEHbKHUN», «OOJBIIONY,
«O4YeHb OONBIION» U T.J. B MOIYKOTMYECTBEHHBIX METOAAX HMCIIONB3YIOTCS YMCICHHBIE IITKAJBI
(;uHeiiHble WM Jorapudmuyeckue). KomndecTBEeHHbIE MaHUIYIHPYIOT KOHKPETHBIMHU
YHUCIOBBIMU €IMHUIIAMU. 3aMETUM, UYTO IMOJIHBIA KOJMYECTBEHHBIM aHAJIN3 HE BCET/la BOZMOXKEH
BCJICAICTBHE DJPraTHYHOCTH cHCTeM HH(opMannonHoi Oe3omacHoctd [96], crmoxHOCTH
MOJTy4YeHHUS IPEJICTaBUTEIILHOM CTATUCTHKH U JP.

B Hacrosmee BpeMs CIIOXWIach HOpPMaTHBHas 0Oa3a aHaim3a pucka B 001acTH
uHpopmannonHoit 6ezonacHocty B Buge 'OCT P UCO/M3K 27005-2010 «HpopmaroHHas
TEeXHOJNIOTUSI. MeToasl M cpencTBa oOecriedyeHus 0Oe30macHOCTH. MEHEKMEHT —pHCKa
MH(POPMAIMOHHOM 0€30MacHOCTHY», KOTOPBIA OMpeAessieT MPOLECCHBIN MOAX0A K yIpaBJICHUIO

pHCKaMU, BKJIFOUAIOIIUI B TOM YHCJIE OLEHKY  00pa0boTKy pucka (cm. puc.1.2) [61].

13 1SO/IEC Guide 73:2002.
14 Tam xe.
> SO/IEC 31010:2009.



Hoenmugpuxayus pecypcos
Hoexmuguxayua mpeodosanuil x pecypcam
=g Oyenusanue pecypcos
[y Hoewmuguxayus yepos u yaseumocmei
[: Oyenxa eepoamuocmeil yazeumocmeit
[ Yo COAmIOOMEN RS N
Buruucaenue pucxa Quexusarue pucxa

Ol(é’)(IIS(JNM(’ pucxa no wxale

N
Betoop mep Ob¥

Ocyvgecmeaenue smep

N Flzumepernue ocmamoyrozo pucka

Puc.1.2. I[Ipoyeodypa oyenku u obpadbomku pucka

AHanu3 puUCKa BKJIIOYACT OTanbl HHBEHTAPU3ANWHA W KAaTETOPHPOBAHHUS PECYPCOB,
uaeHTU(UKAIIMK 3HAYUMBIX yrpo3 H ys3BuUMoctedl [47,48], a Takke OIIEHKY BEpOATHOCTEH
peaM3anyy yrpo3 U ysa3BUMOCTei. OleHMBAaHUE PUCKA 3aKIFOYACTCSl B BBIYHCICHUHM PUCKA H
COOCTBEHHO OILICHMBAHHE €ro II0 3aJaHHOM N-OalbHOM WM TaOIW4YHOW Ikane. Puck, kak
MIPABUIIO, BRIYHCIISETCS KaK (DYHKITUS TPOU3BEICHUS:

Rij = pijki; G,
rae: Cj — «CTOMMOCTB» J-r0 pecypca, k;jj- Kod(Q(pUIHEHT KOMIIPOMETalMM j-TO pecypca Ipu
peamusanuu i-off yrpossl, p;; — BEPOATHOCTb pealu3alluu i-0i yrpo3bl 6€30MacHOCTH j-TO
pecypca.

[Tocne oneHKM pricka MPUHUMAETCS PEUICHHE OTHOCHTEIBHO 00pabOTKH 3TOTO pUCKA -
BBIOOPY W pealu3aniu Mep 1o Moaudukanuu pucka [25,28,67,89,91]. B ocHOBy mpuHSATHS
penreHus OepyTcs OKUIaeMble TIOTePH, YaCTOTa BOSHUKHOBEHHUS MHITUACHTA U IPYyTHE (PaKTOPHI.
B crangapre npeioxkeHbl 4eThIpe MEPhI 00pabOTKHU pUCKa:

1. YMeHbIIIeHHE pHUCKa, KOTJIa PUCK CUMTACTCS HEMPUEMIICMBIM U JJI €r0 YMEHBIICHUS
BBIOMPAIOTCS ¥ PEATH3YIOTCS COOTBETCTBYIOIINE MEXaHU3MbI 0€30MTaCHOCTH;

2. Tlepemaua pucka, KOrja pPHCK CUUTAeTCd HEMpPUEMJIEMBbIM M Ha OMPEIeNEHHBIX
YCIIOBUAX (HAmpuMep, B paMKax CTPaxOBaHHs, MOCTABKH WJIH ayTCOPCHHTA) Iepeajpecyercs
CTOpOHHE# opranu3anuu [15];

3. llpunsATue pucka, €ciM pPHUCK CUYUTAETCd OCO3HAHHO JAOMYCTUMBIM IO HPUYHHE

HEBO3MOXXHOCTH BHEIPEHUS Pa3yMHBIX MEp U CPEACTB OE30MaCHOCTH.
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4. OTka3 OT pHUCKa, KOTJa PUCK HMCKJIIOYAETCS IyTeM OTKa3za OT OW3HEeC-TPOIIECCOB
OpraHu3alVH, SBISIOIUXCS IPUUNHON PHUCKA.

B pesynprare 00pabOTKM pHCKAa OCTaeTcs TaK Ha3bIBAGMBI OCTATOYHBIN PUCK,
OTHOCHUTEJIbHO KOTOPOT'0 MPUHUMAETCS pelIeHHE O 3aBEpIICHUH 3Tana o0paboTKU pUCKa.

I'OCT 27005 He orpaHMYMBAET HCIOJIB30BAHUE KAKUX-IMOO METOJUK U METOJOB
aHaJM3a pUcKa, Kak-TO: «MO3TOBOM IITYpM», CTPYKTYPHUPOBAHHbBIE U MOJYCTPYKTYPUPOBAaHHbIE
orpockl, MeTon Jlenb(u, KOHTpOIbHBIC IUCTHI, aHanu3 cieHapue, BIA, ananm3 nepesa
HEUCIPABHOCTEH, aHamu3 JepeBa COOBITHI, NPUYMHHO-CIECICTBEHHBIA aHaIM3, AaHalu3
MPUYMHHO-CIICICTBEHHBIX CBS3€M, aHAJU3 YPOBHEW HAJICKHOCTH CPEICTB 3alUThl, aHAJIN3
nepesa pemienuii, HRA, ananu3 nuarpammsl «ranctyk-6aboukay, nenu Mapkosa (TMO), meton
Mownre-Kapno, baitecoBckuii mogxon u cetu baiieca, FN-kpuBble, METOA HHIEKCOB PHUCKOB,

o o o o 16
MaTpuna nocJeaCTBUU U BEPOATHOCTCHU, MHOTOKPUTCPUAJIBHBIN aHAJIN3 PCIICHUU U JPYT'UC .

® Tam xe.



2. CEPTU®OUKALIUA CPEACTB 3ALIUTHI UHOOPMALIUU

2.1. Onpenesienue cepTHGUKANMN CPeICTB 3aIUTHI HHGOpMaLU

[lon ceprudukanueii moHUMaeTCsl MOATBEPKICHHE COOTBETCTBUSI TPEThEH CTOPOHOM,
OTHOCSIIIIEECS K IPOLYKIINH, TIPOLIECCAM, CHCTEMAM HIIH EpPCOHay .

Crnenyet yka3aTb KJIIOU€BbIE OCOOEHHOCTH CePTUPHUKAIIH:

1. Ceprudukanust mpoBOIUTCS HA COOTBETCTBUE 3a0AHHbIM TPEOOBAHHUSIM, a WMEHHO
TEXHHYSCKUM perjaMmeHTaM [38], moyokeHHsM CTaHIapTOB, CBOJOB MPABUII, YCIOBHSIM
JIOTOBOPOB M JIpYTUM TpeOOBaHUSAM, ONPEACICHHBIM B HOPMAaTHBHBIX JOKYMEHTAaX W
COOTBETCTBYIOIIEH JOoKyMeHTauuu. [loaTtomy oOmacte cepTudUKalMu W €€ pe3ylbTaT
OJIHO3HAYHO OINpPEENIEHbl KOHKPETHBIMM HOPMATUBHBIMU JOKYMEHTaMM, a HE TpeOOBaHUSIMU U
PEKOMEH/IaIMSIMU IO MOBBIIICHUIO Ka4eCTBY WM 3alIUIIICHHOCTH BOOOIIIE.

2. B cnyuae TOJOXUTEIBHO pe3yibTara IPOLecC CepTU(UKANMHA 3aKaHYNBACTCS
BblIayeil Oo(QUIMATBHOTO MUCBMEHHO O(OPMIIGHHOTO YAOCTOBEpeHUs — cepTudukara
COOTBETCTBHUS, a CepTU(UIUPOBAHHAS MIPOTYKIIUS TOJICKUT MAPKUPOBKE 3HAKOM COOTBETCTBHS
CHCTEMBI cepTUUKAINHA. B HEKOTOPBHIX cHcTEeMax CepTH(PHUKAINU MOXKHO BCTPETHTDH €IIE OJTHO
odunuanbHOE YIOCTOBEPEHUE — 3aKIII0YEHNE, KOTOPOEe MPUMEHSIETCs JUIs CllyyaeB, KOTaa OpraH
10 cepTU(PHUKALUU 3aTPYAHSIETCS BbLAATH OOLENPUHSTHIN cepTU(HUKAT COOTBETCTBUS.

3. Ceptudukanus sBiIseTCS JEATEIbHOCTbIO TPEThEH CTOPOHBI, T.. JOJKHA OBITH
o0OecrieyeHa HE3aBUCHUMOCTb OLEHKH COOTBETCTBMS, MAaKCHUMAaJIbHO HCKJIIOYAromias Jro0bie
(hopmbl ahGUIEPOBAHHOCTH WK croBopa [42].

4. Cepruduxamus MoxkeT ObITh JOOPOBOIBHON U 00s13aTeNbHOM. CepTudukaius cpeacTs
3alUThl UH(OPMAIMK MO TPeOOBaHUAM 0€301MacCHOCTH MH(OPMALMH SBISETCS 0053aTENbHOM.

5. Tak kak B cTpaHe AEUCTBYET HECKOJIBKO CHCTEM CEPTHU(PUKALNU, TO ITH CHUCTEMBbI
ONpPEACIAI0T HEKOTOpPhIE CBOM IpaBMja M MPOLEAYpPbl NPOBEACHUS OLEHKU COOTBETCTBUS,
BKJIOYAsl AaKKpPEAMTALMI0O OpPraHoB MO CepTU(UKALMKM M HUCHBITaTENbHBIX J1abopaTopui,
pasymeercs, B paMKaX POCCUHCKOIO 3aKOHO/IATENbCTBA U CBOEH KOMIIETEHIMH.

Takum oOpazoM, cepTuduKanus CpeacTB 3amuUThl HHPOpPMAIUA TIO TPeOOBAHUIM
6e30macHOCTH MH(pOpPMAIMK MPEACTaBISAET co00i 00s3aTeIbHOE HE3aBUCUMOE IMOITBEPKACHUE
cootBercTBUs C3U TpeOoBaHMUSIM HOPMATHUBHBIX JOKYMEHTOB IO 3aIllUTe HHPOPMAIIUHU C YIETOM
npaBus peaepanbHbix opranoB (Muno6oponsl, ®Ch, ®CTIK) B pamkax ux KOMIICTCHIIHH .

Crnenyer oTMeTUTh, uTO (perepanbHble oprausl mo cepruduxanuu Tpakryior C3U B mmpoxkom

' TOCT P UCO/MDK 17000:2009, 1.5.5.

8 Cm. @3-347.
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CMBICIIE, KaK CPEACTBO 3aMTHI OT Yrpo3 MH()OPMAIMOHHOW O€30IMacHOCTH M €€ COCTABHBIX
CBOWCTB: IIEJIOCTHOCTH, JOCTYITHOCTH, KOH(PHICHIIMATHLHOCTH U Jp. B 3TOM CMBICIIE 11O/ TOHATHE
C3U npu camoii o0111ei MoAeH yrpo3 MOoAnaaaeT Jr000e U3IeHe B 3alIUIEHHOM HCIIOJTHCHUH,
Harpumep, «0e30MacHoe» OT MPOrpaMMHBIX 3akiajok [10.

B Tabmuume 2.1 npuBeseHbl OpuUMEpbl OOBEKTOB CepTUHUKAIMM B  00JIacTu
WHPOPMAIIMOHHON O€30MaCHOCTH, K KOTOPBIM ONpEACICHBl TPEeOOBaHUS B  OTKPHITHIX

HOPMATUBHBIX NJOKYMCHTAX.

Tabmura 2.1.

O0bexTshl cepTuduUKamy Mo TpedoBaHUIM 0€30MaCHOCTH HH(OPMALIUU

OOBeKTH cepTH(UKAIIH OO0BeKT cepTuUKANAN CPEICTB 3AMUTHI HHPOPMAITIH

IIpomyxuus Cpencrsa 3ammThl HHQOpMAITUU

CpencTBa BEIYUCTUTEIHHON TEXHUKU

[Ipodunu 3amuTer

Me3kceTeBble 3KpaHbl

CpencrBa 0OHapYKEHUST BTOP)KEHHAN

CpencrBa aHTUBUPYCHOM 3aIIUTHI

CpencrBa KpUnTorpapuuecKoi 3amuThl HHPOpMaIUU

CpencTna 3anuThl IEPCOHATBHBIX JaHHBIX

CucreMsl ABTOMaTI/I3I/Ip0BaHHBIe CHUCTCMbI

CucreMsl MCHCIP)KMCHTA Cucremsbl MCHC/IP)KMCHTA (ynpaBneHHsI) 0e30IMacHOCTH

Cnenyer mnpokomMmeHTupoBaTh Tabm. 2.1. Hampumep, HecMoTps Ha TO, 4TO
ceprudpuxamms cucteM B DCTIK mnpooautcs B ¢dopme arrectanud  OOBEKTOB
nH(pOpMaTHU3alUK, MOCIHEAHSST peanbHO (ImpH 3amuTe KOoHQUIASHIMAIbHOW HH(OpMaun)
TAKOBOW HE SIBJIAETCS, T.K. HE MOJHOCTBIO COOMIOIaeTCs CaMblii TTIaBHBIN 3aKOH cepTU(UKALIUU O
TpeTbeil crtopoHe. HecmoTps Ha TO, uTrOo chopMynupoBaHbl TpeOOBaHUS K cCHCTEMaM
MeHeKMeHTa uH(opMmarmonHoit 6e3onacHoctu (cepuss ['OCT 27000), oHum He Haum
OTpakeHHE B HOPMAaTHBHO-METOAMUYECKUX JOKYMEHTaX 00s3aTeNbHBIX CUCTEM cepTudukanuu. B
KHU3HU U B JIOKyMEHTaX PETyJISATOPOB MOKHO BCTPETUTH Kiacchl obwenpunamoix C3U, Takux
KaK: CpeJICTBAa KOHTEHT aHaJIKl3a, CPEACTBA KOHTPOJIA yTeUeK, CPEeICTBA aHAIKM3a 3al[UIIIEHHOCTH,
CpEICTBa YIpaBJIECHHUsS U MOHUTOPUHIA, CPEJCTBA JOBEPEHHOMN 3arpy3KH, F€HEpaTOpbl MapoJie,
samumenapie  BIOS, cpencTtBa  06e30MacHOCTH  MPOTPAMMHBIX — MPUJIOKEHHM, CpEICTBa

0€30MacCHOCTH BUPTYaJIU3alMM, CpEeACTBAa O€30MacHOCTH OOJIAYHBIX TEXHOJOTHH, CpeacTBa



3allUThl B IPOMBILIUIEHHBIX CHCTEMaX M CHCTEMax BBICOKOH T'OTOBHOCTH M JIp., OIHAKO
TpeOoBaHUS K HHUM JHOO TOKa OTCYTCTBYIOT, JIMOO (B TpOTHUBOpEYHe 2-My MpPaBHIY
Kepkroddca) He momekar mydamaHoMy HHOOPMUPOBAHHIO WIH 00CYXKICHUIO.

CornacHo JloktpuHe WHGOPMAIMOHHON O€30MacHOCTH P ceprudukamms  C3U
ABISICTCA ~ BaXHEHIIMM  MeToJoM  of0ecreyeHHs O€30IaCHOCTH  CTpaHbl, a 3HAYMT,
TOCYJapCTBEHHYI0 Ba)XHOCTh INPHOOPETAeT COBEPIICHCTBOBAHWE MeEp, HANpaBICHHBIX Ha
noBbIeHHe 3PPEKTUBHOCTH M TOCTOBEPHOCTH pe3ynbraToB ceprudukammu C3U [34]. MUmenno
MOSTOMY TpOIecC CepTHU(PHKAIMU BKIIOYAET HECKOJIBKO YPOBHEH HE3aBUCHMBIX IPOBEPOK:
9KCHEPTU3y 3aiBKM B (eAepalbHOM OpraHe, MPOBEACHUE MCIBITAHUM B aKKpeIUTOBAHHOU
UCTIBITATEIbHON JTA00OPaTOPHH, MTPOBEPKY MATEPHATIOB MCIIBITAHUI B aKKPEIUTOBAHHOM OpraHe
no ceprudukaumu u Ap. Ilpu stom obecneunBaeTcsi HE3aBUCHMOCTh MEX1Y YYaCTHUKAMHU
CepTUUKAIMH:  AKKPEIUTOBAHHBIM  OpPTaHOM TI0  CepTH(HKAIMU, aAKKPEIUTOBAHHOMN
UCTIBITATENbHOM JJTabopaTopuel U IpYTMHU 3aMHTEPECOBAHHBIMU CTOPOHAMH.

2.2. lIpaBuJia ¥ yYaCTHUKHU cePpTU(PUKALMYU CPeICTB 3a1HUTHI MHpOpMALUN

Cornacho [locranoBnenuto IlpaBurensctBa PO 1995 r. Ne 608, pykoBoACTBO cucTeMaMu
cepTU(UKALMK BO3JI0KEHO Ha (erepasibHble opraHsl o cepTudukanun: MuHo6oponsl Poccun,
®Cb Poccun u ®CTIK Poccun.

B oOmierpaxnanckoM IUIaHE PperylMpoBaHUE pblHKa Hekpunrorpadpuuyeckux C3U B
ctpane Bo3ioxeHo Ha @CTIOK Poccun, a peinka kpuntorpaduueckux C3U - na ®Cb Poccun.

VYdyacTHUKaMM cepTUUKAIMM SBISAIOTCS  (efepalibHbli OopraH Mo cepTH]UKaluy,
AKKpPEIMTOBAHHBIA OpraH Mo cepTU(UKAINK, aKKPeIUTOBaHHAS WCIBITATEIbHAS JTa00paTOPHS,
3asgBUTENb Ha CEPTU(UKALNIO, KOTOPHIM MOXET ObITh pPa3pabOTUMK, H3TOTOBUTENb WU
MOCTABIIIHK.

[Mopsimok mpoBeneHns: CepTU(UKAIINT BBITIISIUT ClieayronmmM oopazom [60].

1. 3asBuTENH MOAAET B (eiepalIbHBIN OpraH 3asiBKy Ha MPOBeJeHHE CepTU(UKAIIMOHHBIX
WCIIBITAHUM.

2. ®enepanbHBIA OpraH OMpeiesseT aKKPeAUTOBAaHHYIO HCTIBITATENbHYIO JIa00paTOPHUIO U
OpraH 1Mo cepTHU(UKAINHU, YTO (PUKCUPYETCS B PELICHUU HA CEPTUPUKALHIO.

3. UcneiTaTenbHas 1abopaTtopust MPOBOJUT CEPTHUPHUKAIMOHHBIE UCTIBITAHUS.

' V1. Ipesunentom PO 09.09.2000 Ne IIp-1895.
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4. Marepuanbl HCHOBITaHUH (porpaMma M METOJIWKA, IPOTOKOJIBI HCIIBITaHUM,
TEXHUYECKOE 3aKIIOUCHHE) TEpeqaroTcsi B OpraH 10 CepTH(UKAIMH, KOTOPHIH MPOBOIUT HX
HE3aBUCHMYIO 3KCIIEPTHU3Y.

5. ®@enepalbHBIA OpraH IO CepPTHPUKANMK HAa OCHOBAHHMHM TIOJIOKUTEIBHOTO
TEXHUYECKOT'0 3aKIII0YECHHUS OpraHa 1o cepTuuKaui ohopmisieT cepTudUKaT COOTBETCTBUS. B
cilydae BBIIBICHHS KaKUX-JIMOO HECOOTBETCTBHU (erepanbHbIii OpraH MOXXET IPOBECTH
JIOTIOJTHUTENBHYIO SKCHEPTU3Y C NMPHUBJICYCHHUEM AKCIEPTOB M3 PA3IMUHBIX aKKPEIUTOBAHHBIX

nabopaTopuii U OPTraHoB 10 cepTudukanuu (cM. puc. 2.1).

3aasurens (papaborumk,
M3roTOBUTEND, MOCTABIMK

FenepansHulid oprad no
ceprupuraumm (ECTIK Poccum)
Marepuanst ann

nposeasemnn
HCNBITANMMA

3akmouenune

Opran no cepTUpUKaLMm

3amevauuna l Marepuansi MCNBITAHUA

HMcnuirarensHaa naboparopus

Puc.2.1. Yuacmnuxu cucmemor cepmugpuxayuu @CTIK Poccuu

B obnactu 3amuTel MHGOpPMAIIUU MPUMEHSIOTCS CIEAYIOIIHE CXEMbI CepTH(UKAINI

C3U:

- ceptudukanus eqruHungHOrO oopasna C3U,;

- ceprudukaruu naptuu C3U;

- ceprudukanuss cepus (THIIOBOTO 00pa3la) C TMpeaBapUTEIbHONW  MPOBEPKOI
MIPOM3BO/JICTBA.

CepTudukaiioHHbIE UCTIHITAHUS MOXHO KJIACCU(PUITUPOBATH IO METOY TECTUPOBAHUSI:
- (pyHKIIMOHAJIBHOE TECTUPOBAHKE IPOAYKTA UIIH CUCTEMBI IO METOY «UEPHOTO SIIUKA;

- CTPYKTYpHOE TeCTUpOBaHHE ncxogHoro koaa I10.



B nepBoMm ciyyae npu UCHIBITAHUSX UCHIOJIB3YIOTCS:

- TPaJuLMOHHbIE HOPMATUBHBIE JOKYMEHTHI (HallpUMEp, PYKOBOSIIHUE JIOKYMEHTHI
I'ocrexxkomucuu Poccun);

- TokyMeHTauus (Harnpumep, TY);

- 3aJaHue MO0 OEe30MacHOCTH - JIOKYMEHT, pa3padaTbiBaéMblii B COOTBETCTBHH C
metactangaprom 'OCT UCO 15408.

Oco0eHHOCTh CTPYKTYPHOI'O TECTUPOBAHUSA COCTOUT B TOM, YTO OHO MPOBOIUTCS B
dopMe cTaTHUECKOro U JUHAMUYECKOTO aHAJIM3a CXOAHOTO KOJa MPOrpaMM U KacaeTcsi TOIbKO
BOIPOCOB BHYTpEHHEH 0e30MacHOCTH MPOAYKTa (KOHTPOJS OTCYTCTBUS HEACKIAPHUPOBAHHBIX
BO3MOKHOCTEH).

Kak panee oTmeuanoch, TOKYMEHTOM, MOJITBEPKIAIOLIUM MOJIOKHUTEIbHBIC PE3YNIbTATHI
CepTU(PUKAIMOHHBIX HCIBITAHUN, SBISIETCS CEpTHU(UKAT COOTBETCTBHSA, B KOTOPOM YyKa3aHbI
CaMble BaXHBIC MOMEHTbI: MICHTH(HMKALMOHHBIC XapaKTEePUCTUKH ), HA COOTBETCTBUE KAKUM
JIOKyMEHTaM IPOBEJICHbI UCIIBITAHUS, CPOK AEHCTBUS, TOKyMeHT (00buHO TY mnu Gpopmyssip), B
KOTOPOM OTIpeNIeNIeHbl oepanuierus Ha ucnonb3doBanue C3U u 3adUKCUPOBAHBI KOHMPOIbHbIE
cymMmbl U Ip.

[lepeuenp axkpeauToBaHHBIX HcnbITaTedbHbIX Jaboparopuit ®CTIK Poccun u ®Ch
Poccun, axkpenutoBaHHBIX opraHoB 1o ceptuukanun PCTIK, OTKpeITBIE peecTpbl
ceprudunupoBanubix C3U, mpaBoBbIe akThl U HOPMAaTUBHO-MeToANYEeCKHEe TOKyMeHTh PCTIOK
1 ®CB MOXHO IOCMOTpPETh Ha BeOIOpTanax yka3aHHbIX BegoMcTB: WWW.fstec.ru u clsz.fsh.ru.

TpeboBanus K cepTuuKaun OINpPEIEIECHBI (denepanbHBIMU  3aKOHaMH,
nocraHoBieHusMu [IpaBuTenbCcTBa, CTaHIApPTaMU U KOJEKCaMH, a TpeOOBaHUS K IMpPOBEpKaM
(cepTU(PUKALMOHHBIM HUCHBITAHUSAM, WHKEHEPHBIM WJIA TEMaTHUYECKUM HCCIEI0OBAHUSIM)
OIpeZENIEHbl B HOPMAaTUBHBIX JOKYMEHTaX UM B COOTBETCTBYIOLIEH JOKYMEHTALINH.

2.3. 3aKoHOIaTeIbHO-TIPABOBbIE OCHOBBI CEPTH(PUKAIINU

3akoHOJATeNbHBIE W TIPABOBBIE TPEOOBAaHUS OIpPENENAOT, KOrjga cepTudukanus
He00Xo/MMa, a TaK)Ke OTBETCTBEHHOCTh 3a HECOOIIO/IEHNE ITUX TPeOOBaHUH.

IIpu onpenenenun  ob6s3arenbHOCcTH  cepTudukanun C3U  ymoOHO  mpoBecTH

KJIacCU(PUKALMIO 3aIIMIIAeMOro HHPOPMALIMOHHOTO pecypca U 00beKTOB HH(OpMATH3ALINH.

TOCT P 54011-2010.
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B kauecTBe mpu3HAKOB KiIAacCH(PHUKAIMKU HHPOPMAIMOHHOTO pecypca BBIICISIOT JBa:
IPUHAIEKHOCTh K  TOCYJapCTBEHHOMY  HMH()OPMAalMOHHOMY pecypcy M YpPOBEHb
OTPaHUYEHHOCTH JIOCTYTIA.

JUis rocymapcTBeHHOro MHGOPMALMOHHOTO pecypca TpeOOBaHMs YCTaHABIMBACT U
KOHTPOJHMPYET caM COOCTBEHHHUK (TOocymapcTBO). B mpyrumx ciaydasx MOTyT OBITh
HEOJJTHO3HAYHOCTH.

[Tpu uaeHTHGUKAIMN YPOBHS OTPAaHUYEHHOCTH JIOCTYIIA BBIICISIOT:

- TOCYJJapCTBEHHYIO TalHY,

- IMYHYIO U CEMEUHYIO TailHbl (II€pCOHAIbHBIE JAHHBIE),

- Ipyrue BU/bI TalH, HE OTHECEHHbIE K FOCTallHe U MEePCOHAIbHBIM JJAaHHBIM,

- OTKPBITYIO OOIIENOCTYTHYIO HH(POPMAITHIO.

3aMeTHM, 4TO B cllyyae, KOrja roBopsAT 00 MH(OpMaIUU OrpaHUYEHHOro JOCTYyMa, He
OTHECEHHOW K rocTaifHe, ee UCTOPUYECKH YacTO Ha3bIBAIOT MHpOpManreil KOHPHICHIIHATLHOTO
XapakTepa WU NPocTo KOHPUIEHIIMAIbHON HH(OpMALHEH.

JIOTIOTHUTENBHO MOTYT OBITH ONpEAETICHBl TpPeOOBaHUS K CHCTEMaM O0paboOTKU
nH(popMaIuy, He3aBUCUMO OT Ki1accuukanuu oopadaTeiBacMOil HHGOPMALIHIH.

HazoBem ocHoBHBIE ciydau, korja ceptudukanuu C3U B Hamiell crpaHe oOsi3aTellbHA
(Tabm. 2.2):

- 3amMiaeMas MHQOpPMalLUs COCTaBIISIeT CBEJCHMS, OTHECEHHbIE K TOCYAapCTBEHHOM
TaHe;

- 3amMiaeMas MH(GOpMaIus orpaHMYeHHOTO JIOCTyINa, HO HE OTHECEHHas K TocTaifHe,
MIPH YCIIOBUH, YTO OHA OTHOCHUTCS K TOCYJapCTBEHHOMY HH(POPMALIMOHHOMY PECYPCY;

- 3amunaeMas HHpopMalus OTHOCUTCS K MEPCOHAIBHBIM JaHHBIM U COCTABIISET JTUYHYIO
1 CEMEHHYIO TaliHY;

- K 3ammre 00beKTOB MH(OpMaTH3alMK (CHCTEM, KOMILJIEKCOB) OIpeieleHbl TpeOOBaHUS

10 OII€HKE COOTBCTCTBUA HE3aBUCHUMO OT BUIOB TalH.



Ta0muma 2.2.

OcHoBanue 111 TpeOOBaHUS 10 CePTU(DUKALIUHN CPENICTB 3AIUTHI HHPOPMALIUU

Jlnunas, OTtkpeITas
HNudopmatmoHHbIH I'ocynapcTBeHHas ”
cemeitHaa | Jpyrue TaliHbI o01IenoCTymHas
pecypce TaifHa
TaiiHa nHpopMaIus

T'ocynapcTBenHbIi Ha Ha Ha Jns cucrem o01mero
WH(OPMAITMOHHBIH MOJIb30BAHUS U IS
pecypce CIICIU(UICCKUX CHCTEM
HerocynapcTBeHHbI - Ha Tonpko g Tonpko s
WH(GOPMAITUOHHBIH CreU(PUIESCKAX | CHEIH(PHIECKUX CUCTEM
pecypc CHCTEM

K npumepy, B cilydae 3amuMThl TOCYylapCTBEHHON TalHbI TpeOoBaHMs IO 00sS3aTenbHON
cepruduxanmu C3U onpenenensl B 3akoHe PO «O rocynapcrennoil Taitne» 1993 r. No 5485-1,
[TocranoBnenuu [IpaButensctBa PO 1995 r. Ne 608 u B 1pyrux JOKyMeHTax.

TpeboBanust mo cepTUGUKALMU CPEICTB 3alUThl MH(OpManUK KOH(UIEHINUAIBHOTO
XapakTepa B TOCYJapCTBEHHBIX OopraHuzauusax omnpezeneHsl B [locranoBnenun IlpaBurenscTa
P® 2010 r. Ne 330 (11.6), a Takxke B HopMaTuBHbIX JoKyMeHTax ®CB Poccun u ®CTIK Poccun.

TpeboBanust 1Mo cepTUPUKALUU CPEACTB 3aAIIUTHl TEPCOHAIBHBIX JIAHHBIX MPSIMO
BoITekatoT U3 [locranosnenust [IpaBurensctBa P®D 2010 r. Ne 330 (m.6) u KOCBEHHO WH3
[TocranoBnenust IlpaBurensctBa P® 2007 r. Ne781 (m.5), a Takxke peraaMeHTHPYOTCS

HopMaTuBHBIMU TokyMeHTaM DCB Poccnu u ®CTIK Poccun (puc. 2.2).

CpencTBa 3aWuThl MHOPMaLMKN, MPUMEHAEMbIE B
MHOPMALIMOHHBIX CUCTEMAX, B YCTAHOBNEHHOM NOpAaKe
MPOXoAAT nNpoueaypy OLEHKN COOTBETCTBUS.

lNocmaHoeneHue lNpasumenscmea P® 2007 2. Ne 781, n.5.

Puc. 2.2. ®parmenrt [loctanosnenus [IpaBurensctBa PO Ne 781

B octanbHBIX ciayyasx HEOOXOJUMO PYKOBOJICTBOBATHCS HOPMATHBHBIMHU TPEOOBaHUSMU

K CHCI_II/I(I)I/I‘-IGCKI/IM 00BEKTaM. HpI/IMCpaMI/I TaKUX 00BEKTOB SIBJISIOTCS CICOYIOIINEC:

2 HanpnMep: KOMMECpYCCKas, IKYpPHAJIUCTCKasA, JACHYyTaTCKas, ICHCUOHHAsA, TOproBad, I[POMbIINUICHHAA,

MPOU3BOJICTBEHHAs, MpodeccHoHabHasl, CIy)XeOHast, BpaucOHasi TailHbI, HOY-Xay, CEKPETHBI TOPTOBBIN MpoILecc,
uHbopManus 0 YieHaxX MOJMTUISCKUX MapTHH, HHCaiepcKkas HHPOPMALHs, a TAK)KEe TalHbI JHEBHUKOB M JTMYHBIX
3aMKCe, UCTIOBEIH, CBA3H, IICHHBIX OyMar H eine okojo 40-Ka pa3HbIX HHTEPECHBIX TaiH.
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- nH(OPMAIIMOHHBIE CUCTEMBI KPUTHUYECKH BaXKHBIX O0OHEKTOB;

- aBTOMAaTU3UPOBAHHBIE CUCTEMBI YIIPABJICHHS TEXHOJIOTUYECKUM MPOLIECCOM;

- CHCTEMBI YIPABICHUS JKOJIOTUYECKH OIACHBIMH IPOHW3BOACTBAMHU, OOBEKTaMHU,
HMMEIOLIUMH Ba)KHOE 00OPOHHOE MIJIM SKOHOMHUYECKOE 3HAUCHHE U BIUSIOUIMMH Ha 0€3011acCHOCTD
rocyJ1apcTBa;

- (penepanpHbIe rOCynapCTBEHHBIE HH(GOPMAIIMOHHBIE CUCTEMBI OOIIEro MOJIb30BaHUS;

- aBTOMATU3UPOBAHHBIE CUCTEMbI CUCTEM BOOPYKEHUM;

- UITPOBbIE aBTOMATHI U JIp.

Crnenyer ckaszarh, YTO C IMPAKTUYECKONW TOUKH 3pEHUSI 00513aT€IBbHOCTh CEPTUPUKALMU
C3U npuxtyercss OOBIMHO JByMs oOcTosATenbcTBamMH. IlepBoe cBsi3aHO ¢ TpeOOBaHUSMHU
3aKa3uMKa, KOTOPBIA (HOpMyIupyeT UX K pa3padoTKe, MOCTAaBKE, BHEAPEHUIO 3alIUIICHHON
nH(popMalMOHHON cucTeMbl. HampruMep, B TEXHUYECKOM 3a/IaHUU WIM TEXHUYECKOM MPOEKTEe Ha
OKP (u manpHelIero aBTOPCKOro Ha130pa UM TEXIMOACPIKKH ) BechbMa KpacuBo ykazatb ['OCT
P 51583:2000 «llopsimox co3maHusi aBTOMAaTHU3UPOBAHHBIX CHUCTEM B  3allUILIEHHOM
ucnoaeHun». CornacHo 1. 4.15 3Toro cTanmapTa He0OX0 UM CepTU(HUKAT COOTBETCTBUS.

pyroii ciydaii cBsizZaH ¢ HEOOXOAUMOCTBIO OBITH YBEPEHHBIM B 3aIIMUIIEHHOCTH 00BEKTa
¢ (opmanpHOM TOUYKM 3peHMs, KOrja TpeOyeTcsl 3alolyduTh KaKoW-HUOYIb OQUIMaTbHBIN
JOKYMEHT O TOATBEPKACHUM COOTBETCTBUS HWH(OPMALIMOHHOW CHCTEMBI TpeOOBaHUSIM
POCCHUHCKOTO 3aKOHOJATeNhCTBA. B  Hacrosimiee BpemMss B o0nacTd  HMH(DOPMAIMOHHOM
0€30MacCHOCTH TaKUM JOKYMEHTOM SIBJISIETCSl aTT€CTaT COOTBETCTBUs. HUKTO HE BBIMUIIET TaKOMH

arrectar 6e3 ceprudunupoBanubix C3U.

Tabnuua 2.3.

OcHoBaHue /i cepTUPUKAIIN CPEACTB 3aIUThHI HH()OPMALIUN

3aK0HOAATEIHHBIN MM HOPMAaTUBHO-
3amuiaemast HHGOpManys
[IPaBOBOM TOKYMEHT

3axon «O rocynapcTBEHHO TaifHE» rocy/apCTBeHHAs TaifHa

1993 r. Ne 5485-1

[Tocranosnenne IlpaBurtensctea PO rocy/lapcTBeHHas TailHa

1995 r. Ne 608

VYxka3 [Ipesunenta PO 2008 r. Ne 351 | rocTaifHa win ciry>keOHast TaitHa (TIPH MOIKIIOYSHUH K
nH()OPMAMOHHO-TEICKOMMYHUKAIIMOHHBIM CETAM

MEXTyHapOJHOTO HH(OPMAITMOHHOTO 0OMEHA)




33KOHO,E[EITGJ'IBHBII>’I HJIM HOPMATUBHO-

MIPaBOBOM TOKYMEHT

3amuaemas HHGopMaIus

CTP-K

KoH(puIeHINAIbHAs HHPOpMaLus (TOCYUIPEKICHUN )

Ilocranosnenue IIpaBurensctBa PO

2010 r. Ne 330

nHpopmaIus KoHbuaeHInanpHoro Xapakrepa (I'1P);

IIEPCOHAIBHEBIC TaHHBIC

TIpuka3 ITpeacenarens
I'ocrexkomuccuu Poccuum 1995 r. Ne

199

WHPOPMAITUS C OTPAaHHYCHHBIM JIOCTYIIOM;

ciyxeOHas HHpOpMaIHs, IMPKYJIUPYIONAs B CHCTEMaX
YIPaBICHHSI SKOJIOTMYECKU OMACHBIMU TPOU3BOJICTBAMH,
00bEeKTaMH, IMCIOIIIMH BaXKHOE 000POHHOE HITH
9KOHOMHYECKOE 3HAUYEHHE U BIUSIONMMHU Ha O€30IMaCHOCTh
rOCyJIapCcTBa, a TAKIKE CPEACTBAX OOINEro NPUMEHEHUSI,

npeaHasHadeHubix ais [IJIUTP

Vka3 IIpesunenta PO 1995 r. Ne 334

KPHUIITOTPaMMBI

Cnenuanbnbie 1okyMeHTl @CTIK
Poccun o xiro4eBsIM cCcTEMAaM

UHPOPMAIMOHHON HHPPACTPYKTYPHI

WH(GOPMAITMOHHBIA pecypc HHPOPMAIIMOHHBIX CHCTEM

KPUTHYICCKH BaAXXHOT'O 00BEKTa

ITocranosnenue IIpaBurenscrea PO

2007 1. Ne781

IMEPCOHAIBHBIC TaHHBIC

Mertoauueckue nokyMeHTHl 8 LlenTpa
®Cb Poccun 1o nepcoHaIbHEIM

JAHHBIM

NEPCOHAIBbHBIC TaHHBIC

Cuenuanbapie fokyMeHTH DCTOK

Poccum o NEPCOHAIIbHBIM JaHHBIM

MEPCOHAIBHBIC TaHHBIC

[Toctanosnenue [IpaButenscrea PO

2009 r. Ned24

MH(POPMAaLMOHHBIN pecypc rocy1apCTBEHHBIX

I/IH(l)OpMaLII/IOHHI)IX CHUCTEM 0611161“0 IIOJIB30BaHUA

I'OCT P 51583-2000

WHPOPMAITUS OTPAHUIEHHOTO JIOCTYTIA

I'OCT P 51189-1998

ciykeOHas TaitHa

Cornacno 3akony Nel52-@3 «O nepcoHaIbHBIX JAaHHBIX)» JINLA, BAHOBHBIE B HAPYIIEHUN
TpeOOBaHUI 3aKOHA, HECYT TPAXKJAHCKYIO, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, AUCIUILIMHAPHYIO
Y MHYIO NIPEAYCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoit denepanuv OTBETCTBEHHOCT. T0

K€ caMoe MOYKHO CKa3aTh U MPO UCIOJIb30BaHue HecepTHuuipoBaHHbix C3U.
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Uro kacaeTrcss afMUHUCTPATUBHBIX HApYIICHUW B 00JacTH 3amuThl WH(OpMALUU, TO
cieAyeT B IepByro ouepenb otMeTuth [naBy 13 meiictByromero KoAll, B koTopoM Bechbma
MHTEPECHBI JUIsl U3YyUEHUS CIEAYIOLUE CTaThU:

-cr.  13.6. UHcnosp3oBanue  HecepTU(UIHMPOBAHHBIX  CPEACTB  CBS3W  JIHMOO
MPEOCTaBICHUE HeCEPTUDHUIIMPOBAHHBIX YCIIYT CBSI3U;

- c1. 13.12. Hapymienue npaBui1 3amuThl HTHGOPMAIIHH;

- ¢T. 13.13. He3akoHHAas AeSATEIBHOCTH B 001aCTH 3aIUTHl HHPOPMAIUH.

Taxk, B ct. 13.12 onpeneneHsl afMUHUCTPATUBHBIC TPAadBI IS CiIydas UCIIOIb30BAHMS
HeceprudunupoBanabix  C3U, Brimowas koHpuckanumw C3U, a mnpu  OTSIr4aronmx
OOCTOSITENTLCTBAX M BBICHIYI0 Mepy aJIMUHUCTPATUBHOTO HAKa3aHWUsI - MPHUOCTAHOBIICHUE
JESITEIbHOCTH.

[Tpo YK P® Bo3HUKaeT peub, €ciii BHEIPEHUE U UCIOIb30BaHNE HECEPTU(DUIIMPOBAHHBIX
C3U xBanmmuduuupyercs Kak JesHUEe, TOBJIEKIIEe HEKOTopoe mpectyruieHue. Hampumep,
cornacHo cT. 274 YK PO napyuienue npaBuil SKCIUTyaTallll CPEACTB XpaHEeHUs, 00paboTKU WiH
nepeaayn  OXpaHsSeMOHW  KOMMBIOTEpHOH  MHpOpManuu,  Jub0  MHPOPMALUMOHHO-
TEJICKOMMYHUKALIMOHHBIX CETe W OKOHEYHOrOo O0OpYydOBaHMs, a TaKKe MpaBWJ JOCTyMa K
MH(OPMALIMOHHO-TEJIEKOMMYHUKAI[MOHHBIM CETSM, IOBJEKIIEe YHHUUTOXKEHHE, OJIOKHPOBAHUE,
MOJUGUKAIHMIO JTHOO KONMPOBAaHUE KOMIIBIOTEPHON MH(POPMALUU MOKET OIpaHHYUTh CBOOOIY
Ha namo 1eT. Borpockl HapyIeHUs MpaBUil U YCIOBUM, XaTaTHOCTH, YTPAThI, pa3rialleHus TalH
IIpU aBTOMATH3UPOBAHHOM 00paboTKe B TOW WJIM MHOM CTeNeHu oTpaxkeHsl B 19, 22, 24, 26-33
rnaBax YK PO.

OtnenbHO ciemyeT Ha3BaTh CT. 171 (He3aKOHHOE MPEANPUHUMATENBCTBO), KACAIOIIYIOCS
JeSTeIbHOCTH C HapyIIeHUeM 00s3aTeNIbHBIX JUIIEH3MOHHBIX TPeOOBAaHUI U YCIIOBUM, B HaIleM
ciydJae, YuTai, mpu pa3paboTke, BHenpeHun u cepruduxanun C3U [87].

Hano nmoHunMmaTh, 4YTO OTBETCTBEHHOCTH 3a BO3HMKILIKE MPOOIEMbl B OOJIACTH 3aAILUTHI
nH(pOpMalLUK, KPOME OPraHOB MO CEPTHU(PHUKAUMU U UCTBITATENIbHBIX JIabopaTOpHil, Bo3Iaraercs
TaKXe Ha BIa/ieNblia 00beKTa MHPOPMATH3AIUH, YIIOJTHOMOYEHHOTO BIIAIeTIbIeM (IO JOTOBOPY)
JIUIO U pa3paboTyuKa.

2.4. TpaguuuoHHble pyKoBoasimue 10kyMeHThI ['ocTtexxkomuccuu Pocecun

B macrosimee Bpemss HamboJjiee HCMOIB3YEeMBIMH B 00JIACTH TEXHHYECKOW 3allUThI
uHpopManuu (B MOJHOM OoObeMe WM (parMEeHTApHOM) BO BCEX CHUCTEMax CepTU(UKAINH

SIBIISTIOTCSL  «TPAJMIIMOHHBIE» PYKOBOMISIINE JOKyMEHTHl [ ocrexkomuccuu Poccum [69],



pa3paboTaHHbIE B He3amaMsITHbIE BpEMEHa IMPOLUIOro BeKa, HO OCTAIOLIUECs aKTyaJbHBIMH 0
cux nmop. Hanbonee mpencTaBUTEIBHBIMU M3 HUX CJIETYET HA3BaTh CICIYIOIINE YEThIPE:

- PJI. CpencrBa BBIUMCIUTEILHON TEXHUKHU. 3aIIMTA OT HECAHKIIMOHUPOBAHHOIO JIOCTYIIA
kK wuHpopmarmmu. [loka3zaTrenu 3aUIICHHOCTH OT HECAHKIMOHMPOBAHHOTO JOCTyNMa K
unpopmanuu (I'octexxkomuccust Poccuu, 1992 r.);

-PJI. CpencrBa BBIUMCIUTEIBHOM TEXHUKUA. MeEXKCETEeBbIE JKpaHbl. 3aluTa OT
HECaHKIIMOHMPOBAHHOrO Joctyna. [lokazarenu 3alIMIIEHHOCTH OT HECAaHKIIMOHUPOBAHHOTO
nocryna k uapopmarun (I'ocrexxomuccust Poccun, 1997 r.);

- P/I. ABTOoMaTH3UpOBaHHBIE CUCTEMbI. 3alllUTa OT HECAHKI[MOHWPOBAHHOTO IOCTyMHa K
uHpopmanuu. Kiaccupukanus aBTOMATH3MPOBAHHBIX CHCTEM M TPEOOBAHUS TIO 3alIWTe
unpopmanuu (I'octexxkomuccust Poccuu, 1992 r.);

- PJI. 3ammra OT HECAHKIIMOHMPOBAHHOTO JocTyma K wuHpopMamuu. Yacte 1.
[IporpammHoe oOecrneueHne cpeAcTB 3amuThl UHGopManuu. Kraccudukanus mo YpOBHIO
KOHTPOJISI OTCYTCTBUS HEICKJIapUPOBaHHBIX Bo3MoskHOCTel (I"ocTtexkomuccust Poceuu, 1999 r.).

[lepBele Tpu JOKyMeHTa KacaloTcs TpeOoBaHWN 10 3ammre WH(DOpMAIHH,
NpEeIbsIBISEMBIX K CpEACTBAM M CHUCTEMaM, M HCIONB3YIOTCS TpU  (PYHKIIMOHAILHOM
TECTUPOBAHUU (I10 METOY «UEPHOTO SIIIHKAY).

UYeTBepThlii TOKYMEHT KacaeTcsi BHYTpEHHEH 0e30MacHOCTH MPOTPaMMHBIX MPOTYKTOB
(3aIMIIEHHOCTH OT YSA3BHMOCTEH) M HCIIOJIB3YeTCSl MPHU OIEHKE COOTBETCTBHS CTPYKTYPHBIMH
MeTOJIaMH (110 METOAY «OeJIoro SIIKay).

2.4.1. Knacchel 3a1IUIIIEHHOCTH CPEICTB BHIYUCIUTEIHLHOW TEXHHKH

PykoBomsmmii  mokymeHT «CpencTBa BBIUMCIUTENBHOM TEXHHKH. 3allura OT
HECAaHKIMOHMPOBAHHOTO  JOCTynma K wuHpopManuu. [lokazarenu  3alMIEHHOCTH  OT
HECAaHKIMOHUPOBAHHOTO JIOCTYNMa K HWH(OpMAllMW» yCTaHABIUBAeT TpeOOBaHUS K COCTaBY
JIOKYMEHTAITUH, a TAK)Ke HOMEHKJIATYPY IMOKa3aTelIel 3alTUIIIeHHOCTH CPEJICTB BBIYHCIATETHHON
texHuku (CBT), omMchIBaeMbIX COBOKYMHOCTHIO TpPeOOBaHUM K 3aIlUTe U OMPEISSIONINX
kiaccudukaimio CBT no ypossto 3amuiienHoctd ot HCJI k uadopmarmu [69].

B pamkax pokymenta mnon CBT mnoHuMaeTcss COBOKYMHOCTh MPOTPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CHCTEM OOpabOTKM JaHHBIX, CIOCOOHBIX (DYHKIIMOHHPOBATH
CaMOCTOSITENILHO WJIM B COCTaBE JIPYTUX CHCTEM, U TIPeTHA3HAYCHHBIX JIJIS MPEJOTBPAIICHUS UITH
CYIIIECTBEHHOTO 3aTPYAHEHUS HECAHKIMOHUPOBaHHOTO jaocTtyna kK wuHopmarmu. CBT kak

KOMILUTIEKCHOE cpeacTtBo 3ammThl uHpopMmaruu ot HCJl MoxeT BKIIOYaTh PsJ TOJCHCTEM
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(MexaHU3MOB) 0€30MACHOCTH, TAKMX KaK: WICHTH(PUKAIUS, ayTeHTU(UKALUS, pa3rpaHUuCHHE
JIOCTYHOM,  KOHTPOJIb  LIEJIOCTHOCTH,  MPOTOKOJUPOBAaHME M  JPYrMe€  MEXaHHU3Mbl
NPOTUBOJICHCTBUS aKTyaJIbHBIM yrpo3aM HHQpOpMaMoHHO#i Oe3omacHoctn [1,11,45,46]. B
naHHoM PJI He mnpenbsBisAtoTcs TpeOOBaHMS K CpEeACTBAM KpUITOrpaduyecKkoil 3aliuThl
unpopmanuu (CK3M), koTopsie, 01HAKO, MOTYT OBITh HCIIOJIB30BAHbI IOTIOJIHUTEIHHO.

Cnenyer 3aMeTuTh, yTO AaHHbIM P/l peneBanTen nmo orHomenuto k cranaapry ['OCT P
50739-95 «CpencTBa BBIYMCIUTEIBHON TEXHUKH. 3alIUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYMA K
nHpopmanuu. OOIIMEe TEXHUYECKUE TPEOOBAHUS».

JlokymMeHT ompenensier 7 KIacCcoB 3alIMIIEHHOCTH. KaXaplil Kiacc XapakTepu3yeTcs
3aJJaHHBIMM 3HAUYEHUSIMM ToKas3arenei 3amuuieHHoctd CBT, KoTopble ONUCBHIBAIOTCS
COOTBETCTBYIOIIUMU TpeOoBaHUAMHU (Tadi1.2.4). DopManbHO TpeOOBAHUS MOKHO pa3/IeNUTh Ha 4
IPYIIIIBL:

- TpeOOBaHMsI K NOJICUCTEMAaM UACHTU(DUKALMY, ayTeHTU(PUKALMHU, aBTOpU3almy (T.i. 1-
4, 6-8 B Tabmuie 2.4);

- TpeOOBaHUS K MOJICUCTEME NTPOTOKONIMpoBanus (1.11.5, 10);

- TpeOOBaHUs K TapaHTUsaM pa3paborku (1m.m.9,11-17);

- TpeOOBaHuUs K TOKyMeHTanuu (1.1m.18-21).

Tabnuua 2.4.
[TokazaTenu 3aUIIEHHOCTH CPEACTB BHIYUCIUTEIBHON TEXHUKHI
Kaace
n/n IMoka3zaTens 3aUUIIEHHOCTH 3aIUIIEHHOCTH
6[5[4[3]2][17
1 |IMcKpeMOHHBIM IPUHIMIT KOHTPOJIS TOCTYTIa +l+|+|=|+]| =
2 [MaHaaTHBII IPUHIKI KOHTPOJIS AOCTYyIa -l -l+l=]=] =
3 |Ouuctka namsTu S+ |+ =] =
4 M3zonsuus Momysen Sl -+ =+] =
5 |MapkupoBKa TOKyMEHTOB -l-l+l=]=]=
6 [3ammTa BBOJA M BHIBOJIA HA OTUYKJIAEMbIH (PU3NUIECKUIT HOCUTEIh
- -+ | == =
MHpOpPMaLUH
7 |ComocTaBiieHHE NOIB30BATENS C YCTPOMCTBOM -l -l+l=]=] =
8 |[MnenTuuKanus U ayTeHTUUKALUSL +l=|+|=|=| =

22 Tpe6oBanus 110 | K1accy IpeabaBISIOTCS TOMBKO K BoeHHBIM cuctemam CIIA (cm.DoD 5200.28-STD: 1983).



Knacc

n/n Moka3aTenn 3aIIMIIEHHOCTH 3alUIEeHHOCTH
6|5[4|3]2]1%

9 [CapaHTHU IPOCKTUPOBAHHS R
10 |Perucrpariust S+ +H |+ = =
11 |BzammoneticTBre mosb3oBarens ¢ KC3 Sl- -+ =] =
12 |Hapme:xHOE BOCCTAHOBJICHUE -l-1-l+|=] =
13 [Hemoctrocts KC3 -+ + |+ =] =
14 KonTposnb Moaupukanuu S e e
15 [Kontponps auctpubyuun - -] -1+ =
16 [l'apaHTHM apXUTEKTYPBI -]+
17 [TectupoBaHwme + ]+ l+[+]+] =
18 |PykoBOIICTBO JUIS TTOJIE30BATEIS +|=|=|=|=]| =
19 |PykoBouctro o KC3 +l+ =+ |+]| =
20 [TectoBast TOKyMEHTAIIHS + |+ |+ |+ |+]| =
21 |[KoHcTpykTOpCcKas (IPOSKTHAS) TOKYMEHTAIUS + |+ [+ |+ +

O6o3HaueHus: "-" - HeT TpeOOBaHUM K JaHHOMY Kiaccy; "'+" - HOBbIe TpeOoBaHus, "=" - TpeOOBaHUS

COBIIAAANOT C MPECAbIAYHIUMHU; CEPBIM (bOHOM BBIICJICHBI Tpe6OBaHI/I$I K 3a1uTe CBeZ[eHHﬁ, COCTAaBJIAIOIINX FOCTaﬁHy.

Tpeboanuss xk CBT BappupyloTcs 10 YpPOBHIO M TJIyOMHE B 3aBUCUMOCTH OT
COOTBETCTBYIOILIETO Kjacca 3alUIIEHHOCTH. C TOYKM 3peHMs NPUHIMIIHMAIBHBIX MOMEHTOB
6e30macHOCTH HH(GOPMALIUK MOXHO BBIAECTUTH Tpu rpynmsl CBT:

- CBT c rapantupoBaHHO# (BepuUIIMPOBaHHOI) 3a1uTol nHGOpMaluu - kiace 1;

- CBT c nonHbIM (MaHJaTHBIM) YIIpaBJI€HHEM JOCTYIIOM — KJIacChl 2-4,

- CBT c u3bupatenbHbIM (JUCKPETHBIM) YIPAaBIEHUEM JTOCTYIIOM — KJIAcChl 5, 6.

dopmanbHo B PJ] onpenenensl 7 kiaccoB, HO K 7-My Kiaccy (B Tabnuiie 2.4 He MOoKa3aH)
TpeOOBaHUS HE TMPEABABIAIOTCA, D-bIH KJIAacC MPEAYCMOTPEH Ui 3alMThl HMH(OpMaluu
KOH(HJICHIIMATIBHOTO XapakTepa, ¢ 4-ro 1o 2-oi Kiacc - I 3alIUThl CBeICHHH, COCTaBISIOIINX
rOCy/IapCTBEHHYI0 TalHY (COOTBETCTBEHHO CEKPETHBIX CBEACHUN, COBEPIIEHHO CEKPETHBIX,
0c060ii BakHOCTH), 6 1 12° — B HacTosIIECe Bpems B PD He NMEIOT I0pUANYECKO 3HAUNMOCTH.

2.4.2. Knacchol 3a1IHIIIEHHOCTH MEKCETEBBIX IKPAHOB

Hoxyment «PJl. CpencTBa BRIUMCIUTENBHON TEXHUKU. MekceTeBble KpaHbl. 3aluTa OT

HCCAaHKIIMOHUPOBAHHOI'0 AOOCTYIIA. IToxazaTemm 3alUIICHHOCTH OT HECAHKIIMOHHWPOBAHHOI'O

23 Cw BbIIE.
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JocTymna K uHpopManum» pa3paboTaH AJis OLIEHKH COOTBETCTBHUS CPEICTB MEKCETEBOM 3alTUTHI
(MeXCeTeBbIX HIKPAHOB), HMCHOJIb3YEMbIX [JIsi O€30MacHOr0 pasrpaHUyYEHUs] JOCTYyMa MEXIY
CErMEHTAMU CETEH.

B P/l mox mexcereBbiM dkpaHoM (MD) moHMMAaETCsl JIOKAIbHOE (OTHOKOMITOHEHTHOE)
Wi QYHKIHOHAIBHO-PACIIPEICTICHHOE TpOorpaMMHOe (IIPOrpaMMHO-AIIIApaTHOE) CPEACTBO
(xoMmIuIekc), peaausyroliee KOHTPOJIb 3a HH(pOopMaluel, NoCTynarllel B aBTOMaTU3UPOBAHHYIO
cucremy (AC) n/unu Beixoasmeit u3 AC.

VYka3zaHHBIM JOKYMEHTOM OmpenesieHbl 12 mokasarenei 3amuinieHHocTd M3, TpeboBaHus

K peajin3allii KOTOPBIX 33Jat0T Kiacce 3aluiieHHocTy MO (tabu. 2.5).

Tabnuua 2.5.
[Tokazarenu 3alUILIEHHOCTH MEXCETEBBIX IKPAaHOB
Knacc

n/m IMoxa3aTespb 3aIMIIIEHHOCTH 3al[UIIEHHOCTH

5(4(3(2] 1
1 |Yupasnenue noctynom (UIbTpanus JAaHHBIX U TPAHCISAIUS aIpecoB) +|+|+|+]| =
2 |Mnentuduxanys 1 ayTeHTUHUKALM -+ =]+
3 [Perucrparus T+ l+] =
4 |AMMUHHCTPUPOBAHKE: UACHTU(DUKALINSA U ayTCHTU(DUKALIUS + =+ [+]| +
5 |AAMMHHCTPHUPOBAHUE: PETHCTPAIHS +|+|+[=| =
6 |AIMUHUCTPUpPOBaHHUE: IPOCTOTA UCTIOIH30BAHHS -l -+ =] +
7 |LledoCcTHOCTH + =+ [+]| +
8 |BoccraHoBICHHUE +l=|=|+]| +
9 [TectupoBanue 4+ [+] +
10 |PyxoBOJCTBO aMUHHCTPATOPA 3aLUTHI +|=|=|=| =
11 [TectoBasi mOKyMEHTAITHS + |+ [+ +| +
12 |[KoHcTpyKkTOpcKas (IPOEKTHAsS) TOKYMEHTAIUS +(=|+|=| +

K kaxmomy Kiaccy 3amuiieHHOCTH MO COMOCTaBI€HO B COOTBETCTBUE TpeOOBaHUE MO
3aIuTe Kareropuu HHGOPMAIMU OTpaHUYEHHOTO MocTymna. MHade roBops, s Toro, utoosr AC
BO3MOXXHO OBLIIO aTTeCTOBaTh, OOBEKT MH(OPMATU3AINU JTOJDKEH OBITH 3alIUIICH OT BHEIIHEH
Cpellbl MEXCETEBBIM KPAaHOM HE HIDKE CIIEAYIOMIETO Kiacca:

- 5 knmace mis AC «1 0y, «2b», «3b»;

- 4 xnacc st AC «1T'»;



- 3 knmacc mst AC «1Bw», a Takke «2A», «3A» B citydae oOpadaTbiBaeMoii HHPOpMaIIUU C
rpudoM «ceKpeTHOY;

- 2 xnacc g AC «1by, a Takke «2A», «3A» B cimydae oOpabdaTeiBaeMoi HH(pOpMaIuu ¢
rpupOM «COB.CEKPETHO;

- 1 xkmacc msa AC «1 Ay, a Takke «2A», «3A» B cirydae oOpabarpiBaeMoli HH(POPMAIIHH C
rpuoM «0co00H BaXKHOCTIY.

2.4.3. Knaccpl 3alIUIIIEHHOCTH AaBTOMATU3HPOBAHHBIX CHCTEM

HoxymenT «PJl. ABTOMaTH3UpPOBAHHBIE CUCTEMbI. 3alllUTa OT HECAHKLIMOHWPOBAHHOTO
noctyna kK uHdopmanmu. Knaccupukanus aBTOMaTU3MPOBAHHBIX CUCTEM M TpeOOBaHHS IO
3amuTe HHGOPMALUN» ONpeIeseT TpeOoBanus K 3amuiieHHocT nHpopmanuu B AC. Crenyer
CKa3aThb, YTO JAHHBIA JOKYMEHT MOXXET ObITh OCHOBHBIM B cllyuae cepTU(UKALNUNA CUCTEMBI, HO
TOJILKO JIOTIOJHHUTENBHBIM — B CJIy4ae aTTeCTallid. DTO CBA3aHO C TE€M, YTO TPEOOBAHUS IO
aTTecTallid YTOYHEHBI CIeNualbHbIMU HOpMaTUBHBIMU jaokyMeHTamu DPCTIOK Poccun u
HAI[MOHAJLHBIMU CTaHAAPTAMH OTPAHUYEHHOTO JIOCTYIIA.

JIOKYMEHT ycTaHaBIMBaeT TPEOOBAaHUS K IPYIIaM MIOJACUCTEM O€30M1aCHOCTHU:

- TIOJICUCTEME YMPAaBIEHUsS JOCTYNOM (BKIOoUas HIACHTU(DUKALNIO, ayTeHTU(DUKAINIO U
aBTOPH3ALIUIO);

- IOICUCTEME TIPOTOKOJIUPOBAHUS;

- Kpunrorpapu4eckoi CUCTEME;

- oJIcUcTeMe O0eCTeYeHHsl LEIOCTHOCTH, a TaKKe MOoJCHCcTeMe (U3UYECKOM 3alluThl,
aJMMUHHCTPUPOBAHUS, TECTUPOBAHUS U PE3EPBUPOBAHMUSL.

B P/l onpenenensl AeBATh KiaaccoB 3aluieHHOCTH AC OT HECaHKIMOHMPOBAHHOIO
noctyna K uHpopmanuu (Tabdn. 2.6). Kaxaslii kiacc 3aaercs onpeeIeHHON COBOKYMHOCTHIO
MUHUMAJIBHBIX TpeOoBaHMI Mo 3amuTe. Krmaccel pa3OoUThI Ha TpU TPYMIBI, Pa3THYAIONTUECS
ocobeHHOoCcTAIMU 00padoTku nHpopmaruu B AC.

Tperbst rpynma («3A», «3b») xmaccupunupyer AC, B KOTOpHIX paboTaeT OJUH
MOJIB30BaTENh, MOMYIIEHHBIN KO Bce mHpopmanuu AC, pa3MenieHHON Ha HOCHUTEISX OTHOTO
YpOBHS KOHGUICHIIMATHEHOCTH.

Bropas rpynna («2A», «2by») knaccudumupyer AC, B KOTOPBIX MOJB30BATENIH UMEIOT
OJIMHAKOBBIE TIpaBa JocTyna Ko Bceil wmHpopMmarnmu AC, oOpabaTbiBaeMONW HAa HOCHUTENSX

Pa3IMYHOTO YPOBHS KOH(DHIEHITUAIBHOCTH.
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[lepass  rpymma  («1A», «lb», «1B», «lI'», «l[d») knaccupuuupyer
MHOTronojbs30BaTesbekie AC, B KOTOPhIX OJHOBPEMEHHO 00pabaTbiBaeTcsi HHGOpMaIUs pa3HbIX
ypoBHEH KOH(MUICHIMAILHOCTH W HE BCE IMOJB30BAaTEIM HMMEIOT MPaBO JOCTyNa KO BCEH
nndopmanuu AC.

B pamMkax BbIJIEJICHHBIX T'PYII YCTAaHOBJICHO YIOPSAIOYCHHE TPEeOOBAaHUU MO 3alIUTE B
3aBHUCHUMOCTH OT CTENeHHM KOH(HIeHUIuanbHOCTH uHpopManuu. Kracc, umeronmuii BbICIIYIO
CTENEHb 3alUIIEHHOCTU JJIsi KOHKPETHOM TpYIIbI, OTMEYaeTcs JUTEpord «A» («1A», «2Ay,
3 A»).

Cormactao 1. 2.18 nokymenra, npu pazpaborke AC, npeaHazHaueHHON 11 00paboTKU
WIN XpaHeHUs WHGOpMALMHU, SBISAIOMIEHCS COOCTBEHHOCTHIO TOCYAApCTBA M OTHECEHHOW K
KaTeropuu CEKPETHOH, HEeoOXOIMMO OpHEeHTHpoBaThbcs B coorBerctBuM ¢ P/l «Cpenctsa
BBIUMCIUTENFHON TEXHHUKH. 3aluTa OT HECAHKIMOHMPOBAHHOTO JOCTyHna K HWH(OpMAIUU.
[TokazaTenu 3aUIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JTOCTYIMa K MHGOPMAIMU» Ha KJIACChI
samunieHHocTH AC He Hke (1o rpynmnam) «3A», «2A», «1A», «1b», «1B» u ucnons3oBars
ceprudunuponannsie CBT:

- He HIKe 4 knacca - 114 kiacca 3anumeHHocTd AC «1By;

- He HIKe 3 Kiacca - 11 Kiacca 3anuiieHHoctTd AC «1by;

- He HIKe 2 KJjacca - Juis kiacca 3auuiieHHocT AC «1Ay.

Cnenyer o0paTuTh BHUMAHHE Ha TO, YTO B chenuanbHbIx JokymeHtax DOCTIK,
WCIIOIB3YEMBIX TIPHU aTTECTAIluH, TpeOoBaHUs K 11.4.6 TabmuIbl 2.6 OTHO3HAYHO YCUJIEHBI, a K 11.3

MOTYT OBITh CHUIKEHEBI 32 CUET ACCUMCTPHUYHLBIX MCDP.

Tabmuia 2.6.

Knaccer 3alMUIICHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM

Kaaccesl
n/n IHoacuereMsl u TpedOBaHUS

36(3A |26 |2A |14 |1 | 1B | 1B |1A

1 [[loacucrema ynmpasJieHHsI 10CTYIIOM

1.1 M nentudukanus, npoBepKa MOUIMHHOCTH U KOHTPOJIb

mocTyna cyObeKTOB:

B CHCTEMY +l+ [+ |+ |+ [+ +] + |+

K TepMuHaiaM, OBM, y3imam cetn DBM, kaHanam CBSI3H,

BHEITHUM ycTpoiicTBaM DBM




Kuaaccnl

n/n IToncucremsl 1 TpeGOBaAHUS
3b(3A (2B |2A (1A (1T (1B | 1B | 1A
K IIporpaMMam S P R I R I I + +
K TOMaM, KaTajioram, ¢aiiam, 3anucsam, oJsM 3amucei S I I R I o I + +
1.2 |[VYopasnenue noTokaMu HHPOpMALIUU -l F - -] F + +
2 [[MoacucTemMa permcTpanuy M y4eTa
2.1 |Peructparnus u y4er:
Bxoza (BbIX0/1a) CyOBEKTOB JocTyma B (M3) cucteMy(bl)
+l+ |+ [+ ]|+ ]+ ]|+ + +
(y3en cetn)
BBITaYH MTEYATHBIX (TpauecKrX) BHIXOTHBIX
S T T I I T + +
TOKYMEHTOB
Bamycka (3aBepIleHUs) TPOrpaMM U MPOIIeCCOB (3aJaHui,
-l - - H ] -+ + + +
Bamaq)
ocTymna mporpaMM CyObeKTOB AOCTYIA K 3aIMIIAEMbIM
(hafimam, BKITFO9Ast UX CO3JaHNE U yAalleHue, epeqaaymo| - [ - | - |+ | - | + | + + +
ITMHMSM M KaHaJlaM CBS3U
oCTymna MmporpaMM CyObeKTOB JIOCTYIa K TEPMHHAIAM,
OBM, y3nam cetu OBM, kaHaam CBsI3u, BHEIITHUM
-l - - H -+ + + +
lycTpoiictBaM OBM, nporpammam, ToMaM, KaTajaoram,
(hatimam, 3amTuCsM, TTOJISIM 3aITUCEeH
M3MEHEHUS IOJIHOMOYHH CyObEKTOB JOCTyIa S R N e T A + +
CO3/IaBacMBbIX 3aIUIIAEMbIX 00BEKTOB JOCTYIIA S R I N T A 4 4
2.2 [Ydet HocHTenel nHpopMalum S B I B B R A A
2.3 |OuucTtka (0OHyJIeHUE, 00€3TMIMBAHKIE) OCBOOOXKIAEMBIX
oOxacTeit ornepatnBHOM nmamsaTH DBM u BHEITHHX -+ -+ -+ ]+ + +
HaKOIUTENEH
2.4 |Curnanuzanus MONBITOK HAPYLICHUS 3alUThI SO R T e T I + +
3 [Kpunrorpadguueckasi moacucrema
3.1 [ludpoBanue KoHGUACHIIMATBHON HHPOPMAITUH SO T R e R I + +
3.2 [lnudbposanue nHHOpMAIINY, TPUHAITICIKAIIEH
[pa3IMYHBIM CyObeKkTaM JocTyna (rpynmnam cyobekroB)Ha| - | - [ - | = | - | - | - - +
[Pa3HBIX KIH0Yax
3.3 [Mcnionb30BaHMe aTTECTOBAHHBIX (CEPTHPULUPOBAHHBIX )
SO T R I R R + +

KpUNTOrpauIecKuX CpeacTB
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Kinaccnl

n/n IHoacuereMs! u TpedoBaHUSA
3b(3A 2B |2A |14 (1| 1B | 1B |1A

4 |[Moxcucrema odecredYeHus HEeJOCTHOCTH

4.1 |06ecnieueHue HeIOCTHOCTH MIPOTrPaMMHEIX CPEICTB U

0OpabaTeIBacMol HH(GOPMAITHH

4.2 |®duznyeckas 0XpaHa CPEJICTB BEIYUCIUTEIILHON TEXHUKH

1 HOCHTEIeH HH(GOPMAITIHI

4.3 [Hannuue anMuHECTpaTOpa (CIyKOBI) 3aIIUTHI

S T R I N B + +

mHpopmarun B AC
4.4 [epuonnyeckoe Tectupoanue C3U HCJ] + |+ |+ + |+ |+] + + +
4.5 [Hammawme cpencts BocctaHoBneHust C3U HCJJ + |+ |+ [+ [+ ][ +] + + +
4.6 |cnionp3oBanne cepTUUITMPOBAHHBIX CPEICTB 3aUTEl | - [ + | - [ + [ - [ - | + + +

2.4.4. KOHTPOJIb OTCYTCTBHUS HeJeKJIAPUMPOBAHHBIX BO3MOKHOCTEHH

JokymenT «PJl. 3ammTa OT HECAaHKIIMOHUPOBAHHOTO J0CTymna K mHpopmarnmu. Yacts 1.
[IporpamMmHoe oOecriedeHrne cpeacTB 3amuThl uHGopManuu. Kraccudukanus mo ypoOBHIO
KOHTPOJISI OTCYTCTBHSI HEJCKIAPUPOBAHHBIX BO3MOXKHOCTEH» ompeaenser TpeOoBaHMUS K
cTpykrypHOoMy aHanu3y [1O c uenbio BhISIBIEHUS HEIEKJIapupoBaHHBIX Bo3MmokHocTed (HB),
Mo, KOTOPHIMU TTOHUMAIOTCSI HEONHMCAHHBIE B JOKYMEHTAIMH (YHKIIMOHATBHBIE BO3MOXKHOCTH,
MIPU KCTIONB30BAHUK KOTOPHIX BO3MOKHO HapyllleHHE YpPOBHs Oe3omacHocTd cuctembl. B PJ]
yKa3aHbl JIBa BUJIa CTPYKTYPHOTO aHAJIM3a: CTATUYECKUN U TMHAMHYECKUH, YTO MOApPa3yMeBaeT
HEO0OXOMMOCTh TIPEAOCTaBIEeHUs UCXOAHBIX TeKCToB 10 u cnenudukammii (B 1aHHOM ciydae
JOKYMEHTAINH, BBITTONHEHHOM B cooTBeTcTBUU ¢ ['OCT).

JIoKyMEHT ompenesnser 4eTblpe YpoBHS KOHTposs orcyrcreus H/IB, B 3aBucumMocTu ot
ATOTO TMPEIBSABISIOTCS TPEOOBAHUS K COJEPIKAHUIO MPOBEPOK, COCTABISIONIUX CTATHYECKHA U
TUHAMUAYECKHM aHalIM3, a TaKkKe K COCTaBy MOKyMeHTanuu (Tabn. 2.7). YpOBHH KOHTpPOJIS
COOTBETCTBYIOT YPOBHIO OTPAaHMUYEHHOCTH JOCTYIa K MH(POpPMAINH, a UIMEHHO: 4-blil ypOBEHBb
KOHTPOJISI COOTBETCTBYET CpPEICTBAM 3alIUThl HHGOPMAIMK KOH(PHUICHIIMAIBHOTO XapaKTepa, ¢
3-ro mo 1-pIif - COOTBETCTBEHHO CPEACTBAM 3aIlIUThl CEKPETHBIX CBEJIEHUI, COBEPIICHHO
CEKPETHBIX, 0CO00H BaKHOCTH.

Kak BumHO n3 Tabnuisl 2.7, OCHOBHOE COJEpIKAHUE CTATUYECKOTO aHaIN3a COCTABISIOT
Mpoueaypbl HIACHTH(PHUKAIMM HMCXOAHOTO M 3arpy304HOTO KOJAA, a TakkKe MpPOLEeaypbl

JEKOMITO3UIIMK KOJia MPOrpaMMbl BIIOTH JI0 MEPEYHs MapIIPYTOB (TyTei), MpeacTaBISIONINX



co00l TOCIIEeIOBATEIPHOCTh BBITIOJNHSEMBIX (YHKIIMOHATBHBIX OOBEKTOB.

JnHaMuyecKuit

aHaM3 TMpPEJCTaBIsET COOOH NPOBEPKY COOTBETCTBUS PEATbHBIX MapUIPyTOB C IEpEYHEM

MapuaipyToB, IIOJIY4YCHHBIM Ha 3TAIl€ CTaTUYCCKOI'O aHaIn3a.

Crnenyer oOpaTUTh BHHMMAaHHE HA KOHTPOJb IO 2-My YPOBHIO, TaK Kak 3]1€Ch

MPEeyCMOTPEHbl TMPOBEPKU IO OE30MaCHOCTH KOJla, a HMMEHHO KOHTPOJb KOHCTPYKIUI

(mpenmomnaraeTcs, 4To 3TO (parMeHThl MOTEHIHUAIBHO OMACHOTO KO/a) M aHaIU3 KPUTUYECKUX

(MOTeHIMATbHO HEOE30MaCHBIX ) MAPIIPYTOB.

Taomnuua 2.7.

YPpOBHM KOHTPOJISI OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH

Ne HanmenoBanue TpeGoBaHUsI

Tpebosanus k doKymenmayuu

1 |KoHTposb cocTaBa U cofepKaHUs JOKYMEHTALUH

1.1 |Crerdukarus (TOCT 19.202-78)

1.2 |Onucanue nporpammsl (FOCT 19.402-78)

1.3 |Omucanue npumenenust (IOCT 19.502-78)

1.4 [MosicaurenbHas 3amucka (TOCT 19.404-79)

1.5 [Tekctor nporpamm, Bxoasiux B coctas [10 (I'OCT 19.401-78)

Tpebosanus Kk cooeparcanuro UcnbImanull

2 Koutpomab ucxoaHoro cocrosaus [10

3 |CraTuueckuii aHaJIM3 UCXOHBIX TEKCTOB MPOrpaMM

3.1 KOHTpOHB IMOJIHOTBI U OTCYTCTBUA M30BITOYHOCTH HNCXOJHBIX TCKCTOB

3.2
(3arpy304HOMY) KOy

KonTpons cooTBeTcTBUS HMCXOOHBIX TekcToB [IO  ero oOBbekTHOMY

3.3 [KoHTponb cBszelt GyHKIMOHAILHBIX 0OBEKTOB 110 YIPABJICHHIO

3.4 [KoHTponb cBszell GyHKIIMOHAIBLHBIX 00BEKTOB 110 HHPOPMAITUH

3.5 |[KoHTposis HHPOPMAIIMOHHBIX 00BEKTOB

3.6 |KoHTpoJib HAIMYMsI 3aTaHHBIX KOHCTPYKIIUI B HCXOHBIX TEKCTaX

3.7
00BLEKTOB

@OpMHpOBaHI/Ie InepeuHd MapuipyToB BBITIOJTHCHU S (byHKL[I/IOHaJ'ILHLIX

YpoBeHb
KOHTPOJIA
3|2
+ =]

+ ar
+ =]

+ =]

+ =]

- ar
+ ar
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YposeHs

Ne HaumenoBanue TpeGoBaHMs KOHTPOJIS
413121
3.8 |AHaIM3 KPUTUYECKUX MapLIPYTOB BHIMOTHEHUS! QYHKIHOHATBHBIX 00BEKTOB - -+ =

AHanu3 anaroputMa padoThl (DYHKIHOHATBHBIX OOBEKTOB Ha OCHOBE OJIOK-
3.9 [cxem, JauarpaMM W T. 1., TOCTPOGHHBIX IO HWCXOIHBIM TeKcTaMm| - | - [ + | =

KoHTposmpyemoro 110

4 |\[luHaMWUYECKUN aHATN3 UCXOTHBIX TEKCTOB MPOTpaMM

4.1 |[KoHTpOIh BHIMONHEHUS (YHKIIHOHAIEHBIX 00BEKTOB -+ |+ =

ComnocraBieHre (pakTUUYECKUX MapIIPYTOB BBITONHEHHUS (YHKIMOHAIBHBIX

4.2 |00BEKTOB U MapIIPYTOB, TOCTPOSHHBIX B MPOIIECCE MPOBEASHUS CTaTHYeCKoro| - | + | + | =
aHanM3a
5 |OTtueTHOCTH + |+ |+ |+

2.5. TpeGoBaHUsA K 3alIMTE MEPCOHAIBHBIX TAHHBIX

B mHacrosimee BpemMsi K KaTeropuu KOH(QUACHIHAIHLHOW HH(pOpMAIUKM, HWMEroIei
XapakTep TEepPCOHANBHBIX JaHHBIX (COCTABIAIOIIMX JIMYHYIO H CEMEWHyI TaiiHy),
MPENBABISAIOTCA 0COOBIE HOPMATHBHO-METOJUYECKHE TPEOOBAaHUS K OLIEHKE COOTBETCTBHS HMX
cpencTB 3aUThL. [IpHu OlleHKe COOTBETCTBUS BBLACIAIOT TPU MOMEHTA:

- Kaccudukaius HHHOPMAITMOHHBIX CUCTEM NepcoHanbHbIX qaHHbIX (UCITH);

- ompe/esieHre TpeOOBaHM K COCTaBy U KjlaccaM 3allUIIEHHOCTH CPEICTB 3alllUTHI;

- popmupoBanue tpeboBanuit Kk C3U1 B KOHCTPYKTOPCKOM A0KyMeHTe «TexHudeckue
ycioBusi» (TJIaBHBIM 00pa3oM, B paszfenax «TeXHHMUYECKHE TpPeOOBaHUS» M «yKa3aHHsS IO

3KC1'[J'IyaTaI_II/II/I>>), B COOTBCTCTBHU C KOTOPBIMH U IIPOBOJUTCA OLICHKA COOTBCTCTBUA (pI/IC 23)



TexHuyeckue ycnoeMAa

TexHuueckme TpeﬁOBaHMH

TpebGoBaHWA oxpaHbl

OKpYHKatoLLel cpepbl

Mpaewnna npruemkm

ME!TO,L'I,bI KOHTpOA

TpaHCNopTUpPOBaHUWE U XpaHEHUE

YkaszaHua no SKCNAYaTaumm

la PaHTUKM M3ITOTOBKUTENA

—— KomnaexkTHoCTE
—— Mapkwuposka

— Ynakoeka

Puc. 2.3. Ctpykrypa TY o 'OCT 2.114-95

[IpaBuna xnaccudukanuu BBEIACHBI

[Tpukazom @OCTIK Poccun,

—— OCHOBHbIE NapameTpbl U XapaKTEPMCTURM (CBOMCTBa)

—— TpeboBaHMA K CbIpblO, MaTepUanam, NOKYMHbIM U3e/THAM

®CBb Poccun,

Munungpopmessizu Poccun 2009 1. Ne 55/86/20 «O6 yTBepKIeHMM HOpsiKa HPOBEIECHUS

KJ'IaCCI/I(l)I/IKaHI/II/I I/IH(bOpMaIII/IOHHBIX CUCTEM IICPCOHAJIBHBIX IaHHBIX). CornacHo paBujiaM,

KJ1accC I/ICHI[H 3aBUCUT OT KaTCropuu 06pa6aTBIBaCMBIX INEPCOHAJTIbHBIX NAHHBIX W HUX o0BeMa

(Tabmn.2.8).

Tabnuua 2.8.

Knaccudukanmst tHGOpMaIMOHHBIX CHCTEM MEPCOHANTBHBIX JAaHHBIX

Uwuciio cyOBEKTOB NIEPCOHATBHBIX JAHHBIX

Bonee 100 000

Kareropuu nepcoHanbHBIX JaHHBIX o 1000 1000-100 000
(cyOBexT
(opranm3arus) (otpacinb, Topon)
heneparum)

OO6e3nudyeHHBIe, OOIIET0CTYITHBIS NCIIIx K4 NCIIx K4 NCIIIx K4
JTAaHHBIC

WnentudukannoHHble 1aHHBIC NCTIIn K3 NCTI I K3 UCTI I K2
JononHuTenbHbIe JaHHBIC NCTIIn K3 NCTI I K2 UCTIu K1
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Yucio CY6’I)GKTOB NEPCOHAIIBHBIX TaHHBIX

Boxee 100 000

Kateropun nepcoHanbHBIX JaHHBIX o 1000 1000-100 000
(cyObekT
(opranu3arus) (oTpacis, ropo)
deneparum)
JlaHHBIE O COCTOSIHUU 3[I0POBbA, NCTIu K1 NCTIu K1 HCIIn K1

pacoBOi U HAITMOHAIBHOMN
MIPUHAIEKHOCTH, TTOJIUTUIECKHX,
PEITUTHO3HBIX B (PrtocoPcKux

B3rjsigax, WHTUMHOM >KHU3HH

B HOpMaTHBHO-METOIMYECKUX TIOKYMEHTAX PETyJIATOPOB yKa3aHbl CIEAYIOIINE CPEICTBA
3alUThl HH(OPMALUU:

- CpelCTBa IPEIOTBPALIEHHUS] HECAHKIIMOHUPOBAHHOTO J10CTYIIA;

- CPEICTBA 3alIUThl HH(OPMALIMK [IPU MEKCETEBOM B3aUMO/ICHCTBUY;

- AaHTUBUPYCHBIE CPEJICTBA;

- CPElICTBA aHAJIN3A 3aILUIICHHOCTH;

- cpeicTBa OOHAPYKEHHST BTOP>KECHUI;

- Kpunrorpapuueckue cpeicTBa.

HeszaBucumo ot knacca MCII/IH, cpeactBa kpunrtorpaduieckoil 3ammrsl HHGopManum
(CK3H1) uMerT JNerMTUMHOCTbh TOJNbKO Npu cepTudukanuu no tpedboBanusmMm P®Cb Poccum.
VYpoBeHb KpunTorpauuecko 3amuThl MEpCOHAJIBHBIX JaHHbBIX, oOecmeunBaemoit CK3U,
OTIpe/IeNIsIeTCSl ONEepPaTOpOM IyTEM OTHECEHHsS! HapyIIUTeNs (JIEHCTBUSAM KOTOPOTO JIOJKHO
MPOTUBOCTOSATH KPUIITOCPECTBO) K KOHKPETHOMY THITY.

K nexpunrorpapuueckum C3U tpedoBanus omnpenenens! [Ipukazom ®CTIOK Poccun
2010r. Ne 58, a rtaxxe noxkymentamu ®CTOK Poccum, kacaromummcss cucteM OOHapyKeHUs
BTOp)KEHUH M CHCTEM aHTUBUPYCHOW 3amuThl. C y4eToM TpaJuIUOHHBIX PYKOBOISIINX
TOKyMeHTOB [octexkomuccun Poccuu JIerko MOMyYUTh CBOJAHYIO TaOuMIly TpeOOBaHUM K

noacucteMam 3ammtsl UCIT/In (Tabn. 2.9) [57].



Tabmuma 2.9.

TPCGOBaHI/ISI K CUCTEMaM U CPpCACTBaM 3allIUTHI IICPCOHAJIBHBIX JaHHBIX

Kmacc MO YpoBeHb
YpoBenb | YpoBeHb
Kracc Kracc pu JIOBEpUs K
Kiracc AC KOHTPOJISL | JTOBEpHs
NCIIIu MO 3aIuTe AHTHBHUPYCHOMY
H/IB k COB
COIl CPENCTBY
UCIIu K1 | 3A,2A-, 1T-%* |5 3 4 OVl 3+ |Oy[d3+
UCIIAn K2 | 36,256, 11 5 4 * OvV2+ | OVI2+
UCIIOun K3 | 36,26, 1 5 5 * ovyal1+ | OvVal1+
UCrgum K4 | * * * * oval1l+ | OvYaO 1+

13 Ta6J'II/II_[I>I 2.9 BHAHO, 4YTO B HACTOAIICC BPEMA TOJIBKO IIO CpCaACTBaAM daHaJIM3a

3alIUIIEHHOCTH MOKa enie He chopMUpPOBaHBI TPEOOBAHMS IO O€30MAaCHOCTH HH()OPMAIIHH.

2.6. TpeboBanus K 3ammTe HHGPOPMALMOHHBIX CHCTEM 001ero M0JIb30BAHUSA

Hecmotpss Ha TO, uro WHGOPMAMOHHBIN pecypc QenepalbHbIX HHPOPMAIMOHHBIX
CUCTEM OOIIEro MOJb30BaHus (ITOPTAIOB, OKa3bIBAIOIIUX KOHCTUTYIIMOHHBIE YCIYTH) OTKPBITHIN
U 0bwedocmynHulii, OH TOJUISKHUT 3alluTe cepTU(UIMpPOBAaHHBIMM cpelncTBamMu. Hampumep,
[Toctanonennem I[IpaBurensctBa P® 2009 r. No 424 "OO 0COOEHHOCTSX TOAKIIOYEHUS
denepanbHBIX  TOCYJapCTBEHHBIX  HMHPOPMALMOHHBIX  CHCTEM K  HMH(OpPMAIMOHHO-
TEJIEeKOMMYHUKALIMOHHBIM CEeTSIM" ONpPENEeNeHO, 4YTO MpH MOJAKIYEHUH TaKHX CHUCTEM K
UH(POPMALIMOHHO-TEIEKOMMYHUKAI[MOHHBIM ~ CETAM, JOCTYH K KOTOpPbIM HE OrpaHU4YeH
(manpumep, Mertacetb HWHTepHeT), HeoOxomumo wucnonb3zoBate C3U, mpomenmme OIEHKY
COOTBETCTBHUSI.

HomnonuurensHsle TpeboBanust k C3U ompenenenst coBmectHbiM I[Ipukazom ®Cbh
Poccun u ®CTOK Poccun 2010 1. Ne416/Ned84 «OO6 yTBepkaeHUM TpeOOBaHUI O 3aliuTe
UHpOpPMALIMY, COJAEPKAIIMUXCS B HMH(OPMAIMOHHBIX CHUCTEMax OOILIero IOJIb30BaHUS» B
3aBHCUMOCTH OT Kiacca cucteMmbl. [Ipuka3 0603Haumi gBa Kiacca MH()OPMALMOHHBIX CHCTEM

obmrero nmois3zoBanus (MCOIT):

24 3HaK «-» 0O3Ha4yacT, 4To Tpe60BaHI/I$I AJId YKa3aHHOIO KJ1acCa 3a/laHbl HC B ITOJIHOM O6’BCMC, 3HAK «+» -

Tp€6OBaHI/I$I YCHUIJICHBI, *.- O3Ha4acT, 4To Tpe6OBaHI/I$I OIIPCACIAOTCA OIICPATOPOM.
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- cuctemsl 1-ro kiacca, B kotopomy otHocsTcss MCOII IlpaBurensctBa PO u npyrue
NCOII, napymienre 1neaoCTHOCTA U JTOCTYITHOCTH MH(OpMAIUHU, COIepKaIICHCs B HUX, MOXKET
MIPUBECTH K BOSHUKHOBCHHIO YIP03 0€30MMaCHOCTH CTPAHBI.

- CUCTEMBI 2-T0 KJacca, K KOTOpbIM OTHOcATCs ocTanbHble Bce MMCOIL.

Pemenne 00 otHecenun Kk kmaccy MCOII  ompenensieTcss  pyKOBOJIUTEIEM
COOTBETCTBYIOIIETO (heJepaIbHOr0 OpraHa UCIIOJTHUTEIbHON BIACTH.

Ocobennocteio  oObenuHeHHoro Ilpukaza sBisercss BBelAeHHE TpeOOBaHUU 110
HCIIOIb30BaHUIO cepTuduImpoBaHHbIx kiaccoB C3U, npencrabiennsix B Tabdi. 2.10.

Ta6muua 2.10.

Cpe,Z[CTBa 3allIUThI I/IHq)OpMaI_II/II/I CHUCTEM 06mero IIOJIB30BaHUA

Ceptuduxkar coorBercTBus Ha C31U
Knaccel cpencts 3amunTel nHDOpMAUN

NCOII 1 HCOII 2
CK3U (2UII) OCh OCh
C3U ot HenpaBOMEPHBIX IEHCTBUIMA OCh OCB mu ®CTIK
AHTHUBHUpYCHBIE CPEICTBA OCh OCb nimu @CTOK
CpencTBa KOHTPOJIS TOCTYIIa OCh OCB mu ®CTIK
CucteMbl 00HapYyXEeHUSI KOMITBIOTEPHBIX aTak OCh OCb nm @CTOK
Me:xceTeBble 3KpaHbl OCh OCb nmn @CTOK

3aMeTHM, 4TO KOHKpPETHbIe TpeOOBaHMSA K KjaccaM 3allUIEHHOCTH CPEJCTB 3allHUThI
o0mie10cTynHOM MHGOpMAMU HE ONPEIENICHbl B OTKPBHITOM IeYaTH, 3a UCKIIOYEHUEM CHUCTEM
oOHapyKeHMs BTOpXeHUH M aHTuBUpPYCHbIX cpeiactB Juist MCOII 2. CornacHO HOpMaTUBHBIM
nokymentam @OCTOK Poccum Ha3zBaHHBIE cpeAcTBa [JOJDKHBI cOOTBETCTBOBaTh OV /[
2+(ycuneHHbli). B ocTanbHBIX citydasix HE0OOXOIUMO OPUEHTUPOBATHCS HA MOJIENb HAPYIIUTEI,
MOJIEJIb YTPO3 ¥ TEXHOJIOTUU 00pabaThiBaeMoil HH(pOPMAIIHH.

2.7. O01ue KPUTEPUHU OlIeHKH 0e30macHOCTH HHPOPMAIMOHHBIX TEXHOJIOT Ui

B nHacrosiiee Bpemst B pa3IM4HbIX CUCTEMaxX CepTU(UKALUU TPOBOAATCS U3BICKAHHS IO
CO3/IaHUIO ¥ BHEJPEHHUIO MEKIYHAPOIHON HOpMATHUBHON 0a3bl OIIEHKH COOTBETCTBHUSI Ha OCHOBE
crangapta OCT P MCO/M3K 15408 «MupopmarioHHast TeXHOJIOTHs. MeTobl U cpelcTBa
oOecnieuenuss  Oe3zomacHoctd. Kpurepuu  oneHkn — 06€30MacHOCTH  MH(OPMALMOHHBIX
TeXHOJIOTUIY. (OCOOEHHOCTh CTaHJapTa COCTOUT B TOM, YTO OH SBIAeTCS (DaKTHYECKH
METaCTaHJIapTOM, IO3BOJLIIOIIMM CO3JaBaThb HOpPMaTHBHBIE JNOKyMeHThl K WT-nmpomykram,

IpUYEeM BKIIOYAIOIIUM KOHKPETHbIE TpeOOBaHUS Kak Mo Oe3omacHOCTH ((PYHKIMOHAIbHBIC




TpeOOBaHMs), TaK W 1O Ka4yecTBY (TpeOOBaHUs AOBEpHUs), U KOTOPbIE MOXHO TPEJICTABUTH B
nonyhopmanuzoBanHoM Buje [55,80,84].

Cnenyer OTMETUTh, 4TO cTaHaapTy B peaakuuu 2000-ro 1"0;[&125 MPAKTUYECKU UJICHTUYCH
pyKoBOIsIIMK JTOKyMeHT «be3omacHocTs MH(OpMAIMOHHBIX TexHOJOTH. Kputepuu oneHku
O6e3onmacHocT MHGOpMaIMoHHBIX TexHojoruid. Yactu 1, 2, 3» (I'octexxomuccusi Poccun,
2002r.). HMeHHO OTOT MJOKYMEHT SIBISETCA OCHOBOMOJAralOIMM MpPHU  OpraHu3aluu
cepruUKanMy MO WHHOBAIIMOHHBIM MpaBWIaM. 3a OJTHMH JOKYMEHTaMU HCTOPUYECKU
3akpenwioch HazBanue «OOmme kpurepum» (OK), u ™Mbl OyaeM NpuIepKUBATHCS 3TOU
TEPMHUHOJIOTHH.

Cnenyer Ha3BaTh emie HopMmaTuBHO-MeTonuueckue mokymeHTl DCTIK Poccun,
pa3pabotannsie no tuaun OK, Hanpumep:

- besonacuocTe nH(pOpMaMOHHBIX TexHONOTHi. [Tomokenune mo pa3zpadorke mpoduieit
3aIUTHI ¥ 3a1aHui o 6e3onacHocty (I'octexkomuccust Poccun, 2003 r.);

- besonacHocTs HMH(OPMALMOHHBIX TEXHOJOTUNA. PyKOBOICTBO 1O perucrpanuu
npoduieit 3amuThl (I'octexxkomuccust Poccuu, 2003 r.);

- besomacHocTh MHGpOpPMAIMOHHBIX TexHOJOTHH. PykoBoacTBo 1o (opmupoBaHUIO
cemeticTB npodwueit 3anuthl (['ocrexkomuccust Poccun, 2003 r.);

- PykoBoactBo mo pa3paboTke mnpoduiei 3ammTbl M 3aJaHui 1O Oe30MacCHOCTH
(Foctexxomuccust Poccuu, 2003);

- TpeGoBanus k cuctemam ooHapyxkenust Bropxenuii (PCTIK Poccun, 2011 1.);

- TpeboBanus k cpeactsam antuBupycHoit 3auuTsl (PCTIOK Poceun, 2012 1.);

- MAaKeT METOUYECKHUX JTOKYMEHTOB 110 TPOdUIIsiM 3antuThl [69].

2.7.1. Monesb KpuTepHeB OLIEHKH 0€30MaCHOCTH HH(POPMALMOHHBIX TEXHOJIOTHIi

«O01me KpUTepun» BKIIOYAIOT TPU YaCTH:

1. BBegenue u o011as Moelb;

2. OyHKIIMOHATBHBIE TpeOOBaHMS 0€30MaCHOCTH;

3. TpeboBanus goBepus K 6€30MaCHOCTH.

B mepBoii yacTh HOPMATUBHOTO JIOKYMEHTA JAIOTCS KOHUENTYaJbHbIE OIpPEIACICHUS
nporiecca orneHku cootBercTBUs o OK. B wacTHOCTH, 0OOBEKT HCHBITAHUN - OOBEKT OIICHKHU

(OO) paccmarpuBaeTcst He caM To cebe, a B KOHTEKCTe OKpy»Katoriel cpeasl. [Ipu moaroroske k

B n.p. oxunaercs pegaxumst TOCT 15408-2012, ayrenrianas 1ISO/IEC 15408:2008,2009 1 Common
Criteria 3.1.
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OIICHKE COOTBETCTBHS MPEIIONAraeTcsi, 4YTo JODKHBI OBITh (DOpPMAaTN30BaHBI CICAYIOIINE TaK
Ha3bIBaeMbIe acnexmol cpedvt OO.

- IPEATIOJIOKECHHS 0€30ITaCHOCTH;

- YyTpo3bl OE30MaCHOCTH;

- IOJINTUKH OE30TTaCHOCTH.

Ilpeononoscenuss 6ezonacnocmu BoiAenstoT OO u3 0oO0mIEr0 KOHTEKCTa W 3aJaloT
rpaHuilbl ero paccmorpenus. llpenmonaraercs, uro cpenma OO ynoBIETBOPSIET JaHHBIM
npeanoiiokeHusM. [Ipu mpoBeeHUN OLIEHKU MPEINONI0KeHNs 0€301aCHOCTH IPUHUMAIOTCs 0e3
JI0Ka3aTeJIbCTB.

Yepo3suvl 6ezonacnocmu XxapakTepu3yIOTCs CIETYIONIMMHU MapaMeTpamu:

MCTOYHHUK YTPO3BI;

- IpeanosaraeMbli cnoco0 peanus3alnuu yrposbl;

- YA3BUMOCTH, KOTOPBIE SBIISIOTCS MPEATOCHUIKOMN JUTS peaTi3aliiy yrPO3bl;

- AKTUBBI, KOTOPBIE SABJISAIOTCS LEJIbIO HANlaIeHHS,;

- HapylaeMmble CBOMCTBA 0€30IaCHOCTU aKTUBOB;

- BO3MOXKHBIE ITOCJIEICTBUS PEAIN3ALIUN YTPO3bI.

Beiiensirorcss  TOMBKO TE€ YTpoO3bl, HAIW4YHEe KOTOPBIX B pPaccMaTpHBAeMOH cpene
YCTaHOBJICHO WJIU MPEAIOoIaraeTcs.

AHQJIOTUYHO, W3JIAraloTCsl TMOJOXKEHUS Hoaumuku 6Oe3onachocmu, TPUMEHSEMbIE B
OpraHM3aliy, KOTOpble UMEIOT HenocpeacTBeHHoe oTHoeHue K O0.

Ha ocHoBanuu cpopMynupoBaHHBIX MPEANONOKEHUH 0€301aCHOCTH, IPU YUETE yrpo3 U
MOJINTUK QopMynupyroTcss yeau 6ezonachocmu ans OO, HampaBieHHble Ha oOecnedeHue
MPOTUBOCTOSIHUS YTPO3aM U BBIIIOJHEHHE TOJI0KEHUH MOJIUTUKY 0€30I1aCHOCTH.

Jnst mocTmxkeHus: moctaBiieHHBIX 1eneit K OO u ero cpefie mpeabsBISIOTCS mpebosanus
bezonacnocmu.

Nmenno 2-as u 3-s 4aCcTM HOPMATHBHOTO JOKYMEHTA TPEICTABISIOT COOON KaTalorn
TpeOoBaHui 0€30MaCHOCTH CIEAYIOIINX THUIIOB:

- (QyHKUMOHANbHBIE TPEOOBAHUSA - MPEABIBISIIOTC K QyHKIMAM Oe3omacHocty OO u
peaTn3yoNUM UX MEXaHU3MaM 0€30acHOCTH.

- TpeOOBaHUS JOBEpHUS - TPEABSBISIFOTCS K TEXHOJOTHH MW TIPOIIECCY Pa3pabOTKH,
skcrutyataui M omleHkn OO ¥ mpu3BaHbl TapaHTUPOBATh aJCKBAaTHOCTb pealM3aluu
MEXaHU3MOB 0€30MaCHOCTH.

ITpu popmynuposanun TpedoBanmii kK OO MOTyT OBITH pa3paboOTaHbI BA TOKYMEHTA:



- npoduis 3amuThl (113);

- 3aanue no 6e3omacHoctu (3b).

Ilpogpune 3awumel npeAcTaBiIseT cOOOKW HE 3aBUCSIIYI0 OT KOHKPETHOHM pealn3alnuu
COBOKYITHOCTb TpeOoBaHuil 11t HekoTopoii kareropun OO. OH He npuBsA3aH K KOHKpeTHOMY OO
U TpencTaBlIseT coO0W 0O0OOMIEHHBIM CTAaHIAPTHBIA HAOOp (YHKIHMOHAIBHBIX TpeOOBaHWHA W
TpeOOBaHUIN JOBEpHUsl MJIsl OINpPEAeIEHHOro Kiacca mnpoAykToB (puc. 2.4). MmenHno karayior
yTBepkACHHBIX (cepruduumpoBanHbix) [13, nmymaercs, HOMKEH TMOCIYXHUTb 3aMEHOMU
TPaIUIMOHHBIX PYKOBOISAIIUX JOKyMeHTOB ['ocTexkomuccun Poccun.

3adanue no 6ezonachocmu — 3T0 JAOKYMEHT, cojaep:Kamuii TpeGoBaHMs 0e30MacHOCTH
st koHkpetHoro OO M cnenupuuupyromuii GyHKIMM O€30MacHOCTH M MEpbl JOBEpuS,
npenaraembie OO 117151 BHIOTHEHHS YCTAaHOBIIEHHBIX TpeOoBaHuil (puc. 2.5). B 3b moxer ObITh
3asBJICHO COOTBETCTBHE OJHOMY HJIM HECKOJIbKUM [13.

B nexkoropom cwmbicie 3b MOXHO paccMaTpuBaTh Kak TEXHHYECKOE 3aJaHHe Ha
nojacucteMy oOecrnedenus uHpopManmonnoit 6ezomacHoctu s OO. Mwmenno 3b cioyxut
OCHOBOH Ju1s mpoBeeHus oieHKH OO ¢ 1eNblo IEMOHCTPAlMU COOTBETCTBUS €0 TpeOOBaHUAM

0€30I1aCHOCTH.
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NPO®UNb 3ALLUTDI

Beenenne [13

—I_ Wnentndukamms [13

Amnnotanus [13

Omucanne OO

Cpena
0€e30I1aCHOCTH
HpeZ[HOJ'IO)KeHI/Iﬂ 6630HaCHOCTI/I
00
Yrpo3bl
HOJ'II/ITI/IKa 6G3OHaCHOCTI/I opraHmauI/m
enmu
0€e30I1aCHOCTH
| enn 6e3onmacHocty aist OO
Ienn 6e30macHOCTH ST CpPEBI
TpebGoBanus
5 0e30MMacHOCTH
TpeOoBaHus w15 00
0€e30I1aCHOCTH
NT OYHKIIMOHAIBHBIE TPEOOBAHUS

oe3onacuoct OO

TpeboBanus 6e30macHOCTH TpeboBanus goBepus

st cpeast UT K 6e3omacuHoctu OO

3aMevaHus 1o MNPUMCEHCHHUTIO

O0ocHOBaHue

Jlornueckoe 000CHOBaHUE IieNel Oe30aCHOCTH

Jlorndeckoe o6ocHOBaHME TpeOOBaHUM O0€30MACHOCTH



Puc. 2.4. Cmpykmypa npoguis 3ausumet
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SAOAHNE no
BEE3OIMNACHOCTU

Bsenenne 3b

Unentnduxanus 3b

Annoranus 3b

CootsercrBue OK

Omucanune OO

Cpena

0e30IacHOCTH

[MpeamnosoxeHus 6€30MacHOCTH
00
Yrpo3bl
[MonuTrka 6€30MaCHOCTH OPraHU3aIUuH
e

0er0macHOCTH
emn 6e3onmacHoct aist OO
Llenu 6e30MacCHOCTH JUTSE CPEJIbI

TpeboBanus
TpeboBanus 6630Ha%{80TH
6e30MacHOCTH AT
OYHKIIMOHAIBHBIE TPEOOBAHUS
uT
oe3onacuocty OO
= TpeboBanus 6€30MacHOCTH TpeboBanus goBepust
st cpenst UT K 0e3omacuHoctu OO
Kparkas
—1_ crneuudukanusa
1 g) 0 1 Oynukiun 6ezomacHocta OO

Mepsl noBepust

YTBepxKaeHus 0
| cooTrBercTBUH [13

T Cebuika Ha 113




Puc.2.5. Cmpykmypa 3a0anus no bezonacnocmu

2.7.2. ®yHKUMOHATIbHBIE TPEOOBaHUS O€301aCHOCTH

CucreMaTU3UpPOBAHHBIN  KaTalor  (QYHKIMOHAIBHBIX TpeOOBaHUN  0E30MaCHOCTH
cocpenoroueH Bo 2-if wactu OK. B Ttekymed penakuum craHgapta (QyHKIHOHAJIbHBIC
TpeOoBaHust pa3douthl Ha 11 kimaccoB, 66 cemelictB u 135 kommoHeHTOB. CTpyKTypa

(GYHKIMOHAIBHOTO KJIacca MpHUBeieHa Ha puc. 2.6.

DYHHLMOHANBHBIR KAace

KMmaAa Knacca

HMmA cemelCTBa

MpeacTaenedHye KNacca

XapaHTepMCTHHE CEMERCTEA

I
DYHKUMOHANBHBIE CEMERCTEA
PaHMMpOBaHME KOMMOHEHTOB

Ynpaenedue

Ayout

[
L | KomnoHeHTH J

Puc. 2.6. Cmpyxmypa ¢ynkyuonanvHozo knacca

B Tabmuume 2.11 npuBeneHa Kparkas —XapakTepUCTHKa Bcex 66 ceMeilcTB

(GyHKIIMOHAIBHBIX TPEOOBAHUM.

Ta0muma 2.11.

CemeiicTBa (yHKIIMOHATBHBIX TPEOOBAHUI
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Ne

CemeiicTBo HaumenoBanue XapaxkTepucTuka
n/m
Kmace FAU - ayoum 6ezonacnocmu
1 FAU_ARP ABTOMaTHYECKAs pEaKITis OnpenensioTcst ~ OCUCTBUSA,  KOTOpBIE  HEOOXOIUMO
ayauTa 6e30macHOCTH NPEANPUHATE TPH BBISIBICHUN BO3MOXKHBIX HapyLICHUH
0e30IacHOCTH.
2 FAU_GEN I'enepauns nanubIX ayaura | BeiOuparorcst cOOBITHS, TOTEHIMANBHO I0JBEpracMble
ayJNTy ¥ POTOKOJINPOBAHUIO.
Omnpenensiercss MUHUMYM PETUCTPUPYEMBIX TaHHBIX O
cOOBITHSIX 0€30MaCHOCTH.
OcylecTBiseTcs: NpUBsI3Ka COOBITHH K HACHTH(UKATOpaM
BBI3BABIIUX UX I0Jb30BATEIICH.
3 FAU_SAA AHanms aymuTa VYcraHaBiamBaTCAd TpeOOBaHMSA K CPEICTBAM ayJuTa
0e3omacHOCTH 0e30macHOCTH, (PYHKIHOHUPYIOMIAM:
- Ha 0a3e mpaBu;
- Ha Oa3e npoduireil moBeAEHNS MOIb30BaTEINeH;
- Ha 0a3e CHUTHATYp aTakK.
4 FAU_SAR IIpocmotp aynura Omnpenensitorcss TpeOOBaHUST K NPEICTABICHHIO JAHHBIX
0e301acHOCTH ayJaMrTa.
[IpenocraBnsitorcst mpaBa Ha NMPOCMOTP 3amMce ayauTa
YIIOJIHOMOYEHHBIM 0JIb30BATEIISIM.
5 FAU_SEL Br16op coOwiTHii ayauTa Ompenensitorcsi  TpebGoBaHUs MO  OTOOPY  peasbHO
0e301acHOCTH MPOTOKOJIUPYEMBIX COOBITHII W3 YHMCIa NOTEHIHAJIbHO
MOJIBEPTraeMbIX MPOTOKOJINPOBAHUIO.
Beinensitoress  aTpuOyThl, 1O  KOTOPBIM HPOW3BOJUTCS
0TOOp COOBITHIA.
6 FAU_STG XpaHeHue JaHHBIX ayanTa OmnpenenstoTcss TpeOOBaHUS IO 3aIIUTE NAHHBIX ayAnTa
6e301acHOCTH ot HCJI 1 noBpexaeHus.
OnpenensieTcst II0CJIEI0BATEIBHOCTD JIeHCTBUH,
BBITIOJHSAEMBIX CHCTEMOH NpH IEperoIHEHNH JKypHajla
ayauTa.
Knace FCO — céa3b
7 FCO_NRO HeoTtkazyemocTb 3amaroTcss TpeOOBaHMS MO  ACCOIHMALMKd  aTPUOYTOB
OTIpaBJICHUS oTnpaBuTeliss HHPOPMAIMK C JIIEMEHTaMH MepelaBaeMbIX
JIAHHBIX.
8 FCO_NRR HeoTkasyemocts monmydenust | 3agatoTcs TpeOOBaHWs MO — accouuanuu  aTpuOyTOB

nojxy4dareisd I/IH(l)OpMaHI/II/I C DJICMCHTaAMU MNEpeaBacMbIX

JaHHBbIX.

Knace FCS - kpunmoepaghuueckas noooepoicka




CemeiicTBo Haunmenosanue XapaxkTepucTuka
/I
9 FCS_CKM Yupapnenue 3agarorcst TpeOOBaHMS K pealu3alMd MEXaHM3MOB
KpHUITOTpaduuecKuMu reHepalyy, pacripeaeneHus " YHUUTOXKEHUS
KITI0YaMu KpHUIITOrpaguIecKux KIoden.

10 FCS_COP Kpunrorpadpuueckue JeknapupyeTcs  UCIOJB30BAaHHE  TE€X  WIA  HMHBIX

orepanuu KpHIITOrpagu4ecKux CpeCTB 3aIlUThl HHPOpMALUH.

Kiacc FDP — sawyuma oanmvix norvzosamens

11 FDP_ACC [NonmTrka yrpaBneHAs Wnentupunupyrorcs TIpUMEHIEMEIC TTOJTUTHKHI

JOCTYIIOM YTIPABIICHUS JOCTYIIOM.
12 FDP_ACF OYHKINHN YIpaBICHUS OnwucheBarOTCA TpaBmiia paboThl GYHKINH, PeaTn3yOIIIX
JIOCTYIIOM 3as1BJICHHbIE IOJIUTHKH O0E3011aCHOCTH.

13 FDP_DAU AyTteHTU(UKALMS aHHBIX OmnpepensieTcss HOPSIOK TEHEpalMM M HCIOJIb30BAaHUS
JaHHBIX ayTeHTH(UKALINH.

14 FDP_ETC DKCHOPT JAaHHBIX 32 OmnpenensieTcs MOPSAOK SKCIOPTa JAHHBIX 32 TMPEAEIb

npenenst aeicteust PO obmactu jeiicTBus  (QyHKIHMA Oe30macHOCTH OOBEKTa
OLICHKH.
15 FDP_IFC [Nonmtrka yrpaBneHAs VYcTaHaBIMBAIOTCS WMEHAa W OIPEIeIIIOTCS 00JacTu
nH(pOpMaMOHHBIMA JEUCTBHS TOJNUTHK, YNPABISIONMX HWHGOPMAIMOHHBIMHU
MOTOKaMH TTOTOKaMH.
3agarorcst  TpeOoBaHMS K TOKPHITHIO  JITaHHBIMH
TIOJIMTHKAaMH BCEX Ollepannii mepeMenieHust nHpopManum.
16 FDP_IFF DyHKIUY yIPABICHUS Tpebyercs HaJIuuue IIPaBUIL YIpaBJICHUS
nH(pOpMaMOHHBIMU UH(OPMALMOHHBIMHU TTOTOKAMHU.
MOTOKaMH Omnpenenstorcsi MpaBuiia KOHTPOJIST HMH(POPMAIMOHHBIX
HOTOKOB U YIPABJICHUS UMH.
17 FDP_ITC VIMIiopt AaHHBIX U3-3a OmnpepensieTcst MOPSIOK UMIIOPTA JAHHBIX M3-3a MPEIEIOB
npenenos aevictus PO obmacti geWicTBUS (yHKOWHA Oe30macHOCTH 0OBEKTa
OLICHKH.

18 FDP_ITT Iepenaua B mpenenax OO OmnpezensieTcss MOPAJOK 3alIUThl JAHHBIX I0JIb30BaTENs
IIpU UX Tepepavye Mexay pasnuyHbiMu gactasmMu OO 1o
BHYTPEHHEMY KaHaIy.

19 FDP_RIP 3amuTa ocTaTOYHOU 3anmaroTcst TpeOOBaHUS O YHHYTOXKCHHUIO MPEIBIIYIIErO

nHpopmanuu cozepskanus pecypcoB AC npu nx 0CBOOOXKICHUH.

20 FDP_ROL OTtkat Tpebyercs  obecmeueHHe  BO3MOXKHOCTH  OTMEHBI
MocjelHe  BBINOJIHEHHOW  omepanmu (WM psja
oTiepanuii) ¥ BO3BpaTa K MPEIbIAYILIEMY COCTOSHHIO.

21 FDP_SDI [lemocTHOCTD XpaHUMBIX 3amaroTcst  TpeOOBaHUS 1O KOHTPOJIO  IEJOCTHOCTH
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CemeiicTBo HaumenoBanue XapaxkTepucTuka

n/m
JAHHBIX JTAaHHBIX TI0JIH30BaTEIIS.

22 FDP_UCT 3amura OnpenenstoTcs TpeOoBaHUSA o obecrieueHNIO
KOH(HUICHIIHATHHOCTH KOHQUICHINATHHOCTH JAaHHBIX MOJB30BATENA IPH HX
JIAaHHBIX TOJIB30BaTENs IPU mepefade 1O BHeMHeMy KaHaay Mexay OO wu
nepenadye mexxay @bO JIOBEPCHHBIMU BHEITHUMHK 0ObekTamu UT.

23 FDP_UIT 3amura 1eI0CTHOCTH OnpenenstoTcss TpeOOBaHHMS MO 3alIUTE IEIOCTHOCTH

JaHHBIX IMOJb30BaTECJIA IPU

JAaHHBIX MMOJIB30BATEJIA IIPU NIEpeaavdC MEKIAY ®BO.

nepenaue Mexay b0 3agatorcst TpeOOBaHMS K MEXaHHW3MaM  KOPPEKLIUHU
OILIMOOK.
Knace FIA — udenmugpuxayus u aymenmugpuxayus
24 FIA_AFL OTka3sl ayTeHTH(GHUKATNT 3amaéres peaxIus Ha HEyIadyHbIe 3a1poCk
ayTeHTH()UKAIIH.
25 FIA_ATD OmnpeneneHre aTpuOyTOB OmnpenenstoTcss aTpuOYTHl MOTB30BaTENICH, OTIMYHBIE OT
TI0JIB30BATEIIS UICHTU(OUKATOPOB M HCIOJNB3yeMble Ui pealn3anuu
YCTaHOBJICHHBIX MOJHTHK.
26 FIA_SOS Cneuundukanus CeKpeToB 3ajatorcst TpeOOBaHUS K MEXaHU3MaM MPOBEPKH KadecTBa
Y TeHepaIiy CEKPETOB (IaHHBIX ayTeHTU()HKAIIHN).
27 FIA_UAU Ayrentudukanus 3amatoTcs TpeOOBaHMS K peaau3alMd MEXaHH3MOB
MIOJIF30BATEIIS ayTeHTH(UKaMu.
Omnpexenstorcs MEXaHH3MBI, JOCTYITHBIC 10
OCYIIICCTBIICHHUS Ay TEHTU(HKALIMH MOJIE30BATEIs.
28 FIA_UID Unentudukamnms 3amaéres MOPSI0K HACHTU(DUKAIINH TOIH30BATEIIS.
MIOJIB30BATEIIS Ompezpensorcss  ACHCTBHSA, KOTOpPble  MOTYT  OBITH
BBITIOJTHEHBI IO HACHTU(GUKALUH TOJIb30BATEIS.
29 FIA_USB Cas3pIBaHmE TIOJTB30BaTeNNb- | Ompenensercs CBSI3b aTpuOyTOB Oe3omacHOCTH
CyOBEKT MOJIb30BATENsl C CYOBEKTOM, JEHCTBYIOIIUM OT HMEHH
TI0JIB30BATeIs.
Knacc FMT — ynpaesnenue 6ezonacnocmoio
30 FMT_MOF VYnpasneHue oTAeTbHBIMA OnpenenstoTcst MTOJIF30BATEIH, YIIOJIHOMOYEHHBIE
¢byukiusamu @O OCYLIECTBIISITH ~ YIPABJICHHE PEXHUMAMU  BBITOJHEHHS
(yHKIMI 6€301acCHOCTH.
31 FMT_MSA VYnpasnenue aTpuOyramu OnpenenstoTcst MOJIb30BATENH, YIOJIHOMOYEHHBIE
6e30macHOCTH OCYIIECTBIISITH yIpaBJIeHHE aTpHOyTaMu O€30MacHOCTH.
Pernamentupyercst HOpANOK KOHTpOJs 0O€301macHOCTH
rapaMeTpoB JaHHBIX aTPUOYTOB.
32 FMT_MTD VYnpasnenue nanuasivu @O | Onpenenstores MOJIb30BATENH, YIOJIHOMOYEHHbIE




CemeiicTBo Haunmenosanue XapaxkTepucTuka

/i
ocylecTBIATh ynpasnenue OBO.
Omnpenensiorcs TpaHUYHBIC 3HAYCHUS! AAHHBIX (DYyHKLUH
0e30omacHOCTH M JIEHCTBHA B Cilyyae BbIXOJa 3a
JOIYCTHUMBIE TPaHUIBI.

33 FMT_REV OtmeHa Omnpenensiercs HOPSIIOK OTMEHBI aTpuOyTOB
0e30MacHOCTH TIOJIb30BaTeNeH, CyOhEKTOB  OOBEKTOB.

34 FMT_SAE Cpok neiicTBus aTpudyTa 3amaroTcss MEpOIPHATHS, BBHIONHACMBIC 110 OKOHYAHUHU

Oe3omacHOCTH cpoka neiicTBus aTpuOyTOB 0€30MacCHOCTH.
35 FMT_SMR Pomwm ynipaBnenus 3amaroTcs pa3NUYHBIC PONH TONB30BaTENel CHCTEMBI U

0€30I1aCHOCTHIO

CO31ar0TCA npaBuiia, YipaBiAaronue OTHOIICHHUAMMA

MEXIY POIAMHU.

Knacc FPR — npusamnocmo

36 FPR_ANO AHOHHUMHOCTh 3amaércs BO3MOXKHOCTH  BBIMIOJHEHHUS  ONpEAeTIEHHBIX
nericTBui Oe3 3ampoca uaeHTH(GHUKATOpA MMOJIE30BATEISL

37 FPR_PSE [IceBMOHUMHOCTD OmnpenensieTcs BO3MOXKHOCTh HCIOJB30BAHUSI PECYPCOB
0e3 pacKphITUS HICHTU(HKATOpA MOJB30BaTENs, HO C
COXpaHEHHEM HOI0TIYETHOCTH.

38 FPR_UNL HeBo3moxHOCT Tpebyercs HEBO3MOXHOCTb aCCOIMMPOBAHUS

accolualuu MOJTB30BATENSl C NPUMEHAEMBIM HM CEPBHCOM (MOXET

noTpeboBaThCs A 3AIMUTBL  OT  MOCTPOCHUS
MOBEJICHYCCKHX MOJIEIIeH IT0JIb30BATENIS).

39 FPR_UNO CKpBITHOCTH TpeOyercst mpeaocTaBiIeHUE MOIb30BATEN0 BO3MOKHOCTH

paboTel ¢ OmpeneNEHHBIMH CEPBHCAMU HE3aMETHO JUIS

KOro ObI TO HH OBLIO.

Knacc FPT — 3awuma @50

40 FPT_AMT TectupoBanue 6a30Boi 3anmatorcs TpeOoBaHUSA K TECTUPOBAHHUIO,
a0CTpaKTHOW MaIIMHBI JEMOHCTPHUPYIOIIEMY NPaBHJIBHOCTh IPENIONIOKEHHH,
obecrieynBaeMbIX POTrPaMMHO-aIapaTHON MaT(opMoii,
Jexaniell B ocHOBe (PyHKINI Oe3011acHOCTH.
41 FPT_FLS bezonacHocTs npu cboe [lepeuncnsirorcst THOBI CcOOEB, KOTOpbIE HE JIOJDKHBI
MIPUBOJIUTH K HApYIIEHUIO 0€30MaCHOCTH CHCTEMBI.
42 FPT_ITA HoctynHocTs OmnpenensroTcss  MpaBwila  HPEAOTBPAIICHUS  HOTEpH
IKCTIOPTHPYEMBIX TAHHBIX JOCTYIIHOCTH ~ JKCIIOPTUPYEMBIX  AaHHBIX  (QYHKIMH
()¢ 6e30macHOCTH.
43 FPT_ITC KoupuneHnuamsHOCTh OnpenensroTcst MpaBmIIa 3aIUTEI oT

AKCHOPTUPYEMBIX JaHHBIX

HECAaHKIIMOHUPOBAHHOTO  PACKPBITHS  3KCIIOPTHPYEMBIX

59




CemeiicTBo HaumenoBanue XapaxkTepucTuka

n/m

OB0O JTAHHBIX (QYHKIUH 0€301MacHOCTH.
44 FPT_ITI LemoctHOCTH OnpenenstoTcs paBuiIa 3aIUTHI oT
9KCTIOPTHPYEMBIX TaHHBIX HECAaHKIIMOHMUPOBAHHON MOAN(HUKAINHN 3KCIOPTUPYEMBIX
OO JTAHHBIX (YHKIUH O0C30MaCHOCTH.
45 FPT_ITT Ilepenaua nanueix ObO B PernameHTupytoTcst  TpeOOBaHMSI  3AIUTHI  JTAHHBIX
npenenax OO ¢yHkuii  Oe30macHOCTH MpH  HMX Hepenade  MexIy
pazneneHHbIMHU YacTsiMu OO 10 BHyTpEHHEMY KaHAITy

46 FPT_PHP dusnueckas 3ammra b0 TpeOyercs Hanu4Ke CPEACTB BBISBICHUS M pPearupoBaHUs
Ha HECAHKIMOHMPOBAHHBIM (HU3MUYECKHH IOCTYH K
komnoHeHTam OO.

47 FPT_RCV Hapmexnoe BoccranoBnenune | TpeOyercs  Hamudme  BO3MOXKHOCTH — KOPPEKTHOTO
AaBTOMATHYECKOTO  WJIM  PYYHOTO  BOCCTAHOBIICHHS
(hyHKIHI 6e30TIaCHOCTH TOCe COOEB.

48 FPT_RPL OO0HapyXeHHE TIOBTOPHOTO 3amaroTcs TpeOOBaHUS IO OOHAPYKEHHIO IIOBTOPHOTO

UCIIONIb30BaHUS UCIIONIb30BaHMsl CYIIHOCTEH pa3iMYHBIX THIIOB u
MOCJIEAYIOUIUMH JISHCTBUSAMH 110 €r0 YCTPAHEHHIO.

49 FPT_RVM ITocpegnuuectBo npu 3amarorcs  TpeOOBaHUSI MO peanu3alii  KOHIEIIUH

oOpameHusIxX MOHHUTOpPA 0E30MAaCHOCTH OOpAICHHU.

50 FPT_SEP Pasnenenue qomeHa dopMmynupyroTcst  TpeOOBaHHMS [0  OpraHU3aluu
3aMUIIEHHOTO  JIOMEHAa A KaXIoH  QyHKIUH
6e3omacHocTH.

51 FPT_SSP [IpoToKOJI CHHXPOHHU3AIUU TpebyeTcs Hané&xXHOE MONTBEpXKICHHE TIpH OOMCEHE

COCTOSTHHH JaHHBIMH ~ MeXay  (QYHKOUAMH  0€30IacHOCTH B
pacmpenenéHHoi cpeze.

52 FPT_STM MeTku BpeMeHH TpebyeTcs npegocTaBIeHHE HANEKHBIX METOK BpEMEHH B
mpenenax OO (4Tro HEOOXOAMMO, HampuUMep, Ui
KOPPEKTHOH pabOThI MEXaHU3MOB IPOTOKOIUPOBAHUS).

53 FPT_TDC CornacoBaHHOCTH JTaHHBIX 3amarores TpeboBaHuUs o COTJIACOBAaHHOCTH

OBO mexny @50 WHTEPIPETAMN  JAHHBIX, COBMECTHO HCIIOIb3YEMBIX
pa3nuuHbIMM  QYHKIMSAMH O€30MacHOCTH U JPYrHMMHU
JioBepeHHbIMU u3fenusmMu UT.
54 FPT_TRC CornacoBaHHOCTb JAaHHBIX Onpenenstorcst TpeOOBaHUS MO0 CHHXPOHU3AIMH JAHHBIX,
®BO npu nydnmupoBaHuy B nyomupyembix B mpeaenax OO.
npegenax OO
55 FPT_TST CamorectupoBanue ®bO 3anatorcst TpeOOBaHUS 1O CAMOTECTUPOBAHHIO (DYHKILUH

0E€30IMaCHOCTH B YaCTH TUIIMYHBIX onepauni/i C U3BCCTHBIM




CemeiicTBo Haumenosanue XapaKTepuCcTUKa

/i
PE3YIBTaTOM.

Knace FRU — ucnonvzosanue pecypcos

56 FRU_FLT OTKa30yCTOINYUBOCTD Tpebyercs KOppEKTHOE BBITIOJTHEHHE 4acTH
(YHKIIMOHAJIBHBIX BO3MOXKHOCTEH B Ciydae cOOeB.

57 FRU_PRS [Ipuoputet 0OCITY)KUBAHUS Omnpenensiercs TTOPSTOK TIPUMEHEHHS
BBICOKOIIPHOPUTETHBIX ONEPALHiL.

58 FRU_RSA Pacmpenenenne pecypcos 3amarorcs TpeOoBaHMA K MEXaHH3MY KBOTHPOBAHWSA,

HCIOJb3YyEMOMY IJIA JOCTHIKCHUA BBICOKOH JAOCTYINHOCTH

pecypcos.

Knacc FTA — oocmyn «

00

59 FTA_LSA Orpannyenue o0nacTu Omnpenenstorcsi orpaHUYEHUst Ha aTpUOyTHI OE30MAaCHOCTH
BBIOMpaEMBbIX aTPHOYTOB ceaHca, KOTOPbIe MOKET BEIOMPATh T10JIb30BATENb.
60 FTA_MCS OrpaHnuyeHue Ha 3amaoTcst  TpeOOBaHWS MO  OTPAaHUYCHHUIO  4YHCTA
napajuIelbHbIe CEaHChI napajuleJbHbIX CEaHCOB, MNPENOCTABISIEMBIX OIHOMY H
TOMY K€ IT0JIb30BATEIIIO.
61 FTA_SSL BnokupoBanue ceanca Omnpenensercs BO3MOKHOCTh OIOKMpOBaHUS u
pa30JIOKUPOBaHUSl WHTEPaKTUBHOTO  ceaHca  paboThI
none3oBatens (MO JKEJTAHHIO MONB30BATENs WM 110
WHUIAATUBE QYHKIHA O€30MaCHOCTH).
62 FTA_TAB IIpenympexnenus nepen Omnpenensitorcsi  TpeOOBaHUS K  OTOOPaKEHMIO  JUIS
MpPeIOCTaBICHUEM JOCTyNa | T0JIb30BaTeNeH MPeAYIPEKIAIOIIETO cooO1ieHus
k OO OTHOCHUTEILHO XapakTepa ucrnois3zoBanus OO.
63 FTA_TAH Uctopus noctyna k OO 3amaroTcst  TpeOOBaHHMS O  OTOOPAXKEHHUIO IS
HOJIB30BATENIS TIPU YCIICIIHOM OTKPBITHU CE€aHCa UCTOPHU
YCHENHBIX U HEYCIIEIIHBIX MOMBITOK MOJIYYUTh JOCTYI OT
HWMEHH 3TOT'0 MOJIb30BaTEJS.
64 FTA_TSE OrtxkpeiTre ceanca ¢ OO 3agarorcst mapaMeTpsl  (QYHKIMH Oe30MacHOCTH, Ha

OCHOBAaHUM  KOTOPBIX  IIOJIB30BATCIIO  MOXKET OBITH

OTKa3aHO B AOCTYIIC.

Knacc FTP — dogepennviii mapupym/xanan

65 FTP_ITC JloBepeHHBIN KaHai OmnpenensroTcss TpaBWiIa OPTaHU3alMK  JIOBEPEHHOTO
nepexayun Mmexry b0 KaHama MeXIy (YyHKOMAMH O€30MacHOCTH M JIPYTHMH
JoBepeHHbIMU ITpogykTamu UT.
Omnpenensiercs TOPAIOK HUACHTHQHUKAINN
B3aWMO/ICHCTBYIOIIUX CTOPOH.
66 FTP_TRP JIoBEpeHHBI MapIIpyT Omnpenensiercs TIOPSIIOK OopraHu3aIuu KaHaja

61




CeMelcTBO
/o

Hanmenosanue

XapakTepucTHKa

3AIUIIEHHOTO B3aMMOACHCTBHSI MEXIy IMOJIB30BATEIIIMA

1 QYHKIUSIME O€30TIaCHOCTH.

Hannune karanora pyHKIMOHAJIBHBIX TPEOOBAHUIN HE MPEANOIaraeT UX OKOHYATEIbHBINA

u BceoObemsIOmMN Xapaktep. B ciydae HeoOxoaumocTH, (QyHKUIMOHANbHBIE TpeOOBaHUS

0€30MacHOCTH, KOTOpPbIE€ OTCYTCTBYIOT B KaTajlore, MOTYT ObITh c(hOpMyIHMpOBaHBI B SIBHOM

BI/I,Z[626.

2.7.3. TpeboBanus 10Bepus K 0€30MaCHOCTH

TpeboBanust moBepwus,

npuBen€HHble B 3-eii wactu Tekyumied pemakuuu  OK,

crpynnupoBanbl B 10 kinaccos, 44 cemelictBa u 93 KOMIIOHEHTA.

,ﬂogepue - CTCIICHb JIs1 YBEPCHHOCTU B TOM, UTO HNPOAYKT WU CHUCTCMaA HUT otBeuarot

27
uemnsim OezonacHoctu . OK obecneunBaoT 1oBepue C MCIOIb30BAHUEM PA3IUYHBIX METOJ/I0B

OLCHKH, HAITPUMCP, TAKUM KaK:

— aHaJM3 U MPOBEPKa MPOLIECCOB U MPOLEAYP;

— IIPOBEPKA, YTO MPOLECCH] U MPOLEAYPhI IEHCTBUTEIBHO IPUMEHSIIOTCS;

— aHaJin3 COOTBCTCTBUA MCKAY IMPCACTABICHUAMU IIPOCKTA OO,

— aHaJu3 COOTBETCTBUS KaXA0ro mpecraBieHus npoekra OO TpeboBaHUIM;

— Bepu(dUKaIus JOKA3aTeIbCTB;

— aHaJu3 PyKOBOJICTB;

— aHaliu3 pa3pa6OTaHHLIX Q)YHKHI/IOHaHBHLIX TECTOB U INOJTYYCHHBIX PC3YJIbTATOB,

— HE3aBHCHUMOC (I)YHKI_II/IOHB.J'IBHOG TECTUPOBAHUC,

— a”Haliu3 Yﬂ3BHMOCTCﬁ, BKJIIOYAOIIHH MPCAIIOJIOXKCHUA O HEAOCTATKAX

— TCECTUPOBAHUC ITPOHUKHOBCHUCM.

Haubonee oO0miyro COBOKYMHOCTh TpeOOBaHH JOBEpUsl HA3BIBAIOT Kiaccom. Kaxablii

KJIACC COJIEPKUT CEMEICTBA JOBEpHs,

KOTOpPBIC pPasACJCHbl Ha KOMIIOHCHTHI JOBEpU,

COACpIKaIIrEC, B CBOKO OUCPCb, DJICMCHTHI TOBCPUA.

CrpykTypa KJlacca JTIoBepHs MpUBeIcHa Ha puc. 2.7.

2 TOCT P UICO/MDK 15408-2-2008.
?’TOCT P UICO/MDK 15408-3-2008.




HNme kaacca
IInencraBjieHHE KjIacca

CemeiicTBO AOBEPUA

Mms cemelicTBa
|

Lenun
|

PaHXnpoBaHMe KOMMOHEHTOB
|

3ameyaHuA No NPMMeEHeHUo

|
KomnoHeHT aosepua

NaeHTUdMKaALMA KOMNOHEHTa
I

Uenn
I

3ameyaHuA No NPMMeEHeHUo
|

3aBUCUMMOCTHU

I
dnemeHT aosepuna

Puc. 2.7. Cmpyxmypa xnacca oogepus




Bce cemeiictBa nosepust B yactu 3 OK sABIAIOTCS JUMHEHMHO HEPApXUUYECKUMH, XOTS

JIMHEWHOCTh He o0s3aTeabHa JJIA CEMEHCTB JOBEPUS, KOTOPBIC MOI'YyT OBITE I[O6aBJ'IeHBI B

nanpHelmeM. B tabmuie 2.12 npuBeaeHa KpaTKas XapaKTepUCTHKA BceX 44 CEMEICTB TOBEpHS.

Tabmauua 2.12.

CemelicTBa JOBEpUs

e CemeiicTBO HaumenoBanue XapaKkTepucTuka
n/n
Knace ACM — ynpasnenue kongueypayueii (YK)
1 ACM_AUT Asromartmsanusa YK VYcra"aBiuBaeTcs YpOBEHB aBTOMAaTH3aLINH,
UCTIONB3YeMBI Ul YOpPABICHUS  DJIEMEHTaMH
KOH(pHUTypaIyn
2 ACM_CAP Bosmoknoctn YK Omnpenenstorcsi  QyHKIHMOHAIBHBIE — XapaKTEPUCTUKU
CHCTEMBI yIpaBieHHs KOHUrypauen
3 ACM_SCP Ob6nacts YK VkaspiBatorcss Te anemeHTsl OO, IS KOTOPBIX

HCO6XOI[I/IM KOHTPOJIb co CTOPOHBI CHUCTCMBI

yInpaBJeHust KoHurypauumeii.

Kiacc ADO — nocmasxa

u IKcnyamayus

4 ADO _DEL TTocTaBka 3amaroTcst mMpoIeIyphl, HCIOIb3yeMbIE IS MOIICPIKKH
6e3omacHoctd Bo Bpems mepegaun OO IM0JIb30BATENIO
[PU [EPBOHAYAILHON MOCTaBKE U TMPU MOCIEAYIOIINX

MOIU(PUKAIHSIX.
5 ADO _IGS VYcranoBka, TreHepamus u | OOecrneumnBaercs, YTOOBI KOTIHS 00 ObL1a
3aIycK KOH(pUTypHpOBaHa u aKTUBU3UPOBaHA

AAMUHUCTPATOPOM Tak, YTOOBI IT0OKA3aTh T€ JKE€ CaMbIe

CBOICTBa 3amUTHL, 4TO U 'y opurnnana OO.

Knacc ADV — paspabomxa

6

ADV _FSP

OyHKIMOHAIbHAS

crienupuKanus

IpeabsBIAOTCS TPEOOBAHUSA K COCTaBY M COJCPIKAHUIO
QynxyuonanvHou  cneyugurayuu, OTIMCHIBAIOIICH

¢ynkun 6ezonacuocty OO.

ADV_HLD

[IpoexT BepxHEro ypoBHA

[MpenwsBistoTes TpeOOBaHUSA K COCTaBY M COAEPKaHUIO
npoexma 6epxHezo ypoeHs — MPOEKTHON cHelU(HUKALIIH
CaMOro  BBICOKOTO  YpOBHs, KOTOpas  YTOYHSET
¢yHKroHanbHylo cnenudukamo PbO B OCHOBHBIX

cocTaBisgonux yactax ®BO.

ADV _IMP

IIpencraBnenue peanuzanuu

IIpenpsaBnstorcs  TpeOOBaHUS K NpeOCmABIeHuio

peanuzayuy — HanMeHee a0CTPaKTHOMY IPEICTABICHHIO




CeMelcTBO HaunmenoBanue

n/m

XapakTepucTuka

®BO. OHO (ukcHpyeT AeTaaM3HpOBaHHOE BHYTPEHHEE
conepxanue @PBO Ha ypoBHE MCXOAHOTO TEKCTa,

anmnapaTrHbIX CXEM U T.O.

9 ADV _INT Buytpennss crpykrypa ®bO

3amaércs TNOPSAAOK BHYTPEHHETO CTPYKTYpHUpPOBAHUSA

¢bynkimii 6ezomacuocti OO.

10 ADV _LLD ITpoexT HIKHETO YPOBHS

3amatoTcs TpeOOBaHHWS K COCTaByY M COJCPKAHUIO

npoekma  HUdICHe20  YpOoGHs — AETalN3HUPOBAHHOU

MPOCKTHON  CTeU(HUKANNA, YTOUHSIOMEH IMPOEKT

BEPXHETO YPOBHA JO YPOBHS MACTAIM3ALUH, KOTOPBIH

MOXeT OBITh WCHONB30BaH Kak OCHOBa  JUIS
MPOTrPaMMHUPOBAHUS n/unm MPOEKTUPOBAHUS
anmnapaTypsl.

11 ADV _RCR CooTBeTCTBHE IIPEACTaBICHUH

TpeOyercs neMOHCTpaIsd OTOOPAKEHUSI MEXAY BCEMHU
CMEXXHBIMHU TIapaMH umeromuxcs npezacrasieHuit @O,
cnenupukaiun OO0 10

OT KpaTKou HalMEHee

abCcTpakTHOTO U3 UMerouxcs npencrapineHnii ®bO.

12 ADV _SPM MogenupoBaHue  IOJUTHKH

0€e30IacHOCTH

TpeOyercs HEOOXOAMMOCTb HCIONBL30BAHUS MoOerel

NOAUMUKU bezonacnocmu - CTPYKTYPHBIX
[IpeCTaBICHUM MOJIUTHUK 0€30IMacHOCTH I160,
UCTIONB3YEMBIX U1 OOECIeYeHHUs  IMOBBIIICHHOTO

JIOBEpUSI TOMY, 4TO (YHKIHMOHANbHAs CreruduKanms

COOTBETCTBYET MouTHKaM Oe3omacHocTH u3 [1650O.

Knace AGD — pyrkosodcmea

13 AGD_ADM PykxoBoacTBO

aJMUHHCTpATOpa

3amatoTcs TpeOOBaHHS K COCTaBy M COJACPKAHUIO

PYKOBOJICTBA aAMUHUCTPATOPA.

14 AGD_USR PykoBozacTBO MOJIB30BATENSA

3amatoTcs TpeOOBaHWS K COCTaBy M COJCPXKAHUIO

PYKOBOJICTBA HOJIb30BATEIS.

Kinacc ALC — nooodepoicka scusnenno2o yukia

15 ALC_DVS besonacHocTh pa3paboTku

Onpenenstorcst ¢dusnyeckue, MIpOLETypHBIE,

OTHOCAIIHUECA K nepcoHairy n Apyrue

MepbI
0e301acHOCTH, UCTIONIb3yeMble TPUMEHUTEIBHO K Cpejie

pa3paboTku.

16 ALC_FLR VYcTpaHeHue HeJOCTaTKOB

— TpebOyercs, 4ToOBl HENOCTATKH, OOHAPY)KEHHBIE

HOTp€6I/IT€J'I$IMI/I OO, OTCJICKUBAJINCH u

WCIPaBILIUCh, B xone  compoBoxaeHuss OO

pa3paboOTIMKOM.
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CeMelcTBO Hanmenosanue

/o

XapakTepucTHKa

—  OIeHUBAIOTCS TOJMUTUKA M TPOLERYPHI, KOTOpPHIC
pa3paboTYMK NPETyCMOTpeN Al BBIABICHUS N
HEJIOCTATKOB

YCTpaHSHHSA U PacIpoCTpaHECHUS

UCTIPABIICHUH MOTPEOUTEIISIM.

17 ALC_LCD OnpeneneHue  KU3HEHHOTO

LMK

3anmaroTcst TpPeOOBaHUS K TEXHOJOTHH Pa3spabOTKH,

Ucrobp3yeMoi papaborunkom aist cozganus OO.

18 ALC_TAT WHcTpyMeHTanbHbIE CpelcTBa

1 MCTOJBI

BaﬂaIOTCH Tpe60BaHI/I$[ K HWHCTPYMCHTAJIbHBIM
CpeacTsam pa3pa60TK1/I, HCIOJB3YEMbBIM JId aHajJInM3a U

coszmanusa OO.

Knacc ATE — mecmuposanue

19 ATE _COV [MoxperTne [penpsBrstorcss TpeOOBaHUSA K AaHANH3Y ITOJHOTHI
(YHKIIMOHATBHBIX TECTOB, BBITIOJTHEHHBIX
pazpabotunkom st OO.

20 ATE _DPT ['my6una OmnpepensieTcss ypOBCHb JETalW3alli, HA KOTOPOM
paspabotunk nposepset OO.

21 ATE _FUN OyHKIMOHAJIBHOE 3anaroTcs TpeboBaHuUs K COJZIEP>KAHUIO

TECTUPOBAHUE (YHKIMOHAIBHOTO ~ TECTUPOBAHHS,  BBIIIOJHIEMOIO

Ppa3paboTYHKOM.

22 ATE _IND HesaBucumoe tectupoBanue Omnpenensiercs  00BEM M TOPAAOK  HE3aBUCHUMOTO
KOHTPOJISI pe3yJIbTaToB (yHKIIMOHATILHOTO
TECTUPOBAHMUSL.

Knace AVA — oyenka ysazeumocmetl

23 AVA_CCA AHaNH3 CKPHITHIX KaHAIOB

OHpGHCHﬂGTCH MOpsAAOK BBIABJIICHHS CKPBITBIX KaHaJIOB

repeiadun MHGOPMAIHH.

24 AVA_MSU HenpasunsHoe nmpuMeHEeHNE

OmpepensieTcss  TOPSAMOK — aHANM3a  CIIOCOOHOCTH

AIMUHUCTpATOpa UJIn IOJIB30BaTECIIA, HCIIOJIB3YA

pykoBoxcTBa, ompeaenuts, 4ro OO KoHOUTYypHUpOBaH

WM DKCILTyaTUpyeTCcss He0e30MMacHBIM CIIOCOO0M.

25 AVA_SOF CroiikocTb byHKIMi

6e3omacuoctu OO

OmnpepensieTcss MOPAAOK aHAJIN3a CTOMKOCTH (YHKIHH
6e3omacHoctrt OO, KOTOpBIE PeaTu30BaHbI C TTOMOIIBIO
BEPOATHOCTHOTO HWJIM TIEPECTAHOBOYHOTO MEXaHU3MaA

(HanpuMep, MapoIst WK X3 -(QYHKINN).

26 AVA_VLA AHanus ysi3BUMOCTEN

OHPGHCHECTCH MOpsAAOK aHaIn3a HEAOCTATKOB, KOTOPBIC

MOTIJIn OBITH BHCCCHBI Ha Ppa3JIMIHbIX Jramnax

pa3paboTku.

Knacc AMA — nodoeporcka dosepus




CemeiicTBo Haumenosanue XapakrepucTuka
/i
27 AMA_AMP IInan nognep Ky 1oBepust WneHTnduunpyroTcss miaHel W TPOLENYPHI, KOTOpHIE
BBITIOJHAIOTCA ~ Pa3pabOTUYUKOM  Juid  oOecreyeHus
MOJJIEP)KKK  JTOBEPHUS, YCTAHOBJICHHOTO K OLIEHEHHOMY
00, nocne uzmenenunii B OO unu ero cpene.
28 AMA_CAT Otuer o kareropupoBanHum | Ompenensercs HOPSIOK KaTeropupoBaHUs
kommoHeHToB OO kommnoHeHTOB OO (Hampumep, moacucreM PBO) mo ux
OTHOIIECHHIO K 0€30MacHOCTH.
29 AMA_EVD CBugerenscTBO  moanep Rk | OmpenenseTcs MOPSAOK IOANCPKKH Pa3pabdoTINKOM
JIOBEpUs noBepusi K OO B COOTBETCTBHHU C IUTAHOM HOAJIEPIKKH
JIOBEpHSL.
30 AMA_SIA Amnanus BITUSHHS Ha | 3agaércs TOPSAOK TPOBOAMMOTO  pa3pabOTIHKOM
0e301acHOCTh aHaJM3a BIMSHMS Ha 0€30MacHOCTh BCEX HM3MEHEHUH,

BozieiicTByOmuUX Ha OO mocie ero OleHKH.

Knacc APE — oyenka npodhuns sauwumer

31 APE_DES Omnucanue OO OmpenensieTcss  TOPSAOK — KOHTPOJA — coCTaBa U
32 APE_ENV Cpena 6ezomacHOCTH COJICpP)KaHUSI COOTBETCTBYIOLIMX PAa3[esioB Npoduis
33 APE_INT Beeaenwne 13 3aLUTHL.
34 APE_OBJ Ienn 6e3omacHOCTH
35 APE_REQ TpeboBanust  0e30mMacHOCTH
uT
36 APE_SRE TpeboBanust  0€30MacCHOCTH
UT, cdopmynupoBaHHBIE B
SIBHOM BH/IE
Knacc ASE — oyenxa 3adanus no 6ezonacnocmu
37 ASE_DES Ommcanne OO Onpenensiercss  TOPSAIOK  KOHTPOJIL — COCTaBa M|
38 ASE_ENV Cpena 6e3onacHOCTH COJIep)KaHUs COOTBETCTBYIOIIMX PAa3/esioB 3aJaHUs IO
39 ASE_INT Beenenue 3b 0E30IaCHOCTH.
40 ASE_OBJ Ienu 6e3omacHOCTH
41 ASE_PPC YTBepxaeHU 0
cootBercTBUH [13
42 ASE_REQ TpeboBanust  Oe30macHOCTH
uT
43 ASE_SRE TpeboBanuss  Ge3zomacHOCTH
UT, chopmynupoBaHHEIE B
SIBHOM BH/JIE
44 ASE_TSS Kparkas cnenuduxanus OO
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Ha npaktuke nipu pazpadotke 13 u 3b pekomenayercst obopmiaTh TpeOOBaHUsI TOBEPHUS
k OO B Buje oHoro u3 onpeaenéuusix B Yactu 3 OK o11eHOUHBIX YpOBHEH J10BEpHSL.

Oyenounstii  yposenv oosepuss (OY]l) mnpeacrtaBiaser co0OW pacCUYMTaAaHHYIO Ha
MHOTOKpPaTHOE NpPHUMEHEHUE KOMOWHAIWMIO TpeOOBaHHWI MOBEpHs, COJEpKallyld HE Oolee
OJIHOTO KOMITOHEHTA U3 KaXKJI0TO CEMENCTBA JJOBEPUS.

B crangapre omnpezneneHbl 7 OLIEHOYHBIX YpoBHeW JoBepusd. C Bo3pacTaHUEM
MOPSAIKOBOTO HOMEpa MpeabsBIisieMble TPEOOBAHUS YCUITUBAIOTCSI.

OVl 1 mpemycmarpuBaeT ¢yuxyuonanvroe mecmuposanue. OYJl 1 mpuMeHHIM B TexX
cllydasx, Korjaa TpeOyercs HeKOTopas YBEPEHHOCTh B MpaBmiibHOM ¢yHkIHonupoBanuu OO, a
yIrpo3bl 0€30MaCHOCTH HE PACCMATPHUBAIOTCS Kak cepbe3Hble. OH MOXKET OBITh MOJIE3EH TaM, TJIe
TpeOyeTcsi He3aBUCUMOE MOJATBEP)KIICHUE YTBEPKACHHUS O TOM, YTO OBUIO YJEIEHO IOJIKHOE
BHHUMaHUE 3alIUTe MMePCOHATBHBIX JAHHBIX WM T0J100HON mHpopmaruu. [Ipeamnonaraercs, 4To
onmenka OVYJ[ 1 MoxeT ycHemHo MpoBOAUTHCS O0e3 momouu pa3pabotunka OO u ¢
MUHHMMAJIbHBIMU 3aTpaTaMi. AHAIU3 MOJACPKUBACTCS HE3aBUCUMBIM TecTupoBanueM OBO.

OV 2 npenycmatpuBaetr cmpykmypHoe mecmuposanue. OY ]l 2 cogepxkut TpeOboBaHuE
COTPY/JHHYECTBA C Pa3pabOTUUKOM JJIsi TOJIY4eHHsS MHGOPMAIIMU O TMPOEKTE M pe3yibTaTax
TECTUPOBaHUsI 0€3 CYIIECTBEHHOTO YBEIWYECHHs] CTOMMOCTH WM 3aTpaT BpeMeHH. AHaIu3
MOJAJep>KUBaeTCsl He3aBUCUMBIM TecTupoBanueM @OBO, cBumerenscTBoM pazpaboTunka 00
WCIIBITAHUSX, OCHOBAHHBIX Ha (PYHKIIMOHAIBHOW crienU(PUKAINKA, BHIOOPOYHBIM HE3aBUCHUMBIM
MOATBEPKICHUEM PE3yIbTaTOB TECTUPOBAHUS Pa3paOOTUMKOM, aHATHU30M CTOWKOCTH (YHKIUI
U CBHJETEILCTBOM TOHMCKAa pPa3padOTUYMKOM SIBHBIX  YsA3BUMOCTEH  (Hampumep, U3
OOIIeTOCTYIMHBIX UCTOYHHKOB).

OV ]I 3 mpenycmarpuBaeT memoouueckoe mecmuposarue u npogepky. OY Jl 3 mospoJser
JOCTMYbh MaKCUMAJIbHOTO JIOBEpUSl IyTEM MPUMEHEHHUs HaJJIekKAIIero MPOSKTUPOBAHUS
0e30macHOCTH 0€3 3HAYUTEIHHOTO W3MEHEHUS CYIIECTBYIONIEH TMPAKTHKA KadeCTBEHHOMN
paspabotku. [Ipeamnomnaraercs mpoBeaeHne BcecTopoHHEro uccinenoBanus OO u mpoiiecca ero
pa3paboTKu 0e3 CyIIeCTBEHHBIX 3aTpaT Ha M3MEHEHHUE TEXHOJOTHH MPOCKTUPOBAHUS. AHAIH3
MOJJIEPKUBAETCS He3aBUCUMBIM TecTupoBanueM @OBO, cBumeTenscTBOM pazpaboTynka 00
WCTIBITAHUSX, OCHOBAaHHBIX Ha (DYHKIIMOHAIBHOW CHeU(UKAIIIN U TTPOCKTE BEPXHETO YPOBHS,
BBEIOOPOYHBIM HE3aBHCHUMBIM TOATBEPKIACHUEM PE3yJIbTaTOB TECTUPOBAHUSA Pa3pabOTUHUKOM,
aHAJIM30M CTOMKOCTH (YHKIMH U CBUAETEIHCTBOM IOMCKA pa3pabOTUNKOM SIBHBIX YSI3BUMOCTEH

(Hampumep, U3 O0IIEOCTYITHBIX HCTOYHHUKOB).



OV 4 npenycMaTpuBaeT Memoouyeckoe HNpOeKmuposanue, mecmuposanue u
npocmomp. OVY]4 mnpumennM, Koraa pa3paboTuMKaM WU TIOJB30BaTeNIsIM TpeOyeTcs
HE3aBUCHMO I10JIy4aeMblil ypOBEHb JOBEpUs OT yMEpeHHOro 1o Belcokoro B OO obmero
Ha3HAYEHUS] M MMEETCS TOTOBHOCTb HECTH JIOMOJHUTENIbHBIC, CBA3aHHBIE C OE€30MaCHOCTHIO
IPOM3BOJICTBEHHbIE 3aTpaTbl. OJTO CaMblii BBICOKMH ypOBEHb, Ha KOTOpBIH OOBIYHO
HSKOHOMHYECKH IEJIECOO0Pa3HO OPUEHTHPOBATHCS /ISl CYIIECTBYIOUIMX THIIOB IPOJYKTOB.
AHanu3 nojep:kuBaeTcs HezaBucUMbIM TecTupoBaHueM OBO, cBuperenbcTBOM pa3paboTynKa
00 HCHBITAaHUSIX, OCHOBAHHBIX Ha (DYHKIMOHAIGHOW CHEHU(HUKAIMA WU TPOEKTE BEPXHETO
YPOBHSI, BBIOOPDOYHBIM  HE3aBHCHUMBIM  IOJATBEPXKACHUEM  PE3yJbTaTOB  TECTHPOBAHUS
pa3pabOTYMKOM, AHAJIU30M CTOMKOCTH (DYHKLMH, CBHUJETEIHCTBOM IIOMCKa pa3pabOoTYUKOM
YSI3BUMOCTEH M HE3aBHCHUMBIM AaHAJIU30M YSA3BHUMOCTEH, JEMOHCTPUPYIOIUM IPOTUBOACHCTBUE
MOMBITKaM IPOHUKHOBEHUS HAPYLIUTENIEN ¢ HU3KUM [TOTEHIIMAJIOM HalaJeHHUs.

OVl 5 npexycmaTtpuBaet noaygopmanvioe npoekmuposanue u mecmuposarue. OY 1 5
OPUMEHHUM, KOrja pa3paboTyMKaM WM I10JIb30BaTeNsiM TpeOyeTcsi He3aBUCHMO I0JIydyaeMbli
BBICOKMI YpPOBEHb JIOBEpHsl MJIsl 3allJIAHUPOBAHHOM pa3pabOTKU CO CTPOrMM IMOJAXOAOM K
pa3paboTKe, HE BIEKYLIIUM H3JMIIHUX 3aTpaT Ha NPUMEHEHHE Y3KO CHEeIHMaIM3UPOBAHHBIX
METOJIOB TMPOEKTUPOBaHUS Oe3omacHOCTH. Tem cambIM, mpeamnonaraercs, uyro OO Oynyt
IPOEKTHPOBATHCS U pazpabaTbIiBaThCs ¢ HamepeHueM goctuub OY /] 5. Ananus noanepxuBaercs
He3aBUCUMbIM TectupoBaHueM @OBO, cBugerenbctBoM pa3paboTyvka 00 HCHBITAHMSIX,
OCHOBAaHHBIX Ha (YHKLUMOHAJIBHON creuu(uKaiy, MPOEKTe BEPXHEr0 YPOBHSI M IPOEKTE
HUJKHETO YpPOBHSI, BBIOOPOYHBIM HE3aBHCHMBIM IOATBEPKIACHUEM PE3YyIbTaTOB TECTUPOBAHUS
pa3paboTYUKOM, aHAJIM30M CTOMKOCTH (YHKLUMH, CBHIETENBCTBOM IOMCKA pa3pabOTUYMKOM
ySI3BUMOCTEM M HE3aBUCHMBIM aHAJIM30M YSI3BUMOCTEH, 1EMOHCTPUPYIOLIUM MPOTUBOACHCTBHE
MONBITKAaM IPOHUKHOBEHUS HApYIIMTEIEH C YMEPEHHBIM IOTEHLMAJIOM HanaaeHus. AHamus
TAKKe BKJIFOYAET MPOBEPKY MPABUIIBHOCTH aHAN3a Pa3pabOTIYMKOM CKPBITHIX KaHaioB [92].

OV]I 6 mpenycMaTpuBaeT noay@hopmManvHyio 6epupurayuo npoekma u mecmuposaHue.
OV]l6 mno3Bonsier pa3zpaboTUMKaM JOCTUYL BBICOKOTO JOBEpUS IyTeM MpPHUMEHEHUs
CHeLHaTbHBIX METOJOB IPOEKTUPOBAHHUS O€30IacHOCTH B CTPOr0 KOHTPOJIHPYEMOW cpele
pa3palboTKH C IENIbI0 MOIY4eHUsI BhICOKOKauecTBeHHOro OO Juis 3aIIUThI BBICOKO OLIEHUBAEMBIX
AKTUBOB OT 3HAYUTENBbHBIX PHUCKOB. AHAIN3 NOAACPKHUBAECTCS HE3aBUCHMBIM TECTUPOBAHUEM
®BO, cBHUaETENLCTBOM pazpaboTynka 00 HCHBITAHUAX, OCHOBAaHHBIX Ha (YHKIIMOHAJIBHOMN

cnenuduKalnuy, MPOEKTe BEPXHErO YPOBHS U TMPOEKTE HUYKHErO YPOBHSA, BBIOOPOYHBIM
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HE3aBUCHMBIM TOATBEP)KICHUEM pPE3YyJIbTaTOB TECTHPOBAHUS pPa3padOTUUKOM, AaHAIH30M
CTOMKOCTH (YHKIIM, CBUAECTEIHCTBOM IMOMCKA Pa3pabOTUMKOM YSI3BHUMOCTEH M HE3aBHUCHMbBIM
aHAJTM30M YS3BUMOCTEH, JEMOHCTPUPYIOIIMM HPOTHBOACHCTBUE IOMBITKAM MPOHUKHOBEHUS
HapyLIUTENIel C BBHICOKUM IMOTEHIIMAJIOM HamajgeHus. AHalIM3 TakKe BKIIOYAET IPOBEPKY
MPAaBUIBHOCTH CUCTEMATHUECKOTO aHAIM3a pa3pabOTYMKOM CKPBITHIX KaHAJIOB.

OVl 7 mpemycMaTpuBaeT ¢hopmanvHyio eepuhuxayuro npoekma u mecmuposarue.
OYJl7 mpumennMm mnpu paszpabotke OezomacHbix OO IS HUCHOIB30BAaHUS B CHUTYaIUsIX
Ype3BhIYAITHO BBICOKOTO PHCKA W/WUJIU TaM, T'Jie BHICOKAs LIEGHHOCTh aKTUBOB OIPAaBJIbIBAET OoJee
BbIcOkMe 3aTpathl. [Ipaktuueckoe npumenenne OY/[7 B HacTosmee Bpemst orpannyeHo OO,
KOTOpbIE CTPOTO OPHEHTUPOBAHBI HA peamu3aluio  (PYHKIHMOHAIBHBIX  BO3MOXHOCTEH
0€30macHOCTH W Ui KOTOPBIX BO3MOXKEH TOAPOOHBIA (QOpManbHBIN aHaW3. AHaIH3
MoAJep>KUBaeTcsl He3aBUCUMBIM TecTupoBaHueM @OBO, cBumerenscTBOM pa3paboTynka 00
UCTIBITAHUSAX, OCHOBAHHBIX Ha (DYHKIIMOHAJIBHOW CHEHU(HUKAINU, MPOEKTE BEPXHETO YPOBHS,
MPOEKTe HI)KHETO0 ypPOBHS M MPEJICTaBICHUM pEaqu3alldd, IOJHBIM  HE3aBHUCHMbBIM
MOJITBEPKICHUEM PE3YJIbTaTOB TECTUPOBAHUS Pa3pabOTUYMKOM, aHATM30M CTOMKOCTH (DYHKITHIA,
CBUACTEIHCTBOM TMOHMCKAa pa3pabOTUMKOM  YyA3BUMOCTEH M  HE3aBHUCHMBIM  aHAIHU30M
YSI3BUMOCTEH, IEMOHCTPUPYIOIINM MPOTHBOCHCTBUE TIOMBITKAM MTPOHUKHOBEHUS HAPYIIUTEIECH
C BBICOKMM IMIOTCHIIMAJIOM HamajeHus. AHaIu3 TakKe BKIIOYACT MPOBEPKY MPABHIBHOCTH
CHUCTEMaTHYECKOTO aHaIN3a Pa3pabOTYNKOM CKPBITHIX KaHAJIOB.

CBojiHOE omHCcaHUE OICHOYHBIX YpOBHEH noBepusi mpuBeneHo B Tabmuie 2.13. Bce
YPOBHU SIBISIIOTCS HMEPApXUUYECKH YIOPSIOUYeHHbIMH, W Kaxabii OY]l mpeacrasnser Oonee
BBICOKOE JIOBEpHE, YeM Jo00oN u3 mpeaplaymux. YBenudenue noBepusi or OV k OV]]
JOCTUraeTcs 3aMEeHOM Kakoro-imbo KOMIIOHEHTa JOBEpUs HepapXHyecku Oosiee BBICOKUM
KOMITOHEHTOM M3 TOTO K€ CeMelCTBa NMOBEpHs (T.. YBEIMUYCHHEM CTPOTOCTH, OOJACTH W/WIIN
IJTyOUHBI OIIEHKH) U J100aBJICHHEM KOMIIOHEHTOB TOBEPHs U3 JPYTHX CEMEWUCTB noBepus (T.e.

n00aBJIeHHEM HOBBIX TPEOOBAaHUM).

Tabmuna 2.13.

CBOI[HOC OIIMCAaHHEC OLICHOYHBIX ypOBHCfI AOBCPUI

CemeiicTBO KoMIoHEHTHI 10BEpHUs U3 OLIEHOYHOI'O YPOBHS JOBEPUs
Kunacc nosepust

nosepus | OYJIl | OYI2 [OVA3 [ OV4 [ OYI5 [ ovae [ ovar

VYnpasnenue ACM_AUT 1 1 2 2

KOH(pUrypammen ACM_CAP 1 2 3 4 4 5 5




Knacc nosepus

CemeicTBO

JOBEPHS

KoMmnoHeHTH [oBepHs U3 OLIEHOYHOTO YPOBHS TOBEPHS

OVl

ov]12

ov3

ov]i4

ov/]i5

OV]16

ovJ7

ACM_SCP

3

3

IlocTaBka n

OKCIUTyaTaus

ADO_DEL

ADO_IGS

PazpaboTka

ADV_FSP

ADV_HLD

e e

N[ | Rr| k| e

ADV_IMP

R NN R NN

ADV_INT

ADV_LLD

ADV_RCR

ADV_SPM

PykoBoncrtsa

AGD_ADM

AGD_USR

Ilonnepxka
SKM3HEHHOT'O

MHUKJIa

ALC_DVS

e ] e ) e L

| R R W N R R N W W R DN W

Nl | | W] N N N W & WO I DN

Nl | | W] W N W w o & k| W

ALC_FLR

ALC_LCD

ALC_TAT

TectupoBanue

ATE_COV

ATE_DPT

ATE_FUN

ATE_IND

Nl P P DN

[C) I I B O IS S

Orenka

ySI3BUMOCTEM

AVA _CCA

AVA_MSU

AVA_SOF

AVA_VLA

Wl | N N NN NN

Bl P W NN NN W N

Bl P W] N W] N W] W W w

[Tomumo 3asBienHbix B yactu 3 OK OV, MOXHO TpencTaBisTh Apyrue KOMOUHAIMU
KOMIIOHEHTOB JioBepusi. Omepauust ycuneHus  OIEHOUYHBIX YpPOBHEH JIOBEpHUs JOIMYCKaeT
n00aBJICHHE KOMIIOHEHTOB JIOBEpHs (M3 CEMEUCTB JIOBEPHs, A0 ATOTO He BKIOUYECHHBIX B OV ]I)
WIK 3aMEeHy KOMIOHEHTOB poBepusi B OVY]l npyrumu, uepapxudecku Oojee BBICOKUMHU
KOMIIOHEHTAMM JOBEPHUS U3 TOTO K€ caMoro cemeiictBa nosepus. Mckmouenne uz OV /] kakoro-
00 COCTaBIISIFOIIETO €r0 KOMIIOHEHTa JOBEpHsl SBISETCS HENONMYCTUMBIM. B ciydae, ecnu
npou3BoguTcs  ycwienne OVY]l, Heobxoammo 000CHOBATH

CTporo IIOJIE3HOCTD )51

JOTIOTHUTENBbHYIO0 1IeHHOCTh fo0aBieHHoro Kk OY/]l kommonenta mosepus. OY ]l mMoxer OBITh

71



TaK)Ke pacIIMpeH 3a CYET NMPUMEHEHHUs TpeOOoBaHUU IoBepHs, CHOPMYIUPOBAHHBIX B SIBHOM
BUJIE.

2.7.4. O61masi MeTO/10JI0TUsI OLEHKHU 0€30MACHOCTH HH(POPMAINMOHHBIX TEXHOJIOTHii

Haubonpmmii naTepec cpeau comyrctBytomux OK martepuanos npeacrasiser [OCT P
NCO/MDBK 18045-2008 «MudopmanmionHass TexHOJIOTUsI. METOlbl U cpelcTBa oOecreueHus
6e3omacHOCTH. MeToA0NOorHs OIEHKH 0e30MacHOCTH HMH(OPMALMOHHBIX TEXHOJIOTHID», Oojee
u3BeCcTHBIN kKak «OOmas mertononorust oueHkw» (OMO). [IoKkyMEHT OXBaThIBa€T BCE BHUJIbI
NEeSITeIbHOCTH TI0 OLIEHKE, COOTBETCTBYIOILIUE KilaccaMm noBepus u3 yactu 3 OK, Bxomsmum B
OIICHOYHBIC YPOBHH JoBepus 1-4, KpoMe CBS3aHHBIX C OIEHKON MpOoQIIeH 3aluThl U 3aJaHUHI
1o 0e30MacHOCTH.

«OO01ass MEeTONOJOTUs OICHKW» OIKUCHIBAET MHUHUMYM JIEWCTBHM, BBITTOJIHIEMBIX
OLICHIIIUKOM TpH TpoBeAeHnu oueHku o OK, ¢ ucrnonb3oBaHHEeM KPUTEPUEB U CBHUICTEIHCTB
orneHku, ompeaeneHubix B OK. JIOKyMeHT mpenHa3sHa4yeH, MPEXKJE BCEro, IS OIEHIIUKOB,
ucnone3ytonmx OK, U 3KcrepToB OpraHoB Mo cepTU(UKALUU, MOATBEPKAAOIIUX TEHCTBUSL
OIICHIIINKOB.

Bzaumocss3e mexxty OMO u 3-eit yacteio OK mokasana Ha puc. 2.8.

OBwue KpuTEPUN Obwaa meTogonorua oUeHKn

[ Kmacc AOBCPHA ]—.[ Bun neatensHOCTH ]

[ KommnoreHT nosepus \
ITogeua NeATEIRHOCTH ]
[ IIeMeHT OeHCTBHI OCHINHKA \
[ HelcTBHE ]

DaeMeHT deficTBHI paspaboTunka \
SIeMeHT CONepXAHHA H Ilar oreHHBAHHA ]
IpPeICTABISHIA CBHISTENBCTE

Puc. 2.8. Bzaumocssnzo mexncoy OK u OMO

Tem campiM, OMO B OCHOBHOM TIPEICTaBISET COOOM JACTATM3UPOBAHHYIO
MOCJIeIOBATEIbHOCTh JIEUCTBUI OLEHUIMKA TpPH MPOBEACHUU MPOBEPOK IO KAXKIAOMY U3
komroHeHToB noBepust dactu 3 OK mns OV]] 1-4. Il 6onee Bbicokux OV ]l meromomnorus

CUMTACTCS B HACTOSALLEE BPEMsI HEOIIPEACIEHHOM.



IIpoyecc oyenxu COCTOUT U3 BBIMOJHEHUS OLICHIIMKOM 3aJauyd IMOJIYYE€HUS HCXOJHBIX
JAHHBIX JJIS1 OLEHKH, 3a/a4i 0(pOpMIICHHS PE3yIbTaTOB OLCHKH U MOJBUIOB JAEATEILHOCTH TI0
OIICHKE.

[To kaxmoMy 3JeMEHTY ACUCTBUI OICHIIUK BBIHOCUT 8EPOUKM — NOJOACUMENbHBIN WITH
ompuyamenvroii. Obwuii 6epOuKm SIBISIETCS MOJOKUTEIBHBIM TOT/Ia U TOJIBKO TOT/1a, KOTla BCe
COCTABJISIIOLIME BEPIUKTA TTOJI0KUTEIbHBIE.

Pesynbratel oneHkrn opopMIIAIOTCS B BUIE mexHuueckozo omuéma 06 oyenxe (TOO),
UMEIOILETO CIIEIYIOIIYIO CTPYKTYPY:

1. BBenenue, BKJIIOYAIOIIEE:

- UACHTU(DUKATOPHI CUCTEMBI cepTU(UKaINu;

- UACHTUGUKATOPB KOHTpodsi KoHpurypammu TOO (HazBaHue, npata, HOMEp
BEPCHUU U T.J1.);

- unaeHTuuKaTopsl KOHTpOIst koHpuryparuu 3b u OO0;

- ccelika Ha [13;

- uaeHTU(GHUKATOp pa3padboTUnKa,

— UICHTU(PHUKATOP 3asIBUTEINS;

— UACHTU(DUKATODP OLICHIIHKA.

— Omnucanue apxutektypsl OO, npejacraBisoliee BEICOKOypoBHEBOe onucanne OO
U €T0 TJIABHBIX KOMIIOHEHTOB, OCHOBaHHOE Ha MPOEKTE BEPXHEr0 YPOBHSI.

2. OueHka, BKJIIOYAIONIAs:

- MCTObI, TCXHOJIOTUHU, UHCTPYMCHTAJIbHBIC CPCACTBA U CTAHAAPTHI, IPUMCHIACMBIC

IIPU OLICHKE;
- CBe/IeHUs 00 OrpaHUYECHHUSAX, IPUHATHIX NPH IPOBEACHNUH OLEHKU;
- MIPABOBBIE ACTIEKThI OIICHKH, 3asBJICHUS O KOH(PHUIACHIIMATLHOCTH U T.1.
3. Pe3ynbTarhl OLIEHKH, TJ€ I KaXKI0TO BUJIA IESTENTbHOCTH MPUBOSATCS:

- Ha3BaHHUEC pacCMaTpuBacMoOro Bujaa ACATCIIbHOCTHU;

BEPAUKT, COIMPOBOXJaeMbIi OOOCHOBaHWEM, I KaXJIOT0 KOMIIOHEHTA
JIOBEpHs, OMPEACTAIONIEro dOTOT BHJ JEATEIBHOCTH, KaK pe3yJbTaT BBITOJTHEHUS
cooTBeTcTBYIOLIEro aeicTBust OMO U cOCTaBIAIONIMX €T0 1IaroB OLICHUBAHUS.

4. BBIBOJIBI M PEKOMEH/IAIIHNH:

- OOIIHIT BEPIVKT;

- PEKOMEHIallUU, KOTOPhIE MOTYT OBITh TOJIE3HBI 71l OpraHa Mo cepTU(UKAIIIH.
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5. HepequL CBUACTCIBCTB OLCHKH, TIA€C AJId KaXJO0ro HCIOJIb30BaHHOI'O HpI/I
MIPOBEJICHUH OICHKH CBHUJICTEIILCTBA YKA3bIBAIOTCH:

- COCTaBUTEIb,

— Ha3BaHUE;

- YHUKaAJIbHAA CCbLIKA.

o

IlepeueHb CokpalieHuil ¥ riaoccapuii TEPMHUHOB.

~

Coobmenus o mpobiemax:

- MIOJTHBIN MepeUeHb COOOIIEHHH O podIieMax;

- UX TEKYIIEe COCTOSIHUE.

Coobwenua o npobremax (CII) mnpeacraBnsoT co00il MexaHW3M [UIs  3ampoca
Pa3bsICHEHUH WM ISl ONpEeAeNCHUsT MPOOJIEMBl 10 TOMY HIJIM MHOMY acleKTy OIeHKH. Ilpu
OTPHIIATEIILHOM BEPIUKTE OICHIIMK 00s3aH npeactaBuTh CII s oTpakeHHs pe3ysbraTa

otieHku. [Ipu 3TroM CII 107KHBI UMETH CIEAYIONIYIO CTPYKTYPY:

uaentudukatop ouenuBaemoro OO;

— 3a7ay4a/ToABUA JCSITENbHOCTU IO OIIHKE, IMPH BBIMOJHEHUH KOTOPOI/KOTOPOTro
npobieMa OblTa BHISIBIICHA;

—  CyTh IPOOJIEMBI;

— OIIEHKa €€ CEepbe3HOCTH (Hampumep, MPUBOJIUT K OTPHUIATEIHBHOMY  BEPAUKTY,
3a/ICP)KUBAET BHITIOJTHEHUE OLICHKU WJIM TPpeOyeT PEeIeHus 10 3aBEPIICHUSI OLICHKH);

— opraHm3allvs, OTBETCTBEHHAs 3a pEIIeHHEe BOIPOCa;

— PEKOMEHJyEeMbI€ CPOKHU PEIICHHUS;

— BJIMSHHUE Ha OIIEHKY OTPHUIATENILHOTO Pe3yNbTaTa PEeIeHUs MPOOIEMBI.

Anpecatsl paccbuiku  CII u  mpoueaypsl oOpaOOTKH COOOIIEHHUS OMpPENeNsIFOTCS

MpaBWJIaMH, IEUCTBYIOIINMMH B CUCTEME CepTUHUKALINU.

B 3akmouenne TeMBI 1O ((O6HH/IM KpUTCpusamM», CICAYET OTMETUTH, YTO OCHOBHBIM
HEAOCTAaTKOM OK sBnsieTcs 00beM U CI0KHOCTH pa3pa60TKI/1 " BOCHIpUATHA NJOKYMCHTAIUU I10
CpPaBHCHHIO C TPAAWUIIMOHHBIMHU IMOAXOJaMH. B cBsa3u ¢ 3TH MOXKHO PEKOMCHI0OBATE U3YUYCHUC

yueOHoTro npumepa 3B, npencTaBieHHOTO 10 agpecy: WWW.Cnpo.ru/zb.pdf.



2.8. CoBpeMennbie HopMaTuBHbIE 10KyMeHTbl ®CTIK Poccuu

Panee MBI OTMeUany, 4YTO HA CETOAHSIIHUN JCHb MPHU MPOBEACHUN CEPTU(PHUKAIIMOHHBIX
ucnbiTanuit C3U mo tpeboBaHusM 0e30MacHOCTH MH(POPMAUKA B aOCOTIOTHOM OOJIBITMHCTBE
CJIy4aeB HCIIOJB3YIOTCS TPATUIMOHHBIE PYKOBOJIAIIME JOKYMEHTHl ['ocrexxomuccunu Poccum
(cm.mmozp.2.4). HecmoTpss Ha HEKOTOpOE MOpPAJbHOE YCTapeBaHWE JAaHHBIX JOKYMEHTOB,
npuMeHeHne «OOMMX KPUTEpUEB» MPU TPOBEACHUH CEePTH(PUKAIMOHHBIX HWCHBITAHUA JI0
MOCJIEAHETO BPEMEHU OBbLIO BEChbMa OrPAHMUYEHHO M HOCUJIO CKOpee H3KCHEepUMEHTAIbHbII
XapakTep.

B To e BpeMs MepCleKTHBHI Pa3BUTHS OLIEHOYHBIX CTAHIAPTOB B JAHHOW O0NacTu
ceiluac cBdA3aHbl, Ipexzae Bcero, ¢ «O0mumMu kputepusmu». B nacrosimee Bpems B @PCTOK
Poccun pa3paboTaHbl JOKYMEHTHI, Kacarouiuecs TpeOOBaHMII K CcUCTeMaM OOHapyXeHHS
BTOPXKEHHI M aHTUBUPYCHBIX cpeacTB. Okumaercs, 4yTo B Onrpkaiiiiee BpeMs Ha 06aze «OO0mux
KpuTepueB» OyayT pa3paboTaHbl TpeOOBaHHUS K CPEICTBAM JOBEPEHHOW 3arpy3KH, CpelCTBaM
IBYX(aKTOpHOU ayTeHTHU(UKAIMU, CPEICTBAM KOHTPOJS CHEMHBIX HOcHUTeNel uHpopmanmu,
CpeACTBaM NPEAOTBPAIICHUS yTeueK HH(POPMALIUU U JIp.

B o0mem cnyuae, cTaHAapThl HOBOTO TMOKONEHUS OyIyT HMETh CTPYKTYpY,

IpeJICTaBICHHYIO Ha puc. 2.9.

Obuwue TpeboBaHMA K TOMY UK MHOMY Knaccy C3U

4 ) ( \

Cemencteo npodpunen 3aWmTbl
( )
Knaccel 3agaHune no 6besonacHoOCTH
C3U
. J

\_

)

Puc.2.9. Cmpykmypa mpeboganuti 015 cpedcma 3auum ungopmayuu
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Jl1s Ka)/I0r0 U3 OCHOBHBIX KJIACCOB CPEICTB 3alllMThl MH(pOpMauu OyIaeT pa3paboTaH
JTOKYMEHT, KIacCU(UIMPYIONINI TaHHBIN BUI CPEICTB 3aIUTHI M ONPEICISIONNNA TpeOOBaHUS K
COOTBETCTBYIOLLIEMY CEMEHCTBY mpoduieil 3ammThl. B cBowo ouepenb, NMpoQuivd 3allUThI
JOJDKHBI CITY’KUTh OCHOBAaHHEM /ISl pa3paOOTKU 3aJaHuil MO O€30MacHOCTH, Ha COOTBETCTBUE
KOTOPBIM U OYIeT cepTUPHUINPOBATHCS KOHEUHBINA MTPOIYKT.

Ha w™moment wnanucanmst manHoit MoHorpapuum DOCTOK Poccum chopmymuposan
TpeboBaHus K cuctemMaM oOHapykeHusi BropxkeHui (COB) u cuctemaM aHTUBUPYCHOMW 3aIllUThI
(CAB3). loxymeHnTsl yxe BcTynwid B cuily B 2012 r., HO UMEIOT MOMETKY «JUIsl CIIY>KEOHOTO
nonb3oBaHus». [Ipodwmm 3amuTer COB u CAB3, npenHa3Ha4eHHBIX IS 3alIUThI HHPOPMAIIHH,
HE COJEp)Kallled  CBEIEHUMH, COCTaB/IOIIMX  TOCYIAapCTBEHHYKO  TalHy,  SBIIAIOTCS
o0IIeIOCTYITHBIMU M B HAcTosIIee BpeMs pa3MelieHbl Ha oduipansHoM caiite @CTIK Poccun
[69].

Oxwupaercs, 9To HOBbIE TpeOoBaHUs K ApyruM kinaccam C3U 6ynyT uMeTh aHATOTHYHYIO
CTPYKTYPY.

2.8.1.Tpe0oBaHus K cucreMaM O0OHAPYKeHUsSI BTOPKEHUH

B nopmatuBHOM noxymente ®CTOK Poccun «TpeboBaHus K cucTeMaMm OOHApYKEHUS
BTOPXKEHUN» TOA cucmemMamu OOHAPYI’CeHUs 6MOpiceHuli TIOHUMAIOTCS TPOrpaMMHBIE U
MpOorpaMMHO-anmnapaTHbie TEXHUYECKHE Cpe/CTBa, peanusyroume byHKIIUN
ABTOMATU3HPOBAHHOTO OOHAPYKEHUS B MH(POPMAITMOHHBIX CUCTEMAX JIEHCTBUM, HAITPABICHHBIX
Ha TpeTHaMEPEHHBI HEeCaHKIMOHHUPOBAHHBIA JAOCTYN K MH(OpMAIIUU, a TaKKe CHEeIHalbHBIX
BO3/ICUCTBUI Ha uWHOpMauio B I1emsIX €€ I0OBIBaHHS, YHUUTOXXCHHUS, WCKAKECHUS WU
omokupoBanusa. Cucrema OOHapYKEHHUS BTOPKEHHM paccMaTpUBAaeTCs KaK OJUH W3 0a30BbBIX
3JIEMEHTOB CHUCTEMBI 3aIIUThl HHPOPMAIIMOHHOM CHCTEMBI.

B cootBercTBUM ¢ 00mIETIpUHATON NpakTHKOH [9], B JOKyMEHTE BBIACISAIOTCS 08a munda
CUCTeM OOHApy>KEHHUs BTOPKEHHUI: 3TO CHUCTEMbl OOHApYXEHHsI BTOP)KEHHUU YpOBHS CETH H
cucTeMbl OOHApY>KEHUsI BTOPKEHUI ypoBHA y31a. OCHOBHOM 3aaueit cucmemvl 06HapyHceHus
8MOpIHceHUll YposHs cemu SIBIsieTcs cOop MHPOpPMAIMU O CETeBOM TpaduKe, MepeaaBacMoM B
npenenax HWHOOPMAIIMOHHOW CHUCTEMBI, W €€ JAIbHEWIINH aHalu3 C MeTbI0 BBISIBICHUSI
BTOp)KeHU. Cucmema oOHapyx#ceHusi 6mMOpICceHUll YpoeHs Y31a JOJKHA OOHapyKHUBaTh
BTOP)KEHUSI Ha OCHOBE aHAIHM3a JAaHHBIX C Y3JI0B KOHTPOJIUPYEMOU MHPOPMAIITMOHHON CUCTEMBI,

BKJIIOUAIOIIUX: CETEBOM TpauK, NPOXOASIIMNA uepe3 KOHTPOJIUPYEMBIE Y3Ibl, COOBITHS,



PETUCTPUPYEMBIE B )KypHalIax ayAuTa ONEPAlMOHHONW CHCTEMBbl U NMPHUKJIAAHOTO MPOrpPaMMHOIO
oOecrieyeHus, BbI30BbI (DYHKIIHIA, 0OpAIEHUs K PeCypcaM.

JUis KaXJ0oro W3 THUIIOB BBIICJAIOTCA 6 KJIacCOB 3alllUThl CUCTEM OOHApPY)KEHUS
BTOP)KEHUH, TpeOOBaHUs Y>KECTOYAIOTCS OT HIECTOro Kiacca K mepBoMy. Kaxmomy kiaccy
3alUThl COOTBETCTBYET OINpE/IeIeHHas KaTeropysi UH()OPMAIIMOHHBIX CUCTEM:!

- COB, cootBercTBytolMe 6 Kiaccy 3allUThl, MPUMEHSIOTCS B HH(POPMALMOHHBIX
cucTeMax NepCOHaIbHbIX JAHHBIX 3 U 4 KJIacCOB;

- COB, coOTBeTCTBYIOLIME 5 Kiaccy 3alluThl, NPUMEHSIOTCS B HH()OPMAIIMOHHBIX
cucTeMax NepCOHaIbHBIX JAHHBIX 2 Kiacca;

- COB, cootBercTByIOlIME 4 Kjaccy 3allUThl, MPUMEHSIOTCS B HMH(POPMALIMOHHBIX
cucTeMax MepcoHAIbHBIX AaHHBIX | Kiacca, MH(MOPMAIIMOHHBIX CHCTEMaX OOLIEero MoJiIb30BaHUS
I kpmacca, a Takke B TOCYJapCTBEHHbIX HWH(QOPMALMOHHBIX CHUCTEMaX, B KOTOPBIX
oOpabarbiBaeTcs uHGpOpMalMsg OrPaHMYEHHOIO JIOCTyNa, HE CojepxKalas CBEICHHH,
COCTaBJIAIOLIMX TOCYAAPCTBEHHYIO TaliHY;

- COB, cootBercTByromue 3, 2 1 1 xiaccam 3amuThl, IPUMEHSIOTCS B HHOOPMAIIHOHHBIX
cucreMax, B KOTOpbIX oOpabarbkiBaeTcsi MH(OpMAIMs, cofepKalias CBEIEHUH, COCTABIISIOIIUX
rOCYJapCTBEHHYIO TalHY.

CocrtaB (yHKIMOHAIBHBIX TPEOOBAHUN K cUcTeMaM OOHapy>KEHHsI BTOPKEHUH SIBIIsSETCS
JOCTAaTOYHO TPAAWIMOHHBIM. [lOMHMO HEMOCPEACTBEHHO BO3MOXKHOCTEH IO BBISBIICHHIO,
aHaJM3y M PEearMpoBaHUIO HA T€ WU WHBbIE COOBITHS, MPEIbIABIAIOTCA TPeOOBAHUSA K CHUCTEME
yrpasienus mapamerpamu COB (1a6:1.2.14).

Tabnuma 2.14.

@yHKIMOHaNbHBIE TpeOoBaHUs 6e3onacHocTH At COB ypoBHs cetu 4 kiacca

KomMmnonenT Ha3BaHue KOMIIOHEHTA
FAU_GEN.1 I'enepauyst 1aHHBIX ayauTa
FAU_GEN.2 Acconuanus uIeHTUPUKATOPA IT0JIB30BaTEINS
FAU_SAR.1 IIpocMmotp ayaura
FAU_SAR.2 OrpaHnyYeHHBIN TPOCMOTp ayauTa
FAU_SAR.3 Bri6opounslii mpocMoTp aynuTa
FMT_MOF.1 VYnpasieHue pexKMMOM BBITTOJIHEHHST QYHKIIUI 0€30M1acHOCTH
FMT_MTD.1 VYnpasnenue qanabiMu QyHKImi 6e3onacHoct COB
FMT_MTD.2 YipapieHue orpaHuUeHUSAME JaHHBIX QyHKIi O6e3onmacHoct COB
FMT_SMR.1 Ponu 6e3omacHocTH
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KommnonenT Ha3Banune koMmoHeHTa
FPT_TST.1 Tectuposanne ¢pynkmii 6e3omacaoctn COB
FID_COL_EXT.1 COop maHHBIX O CETEBOM Tpaduke
FID_ANL_EXT.1 bazoBsriif ananu3 qanasix COB
FID_MTH_EXT.1 Mertoapl aHanusa
FID_MTH_EXT.2 JeTtanu3zanus 3BpUCTHUECKOTO0 METO/Ia aHaIN3a
FID_RCT_EXT.1 bazoBoe pearuposanne COB
FID_PCL_EXT.1 AHanu3 NpoTOKOJIOB
FID_CON_EXT.1 MexaHH3Mbl aIMUHUCTPUPOBAHHUS
FID_UPD_EXT.1 Oo6noBnerue 0a3pl pemaromux npasut COB
FID_INF_EXT.1 Hurepdeiic COB

W13 tabn. 2.14 Bugno, uto yacte ®Th chopmynupoBana B sBHOM BHIIE (MMEIOT TOCTPHKC
«EXT»). Octanpubie TpeOOBaHUS - pa3paboTaHbl Ha ocHOBE cTaHAapTHBIX DTh, npuBeneHHBIX
B0 Bropoii yactu crangapta [OCT P UCO/M3OK 15408.

HoBplii ~ HOpMATHUBHBI  JOKYMEHT  yCTaHaBIMBaeT  TpeOOBaHUS  JOBepus,
copMynupOBaHHBIE Ha OCHOBE MPEIOIpENEIIEHHBIA B TPeThEH YacTh CTaHIapra
I'OCT P UCO/M3K 15408 oneHounbIx ypoBHeit nosepus (OY []):

- COB 6 kiacca 3amuThl 10JKHBI cooTBeTcTBOBaTh OY [ 1+ (yCHIIeHHBIH);

- COB 5 kyacca 3anuThl JOJDKHBI cOOTBEeTCTBOBAaTh OV [ 2+,

- COB 4 xnacca 3amuThl T0KHBI COOTBETCTBOBaThL OV ][] 3+

- i1 COB 3, 2 u 1 x1accoB 3auThl NpeaAbsABIsAIOTCS TpeboBaHus Oonee Boicokux OV /1.

Hamo 3ameruth, 3asBUTENh [OJDKEH pa3paboTaTh W pealu3oBaTh 3HAYUTEIHLHOE
KOJINYECTBO TEXHOJIOTMYECKUX MpOoIenyp, 00ecHeunBaroluX OOHOBIEHHE 0a3 perlaronmx
npaswit COB. Hanpumep, nepedeHs nmporieayp Ui CUCTeM 4 Kiacca mpejcTasiieH B Ta0. 2.15.

Tab6muna 2.15.

Texnonornueckue npouenyps! 111 COB 4 knacca

Ne HaumeHnoBanue npoueaypsl KpaTKOG OonmucaHue nmpoucaypsbl

1. | YHukanbHas MapKUpoOBKa [Ipouenypa YHUKaJIbHOH MapKHPOBKH Ka)/10To

cepTU(GUINPOBAHHOTO U3JIEITUS

2. | YnopasieHnue KoHQUTypaLuen Cucrema ynpaBieHUs KOH(HIypaluel, OTCIeKHUBAIOIIAs:
IpPEICTaBICHUE  peaju3alud  H3JeJus,  MPOCKTHYIO

JOKYMCHTAIUIO, TECTOBYIO NJOKYMCHTAIUIO, NTOKYMCHTAIIUIO




II0JIB30BaTCIIA, AOKYMCHTAIUIO AIMUHUCTPATOPA n

JOKYMEHTAIIMIO YIIPaBJIeHUS! KOHQUTYpaIHeH.

3. IlocraBka cuctembl oOHapyxxeHus | [Iponenypsl, HEOOXOAUMBIE I TOIJACPKKU OE30MACHOCTH
BTOPKCHHIA 10JIB30BATEIO B | TIPH PAcTIPOCTPAHCHUH BEPCUH K MeCTaM HCITOJIb30BAHMS.

COOTBETCTBMH ¢  pa3paboTaHHOI

MpoLERypOH
4. | O6HoBneHus  0a3bl  pemaroniux | GuUkcanu MOMEHTA TOTYYCHUS HOBOTO THITA BTOPKCHHUS.
TIPaBLIT Brimycka o6HOBeHHs 62361 CUTHATYD 32 33/IaHHOE BPEeMs.

YBenommenust 00 0OHOBIIEHUH 0a3bl CUTHATYP.

[TocTaBku OOHOBJICHUS 0a3bl CUTHATYP.

KonTposns  1enocTHOCTH  OOHOBJIGHWH  0a3bl  JaHHBIX
pelIaroInX MPaBHIL

[IpencraBnennss OOHOBIEHWH JUIS TPOBENEHUS BHEIIHETO
KOHTPOJIA.

AHanu3 BIMAHUSA OOHOBJICHWH Ha O€30MacCHOCTh CHUCTEMBI

0oOHapYKCHUS BTOPKCHUM.

WHTepec BhI3bIBACT YTOYHEHHE CTaHIAPTHBIX (MIPUBEICHHBIX B TPEThEW YacTu CTaHIapTa
I'OCT P UCO/MDBK 15408) TtpeboBanuii noBepust s oOeCHEYeHUs MPEEeMCTBEHHOCTH
TpeOOBaHUSAM IO KOHTPOJIO OTCYTCTBHSI HEIEKIApPUPOBAHHBIX BO3MOXHOCTEH, M3JI0KEHHBIX B
pykoBojsmieM nokymeHte ['octexkomuccuum Poccun «3ammura OT HECaHKUHOHHPOBAHHOTO
noctyna k uapopmaruu. Yactes 1. [Iporpammuaoe obecnieueHue CpeacTB 3alIUThl HH(OPMALHMH:
Knaccugukanus no ypoBHIO KOHTPOJS OTCYTCTBHSI HEAECKJIAPUPOBAHHBIX BO3MOXKHOCTEN» (CM.
noap.2.4.4). Hamnpumep, s 4-ro kiacca 3alUThl pa3pabOTUMK JIOJDKEH O0ecreduTh
MpeACTaBICHUE peanu3anuu s Bcex ¢GyHkumid Oe3omacHoctn COB Ha ypoBHE HMCXOMHBIX
TEKCTOB BCEro IMPOrpaMMHOr0 obOecriedeHus, Bxoxasmero B cocta COB, a Taxxke yka3aTh B
JIOKYMEHTAIlMU 3HA4Y€HUs1 KOHTPOJIbHBIX CyMM (ailnoB, Bxoasmux B coctaB COB. Ilpu stowm,
UCTIBITaTeNNbHAs J1abopaTopus JOKHA ClIeNaTh He3aBUCHMOE 3aKJIIOUEHHE, YTO MpEICTaBIeHUE
peaiM3allud — TOYHOE U IOJIHOE OTOOpakeHHe (PyHKIMOHAJIbHBIX TpeOoBaHHI Oe30MmacHOCTU
COB, B TOM uHcClle HA OCHOBE PE3YyJIbTAaTOB KOHTPOJSA MCXOAHOI'O COCTOSHUS IMPOIPaMMHOIO
oOecrieueHrs U KOHTPOJIS MOJTHOTHI M OTCYTCTBHSI U30BITOYHOCTH UCXOAHBIX TEKCTOB Ha YPOBHE
daiinos.

BakHO OTMETUTH, UTO B JOKYMEHTE BIIEPBbIE B OTEUECTBEHHON MPAKTUKE B SIBHOM BHJIE

JomycKkaeTcsi oOHOBJIeHHWE 0a3 pelarImX MpaBuil paspadotyukoMm. [Ipu sTomM pazpaboTdmk
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©XKEroJlHO MpPEJOCTaBIAECT B UCHBITATEIbHYIO J1a0OpaTOpHiOo, TPOBOAMBIIYIO HCIBITAHUS
COOTBETCTBYIOIIEH CHCTEMBI, MOJPOOHBI OTYET 000 BCEX BHECEHHBIX M3MEHEHHUAX U 00 uX
BO3MOYKHOM BIJIMSIHUM Ha 0€30MacHOCTh CHCTEMBbl. Takoil MOIX0J IMO3BOJSET 3HAYUTEIHHO
YCKOPUTH TPOLEAypy OOHOBJICHHUS IO CPaBHEHUIO C TPAAUIMOHHBIM, TpeOOBaBUIMM B
HEKOTOPBIX CIIy4asx MPOBEACHUS WHCIEKIMOHHOTO KOHTPOJS IIOCJE€ BHECEHUS KaXKIOTro
WU3MEHEHUS B U3JIEIHE.

B 10 Xe Bpems xecTkas Qopmanmuzanus TpeOOBaHMH K CBHJIETEIBCTBAM OLEHKH
HAKJIaJbIBaeT OMpeE/esIeHHble 00s3aTebCTBA HA CHUCTEMY MEHEIKMEHTa KauyecTBa 3asBUTES:
NepevYeHb JTOKYMEHTOB, KOTOPBIE €My IMpHIETCS pa3pabaThiBaTh W MPEIOCTABIATH IS OLEHKH
BBITTISIAUT JOCTATOYHO BHYIIUTENbHBIM. Tak, Hampumep, s 4 Kiacca 3allUIIEHHOCTH
HE00X0AUMO pa3paboTaTh CIEAYIONINE JOKYMEHTHI:

- 3a/1aHue 10 OE30MacHOCTH;

- PYKOBOJICTBO 110 YCTaHOBKE;

- (pyHKUIMOHANBHAS crIEIU(UKALINS;

- aHAJIN3 COOTBETCTBUS MEXIY BCEMHU CMEXHBIMH IapaMH WMEIOIIUXCS MPeICTaBICHUHA
GbyHKIHMI 6e30MacHOCTH;

- PYKOBOJICTBO aJIMUHUCTPATOPA;

- PYKOBOJICTBO TOJIb30BATEIS;

- pe3y/bTaThl aHAJIN3a aHAIU3 CTOMKOCTH (PYHKIIUM 0€3011acHOCTH;

- OTHCaHME MPOIEeAYPHI (PUKCAITITH MOMEHTA ITOSIBIICHUS] HOBOTO THITA BTOP)KEHUS;

- OTHMCaHMe MPOLEAYPHI BbIITyCKa OOHOBIIEHUS 0a3bl CUTHATYP 3a 3a/laHHOE BpEMS;

- OMKMCaHUE MPOIIEAYPHI YBEAOMIICHUSI 00 OOHOBJIEHUHU 0a3bl CUTHATYD;

- ONMCaHMe MPOLEAYpPhl TOCTAaBKU OOHOBIIEHHS Oa3bl CUTHATYD;

- OTIMCaHME MPOIEAYPHI KOHTPOJIS METOCTHOCTH OOHOBIICHH Oa3bl PEIIAFONINX IPABUIT,

- ONHMCAaHUE NPOLEAYpPHhl MPEJCTaBICHUS OOHOBJIEHUN M TPOBEIEHHUS BHEIIHETO
KOHTPOJIS;

- METO/IMKA aHajH3a BIMSHHUA OOHOBJIEHUH Ha 0E30MaCHOCTh CHUCTEMBbI OOHApPYXEHHS
BTOP>KECHUI.

2.8.2. TpeOoBaHus K cpeacTBaM aHTHBHPYCHOM 3alIUTHI

B nopmarusHom noxkymente @®CTIK Poccun «TpeboBanus k cpencrBaM aHTUBUPYCHOM
3alIUTB» oA cpedcmeamu aumusupycrou sawumel (CAB3) NOHMMaOTCS NpOrpaMMHbBIE
CpEICTBa, HCIOJIb3yeMble B IIeNIAX OOecleueHus: 3aluThl HHPOpMAIMKM, U pealnu3yIolue

¢GyHKIMN OOHapY)KEHUSI KOMIIBIOTEPHBIX MPOTrpaMM JIMOO MHOM KOMIBIOTEPHOH MH(pOpManuy,



MpeHa3HAYeHHBIX JIJI1 HECAHKIIMOHUPOBAHHOTO YHUYTOXEHHS, OJOKHUPOBaHUS, MOAU(PUKALINY,
KOIMPOBAHUS KOMITBIOTEPHON MH(POPMALIMU WM HEUTPATU3AIMU CPEJCTB 3AIUTHI HH(POPMAIIH
(BpeZIOHOCHBIE KOMITbIOTEPHBIE POrpaMMBbl, KOMIIBIOTEPHBIE BUPYCHI), a TAKXKE pearupoBaHUS
Ha OOHapyKEHHE 3TUX MporpamMm U uHpopmauuu. HopMaTHBHBIN TOKYMEHT BBIAEISET YEThIpE
tuna CAB3:

- CAB3 tuna «Ay», npegHa3Hau€HHbIE Ul LEHTPAIM30BAaHHOIO aJMHHUCTPUPOBAHUS
CAB3, ycTaHOBIICHHBIMH Ha KOMIIOHEHTaX HH(GOPMAIMOHHBIX cHcTeM (cepBepax, APM);

- CAB3, tuna «by, npeqHazHaueHHble 7151 IPUMEHEHHS Ha cepBepax HH(POPMAIIMOHHBIX
CHUCTEM;

- CAB3, tuna «B», npenHazHadyeHHbIC s npuMeHeHHs Ha APM uHpOpMannoOHHBIX
CHUCTEM;

- CAB3, tuna «b», npeqHazHayeHHbIE 1JIs1 IPUMEHEHUs Ha aBTOHOMHBIX APM.

Jlnst Kakaoro W3 THUIOB BbIIesAtoTcss 6 kmaccoB 3ammtel CAB3, TpeGoBanms
Y)KECTOUaloTCAd OT WIECTOro Kjacca K mepBoMmy. Kaxaomy Kiaccy 3aluThl COOTBETCTBYET
orpezesieHHas KaTeropusi HHPOPMaIIMOHHBIX CUCTEM:

- CAB3, cootBercTByIOLIME 6 KiIaccy 3alllUThl, MPUMEHSIOTCS B HMH(OPMAIIMOHHBIX
CUCTEMAaX NEePCOHANIbHBIX JaHHBIX 3 U 4 KJIacCOB;

- CAB3, cootBercTByIOLIME 5 KJIAacCy 3alllUThl, NPUMEHSIOTCS B HMH(OPMAIIMOHHBIX
CUCTEMax NEepCOHAJIbHBIX JaHHBIX 2 Kjacca;

- CAB3, cootBercTBytone 4 Kiaccy 3alllUThl, MPUMEHSIOTCS B HH(POPMALMOHHBIX
CUCTEMax MEepPCOHAJIbHBIX JaHHBIX | Kiacca, MH()OPMALIMOHHBIX CUCTEMaX OOILEro MojIb30BaHUS
Il kmacca, a Takke B TOCYIapCTBEHHBIX HWH(POPMALMOHHBIX CHCTEMax, B KOTOPBIX
oOpabaTeiBaeTcsi MHGPOpPMALMS OTPAaHUYEHHOTO JIOCTyNa, HE COJep)Kallas CBEICHUM,
COCTaBJISIOLIUX FOCYAAPCTBEHHYIO TaliHY;

- CAB3, cootBerctByromme 3, 2 wu 1 Kjaccam 3allUThl, TPUMEHSIOTCS B
UH(POPMALIMOHHBIX CHUCTEMaxX, B KOTOPbIX oOpabaTrbeiBaeTcsi HWHGOpMaLUs, CcoJepKaras
CBEJICHMSI, COCTABIISAIONINX TOCYAApPCTBEHHYIO TaliHY.

PaccmarpuBaeMblii HOPMaTHUBHBIA JIOKYMEHT ONpefesseT TpeOoBaHHS KO BceM 24-M
kiaccam CAB3, B HeM B sIBHOM Buj€ CPOPMYIHUPOBAHBI BCe (PYHKIIMOHAIbHBIE TPeOOBaHUS U
TpeOOBaHuUs JOBEPHs, KOTOPBIE JOJDKHBI BOUTH B cooTBeTcTBYIoIMe 113 1, B nanpHeiimem, B 3b

Ha KOHKPCTHBIC U3CIIN.
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[To ananmorum c TpeboBanusiMu k COB, B cocraB (QyHKIMOHAIBbHBIX TpeOOBaHUN
6e3onacHoctu K CAB3, noMHMO HENMOCPEACTBEHHO BO3MOKHOCTEH MO BBISIBICHUIO U YJATICHUIO
KOMITBIOTEPHBIX BHUPYCOB, BXOISAT TpeOOBaHUS MO OOHOBJICHHWIO 0a3bl JaHHBIX IPU3HAKOB
KOMITHIOTEPHBIX BHPYCOB W TpeOOBaHMS K cucTeme yrpasieHus mapamerpamu CAB3. Baxnoii
OCOOCHHOCTBIO JOKyMEHTa SIBIIIETCS TO, YTO TOMHUMO COOCTBEHHO TpPEOOBAaHUN IO
OOHApYKEHHIO KOMITBIOTEPHBIX BHPYCOB, MPEIbSBISIOTCS TpeOOBaHUS K METOJaM TaKOro
oOHapyKeHHs (CUTHATYPHBIN, YBPUCTHYECKHIA).

HopMaTuBHBIN TOKYMEHT ycTaHaBIMBAaeT TpeOOBaHUs JOBEpHsi, CPOPMYIUPOBAHHbIE HA
OCHOBE TpenonpeneieHHbix B 3-eif wactu crangapra ['OCT P UICO/M3K 15408 oneHOYHBIX
ypoBHeii nosepust (OY J1):

- CAB3 6 knacca 3amuThl J0HKHBI cOoTBeTcTBOBAaTh OV [1 1+ (ycuneHHsli),

- CAB3 5 knacca 3ammuTtel - OV ] 2+,

- CAB3 4 knacca 3amutsl - OY ]I 3+,

- mia CAB3 3, 2 u 1 kmaccoB 3amiuThl NMPEIbSBISIOTCS TpeOOBaHUS 00Jiee BBICOKHX
OV .

Kak u B cinyyae ¢ COB, 3asBuTenb A0DKEH pa3padoTaTh U peanu3oBaTh 3HAYUTEIHHOE
KOJIMYECTBO TEXHOJIOTHYECKUX TMPOIEAYP M JTOKYMEHTOB, OOECMEYMBAIOIMIMNX OE30MacHyI0
(moBepennyto) pazpabotky CAB3. Hamo 3ametuts, 4to npu npoBefeHuu ceptuduxanuu mis 4
KJIacca 3allluThl U BBIIIE Pa3pabOTUMK JODKEH MPEACTaBUTh B UCHBITATENLHYIO JTAOOPATOPHIO
npeacTaBieHue peanusanuu Gynkiui 6ezonacnoctd CAB3 - nucxomnsie Tekctsl [10.

B nokymenTe B SBHOM BHJE JOMYyCKaeTcs OOHOBIEHHWE O0a3bl JIaHHBIX IPU3HAKOB
KOMITHIOTEPHBIX BHUPYCOB (JIaHHOE TOJIOKEHHE TMPENICTABIEHO B BHUAEC TpeOOBaHMI JOBEpHs,
chOpMyIUPOBAHHBIX B SIBHOM BHJE). [Ipu 3TOM pa3pabOTUYHK €KEeroJHO MpPEeaOCTaBIseT B
UCHBITAaTENbHYIO JIabopaTopHIo, MpoBoauBIIyIo cnbiTaHus CAB3, monpoOHEIii oTyeT 000 Beex
BHECEHHBIX U3MEHEHHUSX M 00 MX BO3MOKHOM BIMSHHM Ha O€30MAaCHOCTh CHCTEMBI. Takoit
MOAXOJ, TO3BOJISIET YCKOPUTH TPOLEAYpY OOHOBJEHHUS IO CPaBHEHUIO C TPAJAUIIMOHHBIM,
TpeOOBaBIINM B HEKOTOPBIX CIy4asiX MPOBEACHUS MHCIEKIIMOHHOTO KOHTPOJIS MOCIEe BHECEHUS

KaXJJ0ro NSMCHCHHA B U3JICIINC.



3. METPUKHA U MOJIEJIA UCTIBITAHUI

3.1. Iloka3aTe1u U METPUKH MCIIBITAHMI

3.1.1. Buael noka3areJieil 00LeKTAa MCNBITAHUNI

[Ipu BBHINOJHEHUU OIIEHKH COOTBETCTBHA 1O TPEOOBAaHUSAM OE30MACHOCTH MH(DOpMAITUH
UCIIOJIb3YIOTCS TTOJIYKOJMYECTBECHHbBIE U KOJIMYECTBEHHbIE MOKa3zaTenu. [1oykoanuecTBeHHbIMU
MOKa3aTes MU OOBIYHO BBICTYIAIOT YAaCTHBIE IMOKA3aTeNd, OLCHUBAEMBbIE [0 HEKOTOPOH OaIbHOM
mkane. Hanpumep, npu cepTuUKaMOHHBIX UCIBITAHUSAX HA COOTBETCTBHE TPaJIULMOHHBIM P/
MCIIOJIb3YIOTCSl YaCTHBIE ITOKA3aTEIM IOJIOKUTEIBHOIO pe3ysbTaTa IMPOBEPOK, MPUHUMAIOIINE
3HaYeHusI, ckaxkem, {0, 1}.

KonuuecTBeHHble MOKa3aTead MOTYT MPUHUMATh pa3IUYHbIE TOYHBIE YHCIIOBBIE
3HadyeHus. [IpuMepom ucnonb30BaHUs TaKUX MOKa3aTesell SABIseTcs MPOBEAEHNE TEMATHYECKUX
UCCIICIOBAaHU U CEPTU(PUKAIMOHHBIX HMCIBITAHUA Ha cooTBeTcTBHE TV, cepTHdUKanyOHHBIX
UCTBITAHUNH 10  HAJEKHOCTH  00pa®OTKM  MHpOpMauuu, OOECHEeYeHHIO  IOJIHOTHI,
0e301M00YHOCTH,  aKTyaJbHOCTM M 3alMIIEHHOCTM  uHbopManuu B Ipolecce
GyHKIIMOHHPOBaHHUS HHOOPMALIMOHHBIX crcTeM U npyrue [16,64,93].

3HaueHUs TOKazaTelell MoOryT OblTh, HampuMep, OIpedesieHbl  SKCIEPTHBIM,
PEerucTpaliOHHBIM WU PACYETHBIM ITYTEM.

B nonpasnenax 2.4-2.8 paccMOTpeHBI MOJIYKOJINYECTBEHHbIE ITOKA3aTeNN 3allMIIEHHOCTH
uHpopmanuu. B Ttabmumax 3.1 w 3.2 mnpuBeneHsl NpuMepbl MOKa3aTesleld KadecTsa,
perilaMeHTHPOBAHHBIE HAIMOHAIBHBIMU CTAaHAAPTAMU JUIS MPOTPAMMHBIX U aBTOMAaTHU3UPYEMbIX

cucteM: ['OCT 28195 u TOCT 15987 [26].

Tabmwuma 3.1.

YacTHbIE ITOKA3aTeENU «TexHoiornueckon oezonacuoctu» 1o I'OCT 28195

HaumenoBanue MerTtox OLleHKHU

Hanuune TpeboBanuil K mporpaMmMe 1o YCTOHUHUBOCTH OKCHepTHBIN

(bYHKLII/IOHI/II)OBaHI/IH IIpy HAJIMYHUU OIIMOOK BO BXOJHBIX JaHHBIX

Bo03M0OKHOCTH 00pa0OTKHM OIIMOOYHBIX CUTYalUH OKCHepTHBIN

[lomHOTa 0OPaOOTKM OMIMOOYHBIX CUTYALIHH OKCHepTHBIN

Hammuane TecToB 115l MPOBEPKU AOMYCTUMBIX 3HAYEHUI BXOAHBIX |JKCIEPTHBIN

JTaHHBIX

Hanuune cuctemsl KOHTPOJIA IMOJHOTHI BXOAHBIX JaHHBIX 3KCH€pTHLII71
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Haumenosanue

MeTto o1ieHKH

Hanuuue cpencTB KOHTPOJIS KOPPEKTHOCTH BXOIHBIX TaHHBIX OKCHEepTHBIN
Hannuue cpeacTB KOHTPOJI HEMPOTHBOPEUUBOCTH BXOAHBIX OKCHEepTHBIN
TTaHHBIX

Hannune TpeboBaHui K MporpaMMe 1o BOCCTaHOBJICHUIO OKCHEepTHBIN
Mpoliecca BBIIONIHEHHS B cllyyae cO0s ONepaOHHON CHCTEMBI,

[IpoIieccopa, BHEIIHUX YCTPOHCTB

Hanmmare TpeGoBaHMii K IporpaMMe 10 BOCCTaHOBJICHHIO OKCIEPTHHIN
pe3yIbTaTOB IPU OTKA3aX CHCTEMBbI

Hanmaue cpescTB BOCCTaHOBIIGHUS TIpoIiecca B cirydae cOoeB DKCIEPTHBIN
o0opymoBaHUs

Hanuuue BO3MOKHOCTH pa3/iefI€HUs 10 BPEMEHHU BBIIIOJIHEHUSA DKCIEPTHBIN
OTACTBHBIX QYHKLHUI TpOrpaMm

Hannuue BO3MOXKHOCTH MOBTOPHOT'O CTapTa ¢ TOUYKH OCTaHOBA OKCHepTHBIN
Hanuuue npoBepku napaMeTpoB U aIPECOB MO JUANA30HY UX DKCIEPTHBIN
3HA4YCHUU

Hannuue 00paOboTKM IpaHUYHBIX PE3YJITATOB DKCIEPTHBIN
Hasmune 06paboTku HeonpeaeaeHHocTel (nenenue Ha 0, OKCHEepTHBIN
KBaJpaTHbII KOPEHb U3 OTPUIATEILHOTO YHCa U T.J1.)

Hannuue neHTpaqTn30BaHHOTO YIIPaBIEHUS MPOIIECCaMH, OKCHEepTHBIN
KOHKYPHUPYIOIIUMH U3-3a PECYPCOB

Hannuue BO3MOXKHOCTH aBTOMaTHYECKH 00XOAUTH OIMOOYHbIE | DKCTIEPTHBII
CUTYAIMH B MIPOIIECCE BHIYHUCICHUS

Hannuue cpencts, o0ecieunBaloNIMX 3aBEpILIEHIE ITpoliecca OKCHEepTHBIN
[pEeIIEeHNUs B Cllydae IoMeX

Hanmuaue cpencts, 00eCTIeuMBAIONINX BRIITOJIHEHUE TPOTPAMMBI B | DKCTIEPTHBII

COKpall€HHOM o0BEME B cJIydac OIIMOOK UJIH TIOMEX

[loka3zarenn YCTOﬁqHBOCTH K HCKa)XarolIuM BO3HeﬁCTBHHM

P(Y) =1- D/K, rze: D - uucno
9KCIEPUMEHTOB, B KOTOPBIX
VCKQXAIOIIME BO3IECHCTBHS
MIPUBOJIMIIN K OTKa3y, K- 4ucio
9KCIEPUMEHTOB, B KOTOPBIX
MMUTHPOBAIINCH UCKaKAIOLINE

BO3IEHCTBUSI




HaumenoBanue

MerTo onleHKH

BeposTHOCTE 6€30TKa3HO# padOTHI

P=1-Q/N, rme: Q - wuucio
3apEeruCTPUPOBAHHBIX OTKa3oB, N -

YK CJIO SKCIICPUMCHTOB

OHGHKa 10 Cp€AHEMY BPEMCHU BOCCTAHOBJICHUS

lecm Ty = T2
=97

E

cecm T, = T,

: Aon
rne: T3 - JOIMyCTUMOE CpelnHee
BpeMsi BOCCTaHOBIICHUs; T, - cpelHee
BpeMsi  BOCCTAHOBIICHHS, KOTOPOE

ompezaenseTcs mo Gopmye:
T 13 il
E E;ZI E, "
rae: N- unciao BoccTaHOBIIEHUI;

T B i- BpemMsI BOCCTaHOBJICHUS TOCIIE

i-ro oTKasa

OreHKa 0 MPOJIOIKUTEIBHOCTH TIPEe00pa30BaHusl BXOIHOTO

Habopa JaHHBIX B BBIXOTHOU

LecmT, = Tfn

= Tm
“, o ,ecom Ty ::-Trf:m,

I

. mpJion
rae: Ty, - I0MyCTUMOE BpeMsl
npeoOpa3oBaHusl i-ro BXOIHOTO
Habopa nauubIx; Ty, - hakTuueckas
[POJOJKUTETBHOCTD
npeoOpa3oBaHus i-T0 BXOHOTO

Ha0Opa JaHHBIX

Tabmuua 3.2.

TumoBast HOMEHKIIATypa MoKa3aTesei aBTOMaTH3UPOBAHHBIX CHCTEM [26]

XapaxkTtepucTiku kauectBa | OCHOBHBIC MTOKa3aTeN KayecTBa (yHKIIMOHUpoBaHUS AC, I KOTOPBIX
¢byukironupoBanus AC JIOJDKHBI OBITH 3aJaHbI JOITYCTUMBIC 3HAUCHUS

HanexuocTh Cpennsis HapaboOTKa 0OBEKTA HA OTKA3 WU COOH - T,

MPENCTABICHUSA Cpennee BpeMsi BOCCTaHOBJICHUSI 00BEKTA ITOCIe 0TKa3a Uitk c00st - T,

3anpamMrBacMOn Uk Koadduuuent roroBHocTH 00beKTa — K,

BBIIaBAEMOM BeposTHOCTs HaIE)KHOTO NPEICTABICHUS /WU JOBEIEHUS
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XapaKTepI/ICTI/IKI/I KadeCcTBa

¢dyaxmauonupoBanus AC

OCHOBHBIC ITOKA3aTE/IN KaueCTBa (bYHKL[I/IOHI/IpOBaHI/Iﬂ AC, JJI1 KOTOPBIX

JOJI’KHBI OBITH 3a/laHbl JONIYCTUMBIC 3HAYCHUS

MPpUHYAUTECIBHO

uHQOpMaUK (BHIIOTHEHUS

3arpamvBaeMoil (BeIIaBaeMOW IPUHYIUTEIBHO) BEIXOTHOM

uHpopmanun P,,, B TEUCHUE 3aJaHHOTO Neproa (yHKINOHUPOBAHHUS

3a]aBAEMBIX AC T;u

TEXHOJIOTHUECKUX BeposiTHOCTh HaJIe)KHOTO BBITIOJTHEHHS TEXHOJIIOTUIESCKUX orepanuii P, .,
OTICPAITHIA) B Te4eHHe 3a7aHHoro nepuojaa pyuakunornpoanus AC Ty,
CBOEBPEMEHHOCTH CpemHee BpeMs peaKIMi CHCTEMBI IIpH 00paboTKe 3ampoca 1/uiu
MIPEJICTABJICHUS noBeneHuu uapopmanuu 7, WK BEPOATHOCTH CBOCBPEMEHHOMN

3ampaiBaeMon win
BBIIaBAEMOM
HPUHYTUTEIHEHO
nHpOpMAIUH (BHITOTHEHUS
3a71aBaeMBbIX
TEXHOJIOTHUECKUX

oTieparuii)

o0Opabotku uadopmanuu P, 3a 3amanHoe Bpemst T,
CpenHee BpeMsl BBIIIOIHEHHS TEXHOJIIOTMUECKOU oniepauuu 71, WA
BEPOATHOCTD BBHITIOTHEHUS TEXHOJIOTUIECKOH orepanuu P, 3a 3a1aHHOoe

BpeMs T4,

ITonnota ucnonp3zyemoin

BepositTHOCTB 0O€ecTieueHnsT TOTHOTHI OTIEPATHBHOTO oTpaskeHus B AC

UHPOpMAITUH HOBBIX PEATFHO CYIIECTBYIONIMX OOBEKTOB MPEAMETHON 001aCTH - Py
AKTyaJIbHOCTb BeposiTHOCTB coXpaHeHUs aKTyalIbHOCTH HH(OpMAIMK Ha MOMEHT ee
HCIIOJIb3yEeMOM HCNOJIb30BaHus Py,

uHpOpMAIUN

bezommbo4HOCTH BeposrtHocTs Pg, 0Ca€ OTCYTCTBHS OIIMOOK BO BXOAHOM HH(pOpPMALUU

UHQOpMAITUH TTOCIIe

KOHTPOJIS

Ha OyMa)KHOM HOCHTEJIE TIPU JOITYCTUMOM BPEMEHH Ha MPOIEIYPY
KOHTPOJSA 1549

BepositrocTh P,y TIOCTIE OTCYTCTBHSI OIIMOOK BO BXOAHON MH(OPMAIIHN
Ha MaIlllMHHOM HOCHUTEJE NPU JIOIMYCTUMOM BPEMEHU Ha MPOLEAYPY

KOHTPOJSA 1549

KoppektHocTh 00paboTKH

BepoarHocTh P, NOIy4eHNs] KOPPEKTHBIX PE3YJILTATOB 00pabOTKH

uHQOpMAaIH nH(pOpMAaINH 3a 3a1aHHOE BpeMsl 1,
Kondunenunansnocts BeposaTHOCTE coOXpaHeHUs KOH(PUAECHIMATBHOCTH HHOPMaLUH Py, B
uHQOpMaIH TEYEeHHeE Nepro/ia ee 00bEKTUBHON KOHQHIEHINATBHOCTH Trong,

Be3ommbouHoCTh NeficTBUI

JOJIXKHOCTHBIX JINI]

BeposiTHOCTh 6€301MMO0YHBIX JeHCTBUN JOJDKHOCTHBIX JUIL P, B

TedyeHue 3ajanHoro nepuoja ¢pyuknnonupoanus AC T,

3amuIeHHOCTb OT

OINAaCHBIX IMPOTrpaMMHO-

BeposTHOCTE OTCYTCTBUSI ONIACHOTO BO3JEHCTBUS P,,;» B TEUCHUE

3asmanHoro nepuonaa ¢pyakiuonuposanust AC 7,




XapaKTepI/ICTI/IKI/I KadcCTBa

¢ynkunonupoBanus AC

OCHOBHBIC ITOKA3aTE/IN KayeCcTBa (I)YHKLII/IOHI/II)OBaHI/IH AC, AJId KOTOPBIX

JOJIXKHBI OBITH 3aJaHbl JOITYCTUMBbIC 3HAYCHUA

TEXHUYECKUX BO3AECUCTBUU

SamumieHHocts ot HCJ

BepostHOCTE coxpanenws 3amuieHHocTH oT HC/I mHbOpManmOHHbBIX U

nporpaMMHsbIX pecypcoB AC Py

JlonmycKaloTcsl pa3iu4HbIe TMOAXOAbl K (OPMHPOBAHUIO KOMIUIEKCHBIX ITOKa3aTeleH,

0OBIYHO, ITyTEeM IMOJIY4YCHHUS TOJIMHOMHUAIBHOIN 3aBUCUMOCTH OT YaCTHBIX MOKa3zaresnei (MEeTpUK):

P = X1 bipi + Xty byjpipj + iz bup? + -

rue: bj - koahdunueHT i-ii MeTpukH, K - 4MCII0 METPUK.

I'OCT 28195 pernameHTHUpYeT JIMHEHHYIO MOJAETh C BECOBBIMU Kod(h(duImeHTaMu

HepapXUYECKUX MMoKaszaTesei: «pakTop-kpurepuii-merpuka» (puc. 3.1).
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Paxmop Kpumepua Mempuxa

flonworma | 1 |orwoma doxysesma -
peausayuu Yuu paspalbomvuxa

2 |flonpnorma npoepammyod
doxkymenmayuu

5 [Edunoodpasue unmep-
peucoll mexdy modyas -
Mu U nons3oBamennmu

Edunoobpasue Kodypo -
Koppexm - Coznacoban - 6 | sowun u";ﬂpeabaeﬂf
HOCITIb wocmn repemenmsix

J |Henpamubopewvubocms
doxymenmayuy

7 | CoombBemembue doxy -
MENMaYUL LIMaNaepman

4 | HenpormuBopevubocres

POSDaMMS!
& [Coomdemcmaue it
CImanaapman gaae -
2MMYpodaNY.
g | LoomBemcmbBue 1€
doxymenmayuu
|| Tpobepen- 10 | lonwoma mecmupola -
HOCITIS HUR TpoEKITIC
A0ZUIeNan #f | Peanusayur Bcex pe-
i Lo sl wen

2 \Omicymembue rOxsix
oudoon u Jocmamoy -
Hocms pexBusumol

Puc. 3.1. @opmuposanue noxazamens coomeemcmeaus peaibHbix U 0eKIapupoO8aHHbIX

gosmoorcnocmeu no I OCT 28195

Cnenyer ckazaTh, uTo B oOnactu TectupoBanus [IO wm3mepsiemMble KOTUYECTBEHHBIE
YaCTHBIE MMOKA3aTeNu MPUHATO Ha3bIBATh METPUKAMH.

OOBIYHO BBIICTISAIOT TPU TUTIA METPHUK:

- METPHKH CII0)KHOCTH MPOTPAMMHOTO KOa;

- METPUKHU TIOKPBITHS POTPAMMHOTO KOJIa;

- MCTPUKU IMOJTHOTBIL (I)YHKLII/IOHaJ'IBHOI‘O TCCTUPOBAHUA.



3.1.2. MeTpHMKH CJIOKHOCTH MPOrPAMMHOI0 KOAA

MeTpUKH CIOXHOCTH MPOTPAMMHOTO KOJa SIBJISIFOTCS U3MEPUMBIMH KOJTHYECTBEHHBIMU
XapaKTEpPHCTHKAMH OCOOCHHOCTEH pealn3amuu mporpaMM>’. (DakTHYECKH, O5TH METPHKH
MO3BOJIAIOT ~ MOJYYHTh HMJICHTUPUKANMOHHBIA TPO(UIL KOHKPETHBIX MPOTpPaMM  IPHU
cTaTMYecKoM aHanuie. Ha mpakTuke 3TO MO3BOJISIET pewmuTh 3afauu ayreHTHukanuu I10,
OLEeHUTH cIoXkHOCTH 110, U, KaK cieacTBUe, YpOBEHb 0€30IMO0YHOCTH MTPOrPAMMHOTO MPOEKTA,
TPYOOEMKOCTh aHanu3a u jaopadorok IO, ctoumoctb M cpoku pabor, 3)PeKTUBHOCTH
TEXHOJIOTUHM pa3pabOTKU M BHEAPEHUS U Ap. YacTo METPUKHU SBISIOTCS MapaMeTpamMH MoJeen
IUTAHUPOBAHMSI UCIBITAHNUIH, KOTOPBIE pACCMOTPEHBI B pasjene 3.2.4 [49].

B Hacrosimiee BpeMs METPHUKH CJIOXHOCTH TPOTPaMMHOTO KOJa YCIOBHO MOXHO
pa3eNuTh Ha CIeAYIOIue:

- MepBbI JUTHHBI («00BEMa») MPOrPaMMHOTO 00eCTICUeHUS;

- METPHKH CII0)KHOCTH TEKCTa MPOrPaMM;

- METPHKH CII0)KHOCTH T10 YIIPABIICHUIO;

- METPHKH CJIO)KHOCTH 110 JIAHHBIM;

- 00bEKTHO-OPUEHTHPOBAHHBIE METPUKH;

- HHTETpaJIbHBIC METPUKH, BKITFOUAIONINE BHIINICHA3BAHHEIC.

Mepbl AJdMHBI  KOJAA  SIBISIFOTCS  CaMBIMU  TOMYJNSPHBIMM ~ METPHUKaMU  TpU
NpeIBapUTENILHON OlIEHKE CTOMMOCTH paboT. OCHOBHBIMU M3 HUX SIBIISIOTCSI:

- pa3mep aucTpuOyTHBa B OaifTax,

- pa3Mep UCXOHOTO KoJia B OaiiTax;

- YHCJIO CTPOK MCXOJHOTO Ko/a, BKimouas kommentapuu (SLOC, source lines of code);

- grcio oreparopos (Sl, source instructions);

- YUCJO PYHKIIMOHATBHBIX O0OHEKTOB;

- YHCJIO OMepaTopoB B JKBHBAJICHTHHIX KoMmaHmax accembiepa (AELOC, assembly-
equivalent lines of code).

OdeHb BaXXHO, YTO METPUKU MCXOIHOTO KO/ YKA3bIBAIOTCS OTHOCUTEIHFHO KOHKPETHOTO
S3BIKA MPOTPAMMHPOBAHHUSL.

[Tpu mpoBeIeHNN aHAIH3a MPOTPAMMHOTO KOJ[a MEPBI JUTHHBI MAJIO HH(POPMATHBHBI - JIS

9TOI'0 UCIIOJIB3YIOTCA APYI'UC KJIACChl METPHUK.

%% |EEE Std. 1061-1998.
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K merpukaM ciaoxkHOCTH TeKcTa (JIMHEMHOW CIOXKHOCTH) MPOTpaMM OTHOCST
u3MepuTtenbHble Xapaktepuctuku [10, kacaromuecss yyeta coueTaHuid KOMaH[ NMporpaMmbl 0e3
aHanmm3a ee rpada. Hambonee 3HaAMEHHUTHIMH SIBISIOTCS W3MEPUTENBbHBIE METPHKH XOJICTena
(Halsted) [82]:

- nmuHa nporpammel N = Ny + Ny, rae N; - yucio onepatopoB U N, - OllepaH/I0B;

- o0beM mporpammel (B 6ut uHdopmanuu) V = Nlog,(n), roe n = nq + 1, - ciaoBapb
OIIEpaTOPOB U OINIEPAH/IOB SA3bIKa MPOrPpaMMHUPOBAHUS.

Hcnonp3ys anmapar Tteopun wuHpopMamuu u rumotesy Crpayma o0 yMCTBEHHBIX
oreparnusax, XoJICTea MPeaaokKuI psj oneHouHbix MeTpuk [10, kak-To:

- TeopeTHyecKas JuHa nporpammel N = n, log, 1, + 17, log, 11;;

- TeopeTHUecKuii 066eM nporpammbl V = N log, (1);

7 _ 2 M2,
- YPOBEHb IpOrpamMmsl L = ——=;
N1 N>
_ 4 /7M1 N2,
- TPYIOEMKOCTh KoupoBanus D = 1/ L—7 g
2

= 2
- HHTEJUIEKTyaJIbHOE cojiepKaHue rporpamMmmbl [ = LV = n—z—z Nlog,(n);
112

n1NzNlogy 7,

- CIIOXKHOCTB TiporpamMmel E = V /L = > ;
N2

E _ miNzNlogan,

- BpeMsl peau3aliy IPorpaMMbI (B ceKyHaax) T = s 367 ;
2

V__ Nlogz(n1+72)
3000 3000

- YUCJIO MPOTPaMMHBIX OLINOOK B =

[Tomumo metpuk Xoscrena, K METpUKaM JTMHEHHON CI0KHOCTH OTHOCST BCEBO3MOXKHBIE
KOJIMYECTBEHHBIC TIOKA3aTeIM YHWCIIa Pa3HBIX ONEpaTOpPOB, YPOBHEH BIOKEHHOCTH, a TaKXKe
koMmMmeHTapuii. Hanpumep, metpuku [xunda (Gilb) onpenensitor HaCBIIIEHHOCTh TPOrPaMMBbl 1
MaKCUMAaJIbHYIO BJIOXKEHHOCTD OIIePaToOpaMy IUKJIA U YCIOBHBIMHU OTIEPATOPAMH.

K MeTpHKaM CJI03KHOCTM 1O YNpaBJieHHI0 (OCHOBAaHHBIM Ha YIPaBISIOIIEM rpade
nporpaMMm) TpeXIe BCEro OTHOCAT nukiomarnueckoe uucno MakKeitba (McCabe),
XapaKTepU3YIOIIee YUCIO HE3aBUCUMBIX MapIIPyTOB B IIPOTpaMMe:

V(G)=e—n+2,

r7e: € - KOJM4eCcTBO YT, N - KOJIMYECTBO BEPILUH YIPABJISIOUIETro rpada nporpaMmmal.



[ukmomaruyeckass CI0XXHOCTh TPOTPAMMHOIO KOMIUIEKCA, COZAEPKAIIErO0 BHI3OBBI
HOJAINPOrpaMM, OINPEAEIAETCS KaK CyMMa IIMKJIOMAaTUYECKUX CIOKHOCTEN caMOl IPOrpaMMbl U
BBI3bIBAEMBIX TTOAIIPOrPAMM>".

CymiecTByeT MHOKECTBO Moaudukanuii merpuku MakKeli0a, kacaromuxcsi 1o0aBICHUS
B3BEIICHHBIX KOA(P(UIUEHTOB CIOKHOCTU JIMHEHHBIX YU4aCTKOB, y4€Ta YPOBHS BIIOKEHHOCTH U
T.J.

K npyrum nonysnsipHbIM METpUKaM, OCHOBaHHBIM Ha rpadax pa3HOro poja, OTHOCST:

- KOJIMYECTBO TEPECEUCHH Ayr YHPaBISIOMEro rpada MporpamMmbl, U3BECTHOE Kak
meTpuka Bynsopaa (Woodward),

- YHCJIO BO3MOXHBIX IyTel, u3BecTHOE Kak metpuka [lIneitneunaa (Schneidewind),

- HUKJIoMaTHueckoe uucio cetu [lerpu,

- YHCJI0 BEPIIHMH rpada mapauieIbHOCTH,

- YUCJIO BUCSYUX BEPILIUH,

- pa3HHUIIa YKCcTia BXOAOB U BBIXO/0B BEPILKH YIPaBISIONIero rpada u apyrue.

K MeTpukaMm CJI0O)KHOCTH N0 JaHHbIM (OCHOBAaHHBIM Ha IIOTOKE JAHHBIX) MOXKHO
OTHECTH:

- «CIEH» - YHCIO YTBEPXKACHWH, COJEp)KallMX MEpPEMEHHYI0 MEXAYy €€ IEpBbIM U
MOCJIEAHUM IOSIBJIEHHEM B TEKCTE IIPOIPaMMBI;

- YUCJIO UCTIOIb3YEMbIX INI00AbHBIX IEPEMEHHBIX B MOJTYJIE;

- YHCJIO HEUCIIOJIb3YeMbIX HH(POPMAIIMOHHBIX OOBEKTOB;

- COOTHOUIEHME pa3HOro pojJa THUIOB CBs3ed MO JaHHBIM MEXIYy MOJYJIIMU
(moamporpamMmmamu);

- COOTHOIIIEHNE (PYHKIIMOHAJIbHBIX HA3HAYEHUN IEPEMEHHBIX U JIp.

Haubonee n3BeCTHBIM MPUMEPOM IOCIEAHEH I'PYIMIbI METPUK SIBISETCS AMIUPHUECKAs
meTpuka Yenena (Chepen), Beruucisiemast CaeayonuM o0pa3om:

Q=P+2M+ 3C + 0.5T,
rae: P - BBoguMBIE TIEpeMEHHBIE IS pPacueToB W Juisi obOecrmeueHus: BbBOga, M -
MoIUGHUIMPpYEeMble MM CO3[aBacMble BHYTPH INpOrpaMMbl nepeMeHHble, C - ympasisioye
NepEeMEHHbIE, | - HEUCIIOJIb3yeMble TEPEMEHHBIE.

O0beKTHO-OPMEHTHPOBAHHbIE METPMKH OTPAXaloT NPUHLUUIHAIBHBIE 0COOEHHOCTH

napagurMbl 00bEKTHO-OPUEHTHPOBAHHOTO MPOTPAaMMHMPOBAaHUSL U MpoekTupoBaHus. Hambonee

2 NIST SP 500-235: 1996.
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nonynsipubiMu  siBJsitoTest MeTpuku Jlu (Li), a taxxke Ummambepa (Chidamber) u Kemepepa
(Kemerer), Hanpumep:

- KOJIMYECTBO JIOKaIbHBIX MeT010B (NLM, number of local methods);

- KoJInuecTBO HOBBIX MeTo10B (NNM, number of new methods);

- KOJIMYECTBO OOIIEIOCTYITHBIX MeTO10B B Kiacce (NPM, number of public methods);

- konmyecTBO abcTpakTHBIX KiaccoB (NAC, number of abstract classes);

- koauaectBo motomkoB kiaaccoB (NDC, number of descendent classes);

- xommuectBo peakiuii Ha kiacc (RFC, responce for class) - ynciao MeTom0B, KOTOpBIE
MOTYT BBITIOJHUTH KaKOe-THOO NIEHCTBHE B OTBET HA COOOIIEHHUE, OTIPABICHHOE OOBEKTOM B
ATOM KJIACCE, UCTIONB3Ysl OJIUH YPOBCHD BIIOKCHHOCTH;

- orcyrctBue emuHcTBa MertomoB (LCOM, lack cohesion of methods) - ugucio
HETIePECEKAIIUXCS Map METOIOB (HE UMEIOIIUX OOIIUX MEPEMEHHBIX) 32 MHHYCOM KOJINYECTBA
MOAOOHBIX Map METO/A;

- ¢Bs3b uepe3 abctpakTHbii Tun gaHHbX (CTA, coupling through abstract data type) -
YHCII0 KJIACCOB, KOTOPBIE HCIIOJIB3YIOTCS B KAUeCTBE a0CTPAKTHBIX TUIIOB JAHHBIX B JIEKJIapaluu
KJiacca;

- cBa3b uepe3 cooduienus (CTM, coupling through message passing) - 4Kcio pa3iuIHbIX
COOOLIEHUH, OTMPAaBIEHHBIX KIACCOM K JPYTMM KjaccaM, 3a MCKIKYEHHEM COOOLIECHUI,

OTIIPAaBJICHHBIX O6’beKTaM, CO3JaHHBIM KaK JIOKaJIbHBIC 00BEKTHI B JIOKATBHBIX METOJax KJjiacca.

B 3akmioueHue mnojpasnena cileayeT cKa3aTb, YTO HE CYIIECTBYET YHHBEPCAJIbHBIX
METPUYECKUX XapakTepucTuk 1O - B 3aBHCHMOCTH OT pEMIAIONIMX 3aa4 PacCMaTPHUBAIOTCS
METpPHUKH, SIBIISIOIINECS 3HAYMMBIMU JJIsI TporpaMMHoro mpoekra [18]. M3BecTHO nocTtaTouHOe
OO0JIBIIIOE YHCIIO aHATM3aTOPOB Koja [23,71,74,], koTopble MO3BOJIAIOT paccunuTaTh MeTpuku I10,
HanpumMmep, aHanu3atop 6e3onacHocTu nporpaMMmHoro koaa «AK-BC» ¢popmupyer:

- KOJIMYECTBO (PYHKIIMOHAIBHBIX OOBEKTOB B IIPOEKTE;

- KOJINYECTBO CBA3eH (DYHKIIMOHAIBHBIX OOBEKTOB 10 YIIPABJICHUIO;

- KOJIMYECTBO CBs3el QyHKIIMOHATIBHBIX O0BEKTOB 10 HHPOPMAIIHH;

- o0111€€ KOJIMYECTBO CBsA3eH (QYHKIIMOHAIBHBIX OOBEKTOB;

- KOJIMYECTBO BUCAIINX (PYHKIIMOHATBHBIX OOBEKTOB B IIPOCKTE;

- KOJINYEeCTBO UH(OPMAIIMOHHBIX 00BEKTOB B TIPOEKTE;

- KOJINYECTBO BETBEH KOJIa B IPOEKTE;

- IUKJIOMAaTHYECKasl CII0KHOCTh Ko/a mo MakKeiioy;



- 00beM IIporpaMMel 1o X0JICTeNny;

- KOJIMYECTBO (PaiiJIOB B IPOCKTE;

- KOJIMYECTBO HAMIEHHBIX MOTEHIIUAIBHO OMACHBIX KOHCTPYKIIHIA;

- KOJIMYeCTBO (PaiJIOB C MOTEHIUAIBHO OMACHBIMU KOHCTPYKIUSIMH;

- cpeJHee KOJIMYEeCTBO 0OBEKTOB B (haiiiie;

- cpenHuUii pa3mep (aiina;

- 00beM UCXOHBIX TeKcToB (KOaiiT);

- KOJIMYECTBO CTPOK KO/Ia B TIPOCKTE.

3.1.3. MeTpuKH NOKPBITHS POrPAMMHOI0 KOJa

MeTpuKy TOKPBITUS TPOTPAMMHOTO KOAA HCHOJB3YIOTCS Opd  CTPYKTYPHOM
TECTUPOBAaHUU (10 METOAYy «Oenoro siirMka») C Ielbl0 MOATBEPkKACHUS TpeOyeMon MOIHOTHI
IPOBEPOK U KOHTPOII 3(h(HEeKTUBHOCTH TMpoliecca TECTHPOBAHNUS, a TAK)KE BBISIBIICHUS Hanboiee
c1abo MPOBEPEHHBIX MOIYJIEH M YyYacCTKOB KOJa, TYMUKOBBIX U U30OBITOYHBIX (PparMeHToB U
JIPYTHUX OLIUOOK CTPYKTYpHI U Toruku padoTsl [10.

KonnyectBeHHast Mepa MOKPBITHS KOJIa YaCTO SIBJISIETCSI YaCTHBIM MTOKA3aTeJIeM KauecTBa
1O, nanpumep:

Q =P X Cov,
rae: P — mokaszatesb cTeneHb Oe301mmbouHocTr Koaa, COV - mokaszareb MOKpbIThs Kofa [53].

K nanbosee M3BECTHBIM METPHKAM MOKPHITHS KOAA OTHOCAT CIIEAYIOIINE:

- IOKPBITHE KOHCTPYKIHII;

- IIOKPBITHE BETBIICHUN YCIIOBH;

- IOKPBITHE YCIOBUH;

- IOKPBITHE BETOK U YCIIOBHIA,

- IOKPBITHE MapIIPYTOB;

- IOKPBITHE TIOTOKA JAHHBIX.

IMoxpbiTHE KOHCTPYKUMII (ONEPaTOPOB) KOJAA - METPUKA MO3BOJISET MOHATh, ObLIa JIH
BBbI3BaHA KaXKIasi U3 HUCIIOJHIEMBIX KOHCTPYKIIMHA Kojia (KOMaHa).

YacTHBIM clydaeM METPUKH TIOKPBITHS KOHCTPYKIMU SIBIISIETCS METPHUKA TMOKPBITHS
0a30BbIX 0JIOKOB, KOIJIa B KaueCTBE €JMHUI] KOJa BBICTYNAET KaXKAas IOCIIeA0BaTEIbHOCTh
KOHCTPYKIIMH 0e3 BETBJICHWS. 3aMETHM, YTO TMOHITHE «0a30BBI OJIOK» HE COBMANaeT C

30
IMOHATHUEM «BCTBb», KOTOpAad BCCraa HAYMHACTCA C YCIIOBHOT'O Oricparopa .

% |EEE Std 100-1992.
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OHUM U3 OCHOBHBIX IPEUMYIIECTB METPUKH IMMOKPHITHS KOHCTPYKIMNA KO/ SIBJISIETCS TO,
YTO OHA MOXKET OBITh MPUMEHEHA HEMOCPEJICTBEHHO K 00BbEKTHOMY (OMHApHOMY) KONy, U NP
3TOM € e MOXHO T0JIb30BaThCsi 6€3 00paboTKM MCXOMHBIX TEKCTOB. 1o 3Toi mpuunHe oHA
MoJIyunsa IIMPOKOE paclpOCTpaHEHHE M B APYTrUX oOnacTax (Hampumep, B NPOQPUIMPOBKE
KOJIa).

['maBHBIM HEZOCTATOK METPUKHU MOKPHITUS KOHCTPYKIMH - 3TO OTCYTCTBHE
"qyBCTBUTEIBHOCTU" K HEKOTOPHIM YIPABISAIOLIUM CTPYKTYpaM M JIOTUYECKHM OIEpalusM.
Hanpumep, mokpbITHE ONEpaTopoB HE MO3BOJIAET ONMPEACNUTh, AOCTUIIM JIM LUKIBl YCIOBUN
CBOETO 3aBEPIICHHS - OHO JIUIIb OKAa3bIBACT, OBbLT JIM (PAKT XOTS OBl OJHOKPATHOTO BHITIOTHEHUS
Tesa UK.

Merpuka moxpeiTus Beriaenuii (decision®') onpenenser, 6sutH 11 MpoBepeHs! (Kak Ha
3HaueHue true, tak u Ha false) OyseBbl BbIpaKCHHs B YIMPABISIONIMX CTPYKTypax (TaKuX Kak
BeipakeHust If wmm else). Bc€ OyneBo BhIpakeHUE IIEITMKOM CUMTACTCS OJHUM MPEAUKATOM,
KOTOPBIM MOXKET OBITh TUOO UCTHHHBIM, JINOO JIOKHBIM, BHE 3aBUCUMOCTH OT TOTO, COACPKUT JIU
OH omnepatopsl jornyeckoro-M mnm sornueckoro-MJIM. MoXHO BCTPETUTH aIbTEpHATUBHBIC
Ha3BaHMsI METPHUKU: TOKpbITHE BeTBel (branch), mokpeiTHe pedep, MOKpPHITHE AYT.

OCHOBHOE TPEUMYIIECTBO ATOH METPHUKH — MPOCTOTAa M OTCYTCTBHE MpOOJIEM C
MOKPBITHEM OIEPaTOPOB.

Ee xe HemocTaTkoM sBISETCA TO, YTO METPUKAa MUTHOPUPYET BETBH BHYTPU OYJIEBBIX
BBIp)XEHU, KOTOPBIE MIPOUCXOMST B CITydae NCIIOIb30BAHUS COKPAIIEHHON CXEMBbI BRIYHCICHHN.

MeTprka HMOKPBITHSA MO YCJAOBHMSIM BO3BpAIAeT BBIBOJ «UCTHHA» WIIH <JI0XKb» JUIS
KaXX/IOTO yCJIOBHUS B IpOTpaMMe. Y CIIOBHE — 3TO OTIEPaH/] JJOTHYECKOTO ONepaTopa, KOTOPBIA HE
COJZIEPKUT BHYTPU ceOsl JPYrux JIOTMUECKUX oreparopoB. ITokpbiTHe MO yClIOBUSAM H3MeEpsieT
YCIIOBHSI HE3aBUCUMO JIPYT OT JIpyTa.

OTta MeTpHKa BO MHOTOM CXOKa C MOKPBITHEM BETBEH YCIIOBHUI, HO OHa MMeeT Oolee
BBICOKYIO YyBCTBUTEIILHOCTh K TIOTOKY BBITTOJTHEHHSI.

B cranzaprax>’ pasje/sioT MOKPHITHE BETBICHHH 1 IOKPHITHE YCIIOBHIA, CYMTAs EPBOE
Oonee cnabpiM. OIHAKO TOJIHOE TIOKPBITHE TI0 YCIOBHSIM HE TapaHTHUPYET TOJHOTO TOKPBITUS

BETBEH ycroBHii (M3 MPOOIEMbI «MEPTBOTO KOJIa»).

3L RTCA/DO-178BB. FAA, 1992.
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MeTtpuka NOKPBITHS 110 BeTKaM M YCJIOBHAM — 3TO THOPUAHBIN METO/, OJyYEHHBIN Ha
OCHOBE OOBEIMHEHUS TIOKPBITUS BETBICHUH M NOKpbITHS yciaoBuil. Ero ocHoBHOe
IIPEUMYILECTBO — 3TO IIPOCTOTA U OTCYTCTBUE OTPAaHUYEHUN €r0 KOMIIOHEHTHBIX METPHK.

MeTtpuka NOKpPbITHSI MAPLIPYTOB BbIAAET HHPOPMALIMIO O TOM, OBLITH JIM IPOI/IEHBI BCE
BO3MOXHBIE MapLIpyThl B KaxIoM (QyHKIuM. MapupyroM Ha3blBalOT YHUKAIbHYIO
MI0CJICIOBATEIbHOCTD BETBEH JIornueckux yciaoBuii (branches) ot Bxoaa B (hyHKIIHMIO 70 BBIXOj1a
13 He€. DTa METPHUKA TAKXKE U3BECTHA MO/l HA3BaHUEM «IIOKPBITHE IIPEIUKATOBY.

Y DOKpBITHS MapuIpyTOB HMEIOTCA JBa MPUHLUUIMUAIBHBIX HejocraTka. llepBbiM
ABJIAETCS TO, YTO YMCJIO MApPUIPYTOB KCIIOHEHIMAJIBHO 3aBUCHUT OT uyucia BerBed. Hampumep,
Gynkums, coxepxkamas 10 Beipaxenuil tuna if, Oymer TpeOoBarth s TectupoBaHus 1024
mapuipyta. Jlo6aBieHue xots Obl emé oJHOro BbipakeHus If ynBamBaer ux umcno g0 2048.
Btopoil HEgoCTaTOK — MHOIME MapuIpyThl IIPOCTO HEBO3MOKHO BBIIIOJIHUTBH M3-3a CBA3EH IIO
uHpopmanuu.

Eme oaun Hemoctatok kacaercds UMKIOB. IIOCKOJNBKY LHKIBI TPHUBOIAT K
HEOrpaHMYEHHOMY KOJHMYECTBY MapIIPyTOB, JlaHHas METpUKAa paccMaTpUBaeT JIMIIb
OTPaHMYEHHOE KOJMYECTBO BO3MOXKHBIX HTepauui. OIHAKO MMEETCS] OrpOMHOE KOJIMYECTBO
BapHalMil 3TOW MeTpUKH, padoTalIIuX ¢ IuKkiamMu. Hampumep, rpaHuyHoe TecTHpPOBaHUe
MapmIPYyTOB, KOTOPOE MPEANOaraeT JMIIb JBE CUTyalluu AJI1 LUKIOB B IIPOrpaMMe: HYJIEBOE
YKCJI0 MOBTOPOB M OTJIMYHOEC OT HyJNsA 4HCiI0 moBTOpoB. Jlms 1ukiaoB do-while Bo3MOXHBI
CJIEAYIOIIME ABa BapHAHTA: C OJTHON uTeparreid 1 OOJIbIINM, YEM O/IHA UTepalts.

MeTprKy NOKPBITHS NMOTOKA JAHHBIX OTHOCAT K BapHallMM MOKPBITUS MAapIIPYTOB,
KOIrZla pacCMaTpUBAIOTCS TOJIBKO TMOAMAapLIpPyThl OT IPUCBAWBAHMS IEPEMEHHBIX J0
MOCTEAYIOLUX CChUIOK Ha 3TU NIEPEMEHHBIE.

[IpenmymiecTBOM 3TOM METPUKH SIBISIETCA TO, YTO OOHAPYXKEHHbIE C IMOMOIIBIO Hee
MapuIpyThl HMEIOT HENOCPEJACTBEHHOE OTHOIIEHHE K pPEeXHUMYy, B KOTOpPOM IIporpamma
oOpabatbiBaeT gaHHble. OCHOBHOM €€ HEOCTATOK — CIIOKHOCTh Pealn3alliu.

Kpome nepeuncienHbix pyHaaMEeHTaIbHBIX METPHUK, U3BECTHBI METPUKH, UCTIOIb3yEMbIE
Ha MPAKTHUKE NPU PEUIEHUH OTAEIbHBIX 3a4au:

- METPHKa MOKPBITHS QYHKIMH (IpoLeayp);

- METPHUKA IIOKPBITHS BBI30BOB;

- METPUKA IOKPBITHS LIUKJIOB;

- METPHKA MOKPBITHSI ONIEPATOPOB CPABHEHUS;
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- METPHKA MOKPBITHS 110 TOHKaM;

- METpPHUKa MOKPBITUS TaOIHI] (MACCHBOB).

Mpbl MOXEM CPaBHUTh OTHOCHUTENBbHBIC MPEUMYILECTBA IOKa3zaTesed, Ipu 3TOM Oosee
CUJIbHAsI METPUKA BKIIIOYAET B ce€0sl pe3ybTaThl Oosiee ci1aboi METPUKH.

Hanpumep, mokpeITHEe BETBICHHI YCIOBUI BKIIIOYAeT B ceOs MOKPBHITHE KOHCTPYKLHUH,
IIOCKOJIbKY BBIMIOJIHEHUE KaXI0M BETBU JIOJIKHO, 10 UJe€, IPUBECTU K BBIIOJIHEHUIO KaXKI0H €€
KOHCTpyKuuu. Ho 3TO yTBep)kaeHHe chnpaBeIMBO, TOJIBKO KOTJAa IIOTOK BBIIIOJHEHUS
HENpepbIBeH [0 caMoro KoHua Bcex 0Oa3oBbix OsokoB. Hampumep, C/C++ ¢yHKuus MOXKeT
HUKOTJIa HE BEPHYTh YIpPAaBICHHE BbI3BaBIIeMYy e 0a30BOMY OJIOKY, MOCKOJIbKY BHYTpHU Heé
ucross3ytores throw, abort, cemeiicTBo BBI30BOB €XEC, eXit mium long jmp.

[TokpeiTHE 1O BETBAM/YCIOBHSM BKJIIOYAeT B CceOs MOKPBHITHE BETBICHUN YCIOBHH WU
MOKPBITHE TI0 YCIOBUSAM (110 onpezeneHuo). IIokpeiTHe MapipyToB BKIIIOYAET B ce0sl HOKPBITHE
BETBEH YCIOBUM.

AHalu3 MOKPBITUS KOJA SIBISETCS OJHMM U3 METOAOB CTPYKTYPHOIO TECTHPOBAHUS,
KOTOpBIE IOMOTralT 00ECHEeYUTh LIEJOCTHOCTh U OTCYTCTBUE IPOIYCKOB B TECTOBOM Habope.
IIpu anHanu3e KoJa NPOAYKTOB, pa3pabOTaHHBIX Ha CaMbIX pPaclIpPOCTPAHEHHBIX S3bIKAX
nporpammupoBanus (C/C++ u Java) u3 Bcex METpHK HanboJiee YHUBEpCaIbHOU U 3 ek THBHOM
B IIEJIOM IT0Ka3aJ10 ce0sl MOKPHITHE TI0 BETBSIM/YCIOBUSIM.

Pazymeercs, u3-3a upe3BblYaliHO BBICOKOM Cl0KHOCTH [IO KOHTpOJIb MOKpBITHA KOza
OTPaHUYMBACTCS PA3yMHOM JOJIEH IeTaTN3ALH.

3.1.4. MeTpuKH NOJHOTHI (PyHKIMOHAJIBHOIO TECTHPOBAHUS

MeTpuku MOJHOTH (PYHKUIMOHAIBHOTO TECTHUPOBAHUS (IO METOAY «UEPHOTO SIIHKA»)
PacKpbIBalOT COAEpKAHME TECTOBBIX NIPOLEAYP, ¢ OJHON CTOPOHBI, M IO3BOJISIOT AETaIbHO
OLICHUTh YPOBEHb 3aBEPILIEHHOCTH TECTUPOBAHUS B Ipoliecce paboT — ¢ IPYrou.

[Tpu npoBenenuu GyHKIHOHAIBHOTO TecTHpoBanus [10 moaHOTa TeCTUPOBaHUS, KaK
MIPaBUJIO, OLIEHUBAETCS 110 CIIEAYIOIMM TapaMeTpam:

- IOJTHOTA MOKPBITHS TPeOOBAHUH;

- moacucteM (moayneit) I10;

- IOJTHOTA (PYHKIIMOHAIBHBIX BO3MOXKHOCTEH;

- IOJIHOTA NMPOCTPAHCTBA BXOAHBIX TAPAMETPOB.

[MosiHOTA MOKPBHITHSI TPEOOBAHMI ONMCHIBACTCS ClIeAyomIeH (HOpMyIIOii:

R

MTp == E’



rae. R, - 4ducio TpeboBaHuid, mpeabsBiseMbix K 10, mpoBepeHHBIX B XO0J€ TECTUPOBAHUS

HAOOPOM TECTOBBIX MPOLIEAYp, R - obmiee uncio TpedoBanmii, mpeabsBisieMbix K [10.

B xome paspabotku HaOopa TECTOBBIX MPOUEHAYP {71, 7y, Tjyees T}  BBIIOTHSIETCS

COIOCTaBIEHUE TPEOOBAHUS r; e R, NPeAbsBIseMoro K 11O, U TECTOBBIX MPOLENYpP, KOTOPBIE

TECTUPYIOT BBINOJHEHUE JaHHOro TpeOoBaHusA. JIJis HArNMAIHOCTH [aHHOE COIOCTaBJICHHE
HPECTABISAIOT B (popMe MaTpHUIlbl TPACCHPOBKH: B 3aroJIOBKax KOJIOHOK MaTpHibl (Tadi. 3.3)

pacrosioxeHsl TpeOOBaHUS r,, a B 3arojoBKax CTPOK — MPOLEAYpbl TeCTHpoBaHUS r;. Ha

] 2

NEePpECCUCHUU PAaCIIOJIOKCHA OTMCTKA, O3Haydaromas, 4TO Tpe6OBaHI/Ie TCKYH_[eﬁ KOJIOHKH

IIOKPBITO ITPOLIEIYPOH TECTUPOBAHUS TEKYIIEH CTPOKH.

Tabmuua 3.3.

Martpuiia TpaccupoBKH TpeOOBaHUN

TpebGoBanue
TecToBasi mpoueaypa
n fj
71 X X
(A X

B kauecTBe MeTpUKHU NMOJHOTHI MOKPHITUS NoacucTeM (MoayJieii) 10 moxHO BEIOpaTh
CIIEIYIOIIIEE COOTHOLIEHHUE:
St
MM = ?,

rae: S, - uucno noxacucreM (Monayneit) I1O, mpoBepeHHBIX B XOA€ TECTUPOBaHHUS HAOOPOM

TECTOBBIX MPOILEIYpP, S - 00IIee YKCI0 NoAcucTeM (Moayiel, QyHKInoHanbHbIX 00BeKkTOB) [10.
[Ipeanonaraercs, uro tectupyemoe I[1O COCTOMT M3 COBOKYMHOCTH MOJCHCTEM (HAIpUMeEp,
NOJICUCTEMa KOHTPOJIS IIEJIOCTHOCTH), a MOJCUCTEMBI - U3 Moayneil (Hampumep, a.exe, b.dll).
JIns HArJasiIHOCTH JIAHHOE COTOCTaBJICHUE MPEACTABISAIOT B (opMe MaTPHUIIBI MOKPBITHSI
TECTOBBIMHU Tipouieaypamu (Tadm. 3.4, m] - i-blii MOIYIIb -0 IOJACUCTEMBI).

Tabnuma 3.4.

Marpua noKpsITUs MOACUCTEM (MOYJIEH)

TecroBasi npoueaypa O0BbeKT TeCTUPOBAHMS
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IToncuctema 1 TToncuctema 2 IMoxcucrema h
my mi | m3 m; mg
X
T X X
X
(A X
X X X

ITonnoTa MOKPLITUA (l)yHKIII/IOHa.]ILHLIX BO3MOJKHOCTEIl OIIMCHIBACTCS CHGHYIOH.ICI\;I

bopmynoii:

rae:; F, - 4ucio (QyHKUMOHANIbHBIX Bo3MoOxHOcTeH 1O, mpoBepeHHBIX B X0J€ TECTUPOBAHUSA
HAaOOpOM TECTOBBIX Mpouenyp {r,zy,.. 7. 7o}, F- o0mee Yncio ¢GyHKIHOHAIBHBIX
Bo3moxkHocTell [10. 1o aHanorum ¢ MeTpuKoil MOKpeITUs TpeOOBaHUIM MOKHO BBECTH IMOHATHE
MaTpUIbl TPACCUPOBKH (DYHKIIMOHAIBHBIX BO3MOXKHOCTEH (Tabis. 3.5): B 3aroyioBKax KOJOHOK

Ta6J'II/II_IBI PpacCIlOJIOKCHBI (bYHKI_II/IOHaJ'IBHBIC BO3MOXHOCTHU f a B 3arojioBkax CTpOK —

j>°

MPOUEAYpPbl TECTUPOBAHUSA T; .

Tabmua 3.5.

Marpuna TpaccCUpoBKH (YHKIIMOHAIBHBIX BO3MOXKHOCTEMN

TpebdoBanue
TecroBasi mpoueaypa -
fi | .. j
7, X X
X
7 X X

PaccMoTpuM MeTPHKY MOJHOTHI NOKPBITHA BXOAHBIX mapamerpoB. Ilycts

As ={ay,@;,..,as}y — MHOXKECTBO IapaMETpPOB, NPUHUMAEMBIX Ha BXOJ TectupyeMbim [IO P

(bakTOpBl  TECTHPOBAHHUA), & Bp ={B, o, By} -~ MHOXKECTBO BBIXOJHBIX IapaMETPOB



tectupyemoro I1O. Kaxnplii mapameTp MOXKET NPUHHUMATh OAHO M3 HECKOJIBKUX 3HAYCHHI:
P D" P DF 6 9

a; €D, , PjeDp, Tne DP, W g; - 00NacTH NOIYCTHMBIX 3HAYEHUH BXOJHOIO «; M

BBIXOJIHOTO 4; MapameTpoB COOTBETCTBEHHO. [Ipu TectupoBanuu Ha Bxox 10 moxaercs Koprex

a=(ay, . aas) € DP oy xDP,, .. x DP,, W BBINOJHACTCA CpaBHEHHE (akThHueckoro noseneHus I10

> ~ P P P ~

B =B, B By)=P(@)eD g xD"p,..xD"p, ¢  OXHIAGMBIM 3 ,,  ONPEACICHHBIM B

crienuduKaIum.

HOHHOTy IMOKPBITUA MPOCTPAHCTBA BXOJHBIX IAPAMETPOB MOJKHO OLCHUTH CICAYIOIIUM

obOpazoM:
X |Dg, |1Dg, |- |Dég|"
rjie: ‘Iﬁpai‘ - MOIIIHOCTh MHOXECTBA 3HAUEHUH BXOJHOTO IMapamerpa «;, MOKPBITOTO IIPH

BBIIIOJIHCHUH TCCTUPOBAHMA,

DPai‘ - MOIIIHOCTBb MHOZKCCTBa 3HAUCHUH BXOJHOT'O IMapaMeTpa «;.

Takum O6p&30M, IIPpX BBIIOJIHCHHUHA ITOJIHOI'O TCCTUPOBAHUA HA BXOL 1§ (0) JOJIDKHO OBITh

MOJIaHO ‘Dpal KopTekei a . ISt OLEHKH CIIOKHOCTH TPOOJIEMBI TECTHPOBAHUS

p
‘D a?

T "DpaS

ITOJIOKUM ‘Dpal =N, TOrJa MOIIHOCTb IPOCTPAHCTBA BXOJHBIX 3HAYECHUI

P
=‘D a2

_ P
~..=[p%,

paBHa N°. IlycTh HekoTopas mporpamMma MpPHHUMaeT Ha BXOA S=34 OuHapHbIX (N=2)
3HayeHus. [Ipu mnpoBeneHMM TECTUPOBaHMS Ha BCEM IPOCTPAHCTBE 3HAUYEHUI BXOIHBIX
napamerpoB Ha Bxoja [IO HeoOxoaumo mojath 23 =1,7-10"° koptexa. s coBpemennoro 110
IPOBEIEHUE TECTUPOBAaHMS Ha BCEM NPOCTPAHCTBE 3HAYEHUH BXOJHBIX IapaMeTpoB
(McueprbIBarolee TECTUPOBAHNUE) SIBISETCSA MPAKTUUECKHU HEpa3pelIuMoi 3a1aduei.

K OCHOBHBIM ITyTSIM pemieHHs JaHHOH MPOOJIEMBI CIIEAYET OTHECTH CIIETYOIIHE.

1. TectupoBaHMs C UCMOJIB30BAaHUEM CIyYaiHBIX 3HAUEHHH BXOJHBIX MAapaMeTpOB.

3HaueHUEe KOMIIOHEHT «; BXOJHOTO KOpTeXa « = (oy,dy,..,a5) TEHEPUPYIOTCS CIydailHbIM
oOpa3oM u3 oOjactell JOMYCTMMBIX 3HadeHUH DP, . TecTupoBaHHMe 3akaHUMBAETCs MpPU
JOCTH>KEHUH MPUEMIIEMOTO ITOKPBITHS POCTPAHCTBA BXOIHBIX 3HAYECHUI.

2. TectupoBaHus ¢ UCIOIB30BAHUEM pa3OUEHHs 00JaCTH AONMYCTUMBIX 3HAUCHUN Ha
HKBUBAJIECHTHBIE NMOAMHOXeCTBA. OOJaCTH NOMYCTUMBIX 3HAYEHUH DP, KOMIIOHEHT BXOJHOTO
KOpTeXa pa30MBarOTCS Ha MOJMHOXKECTBA, 3HAUEHHUS! KOTOPBIX CUUTAIOTCS SKBUBAIECHTHBIMH C

TOYKH 3peHus (YHKIIMOHATIBHBIX 0COOEHHOCTEH TECTUPYEMOTO I10O:
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D, =D",, UDP,, U..uDP,, . Ilpu TectupoBanuum Ha Bxox IIO B KkauecTBe KOMIIOHEHTa
KOpTEe’Ka MOJaeTCsl OUH MPEACTaBUTENb MOJMHOXKECTBA DF,, .

3. TecTtupoBanue rpaHUYHBIX 3Ha4eHMM. [Ipu MCOIB30BaHUM NAHHOW CTPATErVM B

MEPBYI0 OYepelb TECTUPYIOTCS TPaHUYHbIE 3HAUYEHHUs 00JacTeil MOMyCTUMBIX 3HAYeHUM DP,

KOMIIOHEHT BXOJHOI'0 KOpTEXa.
4. TectupoBanue MeTosoM KOMOMHATOpHOrO MOKpbITHA. Ilpu ucnosnb3oBaHMM
MeTona t-pakTOPHOro KOMOHMHATOPHOTO TIOKPBITHS BBINOJHIETCS TeHEepalus BXOTHBIX

o o 33
KOPTEXKEU, ITOKPBIBAOIINX BCE BO3MOKHBIC 3HAYCHHA ITOJKOPTCKEU U3 t KOMIOHEHT .

3.2. Moaean OLeHKH TeXHOJ0TrH4ecKoii 0€301aCHOCTH U IJIAHUPOBAHMUS UCIILITAHUH

OpnuM u3 nytel noBbllieHUsT ypoBHS OezonacHoctu 11O sBisieTcs Mcnonb3oBaHUE Ha
JTanax TecTupoBaHus M ucnbiTaHuil [10 MaTemarnyeckux Mojenei, NO3BOJSIOIUX MOITY4YUTh
JOCTOBEpHBIE OIIEHKH Tokaszareneld OezomacHoctn IO u 3(h(HEeKTHBHOCTH TEXHOJIOTUH €ro
pa3paboTku. bBoNbIIMHCTBO TakuxX MoJeneil 3auMCTBOBaHbl M3 TEOPUM HAJIEKHOCTU
TEXHUYECKUX CHCTEM, IIO3TOMY B JIMTEpPATYpe UX HacTO Ha3blBalOT MOZENIAMU HajaexxHocTtu [10
[72, 85]. C Touku 3peHHs] MCIBITAHHUI MPOrPAMMHBIX CPEICTB MO TPeOOBaHUSAM OE30MaCHOCTH
nHbOpMAINY, TOHATHE «HAASKHOCTh (yHKIMOHUpOoBaHUS [10» SKBHBAJEHTHO TOHSATHIO
«rexHonorndeckoi 6e3onacuoctu [10», rae mox omumoOKol MoOHUMAaeTcs yassumocms (Aedexr,
HEJEKIapupOBaHHAasl BO3MOXKHOCTb), MOTEHIMAJIBHO BIMSIONIAs HAa 0€30MacHOCTh CHUCTEMBI U
uHdpacTpykTypsi [17,44].

OnbIT HUCHBITATENBHBIX J1a0OpaTOpUil MOKA3bIBAET, YTO NMPUMEHEHHE MaTeMaTHYECKUX
MoOJieJiell He JOJDKHO OTBJIEKATh JKCIEPTOB OT PEATbHOIO TPYJOEMKOTO U OTBETCTBEHHOTO
nporecca uccnenoanus IO u OMKHO, TNaBHBIM 00pa3oM, CIIOCOOCTBOBATh IMPHUHSATHIO
MpaBWIbHBIX pemieHuid. [losTomy Monenu nenecoodOpa3HO KiIacCH(PUIMPOBATh MO LIEIEBOMY
NPU3HAKY W MMEIOUIMMCS BXOAHBIM CTATUCTHKAM, IOJY4YaeMbIM Ha pPa3IUYHBIX 3Tanax
*u3HeHHoro nukia [10, a uMeHHO Ha cienyomue:

1. OrnamouHble MOZENN, NO3BOJISIOIIME OLIEHUTh IIOKA3aTENM TEXHOJIOTMYECKON
6e3onacHocTr 110 B 3aBUCMMOCTH OT MPOTOHOB HA 3aJaHHBIX 00JIACTAX BXOJHBIX JAHHBIX U
nocienyoumx gopadorok I10;

2. BpemenHble MoOjAENM pOCTa HAJEKHOCTH, IO3BOJSIONIME OLIEHUTh MOKAa3aTeNn

TexHosiornueckoit 6ezomacHoct [10 B 3aBUCIMOCTH OT BPEMEHU HCTIBITaHU;

*NIST SP 800-53A : 2010; NIST SP 800-142 : 2010.



3. Moaenu MOJHOTHI TECTUPOBAHMS, MO3BOJISIIOLIME IMOJYYUTh OIIEHKH IOKa3aTeeu
JIOBEpHS K Ipoiieccy orieHku cooTBercTBUs [10;

4. Mopenu cnoxnoctu [1O, mo3Bosisitole OUEHUTh METPUKU cliokHOCTH [IO m
CBSI3aHHBIC C HUMH IOKA3aTeNM KadyecTBa U Oe3omacHoctH 110.

3.2.1. OTaago4Hble MOJeJIU IPOrPAMM

B ocHOBe OTnamouHbIX MOJAENEH JIEKUT YTBEP)KICHHE, UYTO CBOWCTBO HAJIEKHOCTH
MIpOrpaMMBbl MEHSIETCSI TOJIBKO TIPH €€ 10paboTKax, a U3MEPSETCs IyTeM IMPOTroHa MPOTrpaMMBbl Ha
3aJaHHBIX 00JIACTSIX BXOJHBIX JAHHBIX. Takue MOJCIH YacTO HA3bIBAIOT MOJEIISIMU HAJI€KHOCTH,
OCHOBAHHBIMH Ha 00JIaCTIX BXOAHBIX JaHHBIX (input-domain models).

VYCIoBHO OTIa0YHBIE MOJEIM MOXKHO pa3[eiuTh Ha MOJEIH, OPUEHTUPOBAHHBIC Ha
BEIMYMHY A0paboTku [53], U MOJeNu, OPUEHTUPOBAHHBIE HA IMOKPBHITUE BXOJIHBIX JaHHBIX
[70,78]. IIpuBenem nmpumeps! 10 100HBIX MOJICIICH.

3.2.1.1. HeMoHOTOHHAsI MO/IeJIb OTJIAJIKU U OOHOBJIEHUI MMPOrPaMMHOI0
odecmeueHus

B ocHoBe Mopenu moJjioke€Ha TUIIOTE3a, 4YTO creneHb HajaexHoctu IO mpu ero
U3MCHEHHSIX MOKET KaK TOBBIIIATLCS, TaK U MOHMWXKAThCS (puc. 3.2):

B, = P, + Z};l AP;,
rze: U - 9MclIo NpoBeeHHbIX 1opadoTok 10, AP; - npupalieHue cTeneHy HaJeKHOCTH Moce |-

0if TopaboTKH.

P,
..................................................... r
e |
Pl | i : E E
1.2 3 4 5 tu-l ‘u AopaboTku
3 3 1 2 »
L L L e A N N O A O L B L >
012345 .. s L-1 L npo2oHsI

Puc.3.2. 3meHeHue cTenenn HaJeKHOCTH 10 Pe3yJibTaTaM JT0paboTOK
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W3menenne crenenn HaaexuHoctd [1O mocnie j-oif 10paOOTKH MOXHO MPEACTABHTH
JINHEMHBIM ONEPATOPOM:

AP; = Aj(1 = Pi_1) = BiPa,
rae: Pj_; - BeposATHOCTH Ge301mmbounoi pabotel 110 mocne (j-1)-oit mopaGoTkwu; (1 - P]-_l) -
BEPOATHOCTh OOHapyxenus ommbok ITO nocne (j-1)-off nopaGortku; A; - kospduuueHt
3 PEeKTUBHOCTH AOPAOOTKH, XapaKTEPU3YIOIINN YMEHBIICHHE BEPOSITHOCTH OIIMOKHU 3a CYET |-
Ol J10paboTKH; B; - KOO()(QUIMEHT HETATUBHOCTH NOPAOOTKH, XapaKTEPH3YFOIIMH CHMKCHHE
CTENICHU HAJICKHOCTH 32 CUET |-0ii TOPaOOTKH.

[lepeiins kK peKyppEeHTHOMY BBIPOKEHHUIO M CUUTAs MPEICIbHYIO CTEIICHb HAICKHOCTH

4j

paBHOU P, = T2p. MOMKHO NOJNYIHTH MOJIENL OLUEHKH HA/IEKHOCTH I10:
JTEj

Pu:POO'(POO'PO)Hljil (1 - Aj/POO)’

Jns yuera paznu4HOW creneHd 3P(GEeKTUBHOCTH TOPAOOTKH MOKHO BBECTH METPHUKY
BEJIMYHMHBI M3MEHEHHOTO KOJa K;j, HApMMEp, NPH UCIPABJIECHUH OIMMOOK M NPH OOHOBJIECHHH
[1O. D10 MO3BOMSAET MOJIYYUTH OCHOBHOE PACUETHOE BBIPAXKECHHE JJIS TOKA3aTelsi HaJIe)KHOCTH
[1O:

Pu:POO'(POO'PO)H}gl 1- i2=1 aikij /Pw),
rae. a; - kodpounuent srpdextuBHocTH AopadoTku 1O ¢ 1enpio ucnpaBieHus OMMOKH WA
oOHoOBIIeHUS, Py - HauaIbHasl CTENEHb HAJIEKHOCTH, Py, - IpeiebHast CTENEHb HAJEKHOCTH.

JlanHast Mojienb 3aBUCUT OT 4-x mapameTpoB (P, Pw, 1, ay) , pacueT KOTOPHIX YA0OHO
OCYIIECTBUTD, HATPUMEP, C TIOMOIIBI0 METO/Ia MAKCHMAJIBHOTO MpaBaonoaoous [53].

HpI/IBe,Z[eM NpuMEp pacdyeTa napamMeTpoB MOJCIIN. B kadecTBe HCXOOHOM CTAaTHCTUKHU

MOYKHO HCIIOJIB30BaTh MHOYKECTBA WCIIBITAHUN {nj}n OTKa30B {r’ﬁ]} MEXIy JopaboTKamu, a

TaKXe MHOYKECTBO METPHUK IO JA0paboTKaM {kl- j}. Torpa npu nonmynieHUsX O HE3aBUCUMOCTHU
nporoHoB I1O ¢yHKIMS MakcHMaibHOrO MpPaBAONONOOUS MpelCcTaBiIsieT co00il BEpOSITHOCTh
noJTy4eHus o0men BEIOOpKH (n;, My, j = 1,1) uncna 0TKa30B B IPOBEAEHHBIX CEPUAX MPOrOHOB

T10:

m;
— u J

ni—ﬁf A7
P - B,
Jns ynoOGcTBa MOXKHO TMpoJjorapugmupoBatb M npeodpazoBarh (yHKIHMO L, K

CIIEYIOILEMY BUY:



Ly =YY, (r’n; In (1= Po + (P = P) Ty (1= 2, 250)) + (= my) In (P —
(Po = Po) TH=, (1 = T2, 50 ) ).

[Tonyyennass (yHKIMS ~ SBISETCS BBINYKJIOH M 33JaHa Ha BBITYKIOM MHOXXECTBE.
[TosToMy, [ HaxoOXAE€HUS MakcuMyMa (QYHKIMH IIPaBIONOAOOHUS MOXKHO, HaIpuUMep,
UCTIOJIb30BaTh MOAU(PHUIMPOBAHHBIN METO/I HAUCKOPEHIIETo CITyCcKa ¢ IEPEMEHHBIM ITapaMeTpoM

mara h:

1 9 InL(P§,Py,al,al 3
Py*t= Py +h( 2t
0
d InL(Py*1,PL,al,ab
P£+1=P£+h( ( 00,41 2))
0Poo |
9 1InL PT+1 PT+1 aT’aT 1
ai‘+1_a11*+h( (oaa 1 2))
1
a‘l"+1 _ r + h (a lnL(P r+1 PT+1 T+1,a5 )
2 2 aaz )

r7e: Fr-HOMep UTEepaLuu.
Crnenyer cka3aTh, YTO MOJENb IO3BOJSET MOMYYUTh (HOPMYJbl JJIs IUIAHUPOBAHMS
UCTIBITAHUH, HallpUMEp, PAcCUUTaTh YUCIO j HEoOXOAMMBIX aopaborok [1O mns noctumxeHwus

TPeOyeMOii CTENEHN HAIEKHOCTH Py

Poo—P
ln( =) Tp)
Poo—Py

J= ceil In(1-a/Ps)

I/ie: a — ycpenHeHHbIN koapdunnent agpdpextuBaoctu nopadotku [10.
Cuuras, 4T0 NpU H0pPabOTKaX HE BHOCATCA [ONOJHMTENbHBIE OMMOKH, T.e. B;j =0,

MO’KHO MOJXYYUTh (POPMYJTy YKCIIa OCTABIIMXCS OMMOOK Mocie U-oi JopaboTKu:

1- PTp

n )
Nu = ceil(—l (11_135)

3.2.1.2. CtpykrypHas moae;ab Henbcona

Mopnens, monyduBmas HasBanue wMojaenn Hembcona (Nelson) [78], sBisercs
OMHOMHMHAJIBHON MOJCIbI0 BepHY/UIM C HaJOKEHHBIMA MpPAaBUJIAMU TIO0 HCIOJIB30BaHUIO
BXOIOHBIX JaHHBIX.

B wactHocTH, 0OnacTh BXOAHBIX AaHHBIX [10 3amaercs B BuIe K Hemepecekaromuxcs
obGuacreit - {Z;}, KOTOPBIM OJIHO3HAYHO COOTBETCTBYET MHOXKECTBO BeposTHOCTEH {p;} TOrO, YTO

COOTBETCTBYIOIIMI Ha0Op AaHHBIX OyaeTr BbIOpaH st odepeaHoro mnporoHa I[10. Takum
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00pa3oM, eciii MpH BBIMOTHEHUH N; TPOTOHOB IIpOrpaMMbl (Ha Z; HaOOpe BXOMHBIX JaHHBIX) N;
U3 HUX 3aKOHYMJIMCH OTKa30M, TO CTENeHb HaJeKHOCTH QyHKImoHupoBanus [10 onpenensercs

BBIPAKECHUEM:

Mogenb Mo3BOJISET PACCYUTATh BEPOATHOCTH P, 6€30TKAa3HOTO BBINOJHEHHS N-IIPOTOHOB
IPOTPaMMBbI:

o= M1 = @ = olB10-0)
rae: Q; = Yk .p jiXi» Xi- XapakTepucTudeckas QyHKIHUs OTKa3a Ha i-oM HaboOpe JaHHBIX; Pjj -
BEPOSITHOCTb IMOSIBJICHUS I-r0 HA0Opa B |-OM MPOTOHE.

3amMeTHM, B CTPYKTypHOH Momudukanuu wmojenu Henbcona mnpenaraercs Juis
HaXOXIEHUS Pj; WCIOJb30BaTh aHamu3 rpagpa I10. K coxanenuro, NpoBeleHUE aHaIU3a
CTPYKTYpPHO-CJI0KHOT0 Moguduuupyemoro I1O s pemenus yka3aHHbIX 3ajjad Ha IPAaKTUKE He
npeacTaBseTcst S3bGEKTHBHEIM .

MO>XHO TPOJEMOHCTPUPOBATH MEPEXOA OT MOJENCH OTIaJKU K BPEMEHHBIM MOJIEIISIM.
Ionaras, uro Atj- BpeMs BHIIOJHEHHS |-IO IIPOrOHA, MOXKHO MOIY4UTh CJIEIYIOLIEE PacueTHOE
BBIpa)KEHUE!

P, = eCiAt)ar)

—In(1-Q))

A - HIHTEHCUBHOCTb OTKa30B, {; = Z{=1 At;) - cymmapHOe BpeMs

rIe: l(tj) =

j
BBINOJIHEHUS |-iporoHos I10.

[Tonmarasi, yto At; CTAHOBUTCS OTHOCUTEJIBHO MaJlOM BEJIMYMHOM C POCTOM U-umuclia
UCTIBITAHUN, MMEeM M3BEeCTHYI0 (opMyny O0e30TKa3HOH paboThl TEXHMYECKHX CpEACTB
(axcnionennuanbHas BpemeHHas NHPP-monens pocra HanexHoctn):

t

P(t) — e—fo l(z)dz’
rae: A(z) - byHKims pucka.

HecMoTpst Ha oueBHUIHYIO aeKBaTHOCTh MOJIENel oTiaaku mporeccy gopadotku [10, k
O0IIMM HEJOCTaTKaM MoOJeJed OTJIAJKU OTHOCAT TpeOoBaHMS MO OOJBIIOMY KOJIMYECTBY
WCHBITAaHUM TS TTOJIy4€HUS TOYHBIX OIleHOK. O/IHAaKO JaHHasi KaTeropus TPYAHOCTEH pelaeTcs

MyTeM MPUMEHEHUS CTaTUCTUYEeCKOro Meroa Banbna [37,76].

% |EEE Guide to SWEBOK, 2004.



3.2.2. Mojaesi pocTa Hale’KHOCTH OT BPeMeHHU

Mopenu pocra nHamexnoctu (reliability growth model) otHOCAT K BEpOATHOCTHBIM
JUHAMUYECKUM MOJENSM JUCKPETHBIX CHUCTEM C HEIPEPHIBHBIM WM JUCKPETHBIM BpEMEHEM
[12,21,43,49,76,85,90]. BoabIIMHCTBO MOMYJISPHBIX MOJCICH TaHHOIO Kjacca MOKHO CBECTH K
MapKkoBCKUM OAHOPOAHBIM, HEOAHOPOAHBIM WM HOJYMapKOBCKUM MOJEISM MacCOBOIO
00CITy)KMBaHUS.

B onHoponHbIXx MapKOBCKMX MOJENAX Mojiaraercs, yro obuee uyucio ommbok 110 —
HEHM3BECTHAsl KOHEYHAsl MOCTOsIHHAs Benn4yrHa. Yncno ommbok, ocraBmuxcs B I10 B mporecce
TECTUPOBAHUS M OTJIQAKH, OIMCHIBAETCS SKCIIOHEHLUAIbHBIM 3aKOHOM pPacHpeesieHHs.
NHTeHcHBHOCTD OMMOOK A(Q) 328BUCUT OT TEKYILIETO { —COCTOSIHUSI CHCTEMbI U HE 3aBHCHT OT
MPONUIBIX COCTOSTHUM.

ITo cpaBHEHHUIO ¢ OAHOPOAHBIMU MapKOBCKUMHU MOJIENISIMH, B ITOJTYMAapKOBCKUX MOJIENSAX
nonaraercsi, 4to A(t;) MHTEHCHBHOCTh OINMOOK 3aBHCHUT HE TOJBKO OT YHCIA OCTABLIMXCS
om0k B 10, HO ¥ OT t; BPEMEHHU B 3TOM COCTOSIHHH.

B nacrosiiiee Bpems Bce 0osiee MOMYJISIPHBIM KJIaCCOM BPEMEHHBIX MOJIENIEH CTaHOBATCS
HEOJHOpoaHbIe MapkoBckue Monend. B nanHbIX Mozaensx obmee uncio omuook 110 sBisercs
cilydyaifHOM BeNMYMHON, omuchiBaeMoil IlyacCOHOBCKMM 3aKOHOM pacHpeiesieHHs, NpHYeM
WHTEHCUBHOCTh TIOTOKAa OIMMOOK HE sBISETCS JHHEHHOW ¢(yHKumer ot Bpemenu. [lo sroit
npuyYrHe Mojenu 4acto HasbiBaoT IlyacconoBckumu (Non-Homogeneous Poisson Process
model, NHPP-moznenu). B 3aBucumoctd oT Buaa (GpyHKIMHM WHTEHCHBHOCTH I[lyacCOHOBCKOTO
noroka NHPP-Monenu pa3fensior Ha BhITYKIble, S-00pa3Hble, 0ECKOHEUHBIE.

CymectBytor Moaupukanuu Moxened HagexkHoctd [IO0  myrem  mpUMeHEHHS
BaifecoBCKOro moaxoa, KOTopble HHOT/IA BBIICISIFOT B OTCIbHBIN Kiacc Mojerei [99].

Crnemyer cka3aTh, 94TO Ui pacdyeTa mapaMeTpoB ITUHAMHYECKHX MOJENEH TpaJullMOHHO
UCTIOJIb3YEeTCsl METOJ] MAaKCUMAJIbHOTO MPaBIONOA00US, B PEAKHX CIydasX - METOJbl JUHEHHOU
perpeccum.

[IpuBenem mnpuMepbl CaMbIX MOMYJSPHBIX BPEMEHHBIX MOJENEH pOocTa HaJleKHOCTU
Ka)XJIOTO BHIA.

3.2.2.1. IKcnoHEeHUHAJIbHASI MOJEIb POCTA HAJEKHOCTH MPOrpaMMm

OKCITOHEHITMAIbHAST MOJENIb pOCTa HAACKHOCTH, TIIOJYYUBINAs HA3BaHHE MOJCIH
Enunckoro-Mopanastr  (Jelinski-Moranda, JM-moznens), ocHOBaHa Ha JOMYIIEHHSIX, YTO B

npouecce tectupoBanus [10 UTENbHOCT, MHTEPBATIOB BPEMEHH MEXIY OOHAPYKEHUEM JIBYX
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OmMMOOK WMEET OJKCIIOHCHIIMAFHOE  paclpeelieHne C  WHTCHCHBHOCTBIO  OTKAa30B,
NPONOPIMOHAILHOW ~ YUCIy HEOOHAapyXeHHbIX ommOok. Bce ommOku omHOTO THMA,
PaBHOBEPOSTHBI M HE3aBUCUMBI JIpyr OT apyra. Kaxmas oOHapykeHHas OmMOKa MTHOBEHHO
YCTPAHSIETCs, YACIIO OCTABIIMXCS OLIMGOK YMEHBIIACTCS Ha CMHHLLY .

CornacHo yka3aHHBIM TPEIIION0KEHUSIM HHTCHCUBHOCTH OmUOOK B JM-monenu mmeer
CIEAYIONIUN BU:

Ai=¢(N—(i-1)
rae: N - gucino ommOOK, MEepBOHAYAIBHO MPUCYTCTBYIOMMX B mporpamme; (i — 1) — uwmcio
OOHapyKEHHBIX OMIHOOK.

OyHKIMSA  IUIOTHOCTH — paclpelesiCHuss BpEeMEHH  OOHapyXeHus I-i  OmHMOKH,
OTCUUTHIBAEMOI'O OT MOMEHTA BbIsiBIeHUS (I — 1)-0#f OmMOKH, UMEET BH/I:

f() = A~ Mli=g (N — (i — 1)) e #W-G-D) 4
rae: ¢ - KodhQOUIMEHT NPONOPIHOHAILHOCTH, HWHTEPIPETUPYEMbIH KaK WHTCHCUBHOCTh
BbIsIBIICHUS omO0K; N - 4Kciio ommboK, IepBOHAYAIBLHO MPUCYTCTBYIOIIUX B Mporpamme; t; -
uHTepBai Mexkay (i-1)-oii u i-oii ommoOKaMu.

[TomrydueHHOE BBIpaXKEHHE MO3BOJISICT, HANPUMEP, HAUTH (OPMYIBI IS BEPOSTHOCTH
0e301mu00YHON paboThI, BEPOSITHOCTH YCTPaHEHHs BCEX OINMMOOK 3a 3ajaHHOe Bpems [76],
cpenHelt HapaOOTKHU Ha OMIMOKY, CPETHETO BPEMEHH YCTPaHEHHsI BCEX OIMOOK:

P(t) = 1— [ f (Ddt = ehiti = ¢~ dW-(-1) &5

_ocin o
Pon(tsan) =1 = NZL,(-DV lﬁe Aitsan -

1 1

Lo=J, tf @dt ==

= 23 ()

JM-monens umeeT 1Ba Hem3BecTHHIX Napamerpa: N u ¢. [IpuBenem npumep noiaydeHus
MapaMeTpoB MOJEINIH, UCIOJIB3YSI METOJl MaKCHMaJIbHOTO MpaBaonoaoous. B kauecTBe ncxonHoi
CTATUCTMKA MOKHO HCIIOJIB30BaTh MHOYKECTBO MHTEPBAIOB BPEMEHH MEKIy OTKazaMu {i;}.

Torma npu AOONYHCHHUAX O HC3aBUCHUMOCTU JaHHOI BLI60pKI/I (I)YHKI_II/IH MaKCHMaJIbHOI'O

MPaBOII0100us peACTaBIsIeT COO0M nMpousBeneHre (QYHKIMNA IUIOTHOCTEH [ (tj):

Ly =TT £(t) = (9(N = (i — 1))e ¢(N-GD)) [T (p(N — (i — 1))e~¢(W-(-D)),

** |EEE Std. 1633-2008.



Jlnst cimygast U=N MOXHO MOTy4uTh hopmyiy:
Ly=N! pNe=9 ZiLa(N-(i-1)t;
[IponorapudmupoBaB (QYHKIUIO H HaWIs €€ TPOU3BOIHBIC, MOJIy4YaeM YCIIOBHS

HAXO0XKJICHUS SKCTpEeMyMa:

b (i du) = 0

) :
u : _
izl(g— (N-(G-1) ti) =0

Pemenune cucreMul YpaBHCHHA MOXHO HaWTH YUCICHHBIMH METOJaMHU.

B Ttabn. 3.6 mpexacraBieHbl MPUMEPHI MOMYISAPHBIX MapKOBCKHX MOJIENEH, MpUYEM,

napameTtp N HHTEpIPETHPYETCS B KAYECTBE YKCia epBOHAYAIbHBIX omrbok B I10 [49].

Tabnuna 3.6.
MapkoBCKHE MOJIETH POCTa HAAECKHOCTH MPOTPaMM
Hazpanue Mmonenu HMHTEHCUBHOCTD OMMOOK, A;

IM-mozens >’ d(N — (i — 1))
Mopens JIumosa i-1

¢(N-) Ny

j=1

Xui-monempb (e kN-i+D) _ 1)
Shanthikumar-monesns d(N — (i —1)*
Bucchianico-moznens 1 — pW0=-0-1)
JM-otmagounast Moenb ¢(N —p(i—1))

3.3.2.2. PasieeBckasi MO/IeJIb POCTA HAJEKHOCTH IMPOrPaMM

Paszputuem JM-monenu siBnsiercss mogens llIska-Bonseprona (Schick-Wolverton, SW-
MOJICJTh), B KOTOPOH TOJIaraeTcsi, YT0 WHTCHCHBHOCTH OIIMOOK IPOMOPITMOHATLHA HE TOJBKO
KOJIMYECTBY HeoOHapyKeHHBIX onook B [10, HO 1 MHTEepBaTy BpEMEHH OTJIAJIKU:

A =¢(N — (-1,
rae: N - uwucno ommOOK, MEepBOHAYAIBHO TMPUCYTCTBYIONIMX B TMPOTpaMMe, I-4UCIIO
0OHapyXEeHHBIX OIMUOO0K, ¢ — KOIPPUIMEHT MPOMOPIIMOHATHFHOCTH, HHTEPIIPETUPYEMBIN Kak
WHTCHCUBHOCTH BBISBJICHHUS OLIMOOK, t; - UHTepBaJ BpeMeHHu Mexy (i-1)-oit u i-oii omrOkamu.

OTcroza BBIBOAUTCS pactipenernenue Panes co ciaenyromeil pyHKIue mioTHOCTH:

% |EEE Std. 1633-2008.
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() = (N — (i — 1))te #0003

TpHYEM, TAPaMETp PENEEBCKOTo pacnpeenenus gy = 1/,/¢(N — (i — 1)).
[Tony4yeHHOe BBIpa)KEHHE TO3BOJISIET, HANpUMeEp, HAUTH (QOPMYIBI AT BEPOSTHOCTH

0e301mKr00YHOM pabOTHl M CpeIHEH HapaOOTKHU Ha OIIHOKY:

t2

(52 . t?
P(ti) =e <20'(2)>:e_¢(N—(l—1))?;
= 2 O-O - 2¢(N—(i—1))-

Jlns pacuera 3HaueHuit napamerpos N u ¢ Mozaenu no a"anoruu ¢ JM-mozenbso yaooHo
UCIIOJIB30BATh METOJ MAaKCHMAJILHOTO TIPaBJIOMIOI00HS.

[TpuMepbl TOMYNSAPHBIX MOTYMApKOBCKUX MOJENEH TpeAcTaBieHbl B Tabmuue 3.7,
npuyeM napamerp N Takke MHTEpHPETUPYETCS KaK 4YMCIO NepBOHAYalbHBIX omubok B 11O

[49].

Tabmuna 3.7.
[ToyMapKOBCKHE MOJIENH POCTA HAIEKHOCTH POrPaMM

Hassanue monenu VHTEHCUBHOCTD OMIUOOK, A;
SW-moznens o(N—-(i—=1)t
[unepOonudeckas MOIETb d(N — (i—1))(—at?+bt; +c)
Sukert-monens ¢(N—-({—N)) t;
MoauduiupoBantas Moens JIumosa P (N B zz:l N]> (% N Z;;q)
SW-otnamounas Mojemb ¢(N—-p(i—1)¢

3.3.2.3. OxcnonenumaabHass NHPP-moaens pocra Hage:xxHOCTH mporpaMm

[TepBass NHPP-momens npemamokena ['oyn u Oxsromotny (Goel-Okumoto, GO-momers).
B GO-mozpenu monaraercsi, 4TO KOJIMYECTBO OLIMOOK, MPOSIBIISIOLUIMXCS B €IUHUILY BpPEeMEHH, -
ATO HE3aBHCHUMBIC CIyYailHble BEIWYHMHBI, pacmpelesieHHble 1o 3akoHy IlyaccoHa ¢
WHTEHCHBHOCTBIO IOTOKa ((yHKIHWel KonumdecTBa omubok) m(t), MNPOHOPHUOHAIBLHON

0KH/IAEMOMY YHCITy OCTAIOIIMXCS B IPOrpaMMe OIIMOOK Ha 3aJaHHBIII MOMEHT BPEMEHH.



Cuutas, 4yto oOmEe YHUCIO OIMMOOK KOHEYHO W pABHO @A, UMEEM CIEeAyIolIee
muddepeHIaIbHOe YpaBHEHHUE:

m'(t) = ag — gm(t).

Pemas ykazaHHOe ypaBHEHHE, MOXHO IOJYYUTh OCHOBHOE pPACUETHOE BBbIpAXKCHHE
MO/IEJIH:

m(t) = a(l — e 9Y),
rae: a - Ko3hOUIMEHT, XapaKTEPUIYIOMUN YUCIIO OKuaaeMbIXx omuook B I10 (koTopeie OyayT
HaliZieHbl B 0€CKOHEYHOCTH), g — KO3 (PULIMEHT MHTEHCUBHOCTH BBISBIICHUS OLIHOOK.

Oynkiuss m(t) MOKa3pIBA€T KOJMYECTBO OMIMOOK K MOMEHTY i, OHa BBINyKIas,
MOHOTOHHO BO3pacTaromasi, CTPeMsIIAascs K 3HAYCHHUIO a4 - OXHIAEMOMY YHCIy OIIHNOOK,
KOTOpBIE€ OYyT BBISBICHBI IPU TECTUPOBAHUH, T.€.: [iM; 0 (m(t)) = a.

OsxuiaeMoe Ynciio OMUOOK, OCTABIIUXCS K MOMEHTY T, MOXKHO paccuyuTaTh CIEIYIOIIUM
o0OpazoM:

m(t) = m(o0) — m(t) = ae 9.

OyHKIMS MHTEHCUBHOCTH BOZHUKHOBEHHUS OIIMOKY (TIOKA3bIBAOIASL CPETHEE YHCIIO
OIIMOOK K MOMEHTY t) UMeeT cienyIoLIil BU:

A(t) = m/(t) = age 9¢.

[TonydyeHHble BbIpa)KEHUS MO3BOJISIOT HaWTU (HOPMYIIBI Ui BEpOSTHOCTEH TOTO, YTO 3a
3aJJaHHOE BpeMs OYAET BBISABIECHO M JIOKAJTM30BAHO (WM HET) TO WJIM MHOE KOJIMYECTBO OIINOOK,

Harpumep:

_ k
P(t)= TOL ¢ -mn LA P) o ~(a1-e7s),

rie: K-4ucio BISBICHHBIX OMIMOOK 32 3alaHHOE BpeMs .

[Mapamerper NHPP-monmenu MmoxHO HaWTH ¢ MOMOMIBIO METOAa MaKCUMAIbHOTO
npasaononodus. Ciaenyer 3aMeTUTh, YTO €CJIM UMEETCS CTaTUCTHKAa MOMEHTOB t; OOHapyKeHUs
OIIMOO0K, MOKHO TIOTYYUTH CIEAYIONTYI0 (PYHKIIHIO MAKCUMAIILHOTO MPaBIOTO00uS:

Ly(t, tz, o ty) = [Tiog A(tp)e ™ W=TT}_, age™9% e~(a(i=e79w)),

Jlnst cmydast puKcay KOJTUYecTBa OOHAPYKEHHBIX OmUO0K N; Ha HHTEpBaJIaxX BPEMEHHU

(tj—1; tj], MBI UMeeM creyroIuMi BUJ GYHKIMH MAKCUMAILHOTO IPaBI0NIO100uS:

N ;
m(t;)-m(tj_1)) ’
Ly(Ny, Ny, ... Ny) = ;;1( - Nj!”)

e -m(tg) =

o (o)

j=1 Nj!

e~ (a(1-e79%))
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3.3.2.4. S-oopaznass NHPP-moxenb pocTa HaieXKHOCTH POrPaMm

B Hacrosiiee Bpemst ogHoi u3 camblx nonyssspHelx NHPP-Mozaeneil pocta HafeKHOCTH
sBisieTcs: S-oopasHass NHPP-monens SImaner (Yamada), B koTopo#t, B otnuuue ot JM- u SW-
MOMOOHBIX BBIMYKIBIX MOJENEH, JeNaeTcs IOMOTHUTEIBLHOE MPEINOoIoKeHHe 0 S-00pa3Hoi
3aBHCHMOCTH 4HMCla OMMOOK OT BpeMeHH TecTHupoBaHus. [loHsaTuitHO S-00pa3Has 3aBUCUMOCTD
grciia OOHApYKCHHBIX OIIMOOK OT BPEMEHH OOBSCHSETCS TEM, YTO B HAYaJIbHON CTaguu
TeCTUpOBaHus uMeeTcs (asza uzydenus sxcreprom [10.

OYHKIHS KOJUYIECTBA OIHUOOK 33aeTCs CICIYIONICH (HOPMYITOi:

m(t) = a(l— (1 + gt)e™9Y),
rae. a - KOd(QOUIMEHT, XapaKTepU3yIIIUid 4YHCIo oxuaaeMbix omubok B IO, g —
KO3 (UIIMEHT HHTCHCUBHOCTH BBISIBIICHHS OIITHOOK.

OxunaeMoe 4nciao omuOOK, OCTaBIIUXCS K MOMEHTY t, MOKHO paccuuTaTh CIEIYIOIIUM
obpa3zom:

m(t) = a(l + gt)e 9t

CoOTBETCTBEHHO, MHTEHCUBHOCTh BOSHUKHOBEHHUS OIIUOKU OMPEACIIAeTCS CIEAYIOIUM
o0OpazoM:

A(t) = ag?te™9¢,

[TomyueHHbIe BBIpa)KEHUSI MO3BOJIAIOT JIETKO HAaWTH (GopMyny sl BEpOSTHOCTEH TOTO,
9TO 32 33JIaHHOE BpeMs OyJIET BBISIBJICHO M JIOKATM30BaHO (WJIM HET) TO WJIM HHOE KOJMYECTBO
omuOok. [lapamMeTpsl MOAeTM @ W g MOXXKHO HAWTH C TIOMOIIBED METOJIa MAaKCHMAaJIbHOTO
MIPaBAONOI00US.

3.3.2.5. Crenennass NHPP-mMozaenb pocta Hajge:xKHOCTH porpamMm

B Monenu HagexxHOCTH, IOMY4YHBINEH HazBaHue mojenu Jlproditna (Duane), monaraercs,
9TO (PYHKITUS KOJTUYECTBA OMMUOOK 3a/1aeTcs popmMyIioi:

\9

m(®) = (%),
rae. a - kKodhdHUIMeHT, XapakTepu3yemblid macmrad, g — KOdQ(HUIMEHT WHTEHCHBHOCTHU
BBISIBJICHHSI OIIIMOOK (CTETIEHB ).

COOTBETCTBEHHO, HHTEHCUBHOCTDh BOSHHUKHOBEHHUS OIIMOKH ONPEACIIICTCS CIICAYIOIAM

obpa3zom:

=23



B moxenu ecnu g>1, To limt_,oo(m(t)) = + 00, MOATOMY MOJICIb MOJIyYnJIa Ha3BaHHUE

6eckoneunoit NHPP-moznensio (NHPP-infinite).

[TonydyeHHble BBIpa)KEHUSI MO3BOJIAIOT JIETKO HAaWTH (GOpMyTy sl BEpOSITHOCTEH TOrO,

4TO 3a 3aJIaHHOC BPEMs 6yl[€T BBISABJICHO M JIOKAJIM30BAaHO (I/IJII/I HGT) TO WJIN MHOC KOJIMYCCTBO

omubOok. [lapamerpsl MOAenn a W g MOXXHO HAWTH C TIOMOIIBIO METOJIa MAaKCHUMAIIbHOTO

MIPaBIOTIOI00MS.

[Mpumeps! nomynsipubix NHPP-moneneit npeacrasiens! B Tadnuie 3.8 [49].

Tabmuna 3.8.

Heoxgnopoansie MapkoBCcKue MOJIEIN POCTa HANEKHOCTH IPOTPaMM

Hazsanue NHPP-monenu

OyHKIUA KoaudyecTBa omubok, m(t)

Duane-mozens°’ at9d

Mopens ['omnepria a gct
Goel-Okumoto - mozens a(l—e9%)
Schneidewind-moens>° a/g(1l—e9%

Mopnens Beiibymna

a(l —e=9t9

Yamada'SKCHOHCHHI/IaJIBHaSI MOACIb

a(l—e™" c(l—e(‘gt)))

S-o6paznas mozens Penes

2
_ ,-TcC 1—e(_%)
a(l—e < )

=39
S-o0pa3Has MoJenb ¢ 3aJepKKOI

a(l1—(1+ gt)e 9%

S-06pa3Has MOJENb C TOYKOM Ieperuba a(l—e 9%
14 ce 9t
[lapameTpu3oBaHHas S-U30THyTast MOJIEb 1—e 9t

T+ y@r)est

Dohiya — mozenb

a(l—e 9)/(1+e9Y

Mogens [Tapero

a(l—(1+t/c)79)

FI/IHepE)KCHOHeHHI/IaJ'H)HaH MOJCIb

2
a (1 — b; e‘git>

i=1

Littlewood —monens

[TapaGonuyeckas MoJeNb

m

a(l— e_((é)t?"'-( 2 )t2+nt))

% |EEE Std. 1633-2008.
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Jloructuueckas MOEb a
1+ ke—9t
Pham — mMozesb a—ae 91+ (g + d)t+ gdt?
Zhang — Mozeis a (1 (1+a)e 9t So-p)
p—pB 1+ ae 9t
Xie-norapudpmudeckas MoIeib alnd(1+1)
Musa-Okumoto-norapudMudeckas MOJIEIb 1/aln(agt + 1)

3.3.2.6. baiiecoBckasi Mo/1eJIb POCTA HAIEKHOCTH MPOrpaMm

B paccMoTpeHHBIX paHee MOJAENSAX HAAECKHOCTH HCHOJIb3YIOTCS IPEANONIOKEHUS O
XapakTepe paclpeiesieHHil amnpuopHO, NpPUYEM CaMU [apaMeTpbl MOJEIEeH HMEIOT
JNE€TEPMUHUPOBAHHBIN BUJ. J{J11 KOPPEKTUPOBKH MMApaMETPOB MPEANOJIAraeMbIX pacipeesieHui
B 3aBHCHMOCTH OT HOBBIX CTAaTHCTUYECKUX NaHHBIX (00 OOHApYKEHHH W MCIPABICHUU OLIMOOK
[10) MOXHO WHCIONB30BaTh 0alleCOBCKUI TOJXOM, 3aKIIOYAIONIMICA B WHTEPIpPETAIHN
napaMerpa MOJENM HAJAEKHOCTH KaK CIydyalHOM BENWYMHBI C anpuopHOW (yHKIMEH
pacnpenenenus. B oOmem Buae, coriacHo TeopeMme baifeca, OTHOIIEHHE amOCTEPHOPHON

OICHKHU IMapaMETPOB MOJCIN UMCCT BU!

__ /XF)
h(x/0) = S L/ f (X)dx

rae: f(X) - ampuopHas IJIOTHOCTh pacipejesieHus, X — BEKTOp MapaMeTpOB AlpHOPHOTO
pacnpenenenus, t — wusmepumbie nannsie, [(t/X) - ¢ynkuus npasmomomobus, h(X/t) -
aroCcTeprOpHas OLIEHKA IUIOTHOCTH paclpesiesieH s BeKTopa X.

Hamo monumarb, 4Wro BBeneHHE 0aileCOBCKOTO TOJXO/a CYIIECTBEHHO YCIOXKHSIET
BBIUUCIIUTENIBHYIO CIIOKHOCTh Mojeneil. Haubonee mnpoctoit OaifecoBckoit Moaudukanmein
SIBIIsICTCS TaMMa-mozens Jlutnsyna u Bapana (Littlewood -Verrall, LV-moaens).

Kak u B JM-mozmenu B LV-Monmenu wuHTEpBambl MeEXAy OIIMOKAMHM TOJUYUHEHBI
HKCTIOHEHIIMATIFHOMY PACIPENIEICHUIO C YCIOBHOM TUIOTHOCTHIO BEPOSITHOCTH JUISI WHTEpBaia
t; MeXy OIIMOKaMHU:

fti/2) = e Mt

PaccmarpuBass (yHKLIMIO MHTEHCHBHOCTH OIIMOOK KaK CTOXAaCTHMUYECKH YOBIBAIONIYIO,
MpeJyIaraeTcsl ONMMcaTh €€ YCIOBHYIO IUIOTHOCTh BEpPOSTHOCTH TaMMa-pacripeesieHHeM ¢

napamerpamu Y (i) u a:

40
Tam xe.




W@)*af e 0N
r(a) '

f) =
rae: P (i)- Bo3pacrarorias GyHKIHs, XapaKTepU3yolas YPOBEHb HAJACKHOCTH, | — KOJIUIESCTBO
HalICHHBIX OIIMOOK, @ — mapameTp, 3aaarmuid Gopmy KpuBoi pocra HangexHoctH, ['(a) -
ramma-QyHKIus Jumepa.

Kpome toro, momaraercs, 4ro Oe3ycloBHas IUIOTHOCTb BEPOSITHOCTH HMHTEpBaia t;
ompenensercss pacnpeaeneHueM IlapeTto, a anmpuopHas IVIOTHOCTh BEPOSTHOCTH IMapaMeTpa o
ABIISIETCS. PABHOMEPHOM.

B LV-monenu 1 ee MOguUKaUIX TPeUI0KEHO MHOKECTBO BAPUAHTOB aIllMIPOKCHMAIIAN
Y(i), Hambosee MOMYISAPHONW W3 KOTOPHIX sBisieTcs JmHehHas: W(i) = By + fyi, tne i —
KOJIMYECTBO HAWJICHHBIX OIIHOOK.

B mocnemHem ciaydae Juis BBIUMCICHHS 3-X HEM3BECTHBIX mapameTrpoB (a, o, f1)

HeO6XO,I[I/IMO pCHIUTD JIMIIb CIICAYIOIYO CUCTCMY ypaBHCHI/Iﬁl

(n+aX} 1(ln(ﬁ0 + B1i) — In(t; + ,30 +p1i)) =0
—(a+ DXl i—F—F7>=0

1t+,8+ﬁl ,

—(a+ 1YL — -9

1 ti4Bo+pai

i=1ﬁ +Bl
|
| a2

18, +[>’ i
rz[e: ti - I/IHTepBaJ'IBI BpeMeHI/I Me)I(I[y OIJ_II/I6K8.MI/I, N - 4YUcJo 06Hapy>KeHHBIX OH_II/I6OK.
Jinst crnydass nuHeiiHOW anmpokcumanuu P (i) UCKOMYIO (YHKIHMIO HHTEHCHBHOCTH

npeajnaracTcda pacCuyuTarb CICAYIOIIUM 06p330MI

-1

Alt) = ———
/ﬁo+ﬁlt(a D

MOI[GJ'II) IMO3BOJIACT TAKKE MMOJTYUUTh PACUCTHBIC BBIPAKCHUA TJIA CpeI[HGI\/II Hapa6OTKI/I Ha

OTKa3 U BEPOATHOCTHU 0e30TKa3HOM pa6OTLI41:

Sz

®.
-1

t=

Ql

_ (P
Pi(t) = ((t+17)(i)))

3.2.3. Monesi MOJIHOTHI TeCTUPOBAHMSA
Mogenu oueHkH NOJHOTHI TecTupoBaHus [IO oCHOBaHBI Ha METOJaX HE3aBUCHUMOIO

BHECCHUS M BBISIBIICHHS TECTOBBIX OIIMOOK U MCTOAax MPOBCACHUA HE3aBUCUMBIX 3KCIICPTU3.

*1 |EEE Std. 1633-2008.
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3.2.3.1. Moaesb y4eTa BHECEHHBIX OLIMOOK

Mouenp ydera BHECEHHBIX OLIMOOK, M3BECTHAs TAKKE KaK PELICHUE 3aJaull TCOPHU
BEPOSITHOCTH «MEUCHBIX PbIO» miu Kak Monens Mwuiuica (Mills), mpennonaraer BHeceHue B
TEKCT IPOrpaMMbl S TECTOBBIX OMMOOK. B mpoiecce TecTupoBaHusi cOOMpaeTCs CTATHCTHKA O
BBISIBJICHHBIX OIIMOKAaX: S BHECEHHBIX H N PEalbHBIX.

[Ipenmonaraercs, YTO TECTOBBIC OIIMOKU BHOCSTCS CIy4ailHBIM OOpa3oM, BBISBICHHE
BCEX OIIMOOK (BHECEHHBIX U COOCTBEHHBIX) PABHOBEPOSATHO. B 3TOM citydae, HCHONB3YsI METO
MaKCHUMaJIBHOTO IPaBIONOJ00Us, MOXKHO TOJYYUTh OLICHKY YHCIIA MEPBOHAYAIBHBIX OIIHOOK

I10:

sn
N ==,
s

rzae: S - 4uciao BHECEHHBIX TECTOBBIX OLIMOOK, S - YMCIIO HAWJEHHbIX BHECEHHBIX OLIMOOK, M -
YHCII0 HalJIEHHBIX PeaIbHbBIX OLIMOOK.

Jlis obecrieueHusi YBEpEHHOCTU B pe3yibTaTe MoOJeNu (T.e. Ul pacyeTa JI0CTaTOYHOI'O
YHcia BHECEHHBIX TECTOBBIX OHIMOOK) IMpeUIoKeHa CIEAYIoIas Mepa JOBEpUs MPH YCIOBHUU

BBISABJICHUS B ITPOLCCCE TCCTUPOBAHUA BCEX S BHECEHHBIX OIINOOK:

1, nmpun > N,
PNS:{ npun < N’

S+n+1’

B T126:1.3.9 moka3zaHbl mpuMepsl MEphl TOBEPHUS JIJIS CTydasl BBISBICHHS BCEX TECTOBBIX

OLINOOK.
Tabmauua 3.9.

Mepa nosepus k mojenu Muiica

N
0 10 20 | 30 |40 |50 | 60| 70 | 80 | 90 | 100
0/ 0] 0 ojo0j0j0j]0]0]0O]O0O]O

101 91| 48 | 32 | 24 |120|16|14 (12 11|10| 9

20| 95 | 65 | 49 | 39 |33|28|25(22|20|18| 17
3097 | 73 | 59 | 49 (4237|3330 |27|25| 23
40| 98 | 78 | 66 | 56 |49 |44 1403633 31| 28
50198 |82 | 70 | 62 [55|50(45|41|38|35]| 33




W3 dopmynbl A BBIYMCIEHUS MeEpbl JOBEpUS MOXKHO TMOJIYYUTHh GopMyny A

BBIYHMCJICHUA KOJINYCCTBA TCCTOBBIX OH_II/I6OK, KOTOPLIC HGOGXO[[I/IMO BHCCTH B IPOIrpaMMy:

_PNS(N+1)
T 1-Pyg

S

IIpumep TabMMYHBIX 3HAYEHUH A pacyeTa KOJIMYECTBAa TECTOBBIX OLIMOOK, KOTOpBIE
HEOOXOJUMO BHECTM B IpPOrpaMMy Ul IIOJY4YEHHUS HYKHOH YBEPEHHOCTH B OILCHKE,

npeacrasieH B 1a611.3.10.

Ta6muma 3.10.

KomanuecTBO TECTOBBIX OIINOOK

N

° 0 |10 | 20 | 30 |40 |50 |60 70|80 |90 100

000 0 ojofojojofo0jo0o|o0
10| O 2 2 3 |5|6]7(8|9]|10]11
20| O 3 5 8 [10/13]15|18 20|23 | 25
30| 0 5 9 |13 |18]22|24130|35(39| 43
40| 1 7 | 14 | 21 |27 |34 |41 |47 |54 |61 | 67
50| 1 |11 |21 |31 |41|51|61|71|81|91|101

B cjrydae, €CJIM B IPoHecce HCIIBITAHUHN BEISIBIICHEI HE BCE BHECCHHEIC TSCTOBBIC OIIII/I6KI/I,

CIIE/TYET MCIOIb30BaTh CIEAYIOIIYIO (hOPMYITY:

1,n>N
Py, =3¢ 'n
S o S N
S+N+1

I7ie: S - YMCI0 OOHAPY>KEHHBIX TECTOBBIX OIIMOOK.

JlanHast MOJIelb HOCUT MHTYUTHBHBINA XapakTep. Ha mpakTtuke Moaens MpUMeHsIeTCs s
KOHTpOJIsl 3G (EKTUBHOCTH pabOThl SKCHEPTOB, MPOBOJAIIMX ayAuT Oe3omacHOCTH Koma. K
OCHOBHOMY HEJIOCTATKY MOJIEIH OTHOCST MPOOJIeMy CIy4yaifHOTO BHECEHHS YSI3BUMOCTEHA.

3.2.3.2. Moaenb yuyeTa BHECEHHSI OIIMOOK B Pa3HbIe MOTYJIH

B nannoit moxmenu I1O paznensiercs Ha aBe 4yactu. Cuurtaercs, yto l-as yacts 110
conepkuT N; OCTaBIIMXCA OIIMUOOK, BTOpast yacTb - N, obiiee yrciao ocraBmmxcs ommbok [10

N = N; + N,. Ilpenmonaraercs, 4TO BBISBICHHE OCTaBIIMXCS OMIMOOK PaBHOBEPOSITHO,
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oOHapyXHBaeTcsi OJHA OIMMOKAa B 3aJaHHBIA HHTEPBAT BPEMEHH M HCIPABISETCS TOCHE
OoOHapyKCHHS.
MoxHOo 1oKa3aTh, 4ToO:
N =N —i+ Z;":O)(j;
No (D) = Nz = Yo ;)
IJIE: Xj — XapaKTepUCTUYeCKas QyHKIMsA, TaKas 4To:

_ {0, ecJiM j — asd omrMbka HaWJeHa B 1 — o yactu [10;
X = 1, ecnu j — as omnMbka HajieHa Bo 2 — o yactu I10.

B sToM ciydae MOXXHO pacCcUMTaTh BEPOSATHOCTH OOHAPYKEHUS ONIMOKM HA 33aJaHHOM

HHTEpBaJIe BpeMeHH TecThupoBanus (tj, ti;1]:

N N Ni—iHYox;

p. (D) = Ni(D+N2(0))  Ni—i+N, '’
. NoeSl o
pz(l) — Ny (D) _ 2 Z:]—0)(]

Ni(D+No(i) ~ Ny—i+N
[Tapametpsl N;u N,MOXHO HaWTH, MCIOJIB3YSI METOJ MAaKCHMAJIbHOTO MPaBIONOI00MS.

Mo>HO 1MOKa3aTh, YTO (PYHKIUS MAKCUMAIBHOTO TIPAaBIONO00MS UMEET CIAEAYIOUINI BU:

LCtu X2 - xn) = M1 (1@ — D Hip, (@ — 1)X),
rae: N - 4KCiIo yAaleHHBIX U3 OCTABIIMXCS OMIMOOK.

Haxoxnenue sxkctpemyma jgorapudma GyHKIUN MO3BOJSIET MOTYYUTh CUCTEMY
YPaBHECHHM:

n 1-Xi 1 _
EIN -+ 1482 Np#Np—it1
n Xi 1 _
FIN-XITly  Np+Np—i+l

Pemenne cucremel ypaBHCHI/Iﬁ MO>KHO HAaWTH YHCICHHBIMU METOIaMH.

3.2.3.4. Mopesib KOHTPOJISl (PYHKIMOHAJIbHBIX 00bEKTOB

JlanHast MoJenb MCIONB3YeTCs aKKpEAMTOBAaHHOHM Jlaboparopueil «UIeToH» INpu
NPOBEJICHUU HCIBITAHUI Ha OTCYTCTBHE HEIEKIapUpOBaHHBIX Bo3MoxkHocTeil [49]. CornacHo
pykoBoasnieMy nokyMeHTy ['octexxomuccun Poccun [69], B mporiecce TUHaMHYECKOTO aHAITN3a
ITO KoHTpoNMpyeTCs P 3aMaHHBIA NPOLEHT OT Mgy, HACHTUDUIMPOBAHHBIX (PYHKIMOHAIBHBIX
00beKTOB. B mporecce  CTaTHYECKOTO — aHanu3a  TPOU3BOJILHO  BBIOMPAIOTCS Mg,
(GYHKIMOHATIBHBIX OOBEKTOB, B KOTOpPbIE BHOCATCS TecToBble OmMOKH. Ilpu TectupoBanum

(bUKCUpPYIOTCS HalICHHBIE TECTOBbIE OIIMOKM - S M HalJCHHBIE peajbHbIC OMIMOKH - N.



Hcnonb3ys METOI MAaKCUMAJIBHOTO MPaBAOI01001sI, MOXKHO MOJIYYUTh OLIEHKY YMcia OIMOOK B

I10:

3.2.3.5. Moaeab HCNIBITAHHH He3aBUCUMbBIMH TpynnamMu

JlanHast Mozenb, IOJydYMBLIAs TAK)KE HA3BAHUE «I1apHas OLICHKa», NPEIoJaraer
MIPOBEJICHUE TECTUPOBAHUSA 2-MsI HE3aBUCUMBIMU TPYIIIIaMU TECTUPOBAHUS.

B mpouecce TecTtupoBaHUS TMOJACUYUTHIBACTCS KOJUYECTBO OOHAPYKEHHBIX OIIMOOK
o0eumu rpynnamu - N; u N,, a Takke 4uciIO OOHApYKEHHbIX O0E€MMU IpyHIamMH COBIABIIUX
OmmrOOoK - Ny,.

O6o3naunB N KaK YHCJIO TIePBOHAYAIBHBIX OIIMOOK, MOXHO OMNpPEIEIUTh
3¢ GEKTUBHOCTh TeCTHPOBaHHUs Kakaoi rpymmel: E; = Ni/N u E, = N,/N. T'unoretnyecku
npeJnonaras OJUHaAKOBYI0 3 (PEeKTUBHOCTh TECTUPOBAHUS 00EUX TPYIII, MOKHO JOMYCTUTH, YTO
€CIIM OJIHA TPYIIa OOHAPYKHJIA OIPEEIIEHHOE KOJIMYECTBO BCEX OMIMOOK, TO OHA )K€ MOTjia Obl
OTIPEACNUTh TO YK€ KOJIMYECTBO JHO0ro cliydailHbIM 00pa3oM BHIOPAHHOTO MOJIMHOKECTBA. DTO
MO3BOJISIET MOJYYUTh CIIEAYIONIME PaBEHCTBA Ui 00€UX TPYIIIL:

N;/N=N;,/Ny;

N5/N=N;,/N,.

Cuwnras, yTo 3¢ (hEKTUBHOCTH TPYIII TaKKeE OJUHAKOBA MEXKIY co00il, nMeeM:

E; = E; = N;/IN=N,,/N,,
4TO U JaeT OCHOBHOE pacu€THOE BbIpaXKEHHE YHCIIa IepBOHAYaIbHBIX omuook B I10:

N = N;N,/Njs,.

KonnyecTBo He HaliIeHHBIX OMIMOOK OyJEeT paBHO:

N =N — (N; + N, — Ny;,).

JlanHast MOZieNb TIOJIE3HA Ha MPAKTUKE, KOT/1a TECTUPOBaHUE MapajlieIbHO IPOBOAUT
rpyIIa 3KCIepToB, UMEIOLINX coOcTBeHHbIe APM TecTHpoBaHUs, YTO YacTO ObIBAeT MpU
BBIE3IHBIX UCIIBITAHUSIX TIPU OTPAHUUYEHUSX 110 BPEMEHHU PaOOTHI.

3.2.4. MonesiM CJI0OKHOCTH NPOrPAMMHOI0 o0ecrevyeHust

Monenu cnoxknoct IO ocHOBaHBI Ha TUIIOTE3€ O TOM, YTO YPOBEHb 0€30IIMO0YHOCTH
[IO moxer OBITH MpeAcKa3zaH ¢ TOMOIIBIO TMOKaszarenei (merpuk) croxknoctu I[10. Drto

CIIpaBCAJIMBO JIA HEMPEAHAMCPCHHBIX YHSBPIMOCTeﬁ, TaK KaK, 4Y€M CJIOXHEEC H OoubIIe
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MporpaMMa, T€M BBIIIE BEPOATHOCTh TOTO, YTO MPOTPAMMHUCT OIIUOETCS MPH €€ HAUCAHWH U
MOIU(HUKAIMH, @ TAK)KE TEM CIOXKHEE JIOKanu30BaTh omuoky B I10 [77].

B KkadecTBe apryMEHTOB MOJEINCH, KaK MPABHIIO, MCIOTB3YIOTCS METPHKH - CIIOKHOCTH
I10, a camu MoJenu CIOXKHOCTH MOXXHO DPa3leiUTh Ha AHATUTHUYECKUE U CTATUCTHYECKHUE.
[TpuBenem nmpumMepsl HanOOIEEe U3BECTHBIX MOJICIICH.

3.2.4.1. MeTpuueckasi MoJieJib OlINO0K XoJicTena

Camoil 3BECTHOM aHATUTUUYECKON MoJenbio ciiokHOCTH 110 saBisierca Moaens XoicTtena
[82]. B ocHOBY pa3paboTKu MOJIEIH TTOJIOKEHBI JiBe 0a30Bble Xapakrepuctuku [10: n =1, + 1,
- CIOBapb OMNEPATOPOB M OINEPaHNIOB si3bika mporpammupoBanus u N = N; + N, - yucno
MCTIOJIB30BaHUS ONIEPATOPOB U OTIEPAH/IOB B MMPOrPAMMHBIX PEATH3AIHAX, a TAK)XKE THIIOTe3a, YTO
4acTOTa UCHOJIB30BaHUs ONIEPATOPOB U OMEPAHIOB B MPOrpaMMe MPOMOPIIMOHATIbHA ABOUYHOMY
norapupmMy KOJIMYECTBA X TUIIOB (110 aHAJIOTHH € Teopuel nH(popMaIum).

[Tonarasicb Ha  o0mue  cTaTUCTHYECKHE  (DU3HOJOTHYECKHE  XapaKTePUCTUKU
IPOTPaMMHUCTA, PEATH3YIOMIETO MPOTPaMMBbI, U3MEpsSEMbIe yKa3aHHBIMH METPUKAMH, TOTy4eH
P SMIIMPUYECKHUX MOJIENEN OIIeHKH MmokaszaTeneit kadectsa [10.

Hanpumep, clI0KXHOCTH HpOTpaMMbl TPEJIOKEHO pPAacCMAaTPHBATh KaK COBOKYITHOCTH
WHTEJJIEKTYabHBIX YCUIUHN (pEIIeHUs SJIeMEHTapHBIX 3a7ad YeIOBEKOM JI0 BO3HUKHOBEHUS

OLIMOKM) MPHU KOJWPOBAHUU TEKCTA Ha OMPEJIETICHHOM SI3bIKE POrPaMMHUPOBAHUS:

~ N,N1
E = Nlogz(n/L) — N1 22n 0827)’
2

re: N = 11 log, ny +nylog, n, — Teopermyeckas UIMHA TPOTPAMMEI, 1) = 1)1+7, - YHCIO
YHUKAJIBHBIX ONEPaTOPOB M OMEPaHIOB s3bIKa MporpammupoBanus, L=21,/(n1N,) — ypoBeHb
nporpammbl, N = N; + N, —uncino oOpaieHuii k orneparopam u onepasjam B [10.

Bpems konupoBaHMs TPOrpaMMbl paCCYUTHIBAETCS CIIEAYIOIUM 00pa3oM:

,1': — E — 1n1N2Nlogzn — n1N,Nlog, n
S 2n2S 367,

rne: S =5;20 — uymcno Crpayna (Yuciio MBICICHHBIX CPaBHEHHH B CEKyHIy), XOJCTe[
MIPEJUIOKII [T MYXXUUHBI-TIporpaMMucta S=18.
Jns pacdyera B mepBoHadanmbHOro umcia omubok B IO mpemiokeHo HCHONb30BaTh

BBIpAKEHUE:

2
_ E3 VvV Nlog,(m)
~ 3000 3000 3000 '

rae: V = Nlog,(n) - 00beM mporpaMMebl (B OUT HHPOPMAIIHH).

*2 |EEE Std. 1061-1998.



3.2.4.2. MHorogakTopHasi MoJeJIb CJI0KHOCTH

K 1mpocTeiM  CTaTUCTHMYECKMM  MOJENSIM  CJIOKHOCTH ~ MOXHO  OTHECTH
dbenomeHonornyeckyro  Moxaenb pupmer  TRW  [78]. deHomMeHoJIoTHYeCKass  MOJIeTb
MPEJICTaBISIET COOOM JIMHEWHYI0 MOJENb OLEHKH Tokazatens Oe3ommbounoctd 1O mo 5-tu
3HAYMMBIM XapaKTEPUCTUKaM TIPOrpaMM, a HMMEHHO: YPOBHSIM JIOTHYECKOH CIIOXHOCTH,
CJIOKHOCTH B3aUMOCBSI3€H, CIIOKHOCTH BBIYUCIICHUH, CIIO)KHOCTH BBOJ1a-BBIBOJIA M IIOHSATHOCTH.

deHOMEHOIOTHYeCKasE MOJIeNb  TPEJCTABISACT COOOH JIMHEHHYI0 MOJETbh OICHKH
nokazarensi ciaoxHocTd 10 mo 5-Th AIMIUPUYECKUM XapaKTEPUCTUKAM MPOrpaMM, a UMEHHO:
JIOTHYECKOH CIOKHOCTU Lyo;, CIOKHOCTH B3aUMOCBA3EH Cipf, CIONKHOCTH BbMUCIEHHH C,
CJIOXHOCTH BBOJIa BBIBOJA Cj(, ¥ MOHATHOCTH U0 g

Iloka3aTensb JJOrMIeCKOM CI0KHOCTHU OMnpeaACIsICTC YUCIIOM JIOTUYCCKHUX OIICPAaTOPOB:

z
Ltot = ﬁ + xloop + xif + 0'001Zbr1

TH€. Zjg- YMCIO JIOTMYECKUX ONEPATOPOB, Zgy - YHCIO HCIHONHAEMBIX ONEPATOPOB, Xipop-
HOPMHPOBAHHOE M0 BJIOYKEHHOCTH YUCIIO IUKJIOB, X;r- HOPMUPOBAHHOE 1O BIOKEHHOCTH YHMCIIO
YCIIOBHBIX OIIEPATOPOB, Zp,-- YACIIO BCEX (YCIOBHBIX U 0€3yCIOBHBIX) IEPEXOJIOB.
ITokazaresnb CI0KHOCTH B3aUMOCBS3EH OIPENEIAETCS YUCIOM BBI3BIBAEMBIX ITPOTPAMM:
Cing = Zgp + 0.5z,
TJI€: Zgp~ YHCIIO BBI30BOB NPHUKJIAIHBIX TIPOTPAMM, Zg,,c~ YUCIIO BHI30BOB CUCTEMHBIX IIPOrPAMM.
[lokazarenb CIOXKHOCTHM BBIYMCICHUN ONPEHENSETCSs YUCIOM  apU(METHUYECKUX

OnepaTopoB:

SnolL
C.= (Zrll_[(;ztm) cs1

T/I€: Z g~ YUCIIO apU(PMETHUECKUX ONEepauil, Z,, - YUCIO UCIIOJIHIAEMbIX OIEpaTOPOB.

Iloka3aTens CIOKHOCTH BBOJIa-BBIBOIA HU3MCPACTCS YUCIIOM onepaunﬁ BBOJAA-BbIBOJAA:

C. = (Zno Ltot)
to Zex ~ XIOZio Zios

TJE: Z;,- YACIIO OTepaTOPOB BBOJIA-BBIBO/A, Z,, - YNCIIO UCTIOTHSIEMBIX OMEPaTOPOB.
[TokazaTenb MOHSATHOCTH OMPENETSETCS YUCIOM KOMMEHTApHEB:
Uread = Zcom/ (Zts + Zcom)
TJE. Z;s - 00IIEE YUCIIO ONEPATOPOB, Ze(ym - YUCIO KOMMEHTAPHEB.
OO6mwmit moka3aresb CIOKHOCTH UMEET CIICTYIOIINI BU/I:
C = Lot + 0.1Cinp + 0.2C. + 0.4C; + (—0.1)Urpqq,

Jlnst pacueta uncna omuOok N mpesiaraeTcst HCIoIb30BaTh JIMHEHHYIO MOICIb:
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N = Lioekq + 0.1Cinpk, + 0.2C k3 + 0.4C 0k + (—0.1)Upeqaks,
rae: k;- KO3 GUIHUEHT KOPPEISIUH YHCIIA OMIMOOK C I-bIM ITOKA3aTeNIeM CII0)KHOCTH.

3HaueHust KOOPPUIMEHTOB K; JIETKO HAWTU METOJ0M HauMEHBIIUX KBaIPaTOB.

3.2.5. Bb160op Moe/1M OlleHKH M IVIAHUPOBAHUS UCTIBITAHUI

OTMmeTHM, YTO HE CYIIECTBYET YHUBEPCAJIbHOM MOJETH OLEHKH U IUIAHUPOBAHUSA
ucneltaduii I[10. bonee Toro, KpomMe pacCMOTPEHHBIX KJIACCOB MOJEJEH B JUTEPAType MOKHO
BCTPETUTHh UMHTAIMOHHBIC Moaenu [3,73], ctpykrypusie [36,66], neuetkue [50], nuTepBanbHbIC
momenu [99], Momenu aUHAMHUYECKOH ClOXKHOCTH mporpamm [51], mMozenu mporpammHO-
anmapaTHbIX KOMIUICKCOB [76], a Takke HEHPOHHBIC CETH, IMOJYYMBIINE MPUMCHEHHUE IS
pelleHus OTJENbHBIX HAayyHBIX 3aaa4. /[t BbIOOpa MOAXOAAIUX MOJIETIEH MOKHO MPEASIOKUTh
PSIT KaUeCTBEHHBIX M KOJIMYECTBEHHBIX KpuTepues [49].

KauecTBeHHBIMU KPUTEPUSMHU MOKHO Ha3BaTh CIEAYIOLIHUE!

1. IIpoctora ucnonp3oBaHus. B mepByro ouepenp KacaeTcsi CTENEHU aJeKBAaTHOCTU
MOJIEJI CUCTEME cOOpa CTATUCTHKH, T.€. UCIHOJIb3yEMbIE€ BXOJHBIE JaHHBIE MOTYT OBITH JIETKO
MOJTyYEeHbI, OHU JIOJDKHBI OBITh TPEICTaBUTEIbHBI, BXOJHBIC W BBIXOAHBIC IAHHBIC MOHSTHBI
JKCIIEPTaM.

2. JlocToBepHOCTH, T.€. MOJIENb JODKHA 00J1alaTh pa3yMHON TOYHOCTBIO, HEOOXOIUMOI
JUIs pellleHus 3ajad aHajau3a WiM cuHTe3a B oOnactu GesomacHoctH I10. ITonmoxurenbHbIM
CBOMCTBOM MOJENIM SIBJISIETCSI BO3MOXKHOCTH HCIIOJIB30BAHMSI ANpUOpPHON HHMOpManuu Hu
KOMIUIEKCUPOBaHMSI JAaHHBIX JAPYTUX MOJIENel ¢ 1eNbl0 COKpaIlleHHs BXOTHOW BBIOOPKHU.

3. IIpuMeHUMOCTb AJIsl peUIeHHs] pa3IudHbIX 3a1ad. Hekoropble MOAenu MO3BONISIIOT
MOJyYUTh OLIEHKU LIMPOKOTO CIEKTpa IMoKa3aTesiei, HeOOXOUMBIX IKCIEepPTaM Ha Pa3IUYHBIX
sTanax >ku3HeHHoro uukia [1O, Hampumep, Moka3aTenu HaAEKHOCTH, OKHIAEMOE YHCIO
OmMOOK Ppa3IMyYHBIX THUIOB, IPOTHO3MPYEMbIE BpPEMEHHBIE M CTOMMOCTHBIE 3aTpaThl,
KBaJIM(UKAIMIO CIIEUAINCTOB, KAYECTBO TECTOB, [TOKA3aTEIN TOYHOCTH, IMOKA3aTEIU MOKPHITUS
1O u np.

4. IlpocToTa peanu3anuy, B TOM YHUCIE, BO3MOKHOCTh aBTOMAaTU3UPYEMOCTH Ipoliecca
OLIEHKM Ha 0a3e M3BECTHBIX MAaTEMaTHYECKUX IaKeTOB M OMOIMOTEK, mepeoOyueHHs: MOAETH
nocyie A0pabOTOK, ydeTa CIydaeB HEMOJIHBIX WM HEKOPPEKTHBIX BXOJHBIX CTaTUCTUK, ydeTa
JAPYTUX OTPaHUYECHUIN MOJIEIEH.

B kauecTBe KOJIIMYECTBEHHBIX KPUTEPHEB UCTIONB3YIOT CIAEAYIOLIHUE:

- TOKa3aTeIN TOYHOCTH OLICHKH;

- TIOKa3aTellid KayecTBa MPOTHOZUPYIOUIUX Mojesied (CXOAMMOCTb, YCTOMYMBOCTH K



IIyMYy, TOYHOCTb IIp€CKa3aHMsl, COINIACOBAHHOCTH);

- WHPOPMALMOHHbIE KPUTEPHHM KadyecTBa IMPOTHO3UPYIOMIMX Mojened (pa3MepHOCTb,
kpurepuu BIC/AIC).

- KOMOMHUPOBAaHHBIE U UHTETPAIbHBIC TOKA3aTeNN, HAIIpUMEp:

IC = max ¥/, ki,
rae. k; - BecoBOoil Koa((GHUIMEHT i-ro CBOWCTBAa paccMaTpUBAEMOl MOJENH, BBIOHpaeMOii
IKCIIEPTOM; );.-XapaKTeprcTHuecKas (yHKIUS I-T0 CBOMCTBA.

HccnenoBanue  mokaszano, UYTO  CYLIECTBYeT BecbMa  OOJIBIIOE  KOJUYECTBO
MaTeMaTUYECKUX MOJeJel, MO3BOJIAIOIIMX MOJYUYUTh OLEHKU I0Ka3aTejaeil TeXHOJIOIMYecKOi
6e3onacHoctu 110 Ha pazaMuHBIX 3Tanax >KU3HEHHOI'O LUKJA, YTO BAXKHO NPH IUIAHUPOBAHUU
3arpar Ha wWHGOpPMAIMOHHYIO Oe3omacHOCTh. PaccMoTpeHHass KiaccupUKamus MoOenei
IO3BOJISIET HA IPAKTUKE COPHUEHTUPOBATHCS IPU BHIOOPE M KOMILICKCUPOBAHMU MOJENIeH B
3aBUCHUMOCTH OT UMEIOLIEHCS CTATUCTUKHU.

Hago nonumarb, 4Yro0 B BHAY [AWHAMUYHOCTH, CJIOXKHOCTM W Pa3sHOPOJHOCTU
COBPEMEHHBIX IPOrPaMMHBIX MPOEKTOB, K YKa3aHHBIM MOJEJISAM HE MOTYT IpPENbsABIATHCS
BBICOKHE TpeOOBaHUS MO TOYHOCTH, U OHM HOCSAT 3a4acTyl0 HMHTYUTHBHBIH XapakTep NpH
NPUHIATUM DPELIEHU 1Mo MiIaHupoBaHuio TecTupoBaHus [IO Ha BceM MHOXKECTBE BXOJHBIX
naHHbIX. HecMoTpst Ha 3TO, pe3ynbTaThl IPUMEHEHUs MoJiesiel yI00HO UCIONIb30BaTh KakK Mpu
000CHOBaHMU TPYAOEMKOCTH HCHBITAaHWH, TaK U MPH MPEAOCTABICHUM OTYETHBIX MaTe€pHajoB,
YTO MOBBILIAET YBEPEHHOCTh 3aKa3UMKa B Pe3yJbTaTaX BbIIOJHEHHBIX padoT.

3.3. Moaesn ynpasJieHUs 10CTYIIOM

OcHoBHON moxacuctemoir komiiekcHoro C3U  sBisiercs moacucreMa  yrnpaBiIeHUS
noctynoM. B pykoBomsammx gokymenTax I'octexkomuccun Poccum onpeneneHsl JBa NpUHLIAINA
yIpaBieHUs JOCTYNoM: auckpenuoHHbli u MangatHeii. B TOCT MCO/M3K 15408, xpome
YKa3aHHBIX, OINHWCAH €IIE POJIEBOM NPHUHLMII YIPaBICHHUS IOCTYNOM, OIHAKO JOIYCKAaKTCS
Jr00BIE IPyTUe HETUCKPEIMOHHBIN PUHIIMITBI yrpasieHus qoctymnom [10,45,81].

@opMalIbHBIE MOJAEIN YIPABJICHUs JOCTYIIOM HCIOJB3YIOTCS B TE€X Cllydasx, KOrAa Te
WIM UHBbIE YTBEPKIEHUS O CTOMKOCTH CHCTEM 3allMThl HMH(OpMalUWu TPeOYIOT CTPOroro
JI0Ka3aTeiabCcTBa - HAlpuUMep, B Ciydae, €ClIM OLCHOYHBIM cTaHAapT TpeOyeT HCIOJIb30BaHMSA

dbopManbHBIX METOJIOB TMPOEKTHUPOBAHUS CPEACTB 3alUThHI I/IH(i)opMauI/H/I.43 Ha mnpaxrtuke

“TOCT P UCO/MDK 15408-3-2008
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MPUMEHEHNUE TAKUX METOJIOB SIBJSIETCS YPE3BBIYAMHO TPYIOEMKOM M TOPOrOCTOSIEH 3alauei,
[IOTOMY HX MPAKTHYECKOE MCIIOJIb30BaHKE BeChMa M BeChMa orpanudeHo [84].

Ha ceroansimnuii AeHb UCMOJIB3YIOTCSL YETHIPE OCHOBHBIX Kjlacca MOJIEIEH YIpaBIICHUS
JIOCTYTIOM:

1. JIuckpenuoHHblE MOJEIM YIPABJICHUS JOCTYIIOM — MOJIETH, B KOTOPBIX BIIAJEIIell
pecypca cam 3a7aeT ImpaBa J0CTyla K HeMy. B OOJIBIIMHCTBE CiTydaeB IpaBa JOCTYIa CyOhEKTOB
K 00bEKTaM MPEICTABISIOTCS B BUJE MATPUIIHI WIIH CITUCKOB JOCTYIIA.

2. ManjaTHbIe MOJIENH YIIPABJICHUS JOCTYIIOM, B KOTOPBIX PEKUM JIOCTYyIa CyOBEKTOB K
00BEKTaM OIPEIETSAETCS YCTAaHOBICHHBIM PEKUMOM KOH(PHUICHIINATBHOCTH.

3. PoneBass Mozenp yrnpapieHUs AOCTYIOM, KONUPYIOIIAs UEPAPXUUYECKYIO CTPYKTYPY
OpraHu3aliy U MO3BOJIAIONIAS YIIPOCTUTH aIMUHUCTPUPOBAHUE.

4. AtpubytHas Mojeib, SBISIONIAscS HauOoliee YHHUBEPCATbHOW W MO3BOJISIOIIAS
KOHTPOJHMPOBATH JOCTYI C YYETOM IPOM3BOJIBHBIX IMAPAMETPOB CPelbl, CYOBEKTOB U 0OBEKTOB
JOCTYIIA.

3.3.1. InckpenuoHHasi MojieJib YIIPaBJIeHHUs T0CTYNOM

Kiaccuueckoll AMCKPEMOHHOW MOJENBIO YIpPaBJICHUS JOCTYIIOM SIBISETCS MOJENb
Xappucona-Py330-Ynemana (Harrison-Ruzzo-Ullman model), kotopas ¢opmanusyer noHsitue

MaTpHIbI JJOCTYIa — TAaOJIUIIbI, OMKMCBHIBAIOIICH MpaBa JOCTyNna CyObeKTOB K 00bekTaM (puc. 3.3).

obj 1 obj 2 obj 3

subj 1 r
subj 2

subj 3 r,w

Puc. 3.3. Mampuya oocmyna

CTpoKu MaTpHIlbl JIOCTYIa COOTBETCTBYIOT CYOBEKTaM, CYIIECTBYIOIIMM B CHCTEME, a
cTonbipl — oObekTaM. Ha mepecedeHMm CTpOKM UM CTOJIOIA YyKa3aHbl TIpaBa JOCTyIa

COOTBETCTBYIOLIETO CYOBEKTa K JaHHOMY OOBEKTY: Hampumep, Ha puc. 3.3 cyowsekr Subj 3



06J’IaI[aCT ImpaBaMu YTECHUA u 3alinucu 110 OTHOUICHUIO K O6’beKTy
obj 3.
Brenéwm crnenyroume oboznauernus.

- S — MHOXECTBO BO3MOXKHBIX CyObEKTOB;

O — MHOXECTBO BO3MOXHBIX 00OBEKTOB (HAIIOMHHM, YTO ScO );

- R={ry, ..., rn} — xoHEYHOE MHOXECTBO MpPaB JAOCTYIIA,

- OxSxR. NPOCMPAHCIEO COCMOAHUU CUCTNEMDL,

M — marpuna mpae J0CTYIa, ONMUCHIBAIOIAs TEKYIIUE IIpaBa JOCTyNa CyObEKTOB K
00BeKTaM;

- Q=(S, O, M) — Tekyliee cOCTOSHUE CHCTEMBI,

- M[s,0] — suciika MaTpHLBI, Colepkamas HaGop MpaB HOCTyma cyGbekra S €S Kk
o6nekty 0 € 0,
[ToBeneHNE CHCTEMBI BO BPEMEHH MOCIHUPYETCS TEPEXOJaMU MEXIY Pa3InIHBIMEH €

COCTOAHUAMU. HepCXO,Z[BI OCYHICCTBIIAKOTCA HYTéM BHECECHMS H3MEHCHUM B Marpuny M c

HCIIOJIL30BAHUEM KOMAHO CJICOYIOLICro BUaa:

if ry in M[Xs1, Xo1] and rz in M[Xs2, Xo2] and ... ryy in M[Xsm, Xom]

then
0p1,
0op2,
0pn,
end
3,[[CCB a - UMd KOMaHABI, Xj — nmapaMeTpbl KOMAaHIbI, MNPCACTABIIAIOIINC 0060171

UACHTU(PUKATOPBI CYyOBEKTOB U 0OBEKTOB, OP; — 3JIEMEHTApHbBIE OTIEepaIlH.

DneMeHTapHble ONepauu  OpP;...0P, OyIyT BBHINOJHEHBHI B TOM CJydae, €CIH
BBIMOJTHAOTCS BCe 0€3 MCKITIOYEeHUs yCroBus u3 Ooka if ... then.

[Ipu ommcaHuM 3JEMEHTApHBIX OIepalii Mbl OyneM TojaraTb, 4YTO B PE3YJIbTaTe
BBIMTOJIHEHHS OTepalii CucTeMa repexoaut u3 cocrosuaus Q=(S, O, M) B coctosuue Q’'=(S’,
O, M’).

Mopens npeaycMaTprBaeT HATHYHE IIECTH AIIEMEHTAPHBIX OTIepaIIHid:
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1. enter r into M[s,0] (s S,0e Q) — nobaBneHue CyobeKTy S IpaBa I IO OTHOLICHUIO

K 00BeKTy 0. B pe3ynbrare BBINOJHEHUS KOMAHIBI MPOMCXOIAT CICIYIOIINE W3MEHEHUS B
COCTOSIHMH CHUCTEMBI:

- S§’=S,

- 0’=0,

- M [Xs, Xo] =M[Xs, X0/, ecu (Xs, Xo) * (S,0),

- M’[s, o]=M[s, o] Y {r}.

3aMeTHM, YTO COAEPKMMOE SYCHKU TaOJIMIBl PACCMATPUBAETCA KaK MHOXKECTBO. DTO, B
YaCTHOCTH, O3HAYAET, YTO €CIM J00aBIsEMBIH 3JIEMEHT YK€ NMPUCYTCTBOBAl B sUeiike, TO eé
COJIEPIKMMOE HE M3MEHSAETCSL.

2. delete r from M[s,0] (seS,0e0) — ynaieHue y cyObekra S mpaBa I TIO

OTHOIIICHHIO K 00beKTy 0. I3MEHECHHUS B COCTOSIHUU CHCTEMBI:
- S’=S,
- 0'=0,
- M’/Xs, Xo] =M[Xs, X0/, ecu (Xs, Xo) 7 (S,0),
- M’[s,0]=M[s.o] \ {r}.
Ecimn yAajlIdgeMoe 1MmpaBo OTCYTCTBOBAJIO B quﬁKe, TO COCTOAHHUEC CUCTCMEI B pC3YJIbTATE

BBIITOJIHECHU L I[aHHOﬁ KOMaH/Ibl HUKAK HE U3MCHJSICTCA.

3. create subject s (s€ S) — CO3/71aHue HOBOTO CyOBekTa S. MI3MEHEHHUs B COCTOSIHUM
CHCTEMBI:

- 0'=0V{s},

- s=sUqsh

- M°/Xs, Xo] =M[Xs, Xo] 0115 ¥ (Xs, Xo) € SX O,

- M’[s, xo] =0 ona ¥ X, €0

- M’[s, x] =0 ona ¥V X, €35

Kax Bumum, mipu co3panun cyobekTa B MaTpuily M mo0aBisroTCst CTpoKa B CTOJI0€TI.
4. destroy subjects (S€S) — yaaneHue cyniecTBYIOLIETO CYOBEKTa S.

M3MeHeH sl B COCTOSIHUN CUCTEMBI:

- S’=S\{s},

- 0’=0\{s},

- M [Xs, Xo] =M[Xs, Xo] 0151 ¥ (Xs, Xo) €S'X O,



5. create object 0 (0% O) — co3naHKe HOBOTO 0OBEKTA O.
V3MeHEHHUS B COCTOSIHUH CHCTEMBI:

0'=0V {0},

- S'=8,

- M ,[Xs, Xo]:M[Xs, Xo] 0./1}1 v (Xs, Xo)E SX O,

- M’[xs, 0]= D ona v X, €3’

[Tpu moGaBneHNN 00BEKTa B MATPHIIE JOCTYIA CO3MAETCSI HOBBII CTOJIOEII.
6. destroy object o (0€ 0O\ S) — ynanenue cymiecTByIIero oobekra o.
W3MeHEeHHsI B COCTOSIHUN CHCTEMBI:

- 0’=0\{o},

- S’=S,

- M [Xs, Xo] =M[Xs, Xo] 0151 ¥ (Xs, Xo) €S’XO".

QDopmanvHoe onucamue cucmemvl B Monenn XappucoHa-Pys330-YiibmaHa BBIMISIUT
cnenyromum odpazom. Cucmema T = (Q,R,C) COCTOUT U3 CIAEAYIOLIUX 3JIEMEHTOB!

1. Koueunsiit Habop npas goctymna R={ry, ..., ry}.

2. Koneunslit HabOp UCXOTHBIX CYOBEKTOB So={S, ..., Si}-

3. Koneunsiii Hab0p UCX0aHbIX 00beKTOB O9g={0y, .., O}

4. Ucxomnas matpuiia noctyma M.

5. Kowneunsiii na6op komang C ={a; (X,...,X,)}.

[ToBeneHre cCUCTEMBI BO BPEMEHH pPacCMaTPUBAETCS KaK MOCIIE0BATEIbHOCTh COCTOSTHUM
{Qi}, xaxmoe TMoOCIEAYIOIIEe COCTOSIHHE SBJSCTCA pPE3yJIbTaTOM MPUMEHEHUS HEKOTOPOH
KoMaH bl K ipeabiayimeMy: Qni1=Cn(Qn).

Jlnst 3aanHoM cucTeMbl HadanbHOE coctostHre Qo={So, O, Mo} Ha3wIBaeTCS Hezonachvim
omHOCUmMenbHo npasa I, eClu He CYIIECTBYeT MpUMEHUMOM K Qp mocae10BaTeIbHOCTH KOMaH/I,
B pe3yJIbTaTe BBIMOJIHEHHSI KOTOPOH MpaBo ' OyAeT 3aHeceHO B SYeHKy MaTpuilbl M, B KoTOpoi
OHO OTCYTCTBOBAJIO B cOCTOSIHUU Q. J[pyruMu cioBaMu 3TO O3HAYAET, UTO CYOBEKT HUKOTa HE
MOJTYYHUT TIPABO JIOCTYTIA ' K 00BEKTY, €CJI OH He HMEJI €r0 H3HAYaIbHO.

Ecmu sxe mpaBo I oka3alioch B siuelike marpuilbl M, B KOTOpOi OHO H3HAYaJIbHO

OTCYTCTBOBAJIO, TO TOBOPST, YTO MIPOU3OLILIA ymeuKa npaea I .
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C nmpakTHYeCKOW TOYKM 3pEHHs] 3HAUUTEIbHBIA HWHTEpPEeC MPEeICTaBIsul OBl
YHUBEPCAIbHBIM METOJ OIPEIECICHUS] TOrO, SBJISIETCS JIM 3a/laHHAsi CHCTEMAa C HEKOTOPBIM
HaYaJIbHBIM COCTOSTHUEM 0€30MacHOM OTHOCUTEIHHO TOTO MM MHOTO IpaBa fgoctyna. [lokaxem,

KakK 9Ta 3aJadya MOXKET OBITh pe€umicHa 111 OAHOI'O M3 YaCTHBIX CJIIYy4YacB.

eC

Cucrema ¥ = (Q,R,C) Ha3bIBaeTCsi MOHOONEPAYUOHHOU, ECIIN KAX1asd KOMaH/1a @i
BBITIONTHSIET OJIMH MPUMUTHBHBIN OIIepaTop.

Teopema. Cywecmsyem anecopumm, KOmMOpwIli Nposepsem, AGIAemcsa AU UCXOOHOe
cocmosHue MOHOONEPAYUOHHOU cucmembl Oe30NACHbIM 0Jis1 0AHHO20 NPasa a.

K coxanenuto, pacuMpuTh TMOJYUYEHHBIM pe3ylbTaT Ha MPOU3BOJIBHBIE CHCTEMBbI
HEBO3MOXHO.

Teopema. /s cucmem obweeo suda 3adaua onpeoenenus mozo, sA6IAemcs iU UCXOOHOe
cocmosnue cucmemvl 0e30NACHbIM Ol OAHHO20 NpAsa @, ABIAEMCA  BbIYUCIUMETLHO
Hepaspeuumol.

Kitaccnueckass mozaens XappuoHa-Py330-YibpMana 0 CUX HOp IIMPOKO HCIOJIB3YETCS
npu  mpoBeneHUH  (opmanbHOM — BepU(pHUKAMU  KOPPEKTHOCTH  IMOCTPOCHHSI  CHUCTEM
pasrpaHWYeHHs JOCTYyNa B BHICOKO 3AIIUIIEHHBIX aBTOMATH3MPOBAHHBIX CHCTeMax. Paspurthe
MoOJieTiell  IUCKPEIMOHHOTO YIPaBIEHUS JOCTYIIOM 3aKIIOYaeTcsl MPEUMYIIEeCTBEHHO B
MIOCTPOCHUH BCEBO3MOXKHBIX Moaudukauuii Monaenu XappucoHa-Pys33zo-YibMaHa, a Takxke B
MOMCKE MHUHHMAJIbHO BO3MOKHBIX OTPAHUYEHHH, KOTOpPbIE MOXHO HAJIOKUTh Ha OMHCAHUE
CUCTEMBI, YTOOBI BOMIPOC €€ 0€30MacHOCTH ObLT BHIYMCIUTENBHO Pa3peIMbIM.

3.3.2. ManaaTHasi Mo/ieJIb yNPaBJIeHHA T0CTYIIOM

OpnHolf W3 caMbIX HW3BECTHBIX MOJENed MaHJAaTHOTO YIPABICHHS TOCTyMa SBISETCS
mozenb bemna-Jlallagyner (Bell-LaPadula Model). ManpaTHbpiii nmpuHIMI pa3rpaHUYCHUS
J0CTyIa, W3HAYaJIbHO, CTABUJ CBOCH IENbI0 MEPEHECTH Ha aBTOMATH3WPOBAHHBIE CHCTEMBI
MIPAKTUKY CEKPETHOTO JOKYMEHTOOOOpOTa, MPHHITYI0 B TPABHTEILCTBEHHBIX M BOCHHBIX
CTPYKTypaxX, KOTJa BC€ JOKYMEHTHl W JIOMyIICHHbIE K HUM JIUIA aCCOLUUPYIOTCA C
HUepapXUICCKUMH YPOBHSIMHU CEKPETHOCTH.

B mopenu benna-Jlallagynel mo rpudam CEKpeTHOCTH pacupelenstoTcs CYOBEKTh U
OOBEKTHI, ISHCTBYIONINE B CUCTEME, H TTPH ATOM BBITIOJHSIOTCS CIIEIYIONINE MTPaBHJIA:

1. Ilpocmoe npasuno 6ezonacnocmu (Simple Security, SS).

CyOBeKT ¢ ypOBHEM CEKPETHOCTH Xs MOXKET YATATh HH(OPMAITHIO U3 00BEKTA C YPOBHEM

CEKPETHOCTH X, TOTJA U TOJIBKO TOT/IA, KOTa Xs Mpeo0IanaeT Hal Xo.



2. *-ceoticmeo (*-property).

CyOBEKT ¢ ypOBHEM CEKPETHOCTU Xs MOXKET MUCAaTh WH(POPMALHIO B OOBEKT C YPOBHEM
CEKPETHOCTH Xo B TOM H TOJIBKO B TOM CITy4ae, Korja Xo peodiagaer Haf Xs.

JIns mepBOro mpaBmiia CyIIECTBYeT MHeMOHHMYeckoe oOo3HaueHne NO Read Up, a mis
Broporo — No Write Down.

Juarpamma HH()OPMAIIMOHHBIX TIOTOKOB, COOTBETCTBYIOIIAs peanu3anuu Mojenu bema-

Jlallanynel B cucteMe ¢ IByMsI ypOBHSIMU CEKPETHOCTH, IIPUBEICHA Ha puc. 3.4.

write
e Bbicokuit ypoBeHb
Shigh Ohigh
e —— CEKpPEeTHOCTN
read
read W write write "W read
write

o . s Hwn3knn ypoBeHb
o e o CEKpeTHOCTU
read

Puc. 3.4. Jluacpamma ungopmayuonnvix nomokos no mooenu benna-Jlallaoynvl

[Tepeiiném k hopMaTbHOMY OMMCAHUIO CUCTEMBI. BBenEM creayroiue 0003HaAUYCHHUS:

- S — MHOXECTBO CyObEKTOB;

- O — MHOX€ECTBO OOBEKTOB, ScO.

- R={r, w} — MHOXeCTBO TIpaB 10CTyINa, I — IOCTYIl Ha YTeHHE, W — TOCTYII Ha 3aI1Ch;

- L={U, SU, C, S, TS} — muoxkectBo ypoBHeil cekpernoctu, U- Unclassified, SU —
Sensitive but unclassified, C — Confidential, S — Secret, TS — Top secret;

- A =(L,<,e,®) - pelI€Tka ypoBHEN CEKPETHOCTH;

- V. — MHOXECTBO COCTOSHUI CHCTEMbI, TpEICTaBiIsieMoe B BHIe Habopa
ynopsioueHsbix map (F, M), rae:

» F:SU0-L . (GyHKIMS YypOBHEH CEKPETHOCTH, CTaBAllass B COOTBETCTBUE

KaKIOMY OOBEKTY U CYOBEKTY B CUCTEME ONPE/IEIEHHBIN YPOBEHb CEKPETHOCTH;

* M — maTpuIa TEKyIIUX MpaB AOCTYIIA.
Cucmema % = (VO, R,T) B moznenu Bemna-Jlallamyssl COCTOMT U3 CIIEAYIOMIUX DIEMEHTOB:

- Vo — Ha4YaJIbHOE COCTOSIHUEC CHUCTEMBbI;

- R —MHO)ecTBO IpaB A0OCTYIa;
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- T:VxR—>V - ¢ysxkmus nepexoma, KOTopas B XOJA€ BBIIOJHEHHS 3alpoCOB
MIEPEBOJIUT CUCTEMY M3 OJHOTO COCTOSHUS B IPYTOE.
M3MeHeHrne COCTOSHUI CHCTEMbI BO BPEMEHHU MPOUCXOJUT CICIYIOIIMM 00pa3om:

cHCTeMa, HaXOAAIIAsACA B COCTOsHUM V €V | IoIydaer 3anpoc Ha JOCTyIl I € R M mepexoauT B
cocrosaue V- =T(v,r).

CocrosiHue V, HasbiBaeTcs oocmudicumviv B cucteme % = (V,,R,T), eciu cymecrByer

nocienoarensHocts (1, Vg ), (M 4,V 1), (V)3T (r,v )=V, ,Vi=0,n-1. HauanbHoe
COCTOSIHUE Vg SBIISICTCS IOCTHKUMBIM I10 OIIPEICTICHHIO.

Cocrosinue cucrembl (F, M) HaswsiBacTcs Oezonacnvim no umenuro (wma  Simple-
bezonachvim), €CIIA JUTSl KaXI0ro CyOBheKTa, OCYIICCTBISIONIETO B 3TOM COCTOSIHHH JIOCTYII IO
YTEHUIO K 00BEKTY, YPOBEHb 0€30IIaCHOCTU CYOBEKTa JOMUHHUPYET HaJl YPOBHEM O€301MacCHOCTH
o0BeKTa:

VseS,voeO, reM[s,0] > F(0) < F(s)_

Cocrosinue (F, M) HasbiBaetcst 6ezonachvim no 3anucu (Wi * - 6ezonacHvim) B ciydae,
€CIIM JUIS KaXKJIOTO CyOBEKTa, OCYIIECTBIISIONIETO B 3TOM COCTOSHUHU JOCTYI IO 3alHCH K
00BEKTY, YpOBEHB 0€30MacHOCTH 00BEKTa JOMUHUPYET HAJl ypOBHEM 0€30MaCHOCTH CyOBeKTa:

vseS§,0e0: we M[s,0] > F(s) <F(0)

Cocrosiare (F, M) HasbIBaeTcst Gezonachvim, €CIH OHO O€30MACHO IO YTEHHUIO U II0
3aITHCH.

Haxonen, cucrema X=(V,,R,T) wHaseBaercs 6esonacnoi, ecim eé HavaabHOE
cocTostHue Vo 0e30macHo, U BCE€ COCTOSIHUSA, JOCTHKUMBIC U3 Vo MMyTEM MPUMEHEHHUs KOHEYHON
MOCJIeI0BATEILHOCTH 3alpocoB U3 R, 0e30macHsbI.

Teopema (Ocrosnass meopema  6ezonacnocmu  benna-Jlallaoyawt).  Cucmema
2 =(vy,R,T) besonacna mozoa u monvko mozoa, ko20a binOHEHb CAEOVIOWUE YCLOBUSL:

1. Hauanvrnoe cocmosanue Vg be3onacto.

2. Jlna nmoboco cocmosiHus N, OOCMUNCUMO20 U3 N NYmMéM npumeHeHus KOHeYHOU
nocnedosamenvrnocmu 3anpocos us R, maxux, umo T(v,r)=Vv",v=(F, M) u v =(F*,M"), ona

Vs € S,V0 € O 6binoinensl ycio8us:
1. Ecnu r e M7[s,0] u r ¢ M[s,0], mo F"(0) < F"(s).

2. Ecnu r e M[s,0]u F*(s) <F*(0), mo r ¢ M[s,0].



3. Ecnu we M™[s,0] u we M[s,0], mo F"(s) <F(0).

4. Ecnu we M[s,0] u F*(0) <F"(s), mo we M™[s,0].

OTMmeTHM, 4YTO W3JI0XKEHHAas MOJEIb B CHUJIy CBOEM IPOCTOTHI MMEET UENbId psj
cepbEé3HBIX HegocTaTkoB. Hanpumep, HuUKak He orpaHMuuBaeTcs BUA QyHKIMU nepexona T — a
3TO 03HAYAET, YTO MOXKHO MOCTPOHUTH (PYHKIHIO, KOTOpasi MpH MOMBITKE 3allpoca HA YTEHUS K
00BEKTYy 0osiee BBICOKOTO YPOBHSI CEKPETHOCTH JO NPOBEPKH BCEX IMpPaBUI OyleT NOHUXKATh
YPOBEHb CEKPETHOCTH OOBeKTa. [I[pyrMM NpHHLMIIMAIBHBIM HENOCTaTKoM Mojenu bemna-
Jlallanynbl siBAsieTCSl MOTEHUMAIBHAS BO3MOXHOCTh OPraHM3allMd CKPBITBIX KAaHAJOB Iepeaadu
undopmarmu [92]. Tem cambiM, HajbHEHIIee pa3BUTHE MOJENCH MaHAATHOTO YIpPABJICHUS
JIOCTYIIOM OBLIO CBSI3aHO C IIOMCKOM YCJIOBUI U OTpaHUYEHUH, TOBBIIAIONINX €€ 0€3011aCHOCTb.

B mHacrosmee Bpemsa wozens bemna-Jlallanynsl m  gpyrue mojenu MaHIATHOTO
yIpaBJIEHUS JIOCTYIIOM  IIMPOKO HCIONB3YIOTCS TpH MocTpoeHun u Bepudpukamun AC,
IPEUMYLIECTBEHHO NpeAHAa3HAYEHHbIX Ml paboThl ¢ uHpopMalued, CcocTaBisroIei
rOCyJapCTBEHHYIO TalHY.

3.3.3. PosieBasi MojieJib yHpaBJieHHs JOCTYIIOM

PoneBast mozenp ympaBieHUs AOCTYIIOM COJEPKUT psiJl OCOOEHHOCTEH, KOTOpbIE HE
MIO3BOJISAIOT OTHECTH €€ HU K KaTETOPUU JUCKPELIMOHHBIX, HU K KATETOPUHA MAHAATHBIX MOJEIIEH.
OcHoBHasi uaes peajn3yeMoro B JaHHOW MOJENM MOJIXO0Ja COCTOMT B TOM, 4YTO IOHSTHE
«CyOBEKT» 3aMEeHsIeTCs IBYMSI HOBBIMU TIOHSATUSIMHU:

—  noJiv306amenv — 4EIOBEK, paOOTAIOLIMI B CUCTEME;

— ponb — aKTHUBHO JEHCTBYIOIIAsl B CUCTEME abCTpaKTHas CYIIHOCTb, C KOTOPOU CBSI3aH
OTPaHUYEHHBIM M JIOTUYECKH HEMPOTHUBOPEUMBBIH HAa0Op MOJHOMOYMM, HEOOXOAMMBIX JUIS
OCYIIECTBIICHUS TE€X WIHM UHBIX JICUCTBUI B CUCTEME.

Krnaccuueckum mpumepoM posiu  siBiasietcss 100t B UNIX-MOJOOHBIX cHCTeMax —
CYIIEpII0JIb30BaTeNb, 00JIaAalONUil HEOrpaHMUEHHBIMH TTOJTHOMOYMAMHU. J[aHHas poJsib 10 Mepe
HEO0OXOIUMOCTH MOKET OBbITh 331 ICTBOBaHA PA3IMYHBIMU aIMUHUCTPATOPAMH.

OCHOBHBIM JIOCTOMHCTBOM pOJIEBOM MOJENM SIBISETCS OMU30CTh K PEANbHOM KU3HH:
pomu, aeiictyromie B AC, MOTYT ObITh BHICTPOEHBI B ITOJIHOM COOTBETCTBUU C KOPIOPATUBHOU
UepapXuen U MpU ITOM MPUBSA3aHbl HE K KOHKPETHBIM I10JIB30BATENAM, @ K JOJDKHOCTSM — YTO, B
YaCTHOCTH, YPOILAET aIMUHUCTPUPOBAHUE B YCIOBUAX OOJBIION TEKYUKH KaJIpOB.

VYmpasneHue [OOCTYIIOM IIPM  HCIOJIB30BAHMM POJIEBOM MOJEIU  OCYILECTBIIAECTCS

CJIETYIOINUM 00pa3oM:
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1.  Jlnsg xaxngod ponM ykasblBaeTcss HaOOp MOJHOMOYHH, IMpeNCTaBIAIOUINA OO0
Habop mpaB goctyna k oobextam AC.

2. Kaxnomy moyib30BaTelio Ha3HAuYaeTCs CIUCOK JOCTYITHBIX €My POJIeH.

OtMmeTHM, YTO MOJb30BaTellb MOXKET OBbITh aCCOLMMPOBAH C HECKOJBKHUMH POJSIMU —
JaHHasT BO3MOXXHOCTh Tak)K€ 3HAYUTEIBHO YIPOIIAeT aAJAMHHHCTPUPOBAHUE CIOKHBIX
kopropatuBHbIX AC.

[Tepeiiném x hopMarbHOMY OMUCAHUIO CUCTEMBI. BBeaéM cremyromniie 0003HaueHUS:

— U — MHOXeCTBO I0JIb30BaTeNeil;

— R —wmuoxecTBO poneii;

— P — coBokynHOCTh MOJHOMOYMH Ha JOCTYn K OOBEKTaM (peanu3oBaHHasd,
HampuMep, B BUJI€ MAaTPHUIIBI IOCTYIIA);

- S — MHOXECTBO CE€aHCOB PabOTHI MOJI30BATEIICH C CUCTEMOM.

YnpaBieHue I0CTYIOM pealn3yeTcs C UCTIOIb30BAHUEM CIIEIYIOIINX OTOOpaXEeHHI:

— PAcCPxR - orobpaxkeHune MHOKECTBA IIOJHOMOYHI Ha MHOMECTBO PpOJICH,
3ajaroliee sl Kak10i pojii yCTaHOBJICHHBIN HA0Op MOTHOMOYHIA;

— UAcUXxR - orobpaxkeHnne MHOXeCTBa IIOJb30BaTElIeii Ha MHOKECTBO POJICH,
orpeessroniee Habop PoIeH, TOCTYITHBIX JaHHOMY IOJIb30BATEIIIO;

— user:S—>U - q)yHKuI/I;I, oImpenendronas s ceanca S € S TEKYIIETO I10JIb30BaTEIIsI
ueU:

user(s) =u;

— roles:S —>{R} - ¢yHkums, onpemensromias IS ceaHca S € SHabop poyedl u3
MHOKECTBa R , IOCTYIHBIX B IaHHOM CEaHCe:

roles(s) = {r, | (user(s),r,) e UA};

— permissions : S — {P} - dyHkuus, 3amaromias s ceanca S € S HabOpP JOCTYIHBIX B

HEM TMOJHOMOYMH (MHAYe TOBOPS, COBOKYMHOCTh IOJHOMOYHMI BCEX poJied, NOCTYINHBIX B

JTAaHHOM CeaHce):

permissions(s) = | J{p; | (p;.r) e PA}.

reroles(s)

BzaunMocBs3b HOJIL3OB8.T€J'ICI‘/JI, pOJ'ICﬁ, IMOJTHOMOYHMH M CEaHCOB II0Ka3aHa Ha puc. 3.5.



V)
nonb3oBartenu

P
NoJTHOMO4MA

permissions

Puc. 3.5. Bzaumocesaszw ponetl, noiHomMouutl, no1v3oeameneti U CeaHcos

Kputepuii 0e30macHOCTH CHCTEMBI IIPU MCIOJIb30BAHUU POJIEBOM MOAEIH 3BYUUT
CJIEAYIONIMM 00pa30M: CHCTEMa CUHTACTCS Oe30nacHO|, eClH J000H MOIb30BaTeNlb B CUCTEME,
paboTaromuii B ceaHce S €S, MOXKET OCYIICCTBISTH ACHCTBHS, TPEOYIOIIHE MOITHOMOYHI
p € P, TONBbKO B TOM cilydae, eclid P € Permissions(s) .

Ha npakrtuke ynpasiaenue poctynoM B AC mpu HCIOJIB30BaHUM POJIEBON MOAEIH
OCYIIIECTBIISIETCS TJIaBHBIM 00pa3oM HE C MOMOUIbI0 HA3HAYEHUS! HOBBIX ITOJIHOMOYUH pOJISIM, a
nyTtéMm 3anaHus oTHomieHuss UA — T.e. myréMm ompeneneHus pojiei, AOCTYHNHBIX JaHHOMY
HOJIb30BATENIO.

3.3.4. ATpudyTHas Mo/ieJIb YIIPABJIEHUS 10CTYIIOM

ATpuOyTHass MoJ€nb YIpaBIE€HUS JOCTYIIOM SBIsSIeTcs HaubOosee YHHBEPCaIbHOM.
OcHoBHast uzest JaHHON MOJEINN 3aKI0YacTcs B TOM, YTO PELICHUE O MPENOCTABICHNUN I0CTyIa
cyObeKTa K OOBEKTYy NPUHUMAETCS HAa OCHOBE aHajiu3a Habopa MpPOU3BOJBHBIX aTpUOYTOB,
CBSI3aHHBIX C CYOBEKTOM, OOBEKTOM WM Jaxe cpeaod ux (yHKIMOHMpoBaHuUs. Kaxabiit
aTpulyT mpeicTaBisgeT co00lW HEKUH HaOOp MaHHBIX, KOTOPHII MOXKET OBbITh COIOCTABJIEH C
MacCHBOM JIOMYCTUMBIX 3HAUYEHHUI JTaHHOTO aTpulyTa.

Jlia momy4yeHusl JocTyna K OOBEKTY CyOBEeKT MPEeAbsBIsSET HEKHIl MMEIOUIUICS y Hero
Habop arpuOyroB. MOHUTOpP O0€30MAaCHOCTH OOpAIleHUH CpPaBHUBAET 3HAYCHHE KaKIOTrO
aTpulyTa C MepevyHeM JOMYCTUMBIX, U B CIy4ae, €CIM Bce aTpUOYThI ABISIOTCS JOIYCTUMbBIMHU,
HPEOCTABIISAET JOCTYII.

dopmManbHOE OMHMCAHUE MOJIENM BBINVIAAUT CIEAYIOUMM oOpa3oMm. Baenem psn
0003HauEHMII:

- S - MHOXXECTBO CyOBEKTOB;

- O — MHOXECTBO 00BEKTOB;
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- E — MHOXECTBO 3J1€MCHTOB CpCabl;

— SAg, k = 1, K — MHOXeCTBO BO3MOXKHBIX aTpuOyTOB CyOBEKTOB;

- OA,,m = 1, M — MHOXECTBO BO3MOKHBIX aTpuOyTOB OOBEKTOB;

- EA,,n = 1, N — MHOXECTBO BO3MOKHBIX aTPUOYTOB 2IIEMEHTOB CPEIBI.

Jns 3agaHus aTpUOYTOB KOHKPETHBIM CYOBEKTaM, OOBEKTaM WIIH AJIEMEHTaM CpPeIbl
UCTIOJIB3YIOTCS CIEAYIOIINE TPU OTHOLICHUS:

- ATTR(s) € SA; X SA, X ... X SAg;

- ATTR(0) € 0A; X 0A, X ...X OAy;

- ATTR(e) € EA; X EA, X ... X EAy.

B o0uieM ciyuae nmpaBHIIO MOJUTHKH O€30MACHOCTH, Pa3peliaroliee WK 3alpeliaronee
JOCTYII, IPEICTABIIAET 000 OylieBy (DYHKIIMIO CISAYIONIETO BUAA:

Rule X: can_access(s, o, e) «— f(ATTR(s), ATTR(o), ATTR(e))

[TpuHIMIAATFHO BaKHBIM MPEUMYIISCTBOM JaHHON MOJENHU SBJISCTCA TOT (DaKT, 4TO
CYOBEKT JOCTyIla COBEPIIEHHO HE 00s3aTeNbHO JO/DKEH OBITh 3apaHee 3aperucTpUpOBaH B
CHUCTeME: HEOOXOJIMMBIM SBJIICTCS WCKIIOYUTEIHLHO HAJMYWe y HEro COOTBETCTBYIOIIUX

aTpuOyTOB.

B zaxmouenue ciemyeTr ckasaTh, YTO MOXHO BBIJIEIMTH JBa OCHOBHBIX NOJIXOJa K
UCMOJb30BaHUIO (DOpPMAIbHBIX MoOJIENIel  yIpaBlIeHUs] JOCTYIOM HENOCPEICTBEHHO IpHU
MIPOBEJICHUH OLIEHKHU COOTBETCTBUS CPEJCTB 3aIUTHI HHPOPMAIIH:

1. He3aBucumblil KOHTpOJdb (hakTa peaau3ald TOM WIM MHOM MOJENu B CHUCTEME, a
TaK)K€ KOHTPOJIb BBIIIOJHEHUS (POPMATIBHOTO KPUTEPUs OE30MaCHOCTH (€CIIM TPUMEHHUMO).

2. dopmalpHOE JI0Ka3aTENbCTBO TEX WM MHBIX IOJIOKEHUH C HUCMOJIb30BaHUEM
WHCTPYMEHTAPHsI TOM UM UHOW MOJEIIH.

ITepBblii MOAXOM, B YaCTHOCTH, XapaKTEPEH AJs pOJIEBOM MOAENN Wiu moaenu bemna-
JlalTlamynel, a BTOpoi — 17151 MoJienu XappucoHa-Py330-Yapmana.

3.4. MeTpuKH NapoJIbHBIX CHCTEM

[To cratucTuke mapojbHas MOACHCTEMA CUUTAETCS CaMOM YSI3BUMOIl B COBPEMEHHBIX
sanmmmeHHbx  AC, mostomy TpeOyeT caMOro BHHMMATEIBHOTO OTHOLIEHHMS TMPU OLIEHKE
COOTBETCTBHUSI.

Ilapons - uneHTHPUKATOP CYOBEKTa IOCTyMa, KOTOPBIM sBIsSETCS ero (CyOBeKTa)

cekperoMm [69]. CormacHo CyIIECTBYIOIIEH CTAaTHCTHKE HauOoJee MOMyISIPHBIMH IapOJISIMU



nosib3oBateeil  ABIsAOTCS  «123456» wm «qwerty». OTo ompenensieT HeoOXOIUMOCTh
(GbOopMUPOBAaHUS KPUTEPUEB CTOWKOCTH IMAPOJIBHOW 3alIUThl ¥ METOJIOB OIEHKU BBHIMOJTHCHHUS
YCTaHOBJICHHBIX KpUTepueB. Ha ceronHAIHUN MOMEHT CYIIECTBYET pa3HOOOPa3HOE KOJTUYECTBO
pPEKOMEHIaIii 110 BBIOOPY Maposei Kak Heo(HIMaTbHBIX MOIXO0J0B, TAK U 3aKPEIUICHHBIX Ha
3aKOHOJ[ATEILHOM ypoBHe™ .

Bgenem onpezenenus, UCHOIb3yeMble IIPH anbHeeM u3ioxeHuu. [lycts A - andapur
naposieil, 0003HaYuM  Tapoib JAMHBI N KAaK  IOCIEAO0BaTEIbHOCTh  CHMBOJIOB:
P = (p1, D2 -, Pn) €E A", p; € A. Takum 00pa3oM, YUCIO BCEBO3MOKHBIX IMApPOJICH JUITMHBI N,
KOTOpBIE MOKHO COCTaBUTh U3 CUMBOJIOB aliaButa A, cocraiset |A|™.

Cpenu OCHOBHBIX METPUK MAPOJIBHOM 3aLTUTHI MOT'YT OBITH BBIJICIICHBI CICAYIOIINE:

- JUTMHA TapoJis N: OOJBIIMHCTBO PEKOMEHIAINA YCTaHABINBAIOT MUHUMAIILHYIO JUTHHY
napoJisi paBHOM 8 CUMBOJIaM;

- MomHOCTh ajdaButa maposs |A|: Hampumep, pacmmpeHue andaBuTa Mmaposiei
CHEIUAbHBIMU CHUMBOJIAMU WM OYKBaMH B BEPXHEM pErucTpe IOBBIIIAET CTOHKOCTb
MapOJIbHON CUCTEMBI,

- CpOK JaeucTBusi maposis T: OOJBIIMHCTBO JOKYMEHTOB PEKOMEHAYET HCIIOJIh30BaTh
MapoJii BPEMEHHOTO JEHCTBUS, YTO MO3BOJISAET MOBBICUTH CTOMKOCTH MapOIbHOM 3aIIHUTHI.

IIycte V' — ckopocth mombopa mapoiis 3JI0YMBIIIUICHHUKOM, TOT/Ia BEPOSITHOCTH P

noz[60pa HapOJ'IH B TCUCHUC €TI0 CpOKa HeﬁCTBH}I MOKET 6LITI> BBIpa)KeHa CJIG,I[YI—OH_II/IM 06p8.30M2
P V-T
“ A

OO6b1yHO ckoOpocTh moabdopa maponeit V u cpok aeiictBust maponss T MOXKHO CUHTATh
W3BECTHBIMH. 3aJ]aB JOMYCTUMOE 3HaueHHEe BEeposiTHOCTH P, mombopa maposisi B T€UEHHE €ro
CpOKa JENCTBHSI, MOKHO OIPENETUTh TPEOYEMYIO MOIIHOCTH ITPOCTPAaHCTBA HapoJei |A|™.

B cnywyae ucnonb3oBaHUS TE€HEPATOPOB MCEBIOCIYYAMHON MOCIEIOBATEIIBHOCTH TPU
(GbOpMUPOBAHUU TAPOJEH, CIOKHOCTH IMAPOJS MOKHO OILIEHUTh C HCIOJIB30BAHWEM MOHSTHS
aumponuu. [lousatre nHGOpMAITMOHHON YHTpONTUU OBLIO BIepBbie Ghopmann3oBano [lleHHOHOM
KaKk Mepa HEOINpeNeIeHHOCTH WM HEeNpeacKa3yeMoCcTh HH(OpPMAIH, HEOMpeIeIEHHOCTh
HOSBIICHUST Kakoro-mibo cumBona andasurta. DHTponus MHOkecTBa U = {uq, Uy, ..., Uy}

OLCHUBACTCA C UCITIOJB30BAHUEM CICAYIOUIETO BBIPAXKCHUA:

44
P/l «ABTOMaTH3UPOBAaHHBIC CHCTEMBI. 3aIUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH()OpPMAIHH.
Kiaccugumkanus aBToMaTH3NPOBAHHBIX CUCTEM | TpeboBaHUs 10 3amute nHpopmamun» (I"ocrexkomuccust Poccun,

1992).
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— N .
H(U) = — XiL,pi - log; pi,
r/:[e: pi — BGpOHTHOCTB IIOABJICHUA DJICEMCHTAa ui. ECJ'II/I BCC CO6BITI/I}I HOHBJ'ICHI/Iﬁ DJIEMCHTOB

PaBHOBEPOSTHHI (T. €. p; = 1/ N A Vi E [1, N]), TO BBIpaskeHHE IPHHAMAET BHI:

N N
1 1
H(U) = —Zpi ‘log, pi = _ZN'Ingﬁz log; N.
i=1 i=1

B cayyae U = A" uH(bOpMAIIMOHHAS SHTPOIUS MAPOJbHON CHUCTEMBI OIPEACISCTCS 10
dbopmyre:

H(A") =log;|A*| = log,|A|" = n - log,|Al.

Benmnunna H(A") xapakTepu3yeT CTEIEHb CIy4ailHOCTH MapoJis MPH €ro reHepanud U
MOKa3bIBAET, HACKOJIbKO CIIOKHO €r0 YyraaaTh 3J0YMBIIUICHHUKY. Hampumep, Ui U3BECTHOTO

MapoJid SHTPOIIUA paBHA HYJIHO. Ecan MapoJjib UMCECT SHTPOIINIO PABHYIO 1 CUMBOIJIY, TO yraaTtb

€ro C MepBOi MOMBITKA MOXKHO C BEPOSITHOCTHIO PaBHOM 1/| Al B tabmuue 3.11 npueneHsl

3HAYEHUS SHTPOIUHU B pacyeTe Ha OJIMH CUMBOII JJIs Pa3IMUHBIX ai(paBUTOB.
st OLIEHKHM CTOMKOCTH MAapOJIbHBIX CHUCTEM, B KOTOPBIX HCIIOJIB3YIOTCS TE€HEPATOPHI
MICEBJOCTYyYailHOW  MOCIEOBATEIbHOCTH, MOTYT  OBITh  KCIOJNB30BAaHBl  PAa3TUYHBIC
CTaTUCTHUYECKHE TECThl. ['eHepaTop MCEBIOCTYyYAHON MOCIEA0BATEIbHOCTH PACCMATPUBAETCA
KaKk  Iporpamma, KOTOpasi ~ TE€HEepUupyer OWTOBBIE  TIOCIEAOBATEIBHOCTH  BHJA
§ = (51,82, ..,5.),5; €{0,1}. JlaHHBIC MOCIIENOBATEIBHOCTH IIOJBEPTalOTCA  Pa3IHUHBIM
CTaTUCTUYECKUM TECTaM, B XOJie¢ KOTOpPBIX OINpeAeNsieTcss Mepa HX CilydyallHOCTH. MeTobl
TECTUPOBAaHUSI OIHUCBHIBAIOTCS C UCIOJIb30BaHUEM HyJeBOM runore3sl H, (Tectupyemas
MOCIIEI0BATEIBHOCTh SIBISECTCS CIy4yallHOW) M albTEepHATUBHOM rumore3bl H; (Tectupyemas
MOCNIEI0BATEILHOCTh HE SBJSETCS CiydaifHoi). Tect paspabaThiBaeTcs C IENbIO MPOBEPKU
HYJIEBOU rumnoTe3nl Hy.
Tabmuna 3.11.

3HaueHUS OHTPOIINHU B paCyYCTC HA OAUH CUMBOJI U PA3JIMYHBIX aJ'I(I)aBI/ITOB

Andasut A Yucno cuMBOJIOB | DHTPOIHKS HA OAWH CUMBOJI
N log,|A|
Apabckue nudpsr (0-9) 10 3,3219
[IlecTHannarepuyHble 16 4,0

gucia (0-9, A-F)

JlatuHckuit andasur (a-z, 52 5.7004




A-Z)

JlaTuHCKMI andaBuT C 62 5.9542
udpamu (a-z, A-Z, 0-9)

Tao6muma ASCIL 94 6.5546

[Ipouiecc CTaTHUCTUYECKOTO TECTHPOBAHHUS B OOLIEM cllydyae BBITJISIUT CIIEAYIOIIUM
00pazoM.
1. ®opmynupyercs runore3a Hy —I0CIe0BaTeIbHOCTh S SBIISIETCS CIYyYallHOM C

PaBHOMEPHBIM PaCIpENEICHUEM - U MPOTUBOMNOJIOKHAS €il runore3a H,.

2. duKcUpyeTcsl ypOBEHb 3HAYMMOCTH (.

3 3anaercs cratuctuka T: {0,1}" - R.

4, JlJist 3a1aHHOM OCIIEI0BATENBHOCTH § BhuucseTcs cratuctuka: T = T(§).

5 Beraucisiercst mocturaembiii ypoBeHb 3HauuMOCcTH p = p(T) Ui MOIy4eHHOTO

3HAYEHUS CTATUCTUKH.

6. Ecmm p = a, npunumaercs HyneBas runore3a Hy; wnHade runoresa H,
OTBEPraeTcs.

HazoBeM nepuodom nocnedosamensnocmu § = (S1,S3,...,S,) TaKoe MHUHUMAJIbHOE
YUCIIO P, YTO Siyp = S; A1 Vi > 0. Cepueri nnuubl k, HaYMHAKOWIEHCS ¢ CUMBOJIA t, HA30BEM
MOAMOCTEAOBATEIBHOCTh  TaKyl, UYTO Si_q # St = St41 = *** = St4k-1 * St+k- COJOMOH
['onoM0 mnpeanoxun creayronye HEoOXOIUMBIE YCIOBHS ClaydallHOCTH MJii OWHapHOMU
MIOCJIETIOBATEIbHOCTH

1. B kaxxaom mepuozae KoiauuecTBO «1» um «0» MOMKHO pa3nuuaThes He Ooyiee yeM Ha
CIIMHHUILY.

2. B xaxmom mepuone 1/2k qrclia Cepuidl MOJHKHO UMETh JIUHY k: TONOBUHA cepuit

JO0JDKHA UMETh JJIMHY OAWH, YCTBCPTh—/JIMHY ABa, BOCbMasd 4aCTb—JIMHY TPU U T. 1.
3. CDYHK]_[I/DI ABTOKOPPCIIALIUA JOJIKHA NPUHUMATE TOJIBKO JIBAa PA3JIMYHBIX 3HAYCHUA I
BCE€X BO3MOKHBIX CABUI'OB.

HpI/IBCIleM MMPUMEPBI CTATUCTUYICCKUX TCCTOB45.

* NIST SP 800-22: 2010.
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1. YacrorHelii Tect g OMTOB. B Xome mpoBeneHUs NaHHOTO TecTa HCCIenyercs
KOJINYECTBO HYNEH M €AMHHUI B IOCIENOBATEIbHOCTH. T€CT OLEHMBAET NPUOIMKEHUE 4YHCIIa

CAWHUI ITOCICA0OBATCIBHOCTHU K 3HAYCHHUIO n/z

2. YactotHplii TecT s OnokoB. llenmp Tecra — omnpenenuth, TPUOIMKACTCS JIH

KOJIMYCCTBO CAWMHUIL B 11I000M OJI0KE JJIMHBI M K 3HAYCHUIO m/Z

3. Tecr cepwmii. llenp Tecta — CpaBHHUTH pAaCHpelNeiICHHE CEPUl B TECTHPYEMOU
MIOCJIEIOBATEIbHOCTH €  OKHUJIAEMBIM  pAaCHpEeleIeHUeM TaKuX Cepuil Ui CIlydalHOU
IIOCJIEI0BATEIbHOCTH.

4. Matpu4Ho-paHroBbiii TecT. Llenb Tecta — mpoBepka JTMHEHHON 3aBUCUMOCTH MEXKIY
MOJICTPOKaMH (PMKCHPOBAHHOTO pazMepa — MaTpuiiamu 32x32 owura.

Cy1iecTBYIOT M JIpyrue HaOOpbl TECTOB MJI UCCIEAOBAHMS CTATUCTHUYECKUX CBOWCTB
nocnenosareiabHocTel: Hadbop TectoB JI. Kuyra, Habop tectroB CRYPT-X, nHabop TecToB
DIEHARD wu gp. Cnegyer OTMETUTb, 4YTO HU OAMH TECT HE MOXET TIapaHTUPOBATh
«CIIy4yalHOCTBb». TeM He MEHee€, TECThbl IO3BOJSIOT  BBISBIATH  «HECIYYalHbBIC»
MIOCJIE/I0BATEIbHOCTH.

3.5. Moaesn nepuoAn4ecKoro HHCIeKIMOHHOI0 KOHTPOJIS

[TpaBunamu o6s3atenbHOM ceprudukanun C3V, ycTaHaBIMBaeMbIMH B HOPMATUBHBIX U
METOAMYECKUX JTOKYMEHTaX PEryJsaTOpPOB, MPEIYCMOTPEH MEPUOAUYECKHI WHCIEKIIMOHHBIN
KOHTpPOJIb 3a cTabmibHOCTBIO XapakTepuctuk C3U. IlepuonnyHocTh U 00bEMBI UCHBITAHUN B
pamMKax WHCHEKIMOHHOTO KOHTpoJs cepTuduimpoBanHbix C3U onpenenstorcss B HOpPMaTUBHBIX
U METOAMYECKUX JIOKYMEHTax Mo uX ceprtudukanuu. Ha mpakTuke mocie MoiaydyeHus
ceptudukara COOTBETCTBUS (HOPMHUPYETCS KaJeHAAPHBINA TJIaH WHCIEKIIMOHHOTO KOHTPOJS 3a
CTAaOWJIBHOCTBIO XapaKTepucTukK ceptuduimpoBannsix C3U, cormacHO KOTOpOMY MPOBEPKH
MIPOBOJSATCS Yepe3 JeTEPMUHUPOBAHHBIE POMEKYTKH BPEMEHHU.

[To mpuumrHE HEOOXOIUMOCTH BBIZIEICHUS JOTIOTHUTEIBHBIX CpeACTB Ha ucnbiTanus C3U1U
nocie cepTu(UKAINU, YUCIO MOMEHTOB KOHTPOJIS SIBJISIETCS 3apaHee 0OOCHOBAaHHOW KOHEYHOM
BennuuHOM. OHAKO B PEATbHON KU3HH 1O Py CIydalHBIX (PaKTOPOB CIOXKHO OPraHU30BaTh
WHCIIEKIIMOHHBIM KOHTPOJIb Yepe3 CTPOro 3aJaHHble NPOMEXKYTKH BpeMmeHu. [losTomy,
MPEACTABISIET UHTEPEC MPUMEHEHHUE MOJIeTIEH WHCIIEKIIMOHHOTO KOHTPOJIS, B KOTOPHIX MEPHOT
KOHTPOJISI MOXKET OBITh Kak JEeTEPMUHUPOBAHHBIM, TaK M CTOXACTUYECKUM, HO TMPHU 3aTaHHOM
YHUCJIE MOMEHTOB KOHTPOJIA.

B mmpokom cMbIcie HHCIEKIIMOHHBIM KOHTPOJIb MPEJCTAaBIsAET COO0N CHCTEMaTHYeCcKOoe



HaOJIOfIeHuEe 3a JIeSTEIbHOCTBIO IO OLEHKE COOTBETCTBUSI KAaK OCHOBBI MOJEp KaHUS
npaBoMepHOCTH cepTudukata coorBerctBus. [Ipu stom cormacno 'OCT MCO/M3BK 15408
KOHTpOJb Kacaercss He Tonbko C3U (oObekra OLeHKH), HO M cpeibl (pyHKUMOHHpoBaHUA. B
TAKOM CJly4yae HWHCIEKIMOHHBI KOHTPOJb MOXET BKJIIOYATh KaK MPOLIEIyphl KOHTPOJIS
xapakrepuctuk C3U, Tak u npoueaypsl KOHTPOJIS XapaKTEPUCTUK cpelibl (PyHKIIMOHUPOBAHMSL.
PaccmoTpuM cToXacTHuecKue U AeTepMUHUPOBAHHBIE MOJIEN YKa3aHHbBIX IPOIIETYD.

3.5.1. Mojesin HHCIEKIIHOHHOT0 KOHTPOJISI CPEACTB 3alUThl HHpopManuu

Paccmorpum t nmepuon  xkm3HeHHoro mukna C3M ¢ yuyetoM  IIpOBOAMMOIO
MHCIIEKIIMOHHOTO KOHTPOJIS 32 CTaOMIIBHOCTBIO XapakTepucTHkK. [lockonbKy mepuosa Bpemenu t
BO MHOTO pa3 MPEBBIIIAET BPpeMsi KOHTPOJISI, TIOJIOKHUM TTOCIIEIHeE MTHOBEHHBIM. Tor/ia creneHp
crabunbHOCTH Xapaktepuctuk C3U xapakrepusyercst BepositHocThio P(Z2<Q)=F;(Q) Toro, 4ro
BpeMs Z oOHapyKeHHs HapylIeHus (YS3BUMOCTH, OIIMOKH) B MEKKOHTPOJIILHOM MHTEpBaie | HE
IpeBOCXOMUT nomyctuMoe Bpems Q sxkm3HeHHoro nukiaa C3W npu HanmuyuyM HapymieHHs.

CDpal"MeHT HHCIICKIMOHHOI'O KOHTPOJIA IPEACTABJICH HA PHUC. 3.6.

0 i T i+1 n+l1
___F 1
v z
< >
- _ - - —

Puc. 3.6. CDpal"MeHT HWHCIICKOUOHHOT'O KOHTPOJIA CPEACTBA 3alIUTHI HH(bOpMaI_[PIH

Bynem cuntaTh MOTOK HapymeHHH (OMNOOK, YSI3BUMOCTEH) MPOCTEHIIUM C TUIOTHOCTHIO
pacrpesiesieH!s] UHTepBaja § MexX/1y HUMU:

gy = Ae -4y
rze: A - ”HTeHCUBHOCTD HapyIICHUH.

3aa M CTOXaCTHYECKYI0 MOJIeNlb OOHapyKeHHs HapylIeHuid. B aToM ciydyae KOHTpOIIb
IIPOU3BOJUTCS ONPEAEICHHOE YUCIIO Pa3 C PABHOM BEPOSATHOCTBHIO HE3aBHCHMO APYT OT Apyra.
TakuMm oOpa3zom, 0Opa3oBaHHBI BCEMHU MOMEHTAMH KOHTPOJII OIpPaHUYEHHBIN MOTOK SBIISETCS

~

MMOTOKOM bepHyIU ¢ IUIOTHOCTBIO pactpeefeHus] HTepBasia T MeXIy MOMEHTaMH KOHTPOJIS
[52,97]:

fe=nit(1 —T/H)" 1,
Tac: N - YuCjio0o MOMEHTOB KOHTPOJIA.
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Bennunna 3aaepxxku =T — Y ABAsSCTCS (PYHKIMECH NBYX CIydalHBIX BEJIMYWH U UMECT
CIeNYIONIYIO (DYHKIMIO pacipeIeIeHuUs:
F; = [ o n/t(L = T/t)" " e~ ?dTdy.
T

t

T=y+z

T=y

l
|
|
I
1
|
|
|
1
I
|
|
|
|
|
|
|
|
|

e e - ————————————

0 t-2

~
~<

Puc 3.7. OGnacTb HHTErpUPOBaHUS HHTEPBAJA 33JACPKKHU BPEMEHH 0OHAPY>KEHUSI HapyILICHUS

OmnpenenuB npeaensl UHTErpupoBanud (puc. 3.7), HOTyduM:
Fy = Jy ([ /et = T/0)"* 2e~2 dT ) dy +
t t 19—
+, (fy n/t(1—T/t)""* 2e~dT ) dy.
[Tocne ynpormieHus: UMeeM ClieTyromiee BhIpaKeHue:
F§=2/t" (f, "e ™ ((t—y)" = (t —z—y)") dy +

t -2 n
+[_ et =M dy).
Pa3noxxuB B CTENMEHHOW psi MOIBIHTETPAIBHBIE BBIPAKEHUS (OPMYIBI, TOIYYUM
MpUOIMKEHHOE 3HaUeHue (PYHKIIUU pacipeieeHus, KOTOPOE U SBIISIETCS OCHOBHBIM Pacue€THBIM

COOTHOIICHHUEM

. -1,
S ~ n oy NNl N+ i ol M/t~
Fﬁ ~ A Zi:o 2]‘:0 =1 ( 1) CTlCTl+j+1 j!(1+j+i),

rae: I - YUCI0 UTepanuu.

Jnst  cpaBHEHHMs CTOXaCTHMYECKOM MOJENIU C JETEPMUHUPOBAHHOM pPaCCMOTPUM
MOCJIEIHIOI ToapoOHee. B geTepMUHUPOBAaHHOW MOJETH MOMEHTBI KOHTPOJISI 00pasyroT
PEryJSIpHBIA MOTOK C TOCTOSHHOM BelMW4yMHOM wHTepBada T1=t/(N+1) u TUIOTHOCTHIO
pacnpeziesieHus: BpeMeHH 0OHApY>KEHUSI HapyILICHHUS:

gs; = e T2 0<z<T,

Mo’HO MoKa3aTh, YTO BeIpKEHHE I (DYHKIMH pacrpesleieHus] B JeTePMUHUPOBAHHON



MOJIETIM UMEET CIECAYIOIINUN BULL!

Ff = e *M(e??-1); 0<z<T.

CpaBHuBasi BBIpa)KCHHsS MOJEJCH, MOKHO T'OBOPUTb O COOTBETCTBHHM PAaCCMOTPEHHBIX
MoJIeNiell Ipolieccy BBISIBICHHUS HapyIIeHUH cTtabminbHOCTH XapakTepucTuk C3U (mpu 3agaHHBIX
3HaueHMsIX A, Q, t u n):

F§(2) S F{(2).

BepositHocTh P, 00HapyxeHUs HapylleHui 3a t nepuoj xxu3zHeHHoro nukia C31 MoxHO
IPEJCTaBUTh CIEAYIOIUM 00pa3oM:

Po=(+1)"F;,
r7e: N - 4MCII0 MOMEHTOB HHCTIEKLIMOHHOTO KouTponst, Fy = max(F3 (2), F{ (2)).

AHaJIN3 pacCMOTPEHHBIX MOJIENIEH MOKa3al NPEUMYIIECTBO CTOXACTHYECKOW MOJIENIN MPH
HEOOJIBIIIOM YKCJIE MOMEHTOB HMHCIEKLMOHHOTO KOHTpOJs. IIOHATHIHO 3TO MOXET ObITh
OOBSACHEHO TEM, YTO AK€ IPU MaJIOM YUCJE CIIydallHbIX MOMEHTOB KOHTPOJIS XapaKTEPUCTHK
C3U Bceraa cymecTByeT BEpOSATHOCTh TOTO, YTO OOHApYKEHHE HapyIIeHUs: OyAeT MPOu3BeICHO
Cpa3y K€ IIPU €ro BO3HUKHOBEHHUH, B TO BpeMs KaK IIPU UCIIOJIb30BAHMU JI€TCPMUHUPOBAHHOMN

MOZACIIN MEPHUOA IMMPOBEPKU HE MOKET OBLITH MEHBIIIE 3aHaHHOI\/'I BCJINYHMHBI.

3.5.2. Monesu HHCIEKIIMOHHOT0 KOHTPOJIsI cpell PYHKIIMOHUPOBAHUS

KonTpons orpanndenuii, npeabsasiasiemsix kK C3U, B mepByto ouepeib KacaeTcsi IpOBEPKU
cpeabl M ycnoBUH (GyHKUHMOHMpoBaHUS M mpousBojacTBa C3U. Takue MmpoBepKH MO3BOJSIOT
UCKJIIIOYUTh TMOSBJIEHUE HapylmeHud (omMOOK, YA3BUMOCTEH), KacalolUXCs BHEIIHETro
untepdeiica C3M. B 3Tom cmbicie nporeaypsl OOHApyKEHHsl HapyIIEHUH Cpeasl MOXHO
MHTEPIPETUPOBATh KaK MEXaHU3M IpeaynpexaeHus Hapymenuin C31.

IIpu pa3paboTke Mopeneil KOHTPOJS cpenbl OyleM MNpUIepXKHUBAThCA MOJXO0/a,
NPUBEICHHOTO B IpenpayiieM pasgene. bynem cuutaTh, 4YTO CTeNEHb CTAOMIBHOCTU
xapakrepuctuk C3U xapaktepusyercss BepostHocThi0 P(Z < Q) = F;(Q) Toro, uto Bpems
IPeIBAPUTEILHOTO KOHTPOJS Z MEXIY MOMEHTOM KOHTPOJISI CpeIbl U BO3MOXXHBIM MOMEHTOM
HACTYIUICHHSI HapymeHus Xxapakrepuctuk C3U He mpeBocxoaut gomyctumoe Bpemst Q. 3amaaum

CTOXaCTUYECKYIO0 MOJIeTIb KOHTPOJISI HapylIeHui cpeabl (puc. 3.8).
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Puc 3.8. lnarpamma (yHKIIMOHUPOBAHUS CUCTEMBI IIPU HATHMUUU MEXaHU3MA MIPEIyIPExACHUS

HapyLIECHUH

MOoHO TMOKa3aTh, YTO BEJIMYMHA BPEMEHH IPEIBAPUTEIBHOIO KOHTPOJS SIBISETCS
dynknmeir nBYX chydaiiHeIX BemumumH Z =9 —T ® uMeeT clemylOmyl (yHKIHIO
pacripesiesIeHus:

S _ -1 -A
F; = ff(s)n/t(l—T/t)” Ae™dTdy,

rae: N - 4ucjilo MOMEHTOB KOHTPOJII CPECIbl, A - MHTEHCUBHOCTH Hap}IH_ICHI/Iﬁ XApaKTCPUCTHUK

C31.

Puc 3.9. O0GnacTe MHTErpUpOBaHMS HHTEPBAJIA BPEMEHH NPEYNPEKICHNUS HApyILICHHS

OnpenenuB npenens MHTErpupoBanus (puc. 3.9) U yIpoCcTUB BbIpaXKEHUE, TOJTYUUM:
z

F§ = f fe(Me (1 —e*)dT +
0

t—z _ _ t _ _ Z
L, fr(Me (1 —e™)dT + [,_, f+(T)e™*"dT —e ()",
Pa3noxxuB B cTeleHHOHU pAA NOABIHTCTPAJIBHBIC BBIPAXKCHUA, ITOJTYUIUM HpI/I6J'II/I)KeHHOC

3HaYeHHe PYHKIHUU pacrpeaesieHus, KOTOpOe SIBJISIETCS OCHOBHBIM PACYETHBIM COOTHOIIEHHEM:

F§ ~n T_o(Zj=0 b1 b2) — e )",



rae: I - 4hCiOo UTEpaLUii;

vy i
1 Guitii+j+1))’

b2 — ti+j+1 _ Zi+j+1 (zj _ e—AZ)(t _ Z)i+j+1 e—lz.

by = (—1)7C}

CpaBHUM IIOJIyYUEHHYI0 CTOXacCTHMYECKYHD MOJEIb C JETEPMUHUPOBAHHOH. B
JETEPMUHAPOBAHHON MOJIEIIM MOMEHTHI KOHTPOJISI 00pa3yloT peryisapHbIi MOTOK C OCTOSHHOU
BenmMuMHOW wMHTepBana T1=t/(N+1) u cuenyromeil IUIOTHOCTBIO pACIpPEACICHHs BpPEMEHU
IIPEABAPUTEIILHOIO KOHTPOJIA:

gs; = Ae~MT+2),

CrnenoBarenbHO, BbIpaXeHHE A (QYHKLUUU pacupeiesieHHs B JETePMHUHUPOBAHHOU
MoJeNu OyIeT UMETh CIIeIYIOIINN B

F{ = e *T(1 — e *); 0<z<T.

CpaBHUBasi pacyeTHbIE BBIPAXEHUs MOJEIEH, Mpu 3aJaHHbIX 3HaueHMsX A, Q, t u n
[0JIy4aeM KpUTEpUi, MO3BOJISIOUINI clIenaTh BEIOOP TOM MM MHON MOJIEIH:

F;(2) S F{(2).

BepostHocTts P, npenynpexxacHus HapylleHHd 3a t nmepuoj ku3HeHHoro nuxia C3U
MOYKHO TPEACTAaBUTh CIIEIYIOIUM 00pa3oM:

Po=(+1):F;,

r7e: N - 9ucio MoMenToB koutpons, Fy = max(Ff (2), F{(2)).

CpaBHHUTENBHBIA aHAJIU3 CTOXACTHMUECKUX M JETEPMHUHUPOBAHHBIX MOJENEH MOKa3al
3¢ (HEeKTUBHOCTh TIEPBBIX MPU MAJIOM YHCIIE MOMEHTOB KOHTpojs. [loaToMy mpu ympaBieHUH
WH(POPMAIMOHHON OE€30MaCHOCTBI0O CHCTEM UHCIECHHBIMH METOJaMU MOXKHO OIpPEAeIUTh
MPEANOYTUTENbHBIE MOJENN (CTOXacCTUYECKYIO, J€TEPMUHUPOBAHHYIO 160
KOMOWHHPOBAHHYIO), TIOBBIIIAOMKE ypoBeHb noBepus k C3U. Oto maetr >¢dexT, momoOHbIH
BBEJICHUIO CTPYKTYpHOM U30BITOYHOCTH, TO €CTh MOXXHO TOBOPUTH 00 0co0oM BwHIE
M30BITOYHOCTH - CTOXAaCTUYECKOW, HCIIOH30BAHUE KOTOPOW TPAKTHYECKH HE YBEITUYMBACT

3arpar [52].
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4. METOJAUKU CEPTU®UKAIIMOHHBIX UCTIBITAHU

CymiecTByIOIIME€ THUIOBBIE METOAMKH  CEPTH(PHUKAIMOHHBIX UM  aTTECTAllMOHHBIX
UCIBITAHUN HOCAT 3a4acTyl0 OIHKCATENbHBINA XapakTep, YTO 3aTPyAHSAET aBTOMATHU3ALMIO U
ONTHMH3AIHIO MTPOIIECCOB OLEHKH COOTBETCTBHS CPEICTB 3amuThl nHpopmanyu [35]. B paznene
PacCMOTPEH HOBBIM MOJAXO0J K (popMaIu3aluu METOIUK cepTU(UKAIMOHHBIX ucnblTaHuid C3U,
MO3BOJISAIOMIMN ONpPENeTUTh (HAaKTOPHI, CBSI3aHHBIE CO BPEMEHEM, CTOMMOCTHIO M IOJIHOTOM
ucneitannii C3U [5,7,8].

4.1. ®opmabHbIii 0a3MC UCTIBITAHUN CPEICTB 3alUTHI HHpOPMAUH

IIycte R = {r;}- muoxectBo TpeGoBanmii, npeabssiasembix Kk C3U X, T = {t;} —
MHO>KECTBO T€CTOBBIX MPOIEAYP, IPOBEPSIONINX PEATU3ALUIO TPEIbABISIEMbIX TPEOOBAHU.

[log memooom pazpabomxku mecmogvix npoyedyp OyneM IMOHUMATh OTOOPaKEHHE:
M:X X R = T. ®ynknus M Ha ocHOBe TpeboBanus 1; € R n uHpopmanuu o peanuzanuu C3U X.
Kak npaBuno, pyaxuus M s C3U X saBnsieTcs OMEKTUBHBIM 0TOOpa)keHUEM:

- Vry, 15, € R Bemonnsercst (r; # ry) = (M(Z, r) = M(Z, rz)), TO €CTh pPa3JIUNYHbIC
TpeOoBaHus 6€30MACHOCTH YYAaCTBYIOT B (JOPMUPOBAHUU PA3IUYHBIX TECTOBBIX MPOILEAYD;

-Vt; €ETaAr, e RIM(Z, ;) =t; - mrobas TecToBas mpolleaypa pa3pabaTbiBaeTCs C
L[eJIbI0 TIPOBEPKH OIPENIETIEHHOIO TpeOOBaHUSI.

Kaxnas TecrtoBas mpouenypa t; €T  XapakTepu3zyeTcs LEJbIO  BBIIOJIHEHHUS,
MOCJIEZIOBATEILHOCTRIO  BBIMIOJIHAEMBIX  JEHCTBHI, pEe3ylbTaTOM BBIIIOJIHEHUS TECTOBOM
IIPOLEAYPBI U KPUTEPUEM NPUHATHUS TIOJOKUTEIBHOTO PELIECHUS.

Llenv ucnvimanusi COACPKUT W3JIOKEHUE HAMEPEHMsT O BBINOJIHEHUM OLICHKH
cootBeTcTBUsl C3U mpenwsiBiasieMblM TpeOOBaHUSM. [locnredosamenbHOCmb — GbINONHAEMbIX
Oeticmeuii onpezenser HaOop IIaroB, OCYLIECTBISEMBIX JKcrepToM Juisi npuseneHus C3U B
UCXOJHOE COCTOSIHME€ M BBIIIOJHEHHUS TECTOBOM Mpouenyphl. Pesynbmamul  6blnonHeHus
mecmogvix npoyedyp (QUKCUPYIOTCS C HUCIOJb30BAaHUEM Ppa3IMYHBIX MPOrPAMMHBIX CPEICTB
(ITC) npoBeneHus UCTIBITAHUM, TAKUX KaK: CPEJCTBA T€HEpAIH U IlepexBaTa CETeBOro Tpaduka,
MIOMCKAa OCTATOYHOM HH(OpMaIUK, MPOBEPKH CHUCTEMbI pas3rpaHUueHus noctyna. Kpumepuil
NPUHAMUS ROTOHCUMENbHO20 peuleHUs TOIKEH COAepKaTh 3TaJOHHbIE Pe3yNIbTaThl BHITOJIHEHUS
TECTOBBIX TMpolenyp. BBenem omepaTopsl BbINIONHEHUST TpeOoBaHUs Fp W KOPPEKTHOCTH
BBITIOJTHEHUS TECTOBOW MpoLeaypsl F.

Omneparop BoinonHeHus TpeboBanust 1; st C3U Fr: £ X R — {0,1}:



1, ecsiv TpeboBaHUeE T; BBINOJHEHO;
FR (Z; ri) =
0, B IpOTHUBHOM CJIy4ae.

Oneparop KOPPEKTHOCTH BBINOJIHEHUS TecToBOM mpoueaypsl t; aist C3U X Fo: X X T —

{0,1}:

1, ecsiv TeCT t; BbINIOJIHEH YCIIELIHO;
FC (2, ti ) ==
0, B IPOTUBHOM CJIy4ae.

Oneparop F, mnokaspiBaeT, uto it C3UM X BBINOJIHEHHWE TECTOBOW MPOLETYpPHI
3aBEPLIMIOCH YCHEWIHO: (PaKTHUECKHE pe3ysbTaTbl, 3aperMCTPUPOBAHHBIE TPU BBINOJIHEHUU
TECTa, COOTBETCTBYIOT 3TaJIOHHBIM 3HAUYEHHUSAM, YKa3aHHBIM B OMMCAHUU TECTOBOM MPOIIEIYPHI.

Memooukoii ucneimanuti HazoBeM Ha0op u3 matu o0bekToB A = {X, R, M, Fg, F.}, tne
R - mHOXecTBO TpeboBaHMil, mpeabsBiasieMbix Kk C3U X, M - meron pa3pabOTKH TECTOBBIX
npouenyp, Fr u F; - oneparopbl BBIIOJHEHUS TpeOOBaHUS U KOPPEKTHOCTU BBIIOJHEHUS
TECTOBO# TMPOIEAYyphl COOTBETCTBEHHO, a Takke s Vr; € R chnpaBemmuBo  Fr(Z, 1) =
F.(ZM(Z,m)).

B ob6mem Buje ucnblTaHMs BKJIOYAOT TPU CTaJUU: IJIAaHUPOBAaHHUE, TECTHPOBAHUE,
aHaJIU3 Pe3yNbTaTOB.

IIpu naanuposanuu BEIMONHAETCS aHAIU3 JOKYMEHTAMN U ocobeHHocTell padotel C3U.
OKCHepThl AOKHBI YCTAHOBUTH, YTO B TEXHUUYECKON JOKYMEHTAIMU pa3paboTUuK ACKIapupyeT
cootBerctBue C3U tpeboBanusiM R, To ecth Fi(Z,7;) = 1 must Vr; € R. Ha ocHOBaHWH aHaH3a
JIOKYMEHTalluu, TecToBbIX 3amyckoB C3W u mnpeabsBiseMbix TpeOoBaHUM, (opMmupyercs
MHOKeCTBO TecToBBIX npoueayp T = {t;}, tne t; = M(Z,1;).

Tecmuposarie BBITIONHSIETCS C MCIOJIb30BaHHEM Habopa TecToBbix nporenyp T = {¢t;}, B
pe3ysbTaTe Yero Ui KakJ0M TeCTOBOW MpOLEAYphbl ONPEAENSIOTCS PEe3yJbTaThl BBHITOJIHEHUS
TECTOBOM IPOLEAYPHI, OUIEKAIINE PETUCTPALIUH.

Ha cragum ananuza QaxTudeckux ¥ ATAJOHHBIX 3HAYEHMH MOJYy4YarOT MHOXECTBO
YIOPANOYEHHBIX Tap BHAA (ti, Fc(Z, tl-)). Jqna C3U X neknapupyercs COOTBETCTBUE

tpeboBanusam R = {r;}, ecimn:

n

Z (FR(Z, r) - Fe(5, M(3, ri))) =,

i=1
TO €CTh B XOJ€ NPOBEICHUS UCIBITAHUN YCTAaHOBJICHO COOTBETCTBHE PEAJIbHBIX BO3MOKHOCTEN
C3U pexnapupyeMbIM B JOKYMEHTAIIMU WJIM HOPMaTUBHOM JJOKYMEHTE.
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4.2. MeTonMKa HCTIBITAHUI CPEJACTB BHIYUCIAUTEILHOM TEXHUKH

bazoBbIM JOKYMEHTOM, B KOTOPOM MpenbsABIAIOTCA TpeboBaHus K komiuiekcy C3U,
SABJISIETCS. PYKOBOJSIIMN JOKyMEHT ['ocTtexxomuccuu Poccum 1o cpeactBaM BBIYUCIMTENIBHOU
TexHUKU (cM. moap. 4.2.1). JIOKyMEHT ycTaHaBIMBaeT 7 KIACCOB 3aIlUIICHHOCTH U COJICPIKUT
TpeOOBaHUS K peanu3aluil JUCKPEIHUOHHOTO M MaHAATHOTO HPUHIUIIOB KOHTPOJS JOCTYIa,
OUYUCTKHU NaMATH, U30JIIUKM MOJYJICH, MApKUPOBKH ITOKYMEHTOB, 3aIUTHI BBOJA U BBIBOAA HA
OTYY)XJIAeMbIil  (U3MYECKH HOCHTEIh HWH(POPMALMU, COIMOCTABJICHUS IOJIb30BATENs C
YCTPOMCTBOM, MIACHTU(UKALMU U ayTEeHTU(UKALUM, PEruCTpalud  COOBITUH, oOecreueHus

IIEOCTHOCTH M Jp. Paccmorpum (hOpManmu30BaHHBIA TOPSAIOK IMPOBEPKH I yKa3aHHBIX
HauboJee pecypcoeMKHUX TpeOOBaHUM Rcm :{rl,rz,r3,r4,r5,r6} YKa3aHHOI'O0 HOPMAaTHUBHOIO

nokymeHra (cM. Taou. 4.1.).

Tabnuna 4.1.
OcHoBHBIE TPeOOBaHUS K CPEJCTBAM BBIYUCITUTEIHLHOM TEXHUKH
Ob6o3HaveHne TpebGoBanue
n KC3  gomkeH  KOHTpONMpPOBAaTH  JOCTYH  HAaWUMEHOBAaHHBIX  CyOBEKTOB

(monp3oBareneil) K HAUMEHOBaHHBIM 00BbeKkTaM ((aiinmaMm, mporpamMmam, TOMaM H
T.J.).

Hns xkaxmoit mapsl (cyosekT - 00bekT) B CBT momkHO OBITH 337aHO SIBHOE H
HEJIBYCMBICTIEHHOE TIepeUHCIeHHE JOMyCTUMBIX THIIOB JOCTYIA (YUTaTh, MUCATh U
T.A.), T.€. T€X THUIIOB JIOCTYyINa, KOTOPBIE SBIAIOTCS CAHKIMOHUPOBAHHBIMHU IS
JTAHHOTO CyOheKTa (MHAMBUA WM TPYIIIE MHAWBHUIOB) K MaHHOMY pecypcy CBT
(oOBeKTY).

KC3 nmomxen comepkaTb MEXaHHM3M, MPETBOPSIOMIMN B KHU3Hb JAHCKPEIMOHHBIC
MpaBwJia pa3rpaHUICHUS JOCTYIIA.

KonTtponp ngoctyna nomkeH OBITh MPUMEHHUM K KaXJIOMY OOBEKTY M KaXKJIOMY
CcyOBeKTy (MHAWBUY WIH TPYIIIE PABHONPABHBIX UHIWBUIOB).

KC3 nmomxen comepkaTb MEXaHH3M, MPETBOPSIOIIUN B KH3Hb JUCKPELUOHHBIE
ITPJI, xak mys SIBHBIX NEUCTBHMA MOJB30BATENs, TAK U JUISI CKPBITHIX, 00ECTICUnBast
TeM caMbIM 3amuTy 00bekToB oT HC/ (T.€. oT mocTyma, He JOIMyCTUMOTO C TOYKH
3penns 3aganHoro [IPJI). Ilox "sBHeIMH" 31ech MOIpa3yMeBarOTCs JACHCTBUA,
OCYIIECTBISIEMBIE C HCHOJB30BAaHHMEM CHUCTEMHBIX CPEICTB - CHCTEMHBIX
MaKpOKOMAaHJ, MHCTPYKITHH S3BIKOB BRICOKOTO YPOBHS U T.I., a IO "CKPBITHIMH" -

WHBIE JICHCTBHUS, B TOM YHUCIIE C UCTIONBE30BaHHEM COOCTBEHHBIX MPOTPaMM PadOTHI C




O06o3Hauenue

TpeboBanue

YCTPOMCTBaMH.

Peanuzanust MaHgaTHOTO TMPUHLOMIIA KOHTPOJIS AocTyma. s peamu3anuy 3TOTO
NPUHIOUIA JIOJDKHBI  CONOCTABIATHCA  KJIACCH(HUKAIIMOHHBIE METKH KaXIIOTO
CyOBEKTa M KaXIOro OOBEKTa, OTPKAIOIME WX MECTO B COOTBETCTBYIOIIEH
uepapxun. [locpeacTBom 3THX METOK cyOBEKTaM U OOBEKTaM JOKHBI Ha3HAYaThCS
KJaccu(MKaIllMOHHbIE YPOBHH (YPOBHH VSI3BUMOCTH, KaTETOPHUH CEKPETHOCTH M
T.OL), SIBISIFOIIMECS KOMOWHALIMSMH HEPapXWYeCKHMX U HEHepapXHIeCKUX
Kateropuil. JlaHHBIE METKH MOJDKHBI CITy’KUTh OCHOBOM MaHIATHOTO INPHHIMIA
pasrpaHnYeHus 0CTyIa.

KC3 nmomkeHn peanu3oBbIBaTh MaHJIATHBIA NPUHLMI  KOHTPOJS JOCTyMa
MPUMEHHUTEIFHO KO BCEM OOBEKTaM IPH SIBHOM W CKPBITOM JOCTYIE CO CTOPOHBI
M000T0 U3 CyOBEKTOB:

- CyOBEKT MOXKET YHUTaTh OOBEKT TONBKO €CI HepapXmdecKkas KiacCupUKaius B
Kiaccu(UKAIIMOHHOM YpOBHE CyObEKTa HE MCEHBIIE, YeM HepapXuieckas
KinaccuuKanyusg B KIacCU(PHUKALMOHHOM YpPOBHE OOBEKTa, M HeHepapXudecKue
KaTeropuu B KiacCH(PMKAIIMOHHOM YPOBHE CYOBEKTa BKIIOYAIOT B cedsl Bce
MepapxXuuecKre KaTeropuy B KJIacCU(pUKaImOHHOM ypOBHE 00BEKTa;

- CyOBEKT OCYIIECTBISECT 3aluCh B OOBEKT, TOJNBKO €CIIM KJIACCH()UKAIMOHHBIH
YpOBeHb CyOBbeKTa B HEpapXU4ecKol kiaccudukaiuu He OOoblle, 4YeM
KJIaccH(pUKAIMOHHBIN YpOBEHb 00BEKTAa B MEPAPXUUECKOI KilacCU(pHKAIU, U BCE
MepapxXuiecKre KaTeropuu B KIacCH()UKAIMOHHOM ypOBHE CYOBEKTa BKIIFOUAFOTCS

B HEMEPAPXUIECKUE KaTEropuH B KIacCU(PUKAIIMOHHOM YPOBHE OOBEKTA.

Peanuzanuu ounctku namstu. KC3 momkeH oCymecTBIATh OYUCTKY ONEepaTHBHON
u BHemHed mamsaTh. OduHMCTKa JOMDKHA TPOU3BOJAUTHCS IMYTEM  3alHcH
Mackupyomeid — uHGOpManmMM B HaMiATh  OpPpH €€ OCBOOOXKICHUHU

(mepepacmpeneneHun).

Wzomsitms moxyneit. Ilpu wammumm B CBT mymsTunporpammupoBanus B KC3
JIOJDKEH  CYIIECTBOBAaTh NPOTPaMMHO-TEXHUYECKAH MEXaHW3M, W30JIUPYIOMNI
MporpaMMHBIE MOJYJH OJHOTO Mpolecca (OJHOro cyObeKTa), OT MPOrpaMMHBIX
MOJyJIEH JPYruX TPOILECCOB (IPYTUX CYOBEKTOB), T.€. B OIEPATHBHON MaMsTH

MporpaMMhbl pa3HbIX II0JIb30BaTeIICH JOJIDKHBI OBITH 3allIUIICHBI APYT OT Apyra.

3ammTa BBOJA M BBIBOJIA HA OTUYXKIAEMbIH (U3UUECKUI HOCHTENbh MH(OpMAIWH.
KC3 momken paznmuyaTh Kaxa0€ YCTPOHCTBO BBOIA-BRIBOAA M KAXKIBIH KaHAJ CBS3H

KaK TPOHM3BOJBHO HCIOJB3yEMble WM WACHTHQHUUUpPOBaHHBIE ("'TOMeueHHBIE").
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O0o3HaueHuE

TpeboBanue

IIpu BBOmE Cc "moMedeHHOTO" yCcTpolicTBa (BBIBO/IA HA "MOMEUYEHHOE" yCTPOUCTBO)
KC3 nmomxeHn o0ecmednBaTh COOTBETCTBHE MEXKIYy METKOW  BBOIMMOTO
(BBIBOIMMOTr0) O0OBeKTa (KiIacCH()UKAMOHHBIM YPOBHEM) U METKOW yCTpOMCTBa.
Takoe ke COOTBETCTBHE AOJDKHO oOeclieunBaThesa MpU padoTe ¢ "momMeyeHHBIM"

KaHaJIOM CBs3H.

Peanmzamust  comocrtaBieHns monb3oBatenss ¢ ycrporctBom. KC3  momkeH
o0ecrneynBaTh BHIBOJ MH(YOPMAIMK HA 3alPOLICHHOE II0JIb30BATENEM YCTPOHCTBO
KakK ]Il IPOU3BOJIHO UCTIONB3YEMBIX YCTPOMCTB, TaK U ISl UACHTU(QHIINPOBAHHBIX
(pu coBmaieHNM MapKUPOBKH).

UNnentndunmpoBanueii KC3 momkeH BKIOYATh B ce0s MEXaHU3M, IMOCPEICTBOM
KOTOPOTO  CaHKIMOHMPOBAaHHBIM  IOJb30BaTeNb  HAAEKHO  COIOCTABISIETCS

BBIJIEJIEHHOMY YCTPOWCTBY.

Wnentudukanus u ayrentuduranus. KC3 nomkeH TpeboBaTh OT MoJb30BaTeNeH
uAeHTU(QUIUPOBAaTh ce0s TpH 3ampocax Ha JOCTYI, JOJDKEH IPOBEPAThH
MOJTMHHOCTh WACHTU(HUKATOpA CYOBEKTa - OCYIIecTBIATh ayTeHTndukamnmo. KC3
JOIDKEH —pacnoyiaraTb HEOOXOJWMBIMH JQHHBIMH JUISL  MJICHTU(QHUKAMHA U
ayTeHTUUKAMM W TpensaTcTBoBaTh BXxoay B CBT HewneHTH(UIMPOBaHHOTO
IMOJIb30BaTEJIA HWJIM IOJb30BATCIIA, YbiA IMNOJJIWHHOCTH IPHU aYTeHTI/I(bI/IKa]_[I/II/I HE

noATBEpANIIACSH.

Perucrpanus coobrrnii. KC3  nmomkeH OBITh B COCTOSSHUM OCYIIECTBISITH
PETUCTPALIMIO CIICAYIONUX COOBITHH: HCIIOJIb30BaHUE HACHTU(DUKAIMOHHOIO W
ayTeHTU(UKAIMOHHOTO MEXaHM3Ma; 3allpoC Ha JIOCTYI K 3alUIIaeMOMYy PECypCy
(oTkpeITHE (haiina, 3amyck MPOrpaMMEI U T.JI.); CO3JJaHUEe W YHUUTOXKEHHE 00BhEKTa;
nmerictBus mo w3MeHeHuto [IPJI. I Kakaoro W3 O3THUX COOBITMH JOMKHA
PETUCTPHPOBATLCS ~ cienyromas wuH(poOpManus: Jara W BpeMs; CYOBEKT,
OCYIIECTBIISIONMNA  PETUCTpUpyeMOe  JeWcTBHE, THI  coObITHA  (ecim
PETUCTPUPYETCS 3aMpoC HA JOCTYI, TO CIEAyeT OTMeUaTh OOBEKT U THI JOCTYIIA);

YCIIEIITHO JIM OCYIIECTBHIIOCH COOBITHE (0OCTYXKEH 3ampoc Ha JIOCTYII WU HET).

Mo

Obecneuenne nenoctHoctd KC3. HeoOXxomumo oOCYIIECTBIATh NEPHOAUYECKUN

KOHTPOJIb 32 1iesiocTHOCThI0O KC3.




4.2.1. MeToauKa NpoBepKH IMCKPENMOHHOI0 MPUHIIUIA KOHTPOJIs 10CTyIAa

Llenp BBIMOMHEHUS MPOBEPKH COCTOMT B OMNpejaesieHuH crerneHu coorBercTBus C3U
TpeOOBaHUSM (PYHKIIMOHAIBHBIX BO3MOXKHOCTEH MO pealu3aluyd AUCKPEIMOHHOTO MPUHIUIA
pasrpaHu4eHus AOCTyMa.

BBenem omnpenenenus, MCHoOJb3yeMble IpPH OINKUCAHUM TECTOBOM mpouenypsl. Ilycts

S={5:,5,,.Sj,s S} - MHOXKECTBO TECTOBBIX CyOBEKTOB JocTyma u
0={0;,0;,..,0,.. 0} - MHOXKECTBO TECTOBBIX 00BEKTOB JOCTYyIa,
R={R;,R,,.., R, Rj} - MHOXECTBO BO3MOXHBIX IpaB JOCTyINa (HANpUMEp, YTEHUE, 3aIUCh,
yAanenue u T.1.). Omnpenenum MaTpyily 10cTyna M =(m;), m; < R, IIe m;; - MHOXECTBO IIPaB
JOCTYyIla TECTOBOTO CYOBEKTa S; K TECTOBOMY OOBEKTY O;. Crpoka Marpuibl JOCTyNa
COOTBETCTBYET CyOBEKTy S;, a cronben — o0bexTy O;. Ha mepeceuenuu CTpoku U CTOJIOLA
YKa3bIBA€TCA MHOXKECTBO IIPaB JOCTyNa m; < R COOTBETCTBYIOWIErO CyOBEKTAa K JAHHOMY

00BEKTY.
Oneparop  Hamuumsi TpaBa JOCTyna cyObekra K  OOBEKTY B MaTpuIle

Fu 1M,S,0,,R, —{0,1}:

l,ecnn y cyOwekTa S, ectb mpaBo goctyna R, k o0bekty O,
FM(M,si,oj,Rk): ycy p y K Yy Yj
0,B IpOTUBHOM cCITydae.

Omneparop  QaxkTHUeCKOro HajJuuus TIpaBa JOCTyla CyObeKTa K  OOBEKTY
Frc :Si,Oj,Rk —{0,1}:

l,ecnu y cyOwbekTa S; ectb mpaso poctyna R, k o06bekry O,
Ffact(Si'Oj’Rk )= ‘ J
0,B MPOTUBHOM cITydae.

IlocnenoBaTeabHOCTH BBIIIOJHSAEMEBIX IEHCTBUI MOXKET OBITh CJ'IC,Z[yIOH.ICﬁI

1. Cosmanme TtectoBbix cyobekroB S ={S,,S,,...,S;,..,S.} u o0bekTOB mOCTYMA
0={0,,0,,..,0;,..,0,}. Iposepka n01KHA TPOBOIUTECS I BCEX BO3BMOXKHEIX CYOBEKTOB H

00BEKTOB JIOCTyIa, MEpeueHb CYOBEKTOB M OOBEKTOB OIpEAeNseTcss Ha OCHOBE aHaju3a
noxkymenTtanuu Ha C3U.
2. Hacrpoiika mpaBun pasrpaHuueHHUsi JOCTymna CcyOBeKToB ucmbIThiBaeMoro C3U k

TCCTOBBIM 3allluIIaCMbIM 00BEKTaM. HaHHaSI ornecpanusa 3aKJIH0YacTCA B HaCTpOﬁKe MaTpUulbl

nocryna M =(m;), m; € R. B xone npoBeJieHns TECTHPOBAHHS IPOBEPSIOTCS BCE BO3MOKHBIE

IpaBa JI0CTyNa CyObEKTOB K 00BEKTaM, a TAKXKe UX KOMOMHAIIH.
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3. TectupoBanue Hactpoek C3U: mpoBepka (axkTudyeckoro Hauuuus npaBa I,y
cyobekTa S j 110 OTHOLIEHHIO K oowekty O, . Takum xe 00pa3oM ONpPEAEeNSIOTCS BCE 3HAYCHHS
oneparopa F,«(S;,0;Ry) A moObIX i, j,k. IIpoBepka OCyIIECTBISETCS C HCIOIH30BAHUEM

TECTOBBIX IIOMBITOK AOCTyIa (HAIpuUMeEp, YTEHHUE, 3alKCh, yAaleHHE M T. J1.) CYOBEKTOB K
00BEKTaM.

4. CpaBHenue (haKTHUECKUX IIPAB JOCTYIA ¢ TPEOYyeMbIMH [TPaBaMu, ONPEICICHHBIMH B
MaTpHIIC JOCTYIIA.

PesynpTaTaMyd  BBIMOJIHEHUS TECTOBOW IMPOLEAYPHI, IMOMJICKAIIUMH PETHCTPAIINH,
ABJIAIOTCA:

1. MHOXeCTBO TECTOBBIX CYOBEKTOB jocTyma S ={S;,S,,.,S;,.,S,}, MHOXECTBO
TECTOBBIX OOBEKTOB JOCTYIIa 0={0;,0;,.,0;,..0n}, R={R;,Ry,.. R(,... Ri} - MHOXECTBO

BO3MOJKHBIX IIPaB JJOCTYIIA.
2. PesynmpraThl HAcTpOWKM MpaBHJ pa3TpaHUYEHUs] AOCTyNa - MaTpula JIOCTyma

3. PesymbTathl mpoBepkH (aKTHUECKOTO HaIMuMs TpaBa R, y cyObekra S; To

oTHOLIEHUIO K 00bekTy O, - 3HaYeHHs omeparopa Fi,q(S;,0 j:Ri) At BCex i, j,k .

OnpenenyM KpuUTepUil MPUHATHUS MOJOKHUTEIBHOTO PEIIEHUs: B PE3yJIbTaTe CPaBHEHUS
(akTHUeCKuX MpaB AOCTyHa ¢ TpeOyeMbIMH NpaBaMM, ONpEAEICHHbBIMM B MAaTpHIle JOCTYIIa,
JIOJKHO OBITh MOJIYYEHO COBMa/ieHne (aKTUYECKUX U TpeOyeMbIX MpaB 10CTyHa:

Fu(M,S;,0;,R, )=F(5,.0,,R) mna Vi, j,k.

fact

[TpoBepka yCTAHOBJICHHBIX IIPaB JOCTYIA OCYIIECCTBISACTCS IMyTEM OCYIIECTBICHHUSI
MIOTIBITOK «IBHOTO» U «CKPBITOTO» JOCTyIa CYObEKTOB K 00BEKTaM ¢ (puKcalueil pe3yabTaToB
IMPOBCACHHBIX ITOMBITOK AOCTYIIA: YCIICITHAA WK HCYCIICIIHAA.

AHaJIM3 TOJYYCHHBIX JTAHHBIX 3aKJIFOUACTCS B CPAaBHEHUHU PE3yJbTATOB IMPOBEIACHHBIX
IOIIBITOK JOCTyIIa € OXHWAACMBIMH PE3YyJIbTaTaMM, KOTOPBIC OTPAKCHBI B TECTOBOH MaTrpune
JOCTYyTIa.

AHAJIOTHYHO TIPOBEPKE AMCKPEIIHOHHOTO Pa3TPAHUICHUS JOCTYIIA IIPOBOJIUTCS NPOBEPKA
CONOCmasieHus: NoIb3oeamenel U yCmpoucmas, Ho 00beKTaMH JOCTyIa B TaHHOM CiTydae OyayT

pa3iInYHbIE YCTPOKUCTBA BBOJA-BBIBOIA.



4.2.2. MeToauKa NpOBEePKH MAHAATHOI0 MPUHIIUIIA KOHTPOJIS 10CTyNA

Bsenem omnpeneneHus, UCIOJIb3yeMble IIPU ONHUCAHMM TECTOBOM mpouenypsl. IlycTts

S={5;,S,,Sj,s S} - MHO>XECTBO TECTOBBIX CyOBEKTOB JocTyI1a,
0={0;,0;,..,0j,..0n} - MHO>ECTBO TECTOBBIX 00BEKTOB J0CTyIa,
M ={m;,m,,..,m,...,m} - MHOXECTBO KIACCU(DUKAIMMOHHBIX METOK (KJIACCU(PUKAIUOHHBIX

YpOBHEH) CYyOBEKTOB H OOBEKTOB JOCTyna (KiIacCU(PUKAIMOHHBIE METKU  SIBJISIOTCS

UEPAPXUICCKUME: My <My <,y My 4y <My <My g, M <M} ), Mg, - KIACCU(UKAIIMOHHAS METKa I-
ro 00beKTa JIOCTyna, mg; - KIacCU(UKAIMOHHAS METKA |-T0 CyOBeKTa J0CTyNa.

Beenem onepatop Freap :$;,0; »{0,1} mpoBepKH HAIM4Ms IPpaBa HAa YTEHHUE U OlEepaTop
Farite :Si,O0j —>{01} mpoBepkH rpaBa Ha 3alKCh y cyOBbeKkTa S; K 00BEKTYy 0;:

l,ecnn y cyObekta S; ecTh NpaBo JOCTyna Ha YTeHHe K 00bekty O,
Frean (Si ’Oj )=

0, B [IPOTUBHOM CJiy4dac.

l,ecin y cyObekTa S; eCTh IpaBo JOCTyNa Ha 3anuch K o0bekty O,
FWRITE (Si ’Oj )=
0,B MPOTHUBHOM cIy4ae.

ITocnenoBaTenbHOCTD BBIMOIHAEMBIX IEHCTBUN BKIIIOYAET B ce€0sl CeyIoIue 1eHCTBHSL:

1. Cosmanme TtectoBbix cyobekroB S ={S,,S,,...,S;,..,S.} u o0bekTOB moOCTYyma
0={0,,0,,..,0;,..,0,}.

2. TlpucBoenue kiaccupukanuonupix merok M ={m,m,,...m....m} cyobexram
noctyna  (3amaercss  oroOpakeHMe — Fg:S— M,  KOTOpO€  MO3BOJSE€T  BBIYUCIATH
KJIaccu()UKAIMOHHBINA YPOBEHbB JIIOOOT0 CYOBEKTa IOCTYMA, T. €. Fg(S;)=mg; ).

3. [IlpucBoenue kinaccupukamuoHnbix merok M ={m,m,,..m...,m} oGbexTam
noctyna (oTobOpaxkeHue Fq:0—> M, MO3BOJISET BBIYMCIUTH 3HAYEHMS KIACCH(PUKALMOHHOTO
YPOBHs J11000r0 00beKTa 10cTyna Fq(0;)=mg;).

4. Brmmonxenue CICAYIOMIUX TCCTOBBIX IOIBITOK AOCTYIIA CY6T)CKTOB K OOBbEKTaM:

— YTeHHE MaHHBIX M3 OOBEKTOB JOCTyNAa CYOBEKTAMH JOCTYINA, T.C. BBIYHCICHUEC
sHauenui Fegyp 1S, 0 = {0,1} mna Vi, j;
— 3aIlluCh JOAaHHBIX CY6'I)GKT3MI/I A0CTyIa B 00BEKTBI A0CTy1Ma, T.€. BBIYUCICHUC

sHaueHnit Fygre 0 S;,0; - {01} mx Vi, j .
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5. HpOBepKa MOJIYYCHHBIX PC3YJIbTATOB Ha COOTBCTCTBUC IIpaBUJIaM MAaHIAATHOI'O
pasrpaHUYCHUA OOCTYIIA.

Pe3ynbraThl BBINOJIHEHUS TECTOBOM MPOIENYpHl, MOJUICKAIIUE PErucTpanuu, OyayT
CJIETYIOIIUMU:

1. MHoX)ecTBO TeCTOBBIX CyOBekToB nocryma S ={S,,S,,...S,,...,S }, MHOKecTBO
TectoBbIX 00BekTOB JocTyna O ={0,,0,,...,0;,..,0,}, M ={m;,m,,...m,...,m} - MHOX)ecTBO
KJIaCCU(PMKAIIMOHHBIX METOK (KJIacCU(PUKAIIMOHHBIX YPOBHEH) CYOBEKTOB M OOBEKTOB JJOCTYIIA.

2. PesynbpTaThl HACTPOMKY MPaBHUII pa3rPaHUUEHUS JIOCTYIA — OTOOpakeHus: Fg:S—>M ,

Fo:0—>M (kmaccu(pUKalMOHHBIE METKH CYObEKTOB U OOBEKTOB IOCTYIIA).
3. PesynbraTsl npoBepkH (HhaKTUIECKOTO HATMYMS NPaB HA 3alKUCh M YTCHHE y CYOBEKTa

S; mno orHomenmo k obbekry O, - 3Hauenms omepatopoB Fee, 15,0, {01} u

Furire - S0 > {0,1} s vi, j .
B pesynbrare NpPOBEPKH MPaBUI MAHIATHOIO pA3TPaHAYEHHUs JIOCTYNIA HMEEM
CIIeIyIOLINE JIaHHBIE:

- cyOBeKT mocTyma S; ¢ KIaCCH(UKAIMOHHBIM YPOBHEM Mg MOXET OCYIIECTBIATH
YTeHHE JaHHbIX U3 o0bekTa noctyna O, ¢ KimaccHpUKaIMOHHBIM YPOBHEM My, TOT/A W TOJBKO
TOTJa, KOrla KIacCHM(MKAIMOHHEIA ypOBEHh CyObekTa NOCTyma S; BhIE, JHOO paBeH
KJ1aCCH(HUKAIMOHHOMY YpoBHIO 06bekTa goctyna O, , 1. e. i Vi, |, Feenp(S;,0;) =1, Torna u
TOJIBKO TOT/Ia, Koraa My > My, ;

- cyObekT moctyma S,

i C KHaCCI/I(bI/IKaI_II/IOHHBIM YPOBHEM mSj MOKET OCYHICCTBJIIATH

Moi

3alluCh JaHHBIX B 00BEKT AO0CTYyIIa Oi C KJ'IaCCI/ICbI/IKaI_[I/IOHHI)IM YPOBHEM TOTrJa U TOJBKO

TOrAa, Korja KiaccH(HUKAlMOHHBIA YpoBeHb o0ObekTa moctyma O, Bbime, 1MO0 paBeH
KJIacCCU(UKANMOHHOMY YPOBHIO CyOBEKTa JTOCTyIa S j» T. € 1A Vi, j, Furite ($;,0j)=1, Torna u
TOJIBKO TOT/a, KOTJa Mg; = Mg;.

AHAJOTMYHO TMPOBOIUTCS HNPOGEPKA 3aAuumsl 86004 U 6bl800A HA OMYYHCOAeMbll
Qusuueckuli Hocumenb UHGOPMAYUU.

4.2.3. MeToauKAa NPOBEPKHA MEXaHU3MOB OUYMCTKH MAMSITH

BBenem omnpeneneHus, UCHOJb3yeMble IIPU ONMCAHMM TECTOBOM mpouenypsl. Ilycts

A={a;,a,,., a,.,a} - MHOXECTBO Y4YaCTKOB MaMsITH MOJUICKAIIUX IMpOBepKe (OorepaTuBHas



namsATh, pa3felibl Ha JKECTKOM [JUCKE, BHEIIHWE HOCUTENIM M T. J.) S - TecToBas
[IOCJIEZI0BATEIbHOCT CHUMBOJIOB, HCIOJb3yeMas MpU IpoBEpKe (YHUKaJIbHA Ul KaKJIOTo
yuactka mamsata A). B xoxe omumcanus mpoBepku OyAeM HCIIOJIB30BaTh OMNEpPaTOp HAIWYHS

TECTOBOM MOCIIEI0BATENBHOCTH B MAMSTH Fpoy 1 a;,S — {01

1, nocreoogamenbHocms S npucymcmeyem Ha y4acmkKe ai,
I:check (ai ’S) =

0, 6 npomusnom cayuae.

ITocenoBarenbHOCTD BBIMOIHAEMBIX NEHCTBUM CIEAYIOILAs:

1. Hacrpoiika cpecTB OUNCTKH MaMSATH.

2. IlomemeHue TeCTOBBIX [JaHHBIX B MaMATh (YHUKalbHas I[OCJIEI0BATEIbHOCTD
TEKCTOBBIX CHMBOJIOB S).

3. OmnpeneneHue pacroyioKEHUs] TECTOBBIX JaHHBIX B HaMsATU (aJpec, CEKTOp IUCKa U
T.J.).

4. Tlepepacnpenenenue (0CBOOOXKACHNE) MAMATH C UCIIOJIb30BaHUEM LITATHBIX CPEICTB
UCIBITATEIIBHOTO CTEH/1A.

5. KoHTponb Hamuuus TECTOBBIX JAaHHBIX B MaMATH (IIOBTOPHBIM MOKMCK M oOpalieHue

0 a/ipecaM, ONpe/eNIeHHBIM Ha HA4YaIbHOM 3Tarle) — ONpeIeIeHNE 3HAUCHUS Fepoq (a;,S) -

6. AHaJIN3 MOTYyYSHHBIX PE3yJIbTAaTOB.

7. IlpumeHeHHE KPUTEPHEB OLICHKH.

Pe3ynbTraTthl  BBIMONHEHHMS] TECTOBOM  MpOLENYphl, MOJIEKAIIUE  PETUCTPALMH,
CIENYIOLIHUE:

1. Pe3ynbTaThl HACTPOMKYU CPEICTB OYUCTKHU MaMSTH.

2. PesynpraThl KOHTPOJS HAJM4YUs TECTOBBIX JIAHHBIX B MaMATH [OCle €€
nepepacnpeeneHus (0CBOOOXKICHMUS ).

Kpurepuii npuHATUS TOJOXUTEIBHOTO PELIEHUS CIEAYIOLIMI: IOCIEA0BATEIbHOCTD
CHUMBOJIOB S, IMOMEIICHHAasl B MaMsTh, MOCJIE€ OCBOOOXIEHUS (TepepacnpesiesieHns) TaMsITi He

ObuTa OOHApYKEHA, T.€. Fgye(@;,S) =0,Va; .

4.2.4. MeTtoauka NPpOBEPKH MEeXaHU3MOB M30JISILIUHA MOYJIei

OOecrieueHne W30MSIMM  MOAYJEH CIeAyeT W3 HaIW4uMsi Yy KakAOro Iporecca
(3ammyIeHHoro 0T UMEHHM KaKOro-aubo Moib30BaTelsl) OTAEIBHOIO aJpeCHOr0 MPOCTPaHCTBA U
HCBO3MOXHOCTHU IMPAMOTO AOCTYIIA K AAHHOMY MMPOCTPAHCTBY IIpouecCaMH, 3allYIICHHBIMU OT
MMEHHU IPYrUX I0JIb30BaTEIIEH.

TlociienoBaTENbHOCTE BBITOIHAEMEIX JEHCTBUH:
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1. 3amyck nporpaMm (IIpoLECCOB) OT UMEHU PA3JIMYHBIX [10JIb30BATENEH.

2. IlompITKM JOCTyIA K MaMATH MPOLIECCOB 3aIIyLIEHHBIX OT CBOEr0 MMEHHU.

3. TlombITKM [1ocTyma K TaMSITH MPOLECCOB 3alyIIEHHBIX OT HMMEHH JAPYrHX
MoJib30BaTeseit (CyObeKTOR).

4. TlombITKH noctymna K ¢pusnveckoit mamsita [I9BM.

5. Amnanu3 pe3ysbTaToB.

6. IIpuMeHeHHE KPUTEPHEB OLICHKH.

Pe3synpTaraMu BBINOJHEHUS TECTOBOW IPOLEAYPBl, IOMIEKAIMMMU PETUCTPALUH,
SBIISTIOTCSL (DAKTBI TMOMBITOK JOCTYHA K MaMSTH IMPOIECCOB, 3aMyIIEHHBIX OT MMEHH IPYTuX
[0JIb30BaTeNeH, ¥ MOMBITOK JOCTyNa K (pusnueckoit namstu OBM.

Kpurepuii npuHATUSA TOJOXKUTEIBHOIO PEUICHUS CIEAYIOIUN: JOCTYIl K IaMATH
IIPOLIECCOB, 3allyIIEHHBIX OT UMEHM JIPYTuX I0JIb30BaTelNeil, U K ONEepaTUBHON MaMATH B XOJe
UCIBITAaHUH TIOJy4YEeH HE ObLI.

4.2.5. MeToauKa NPOBEPKH MEXaHU3MOB WIEHTH(PUKAIUN U AyTeHTH(PUKALUT
cy0ObeKTOB J0CTYIA

BBenem omnpenenenus, HCnoab3yeMble IIpU OMUCAHUU TECTOBOM mpouenypsl. Ilycts A -

andaBur mapoieil u wuaeHTUdUKaTopoB mnoas3oBareneir C3U. OO0o3HAUMM TOJIB30BATENS
ideIDgA*, napoiab - pwd € PWD cA". VYdyeTHas 3amuch IOJIB30BATENS usr; e USR

XapakTEPU3YETCs CIEAYIONMM KOpPTeXeM: usr; =(id;, pwd,). BBeneM omeparop KOPPEKTHOCTH

YYETHBIX JaHHBIX F,,r :USR —{01}:

1, oocmyn x C3U nonyuen,

Faur (usr):{
0 6 npomusnom cryuae.

Ilpuy mnpoBepke KOPPEKTHOCTH  pealM3allid  MEXaHW3MOB  HWACHTUQHUKAIMU U
ayTeHTU(UKAUU CyOBEKTOB MOXET OBbITh MCIIOJIb30BaHA CJENYIOIIasl IMOCIeI0BaTeIbHOCTD
BBIIIOJIHSIEMBIX JEHCTBUN:

1. Bxmrouenue mexaHusma wujeHTUuKauuu u ayreHTUukaumu C3U u co3ganue
MHOYKECTBA YUETHBIX 3alicel CyObEeKTOB 1ocTyna USR ={usr;,usr,,..} .

2. BrpimonHeHue 3ampocoB Ha HACHTU(MUKAUIO W TPOBEACHUE ayTeHTH()HKAINU C
HCII0JIb30BAHUEM pa3IMyYHbIX COUYETaHUU YUETHBIX JAaHHBIX:

3aperucTpUpOBaHHBIN/HE3apEeruCTPUPOBAHHBIH UIEHTUPUKATOD, BEPHBIN/HEBEPHBIN

napodb - try; = (id;, pwd,) .

3. AHanu3 MoJIy4YeHHBIX JAHHBIX.



Pe3ynpratrhl BBINOIHEHNS TECTOBOM MPOLIEYPHI, MOJIEKAIINE PETUCTPALINN:

1. Kondwurypanus C3U - MmHOKecTBO USR y4EeTHBIX 3ammHcei CyObEKTOB JOCTYIIA.

2. TlomydyeHHble pe3yibTaThl TECTOBBIX  3allPOCOB HA  UIACHTHPHUKAIUIO U
ayTeHTU(UKAIIMHU: MHOXKECTBO {Fr (try;), Faur (try,),..} -

Kpurepuu npuHsATHS MTOJTOKUTEIHHOTO PEILICHUS:

1. Tlocne BBOJA 3aperMCTPUPOBAHHOIO HMIECHTH(OHKATOPA W MAPOJs IOJIB30BATENIO
IPEIOCTABIISIETCSI TOCTYI K 3aInumiaeMbiM pecypcam: F,; (try,) =1< try, € ADM .

2. Ilocne BBOAa HE3aperuCTPUPOBAHHOIO HIACHTU(UKATOPA W/WIM HEBEPHOI'O MApOs
I10JIL30BATEII0 OTKA3BIBAETCA B JOCTYIIE K 3aIUIIAEMBIM pecypcaM: F, (try;) =0 < try; ¢ ADM .

IIpoBepka HaIEAKHOCTHU CBA3BIBAHUS WICHTU(UKALUMN U ayTeHTU(UKALUK [10JIb30BaTENs]
CO BCEMH €ro JEHCTBUSAMHU OCYLIECTBISETCA B XOJ€ NMPOBEICHUS NPOBEPOK JTUCKPELIMOHHOTO U
MaHJATHOTO NPHUHLMIIOB pasrpaHuueHus jgoctyna. Ilo oxkoH4YaHMM KaXIOW U3 IPOBEPOK
aHAJIM3UPYETCs COACPKHUMOE KYPHAJIOB PETUCTPALIMH COOBITUH.

[IpoBepka cunuTaeTcsl yCHEUIHO BBINOJIHEHHOM, €CJIM JKypHaJ ayluTa COAEPKHUT 3alnCu
000 BceX MOMNBITKAX JOCTyHa M BCeX MACWCTBUAX JIOOBIX IMOJb30BaTeiaed (B TOM yucie
aJMHHHUCTPATOPOB 0€30IIaCHOCTH), OCYILIECTBJIEHHBIX B XOJ€ IPOBEPOK IO MPEeAbLAYIINM
nyHktam. [Ipy 3TOM B KaXXAOH perucTpanyioHHON 3amucH NPUCYTCTBYeT HH(popMmanus o0
UACHTU(DUKATOPE MOIB30BATENS, KOTOPBIA ObLI MPEAbSBIEH MPHU MOIBITKE TOCTyNa, W/WIN MOJ
KOTOPBIM I10JIb30BaTeIb ObLI 3apErMCTPUPOBAH B CUCTEME U BBIMIOJIHSII PA3IMYHbIE JeHCTBUS.

4.2.6. MeToauka NpoOBEPKH MeXaHU3MOB KOHTPOJIS eJT0CTHOCTH

ITycts FILE ={file,, file,,.., file,} - MHOecTBO (paiinoB C3U (koHUrypanoHHbIE (ailisl,
nporpaMMHble MOAyiM). BBeneM omepaTopsl HapylIeHHs] LEIOCTHOCTH Fyop M KOHTPOJS
nenoctHoct ¢aitnoB C3U F; .

Oneparop HapylIeHUs HETOCTHOCTUA Fyop : FILE —{0,1}:

1, yerocmuocm b paiina napyuwiaemcst npu NPOeOeHUU UCHLIMAHUIL ,

Fumop (file) = {

0 6 npomuenom cuyuae.
Omnepatop KoHTpoJs 1eaocTHOCTH (aiiinoB C3U F; : FILE —{0,1}:

1, yenocmuocm v paiina Hapyuiena

Finr (file) = {

0 6 npomusHnom cuyuae.
O6Gosznaunm FILE® ={file;", file;,..., file)} - MHOKecTBO daitno C3U, MouMUIUPOBAHHBIX

B XO0/i¢ TpoBeneHus ucnbitanusd. Ilpu 3Tom BbimonHseTcss moaudukanus Qaiina file; B ¢aiin
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file’ . TIpm IpoBEpPKE KOPPEKTHOCTH pealu3allid MeXaHH3Ma KOHTpoJs meinocTHoctu C3U

MOYKET OBITH HCIIOJIb30BaHA CIIEAYIOIast TOCIEI0BATEIbHOCTh BHIIIOIHIEMbIX ASHCTBHIA:
1. Hactpoiika cpeacTB KOHTPOJIS IEJIOCTHOCTH (peakiys Ha HapylleHue 1eIOCTHOCTH,
CIOcO0 KOHTPOJISL LEJIOCTHOCTH, NEPUOJl NPOBEPKH, YCIOBHE TMPOBEPKM ©U T. 1.) U

uneHTudukanus MaoxecTBa (daitstoB C3U FILE ={file,, file,,..} .

2. Bnecenne wusmenenuit B (Qaiinsl C3M (u3MeHeHue KoH(UTypanuu, MOIMEHa
(Monudukanus) UCTIOMHAEMBIX (DAMIIOB U T. I1.) — MOJY4YEHUE MHOXECTBA M3MEHEHHBIX (DailyioB
FILE® ={file}, filey,..}.

3. HWuunmanuzanust npoBepku nenoctHocTH ¢aitnoB C3U (co3gaHue ycnoBuil, mnpu
koTopbiXx C3U ocyiiecTBiasET KOHTPOJIb LIEJIOCTHOCTH).

4. Anamn3 peakuuu C3UM Ha HapylieHHe LEIOCTHOCTH CBOEW IpPOrpaMMHOM WM
MH(POPMAIIMOHHON YacTH.

Pe3ynbTaThl BHIIOIHEHUS TECTOBOM MPOLIEAYPHI, [TOJIEkKAIUE PETUCTPALIUN:

1. MmuoxectBo ¢aitnoB C3U FILE ={file,, file,,..} .

2. MmuoxectBo MomuduipoBanHbix ¢aiioB C3U FILE* = {file;', filey ..} .

3. Peaxrmu C3U Ha HapymIeHUe HETOCTHOCTH: Fyy ( filel), Fiyr (files),..

Kputepuii npunstus mnonoxurensHoro pemenus: C3U  oOHapyxeHbl Bce (HaKThI
HapyLeHHs! LEeJTOCTHOCTH:

Finr (filef) = Fyop (file;) mumst Vie[Ln].

4.3. MeToMKa HCILITAHUIT MeKceTeBbIX IKPAHOB

TpeboBanus kK MexceTeBbIM 3KpaHaM (MD) no 6e3onacHOCTH HH(pOPMALMK ONPeAETIeHbI
B PJI Tocrexkomuccum Poccum, B KOTOPOM YyKa3aHbl ISATh KJIACCOB 3allMIIEHHOCTH
(em.mogp.2.4.2, Ta6:1.2.5). Kaxplid kinacc 3amuiieHHocTd MO XapakTepu3yeTcsi MUHUMAaIbHON
COBOKYITHOCTBIO TpeOoBaHMA. PaccMOTpUM MOpSAOK TMPOBEPKH Ul HauboJee PecypCOeMKHX

tpeboBanmii R = {ry, r,, 13} (cM. Tabn 4.2).



Taomuua 4.2.

OcHoBHbIE TPEOOBAHUS K MEKCETEBBIM IKpaHaM

O6o03HaueHme TpeboBanue

n MD pomkeH obecrieunBaTh (UIBTPALMI0 Ha CETEBOM YpOBHE. Pemenune 1o
(GuIbTpa MOXET MPUHUMATHCS JUIS KaXTOTO CETEeBOrO TaKeTa HEe3aBHCHMO Ha
OCHOBE, TI0 KpaifHel Mepe, CEeTEeBBIX aJIpeCOB OTIPABUTENS M MONydaTells WU Ha

OCHOBE APYTrUX 5KBUBaJICHTHBIX anI/I6YTOB.

7y MD nomwken obecrieunBaTh UACHTUPHUKALNIO U ayTEHTU(HUKALMIO aJMHUHUCTPATOpa
MD mpu ero 3ampocax Ha AOCTYI. MO NOJDKEH MPeAoCTaBIATh BO3MOKHOCTD IS
uaeHTHGUKANUA W ayTeHTH(QUKamuu 1Mo uAeHTH(UKATOpY (KOLYy) M Taporo
YCJIOBHO-TIOCTOSIHHOTO AeicTBUs. JonomHuTensHO MDD NOMKEH MpensiTCTBOBATh
JIOCTYIYy HEHJICHTH()HUIIMPOBAHHOTO CYOBbEKTa WM CYOBEKTa, IOUIMHHOCTh

UACHTH(PHUKALUN KOTOPOTO MPH ayTCHTU(HUKAIIMN HE TIOATBEPIUIIACE.

T3 MD nomxeH coaepxkaTh cpeicTBa KOHTPOJIS 32 IEJIOCTHOCTBIO CBOEH ITPOrpaMMHON

1 MTHQOPMAIIMOHHON YacTH.

4.3.1. lIpoBepka MeXaHU3MOB GUJIbTPALMM JAHHBIX H TPAHCIALUH AIPecOB

[lenb BBIMOJIHEHWS MPOBEPKU COCTOUT B ONPEACIIEHUM CTENEHH COOTBETCTBUS
(GYHKIMOHATIBHBIX BO3MOXKHOCTEH MO 10 (MIIBTpAIlMK CETEBBIX MMAKETOB C YYETOM CIEAYIOIINX
apaMeTpoB: CETEBOr0 ajapeca OTIPABUTENs, CETEBOro ajapeca noiydatens. McxoaHeimMu
JAHHBIMU JUIs1 (POPMUPOBAHUS TECTOBOM MPOLEAYPHI t1 SBISIFOTCS MHOKECTBO CETEBBIX a/IPECOB,
UCIIOJIB3YEMBIX B TECTOBBIX  CETMEHTaX: IP = IP; U IP; = {IPS,IPZ, ..., 1P}, IP3}.
[Ipeanonaraercsi, 4YTo NpU MPOBEJACHUN TECTUPOBAHUS BBINOJIHAETCS OTIpPABICHUE MAKETOB M3
BHEIITHETO CETMEHTA CeTH (CeTeBble ampeca Buua IP) BO BHYTpEHHHI CErMeHT (CeTeBble ampeca
Bua [ PR{ ).

IIpoBepka BKIIIOUAET CIAEAYIONINE IIaru:

1. Hactpoiika npaBun punsTpannn MO B COOTBETCTBUU C MPOBEPSIEMBIM TpeOOBaHHUEM, B
pesynbrate uero QopMHpyeTcs MHOxkecTBO 3ampematommux RULEC = {rulel,rule?,..} u

paspemaromux RULE! = {rulef,rule},...} npaBun MeXkCETEBOro 3KPaHUPOBAHMs, HPUYEM,

\ I 0/1 _ i J
KaXJI0€ NPABUIIO TPEACTABISAET CO00M ymopsaaoueHHoe MHOXKeCTBO Buaa rule,” ™ = (I1Ps, 1P, ),
rae: [Pé - cereBoit anpec otmpasures, [ PR] - CETEBOM aJIpec Moay4daTess.

2. 3anyck IIC mepexBaTta M aHaigu3a CETEBBIX IMAKETOB BO BHYTPEHHEM U BHEIIHEM

CETMCHTAax CCTH.
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3. FeHepauI/I;I CCTCBBIX IMAaKCTOB M3 BHCIIHCIO CCrMCHTA CCTHU BO BHYTpeHHI/Iﬁ CCIMCHT

JUTSI BCEX BO3MOJXKHBIX Tap (OTHpaBUTEINb, ITOTyYaTeNb): packet;, = (I P, 1 PR] ,payload® )
4. 3aBepieHHE TiepexBaTa CETEBBIX IMAaKETOB. B pe3ynbTare MOIy4aeM CIEAYIOIINE
MHOKECTBa TepexBayeHHBIX nakeroB PACKET!N = {packet!N,packetlV, ..} u

PACKETOUT = {packet?'T, packet'", ...}, rne packetlN = (IPS",IPlg,payloadk) - CeTeBble

MaKeThI, IepeXBaueHHbIE BO BHemHeM cermente, packetl” = (1P, 1P}, payload®) - cetesbie

[IAKEeThl, IEPEXBAYEHHbIE BO BHYTPEHHEM CETMEHTE.
5. DKcHopT KypHajla PErMcTpalliyd pa3pelleHHBbIX U 3alpellieHHbIX MaketoB MDO. B

pe3yjIbTaTC BLIIIOJIHCHUA (I)opMpreTc;I MHO’KECTBO 3amucedl o 3allPpCIICHHUU IIPOXOXKACHUA

JOUR® = {journal?, journal), ...} u pasperieHnn TIPOXOKICHHUS
) ) . 0/1
JOUR' = {journall, journall, ... } cereBoro nakera. Kaxias 3amuch MIMEET BUJIL: journalk/ =
i 1pJ

(1P, 1P)).

PesynbpTaramu BRITIOJTHEHUS TECTOBOM MPOIICTYPHI SBIISFOTCS

1 Kondurypamnus M3 — muoxectsa {rulel} u {rule}}

. i i}
2. Pe3ynbrathl TepexBaTa CETEBBIX IIAKETOB HA BHENIHEM U BHYTPCHHEM

unrepdeiicax MD — muoxkectsa {packetN} u {packet?’"}.

3. @parmMeHT XypHaja perucrpanuu coobtTuit M3, 1eMOHCTpUPYIOIIUI pe3yabTaThl
(bUIBTpaIUU ceTeBBIX MAaKeTOB: MHOXKecTBa {journall} u {journal}}.

B xadectBe kpuTepus NPUHATHS MOJOKHUTEIBHOTO pelieHus npuMeM (ukcanuio ¢dakra
COOTBETCTBHUS peajbHbIX (MakeThl Ha BXOJHOM HHTepdeiice MD, makeTbl Ha BBIXOIHOM
untepdeiice MO u pparMeHT *KypHasia peructpauu cooslTuii M9D) U 0XKHIaeMbIX pE3yJIbTaTOB
(mpaBuia GuiapTparun MJ):

PACKETOVT = RULE?;
PACKET'™N /PACKETOVT = RULE®;
PACKETOUT = JOURY;
\PACKETN /PACKETOVT = JOUR®.

[Tpu mpoBeaCHUM TECTHPOBAHUS MOTYT OBITH HCIIOJNIB30BaHbI, HAMPHUMEP, CJCIYIOIINE
I1C: nmap, Packet Generator (renepanusi ceTeBbix makeroB), wireshark, tcpdump (mepexsat u
aHaJM3 CETEBBIX IMAKETOB), NMPOTPaMMHBIN KOMILICKC «Ckanep-BCy» (reHepaliusi, TepexBar U
aHanu3 cereBbIx makeroB) [20,29,56].

K MD npeabsBisioTcs TakKe aHAIOTUYHBIE TPEOOBaHHS K MEXaHW3MaM (UIIBTpAIiU Ha

apyrux ypoBusx monenu ISO/OSI. []ns kaHambHOTO YPOBHS TPEOOBaHUE BBITIISIUT CIICAYFOIIIM



obpaszom: «MD nomkeH o0ecrnieunBaTh (PUIBTPALMIO C YIETOM BXOJHOTO U BBIXOJHOT'O CETEBOIO
uHTEepdeiica Kak CPelCTBO MPOBEPKH IMOJIMHHOCTH CETEBBIX aJpecoB». MeToauKa MpOBEpKU
aHAJIOTUYHA METOJUKEe, IPEACTaBICHHOW BbIIIE, HO B KadyecTBE KpUTEpHUEB (UIbTpALUU
UCTIONB3YIOTCS aapeca kaHanbHOro ypoBHs (MAC-ampec). Ha cereBom ypoBHE mpoBepsieTcs
TpeOoBaHuE MO (QUIBTPALMM C YYETOM JIIOOBIX 3HAUYMMBIX IOJIEH ceTeBbIX makeToB. [lpu
IIPOBEJCHUH UCIIBITAHUN, KaK IPaBUJIO, BHUMAHUE CIEAYET YAEIATh TECTUPOBAHUIO MEXaHU3Ma
(GWIBTpaLUK C YyY4ETOM CIEIYIOLUX MOJIeH MaKeTa CETEBOr0 YPOBHS: aJlpec OTIPABUTENS, a/ipec
[OJTy4aTesist, TUI MPOTOKOJA BEPXHEro (TPaHCIOPTHOTO) YpOBHS, BpeMs >kxu3Hu makera (TTL)
[27].

4.3.2. lIpoBepka MeXaHU3MOB HAEHTH(PUKALMHU U aAYyTeHTH(PUKAINU
aIMHHUCTPATOPOB

[lenbto mpoOBEpKU SIBISETCS OINpPEAEICHUE CTENEHW COOTBETCTBUS (DPYHKIMOHAJIBHBIX
BO3MOXHOCTeH M3 1o uneHTHGUKaLKU 1 ayTeHTUPUKAUK aIMUHICTpaTopa MD.

Bynem cumurtate, uyto A - andasut napoiei U UACHTU(HUKATOPOB aAIMUHUCTPATOPOB MD.
OO6o3HaunM wuaeHTUGHUKATOp aaMmuHUCTpaTopa id € ID € A*, mapons - pwd € PWD C A*.
VYderHas 3amuchk agMuHHCTpaTtopa adm; € ADM XapakTepu3yercsi CIEAYIOUIMM KOPTEXeM
adm; = (id-,pwdk).

BBenem omepatop KOPPEKTHOCTH YUETHBIX HaHHBIX Fpyr: ADM — {0,1}:

1, focTyl HAa aAMUHUCTPUPOBAHUE T1OJYUYEH;
Fyyr(adm) =
0, B IpOTUBHOM CJIy4ae.

[Ipeanomnaraercs, 4TO uAeHTU(PUKAIUS/ayTeHTU(PUKALIHS BBITTOJIHSIETCS c
MCIIOJIb30BAaHUEM CETEBBIX NMPOTOKOJIOB ¢ OBM BHyTpeHHEro cermeHra cetu. Torga mpoBepka
OyJIeT BKJIFOYATh CICIYIONTYIO TTOCIICIOBATEIFHOCTD ICUCTBHI:

1. Brutouenne mMexaHu3ma HIeHTH(QUKAIMU U ayTeHTUHKamu MD u co3maHue

MHOXECTBA YUETHBIX 3amucei aqmuauctparopos M3 ADM = {adm,, adm,, ... }.

2. 3anyck [IC mepexBaTa M aHaiM3a CETEBBIX IMAKETOB BO BHYTPEHHEM CETMEHTE
CeTH.

3. BrimonHeHune 3anpocoB Ha WIACHTH(QHUKAUIO U MPOBEACHHUE ayTeHTU(UKAIMK C
UCIIOJIb30BaHUEM Ppa3InYHBIX COYETaHUU YUETHBIX JAHHBIX:

3aperuCTPUPOBAHHBIN/HE3apErUCTPUPOBAHHBI HJIEHTU(HUKATOpP, BEPHBIN/HEBEPHBIN Haposb —

try; = (id-,pwdk).

157



4. I'eneparusi ceTeBbIX MMAKETOB U3 BHYTPEHHEH CeTH BO BHEUIHIOIO (MM HA000pOT),
MIPOXO’KJCHUE KOTOPBIX pa3pelaeTcs (3amnpeniaercs) B COOTBETCTBUU € MpaBHiIaMu (DUITbTPALlUU

MD.

5. 3aBeplcHHE IIepexBaTa CETEBBIX ITAKETOB, O3KCIOPT JKypHAJa PErHCTpaIruu
coObITUil MD.
6. AHanu3 Ha NpeAMET HAJIM4YMS YYETHBIX JaHHBIX, MEPEIaBacMbIX B OTKPBHITOM

BU/IE.

[Tpy BBIOSHEHUH MPOBEPKU peaIM3alUy JOKAIbHON MJeHTU(UKaLUU/ayTeHTU(DUKALIUH
IIaru 2, 5 nmocjie10BaTeIbHOCTH ACHCTBUM HE BBIIOJIHIIOTCS.

Pe3ynbraraMu BBINOJIHEHMS TECTOBOU MTPOLIELYPBI SBIISIOTCSA:

1. Kondurypamuss MO - mHO)kecTBO ADM  y4yeTHBIX 3alMceld aAMHUHHCTPATOPOB
MD.

2. [lomy4yeHHble pe3ynbTaThl TECTOBBIX 3alpOCOB Ha  WACHTUQHUKAIMIO U

ayTeHTH()HUKAIIUIO: MHOXKECTBO {Fyyr (try;)}.

3. Pe3ynpraTel mepexBara CETEBHIX IIaKETOB Ha BHEUIHEM W BHYTPEHHEM
uHTepdeiicax MD.
4. @parMeHT XypHajia perucTpaluuu coobITHii MO, 1eMOHCTPUPYIOUINHA Pe3yabTaThl

UICHTU(PUKAIUN U ayTeHTU(DUKAIIH.

Onpenenum KpUTEpUH MPUHATHUS TOJTO0KUTEIBHOTO PELLICHUS:

1. Tlocne BBOma 3aperUCTPHUPOBAHHOTO HACHTHU(PHUKATOPA M MAPOJS TOJIH30BATEIIO
NPEIOCTABIISETCS JTOCTYI K CPEICTBAM aJMHHUCTpupoBaHus MD: Fuyr(try;) =1 & try; €
ADM.

2. Tlocrme BBOJa HE3apeTUCTPUPOBAHHOTO HICHTU(HUKATOPA W/WIM HEBEPHOTO IapOJIs
M0JIB30BATENI0 OTKA3bIBAETCS B JIOCTYIIE K CPEACTBAM aiMUHHCTpUpoBanus MD: Fpyr(try;) =
0 & try; € ADM.

3. XKypnan peructpanuu coOBITUH COHEPKUT 3alHCH O BCEX TECTOBBIX IOIMBITKAX
MOJTy4YeHHUs AOCTYyIA.

4. TlombITKM TOWCKA WAECHTU(UKAIMOHHBIX JaHHBIX (MMs TOJB30BATENs, MapoJib) B
NepexBaueHHbIX MAaKeTax He AN pe3yIbTaToB.

[lpr mpoBeneHWH TECTHPOBAHUS MEXAHW3MOB HWICHTHU(UKAINH/AyTCHTUDUKAIINH IS
nepexBaTa W aHalln3a CETEBBIX IAKETOB MOTYT OBITh HCIIOJB30BaHbI, HAIPUMEp, MPOrPaMMbI

wireshark, tcpdump, mporpammusiii komruieke «Ckanep-BCy» u nip.



4.3.3. IlpoBepka MexaHU3MOB KOHTPOJISI IIEJIOCTHOCTH

[IpoBepka COCTOMT B ONPEIEICHHH CTENEHH COOTBETCTBHUS  (DYHKIIMOHAIBHBIX
BO3MOYKHOCTEH MD 110 KOHTPOJIIO IIEJIOCTHOCTH TPOrPaMMHON 1 MHPOPMAIIMOHHOMN YacTu MD.

Ilycts FILE = {file,, file,, ..., file,} - MHOKecTBO (aitioB MD (KOHpHUTypaHOHHEIE
daiibl, TporpaMMHBIE MOJYJH). BBeaem omepaTopsl HapymieHHS UEINOCTHOCTH Fyop U
KOHTPOJIS [IeTIocTHOCTH (parimoB MD Fyr.

Omneparop HapyLieHus UenoctHocT Fyop: FILE — {0,1}:

1, nesiocTHOCTb paiia HapyllleHa NPy NPOBEJeHUU UCTIbITAHUH;

Fyop(file) =
0, B IPOTHBHOM CJly4ae.

Ormepatop KOHTPOJIS HeA0CTHOCTH (aiiinos MD Fyyr: FILE — {0,1}:

1, uesocTHOCTb dpaiyia HApyLIEeHa;

Finr(file) =
0, B IPOTMBHOM CJIy4ae.

O603HaunM  FILE® = {filelA,filezA, ...,file,Al} - MHOXecTBO  (aitmo  MD,
MOIU(HUIIMPOBAHHBIX B X0/ NMPOBeneHUs ucnbITanus. [Ipu sToM BBIMONHAETCS MOAU(DUKALIUSL
daiina file; B daiin file®. TIpu npoBepke KOPPEKTHOCTH pealH3allii MEXaHH3Ma KOHTPOIS
LEJIOCTHOCTH MD MOXkKeT ObITh HCIOJIb30BAHA CIIENYIOIIAs MOCIEA0BATENIbHOCTD BBITOIHAEMbIX
JEeWCTBHIA:

1. BkiroyeHne ~— MexaHM3Ma  KOHTpOJSL — IIEJIOCTHOCTHM  NPOTpaMMHON |
uHpopMallMOHHOM  4Yacthu MO u  uaeHTHQUKanus  MHOXecTBa  (QaitmoB MO
FILE = {file,, file,, ..., file,}.

2. Bhecenne wusmeHenuil B Qaiinel MD (M3MeHeHHEe KOH(Urypaluu, [MOJMEHa
(MomuduKanys) UCTIONMHIEMBIX (DANMIIOB U T. I1.) — MOJy4YeHWE MHOKECTBA U3MEHEHHBIX (hailyioB
FILE® = {filed, filed, ..., fileA}.

3. WMunnpanusanys NpoBepKU LEeTO0CTHOCTH (aiiinoB MD (coznaHue yciaoBUH, MpH
KOTOpBIX M3 ocyIecTBIseT KOHTPOIIb IIEJIOCTHOCTH).

4. Ananu3 peakuun MO Ha HapylleHHE IEIOCTHOCTH CBOEH NpOrpaMMHON WU
MH(OPMaLlMOHHON YacTH.

PesynpTaTaMu BBIITOJHEHHUS TECTOBOW MPOILETYPHI CIEAYET CUUTATh:

1. MmuoxectBo daitnoB M3 FILE = {file,, file,, ..., file,}.

2. MHoskecTBo MomubHumpoBanHbix daiinos MD FILEA = {filed, file?, ..., fileX}.
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3. Peaxnuun MO Ha HapyllIeHue LEIIOCTHOCTU:
1 A .1 A . A

FINT(flle1 )' FINT(fllez )' s Finr (filey).
B xadecTBe KpHUTEpHs NPUHATHS TOJOKHUTEIBHOTO pEUICHUS MpUMEM (aKT, UTO

oOHapyXKeHbl Bce (paKThl HAPYLICHUS [IETOCTHOCTH:

FINT(fileiA) = Fuop (filey).

4.4. MeToanka HCIIBITAHNH aBTOMATU3MPOBAHHBIX CHCTEM

[Tox aBTOMatu3mpoBaHHOU cuctemor (AC) OyneM NMOHUMATh CHUCTEMY, COCTOSIIYIO U3
IepCoOHala ¥ KOMILJIEKCA CpEACTB aBTOMAaTH3allMU €ro JESTEIbHOCTH, PEeaTU3yIOILyI0
MH(OPMALIMOHHYIO TEXHOJIOTHIO BBITTOJIHEHUS! YCTaHOBJICHHBIX (byHKuHﬁ%. Taxum obpazom, AC
IpeacTaBiIsieT €000l COBOKYIHOCTh CIEAYIOIIUX OOBEKTOB: CpPEICTBA BBIYMCIUTEIBHON
TEXHHUKH, IPOrpaMMHOE oOecriedeHre, KaHalbl CBS3H, HH(OpMAaLUsS HAa Pa3IUYHbIX HOCUTEISX,
MEPCOHAN U TIOJIb30BATENN CUCTEMBI, SKCILTyaTallMOHHAsI M OPraHU3aIllMOHHO-PACTIOPSAAUTENbHAS
JIOKYMEHTAIHSI.

PykoBomsmuii  mokymeHnT ['octexkomuccunm Poccum mno AC  ycTaHaBiuMBaer
knaccupukanuo AC, noanexamux 3amure or HCJl k unpopmanum, u 3a1aét TpeOoBaHUS 1O
samute uHpopmanmu B AC pa3nuuHbIx KiaccoB (cm.moap.2.4.3, Tabm.2.6). Paccmorpum
dbopManu30oBaHHBIA MOPATOK TPOBEPKU JUIs Hauboliee pecypcoeMKux TpeboBaHuii Rig =

{ry,ry, r3} (oM. Ta61.4.3).

Tabnuma 4.3.
OcHoOBHBIE TPeOOBaHUS K aBTOMaTU3UPOBAHHBIM CUCTEMaM
O06o3HaueHHe TpeboBanue
rn JlomwKHa  OCyIIECTBIATBCS WACHTU(QHKAIMS ¢  TPOBEPKA  MOJIMHHOCTH

CyOBEKTOB JIOCTyMa TMPH BXOJAE B CHCTeMy MO HAeHTH(DHKaTopy (KOmy) M
NapoJIl0 YCIOBHO-TIOCTOSIHHOTO JEHCTBUS, JUIMHONH HEe MEHEe MIeCTH OYKBEHHO-

UG POBEIX CUMBOJIOB

Ty JlomKeH OCymIeCTBIATBCA KOHTPOJb JOCTyNa CYOBEKTOB K 3allHIIAeMBIM

pecypcaM B COOTBETCTBHH C MaTPHUIIEH JOCTyTa

T3 JomkHa OBITH o0ecrieueHa IEeNOCTHOCTh NPOTPaMMHBIX CPEIICTB 3alllHThI

upopmaruu ot HC/I, a Taxoke HEM3MEHHOCTb IPOrPaMMHOMN CpeJIbI

® TOCT 34.003-90.



[lepen HauamoMm MpoOBENEHUS TECTUPOBAHMS SKCIEPTHl IOHKHBI YCTAaHOBUTH, YTO B
TEXHUYECKOH JOKyMEHTaluu (Hampumep, B 3afganud no Oe3zomacHoctd Ha AC) Ha 0OBEKT
ucheiTanuii neknapupyercsi coorBerctBue AC tpeboBanusim Rig, 10 ects Fr(Z,r;) =1 mns
Vri € RIS'

4.4.1. MeToquKa NPOBEPKU MEXaHU3MOB WIEHTH(PUKALIMN U AyTeHTH(PUKATMT
Cy0BbEKTOB 10CTYIA

[TpoBepka BBIMOIHAETCS C LENbI0O KOHTPOJIS OPTaHU3AIMOHHBIX MEPONPUSATHH, KOTOPbIE
MO3BOJIAIOT YAOBJIETBOPUTh TPEOOBAaHUSA K MapOJbHOW MOJUTHKE, aHAIU3y YCTAHOBJIEHHBIX
napamMeTpoB (hYHKIIMOHUPOBAHHS CPEICTB HICHTH(PHKAINUA W ayTCHTU(QUKAIUH, KOHTPOIIO
KOPPEKTHOCTH (DYHKIIMOHHUPOBAHUS MEXAHU3MOB HICHTU(UKALIUY U ayTCHTH(PHUKAIIUH, a TaKXKe
KOHTPOJIIO TPOLIEAYPHI CMEHBI TIAPOJICH MOJIb30BATEIISIMH.

BBeneM ompexneneHusi, MCIONb3yeMble MPU OMUCAHUM TECTOBOW mpouenypsl. Ilycts
A - andaBur mnaponeil W uIEHTU(DUKATOPOB CYOBEKTOB jaocTyma (monb3oBateneit AC).
O6o3HaunM wuaeHTU(UKATOP TOJdb30Barens id € ID € A*, mapons - pwd € PWD C A",
VY4erHas 3amuch CyObeKTa JocTyna S; € S XapakTepH3yeTcsl CIEAYIOIIUM KOPTEXKEM S; =
(id-,pwdk). BBeieM oneparop KOPPEKTHOCTH YUETHBIX JaHHBIX Fyy7r: S — {0,1}:

1, BBINOJIHEH BXO0J B CUCTEMY,

Fpyr(s) =
0, B IPOTUBHOM CJIy4ae.

[Ipu mpoBepke KOPPEKTHOCTH peaju3allud MEXaHU3MOB  HUACHTH(PUKAIMK |
ayTeHTU(UKAIIMHA MOXKET OBITh UCTIONB30BaHa CIEAYIOIIAasi TECTOBAsI MPOLEAYpa.

Toraa mpoBepka OyJeT BKIIOYATh CIEAYIOIIYIO [TOCIIEI0BATEIbHOCTD JEHCTBHI:

1. TlpoBepuTh HaMMYME OIKCILTyaTallMOHHBIX JOKyMeHTOB Ha AC, B KOTOPBIX
perjiaMeHTUpPOBaH MOPSAJOK TMpoBeAeHuss mnaponbHo 3amutel AC. IlpoBeputh Hamuuune
CIEAYIOIIUX MOJ0KEHUMN:

—  TpeboBaHMSI K CIIOKHOCTH Mapojei (JUIhHa, CII0KHOCTD);

—  00s3aHHOCTH aJMHHHCTpATOpa OE30MaCHOCTH MO pPealu3alliy MapoIbHON MOTUTHKU
AC (reneparus mapoJield, pacupeieseHue naposuei);

— 0053aHHOCTH I0JIb30BaTeNel 1Mo peanuszanuu napoiabHoi noautuku AC (renepanus
napoJsiei, CMeHa rapoJei).

2. Omnpenenutsy ycranoBiaeHHbie C3U ot HCJI B AC 3HaueHHs A CICTYHOIINX
mapamMeTpoB: MHUHHMaJIbHAs JUIMHA TAapoJisA, CIOXHOCTh Tmapoyisa (andaBuT maposei),

MaKCHUMaJIbHBIN CpOK IICI>'ICTBI/I$I nmapoJjsgd, MAaKCUMAaJIbHOC YHCJIO HCYAAYHLIX IIOIBITOK BXOJd
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nonp3oBareneid B AC, mocie KOTOpOro OCYIIECTBISIETCs OJIOKMPOBKAa pabOTHI MOJIB30BATEIN,
peakiust AC Ha NpeBbIIEHNE MAKCUMAJIBHOTO YKCJIa HEYJaYHbIX IOIBITOK BX0/1a MOJIb30BATEIs.

3. IIpoumsBonbHBIM 00pa3oM BbIOpaTh HECKONIbKO APM M BBIIOTHUTH 3alpOCHl Ha
UACHTUDUKALMIO U NPOBEJACHUE ayTeHTH(UKALMU C UCIOJIBb30BAaHUEM Pa3IMYHbIX COYETAHUMN
YUETHBIX JAHHBIX: 3aperuCTPUPOBAHHBIN/HE3aPETUCTPUPOBAHHBIIHI UICHTUPHUKATOD,
BEPHBII/HEBEPHBIH Maposb — try; = (id-,pwdk).

4. Ilop y4yeTHBIMH 3alMCAMU II0JIB30BATEIECH NPOM3BECTU IOINBITKM YCTaHOBUTH
[apoJib, HE COOTBETCTBYIOIUI HOPMAaTUBHBIM TPeOOBAHUAM. [[11s1 3TOr0 OCYyIIECTBUTH:!

—  TOMNBITKY YCTAaHOBUTH NApOJb, JUIMHA KOTOPOTO MEHEE 6 CUMBOJIOB;

—  TOMNBITKU YCTAHOBUTH IapOJb, COCTOSIIIUNA MCKIIFOUUTENBHO U3 LUPP, TUO0 TOJIBKO
u3 OyKB.

Pe3ynpTaTaMu  BBINOJHEHUS TECTOBOW IPOLEAYPBI, MOAJESKAIIUMU PETUCTPALUH,
SIBJISIFOTCSL:

1. TTonoxenust nokymeHtauuu Ha AC OTHOCUTENBHO pealM3allid M CONPOBOXKICHUS
CUCTEMBI IapOJIbHOM 3aIIUTHI.

2. Kondurypauus C3U1 or HC/] AC B yactu peainzaliuy napoiabHOM 3aluThI.

3. [lomy4yeHHbIe  pe3ynbTaThl  TECTOBBIX  3alpPOCOB  HAa  WACHTHQHKAIHIO U
ayTeHTH()HKAIUK - MHOXKECTBO {Fyyr (try;)}.

4. Tlony4eHHbIe pe3ysIbTaThl TECTOBBIX MOMBITOK U3MEHEHUS TapOJIEH.

B naHHOM ciydae KpUTEpUSMHU TPHUHATHUS TOJOXKHUTEIBHOTO pEIIEHHs SBISIOTCS
CIIeAYIOIIHE:

1. B nokymeHrtax opraHusanuu, skcruryatupyromeid AC, ycTaHOBIEHbI TpeOOBaHUS
(CIOXHOCTb, MHHHMMAaNbHas JUIMHA) K THapojisiM Iojib3oBarenei paccmarpuBaemoil AC,
COOTBETCTBYIOIIE HOPMATUBHBIM TPEOOBaHUSIM.

2. B HoOpMaTHMBHBIX JOKYMEHTaxX OpraHu3aluu, sSKciuryarupytomieir AC, omnucaHa
mporeaypa 1eUCTBUI aJJMUHUCTpATOpa OE30MaCHOCTH 10 peaTn3alnuy mapoibHoM noautukun AC
(mpouenypbl reHepanys napoje, pacnpeaeneHue naposiei);

3. Hacrtpoiiku C3U1 ot HCJI BBITOJIHEHBI TaKMM 0O0pa3oM, 4YTO JTMHA TMApOjs IS
nonb3oBareneir AC He MoxeT ObIThb MeHee 6 CHUMBOJIOB, a YCTAHOBJICHHbIE OTPaHUYECHUS
CJI0)KHOCTH HE MO3BOJISIFOT UCIIOJIb30BaTh MapOJIH, COCTOSALINE U3 OJJHOTUITHBIX CUMBOJIOB.

4. Tlocme BBOJa 3aperuCTPUPOBAHHOTO HIACHTU(UKATOPA WU MApPOJisi MOJIH30BATEINIO

npepocrasisiercs goctyn K AC: Fyyr(try;)) =1 & try; €S.



5. [Tlocne BBOMA HE3apETHCTPUPOBAHHOTO HACHTH(PHUKATOPA H/WIIM HEBEPHOTO IMApOJIS
0JIK30BATENI0 OTKa3biBaeTcs B goctyme K AC: Fyyr(try;) = 0 & try; € S.

6. Bce TONBITKM yCTaHOBHTH TApOJb, HE COOTBETCTBYIOUIMA HOPMATHBHBIM
TpeOOBaHUSM, 3aBEPIIUIINCH HEYAAYHO.

4.4.2. MeToanka nNpoBepKH MeXaHU3MOB YNIPaBJIEHHS JOCTYIIOM

Lenbro MPOBEPKH SIBJISACTCS ONpPEeIICHUE CTENICHH COOTBETCTBUS (DAaKTHUECKUX HACTPOEK
CUCTEMBI TUCKPEIIMOHHOTO Pa3rpaHUYCHHS JOCTYIa TPeOyeMbIM HACTPOMKAM, ONIPEACICHHBIM B
Matpuiie goctyna. McXoqHpIMU JaHHBIMA JUTsE (GOPMHUPOBAHUST TECTOBOM MPOIIETYPHI SBISIOTCS:
MHOKECTBO BO3MOXKHBIX CyOBEKTOB jocTyma S = {S;}, MHOXECTBO 3alIMINAacMbIX OOBEKTOB
0 = {0;}, xoneunoe MHOKeCTBO MpaB jgocryna P = {P;} u marpuia 10cTyIa.

[TocnenoBaTenbHOCTD BBITIOIHIEMBIX JICHCTBHIA CIICAYIONIAS:

1. MWnpenrtudukanus cyObeKTOB (Hampumep, mojb3oBareneit) S = {S;} u o00bekTOB
nocryma (Hanpumep, 00bekToB (aitnoBoii cucrembl) 0 = {0;}.

2. Wpentndukanus MaTpuIbl AOCTyNAa CYOBEKTOB K 3alIHIIAeMbIM OOBEKTaM.

3. Jisa  KaxaoW TpOMKH (SL-,Oj,Pk) €S X0 X P BbIIOIHEHUE TECTUPOBAHUS

(axTnueckoro Hanmu4us npasa Py y cyObeKkTa §; M0 OTHOLIEHUIO K 00beKTy O; (TeCTMpOBaHUE
Hactpoek C3U AC).

4. CpaBHeHHE (DaKTUUECKUX MPaB JIOCTYIA ¢ TpeOyeMbIMH ITpaBaMH, ONPEICIIEHHBIMU B
MaTpHIle JOCTyIa.

Pe3ynbTaThl BHIOJIHEHUS TECTOBOM MPOLIENYPHI, OAIEKALNE PErUCTPALIUH:

1. Marpunia qoctymna cyObeKTOB K 3alIUAIIAEMbIM O0OBEKTaM.

2. @akTH4eCcKHe pe3yabTaTbl TECTUPOBAHUSA CUCTEMBI JUCKPELIMOHHOTO Pa3TpaHUYEHUs
JOCTyIHa.

B kauecTBe KpuTepus MNPHUHATHS IOJIOKUTEIBHOIO PEUIEHUS HMEEM IOIYyYEHHOE
COOTBETCTBUE (AKTUYECKUX M JIEKJIApUPYEMbIX IpaB JOCTyNa, ONPEIEICHHBIX B MaTpHUle
JocTymna.

4.4.3. MeToauKka NpOBEPKH MEXaHU3MOB KOHTPOJISI LEJIOCTHOCTH

[lenbro BBIMONHEHHA NPOLEAYPBI SBISETCS ONPEIEICHUE CTENEHH COOTBETCTBUS
¢ynkunonanbHbIX Bo3MokHOocTel C3U o1 HCZ AC o KOHTPOJIIO LETOCTHOCTH HPOTrPaMMHBIX

C3U ot HCJI.
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Iycts FILE = {file;} - muoxectBo ¢aitnos C3U or HCJI (koHdurypamuoHHbie (aiisl,
porpaMMHbBIC MOAYJH). BBemeMm ormepaTopbl HapyIICHHS LEJIOCTHOCTH - Fyop M KOHTPOIS
nenoctroctu paitnoB C3U ot HC/I - Fiyr.

Omneparop HapyLIeHUs HeI0CTHOCTH Fyop: FILE — {0,1}:

1, uesoctTHOCTb daiiyia HapylleHa NPU MPOBEJEHUM UCTIbITAaHUH;

Fuop(file) =
0, B IpOTHUBHOM CJIy4ae.

Omneparop koutposs renoctaoctu daiinos C3U or HCJI Fyyp: FILE — {0,1}:

1,3adpUKCHpPOBaHO HapylleHHUe 1LeJJOCTHOCTHU dpaiia;

Fiyr(file) =
0, B IPOTUBHOM CJIy4ae.

O603uaunm FILE® = {filelA,filezA, ...,file,Al} - MHoxecTBO (aitnos C3U or HCJ,
MOUGUIMPOBAHHBIX B X0JI€ MPOBeAeHUS ucnbiTanus. [Ipu 3ToM BeIMomHAETCS MOAUDUKALIUS
daiina file; B daiin file®. IIpu npoBepke KOPPEKTHOCTH PEaTH3alUH MEXaHH3MA KOHTPOJS
L[EJIOCTHOCTH MOJKET OBbITh UCIIOJIb30BaHA CIEYIOIIasi TECTOBasI IPOLEypa.

[TocnenoBarenbHOCTh BBIMOIHAEMBIX IEHCTBUMN CIIEAYIOMIAs:

1. Unentudukarms maoxectsa daitnos C3U or HCII FILE = {filey, file,, ..., file,}.

2. BHecenue n3mMeHenuii B (paiiinpl (M3MeHeHHE KOHPUTYpaIiy, TToAMeHa (MoanduKams)
MCIONMHSAEMBbIX (aiiloB M T. I.) — MHOJy4eHHE MHOKECTBA M3MEHEHHBIX (Qaiinos FILEA =
{filed, filed, ..., fileA}.

3. Unnnmanuzanus nposepku nenoctHoct ¢ainoB C3U or HCJ (co3nanue yciaoBwid,
mipu koTopbix C3U ot HCJI ocyiecTBiisieT KOHTPOJIb IETOCTHOCTH).

4. Anamu3 peakuun C3U ot HC/I Ha HapylieHue 11eT0OCTHOCTH CBOEH MPOTrpaMMHOM MITH
MH(OPMALIMOHHON YacTH.

PesynpTaramMu BBINONHEHHS TECTOBOM MNPOLEAYpPHI, MOAJIEKALMMU PETUCTPALMH,
SABIIAIOTCSL:

1. Muosxectso ¢aiino FILE = {file,, file,, ..., file, }.

2. MHOXecTBO MoandHIMpoBaHHEIX (aiinos FILEA = {filef, file5, ..., fileﬁ}.

3. Peaxnuu C31 oT HC/] Ha HapyllIECHHE LETIOCTHOCTH:
Finr(filed), Finr(filey), ..., Fiyr (fileR).

KputepreM mNpUHATHS TONOXKHUTEIBHOTO pEHIeHUs sBiseTcs (aKkT, YyTO CpelCcTBaMu

3anUThl HH(pOpMaIK 0OHApY>KEHBI BCe (DaKThI HAPYIIEHUS IETOCTHOCTH:

FINT(fileiA) = FMOD(filei) JUUISA Vi € [1, n]



4.5. MeTtoauka npoBeieHusI UCNILITAHUS MO0 TPeOOBaAaHUAM «OOIIUX KPUTEPUEB»

[Mpouenypy mnpoBenenuss oreHkd B coorBerctBuM ¢ OK B o0meMm Buae MOXKHO

chopMynupoBarh ciefymmuMm obpazom. Ilyctsb C:{Cl,cz,...,cn} - MHOKECTBO KOMIIOHEHT

TpeboBaHMii TOBepHs K Ge30macHOCTH, npeabsasisieMbix kK OO X . Kak mpasuio, MmaokecTBO C

dbopMHUpyeTCST C HKCHOJIB30BaHUEM oOJHOTO U3 mpeponpeaeneHubix OV, Jlnga kaxmoit

KOMIIOHEHTbI TpeGOBaHMUsI JOBEpHs C, ONpPEIeIeHO MHOKeCTBO aeiictBuil E® = {el(” e, }(

ni - YHUCJIO HCfICTBHfI OLCHIIMKA AJIs1 KOMIIOHCHTHI Ci ), KOTOPOE€ AOJIPKEH BBIIIOJIHUTH OLCHIIHK

(kak TMpaBWJIO, AaKKPEIUTOBAaHHAs UCIBITaTelIbHAs Jlaboparopusi) Uil  TOJTBEPKIACHUS

coorBercTBUsl OO mpenbsBisieMol KOMIOHeHTe C;. [l KaXaoro AeicTBUS OLEHIIMKA e}')

6 S(i) _ ) < (1) _ s

Pa3pabaThIBACTC MHOKECTBO Si” =1{8";,S] 5,..,S," () ( IIAroB OLCHUBAHMA - HAMMEHbIICH
- - -m;

CTPYKTYPHOI eIMHHUIBI PabOT MO OLEHUBAHHIO ( mﬁ') - YHCIIO MIATOB OLICHUBAHMUS IS JCHCTBUS
OLICHIIIMKA e}') ).

B Ta6n. 4.4 mupuBeneH mnpuMmep ACHCTBUN OICHIIMKA M IIaroB OIICHUBAHMS IS

komnoHeHThI 1oBepust ATE IND.2 «BpiOopouHoe HE3aBUCUMOE TECTUPOBAHUE.

Tabnwmma 4.4.
[Ipumep nelicTBUN OLCHIIMKA U Iar0OB OLIEHUBAHUS
KoMmmonenTa
JeiicTBue oreHImuKa ef’ IITar onennBanus Sgi)v
nosepus C, -
ATE_IND.2 ATE_IND.2.1E ATE_IND.2-1 Ouenmuk nomxen uccienosats OO0,
OLEHIUK JOJIKEH 4TOOBI C/IeTIaTh 3aKJIFOUEHUE, COTIIACYeTCS JTH
MOATBEPANUTH, YTO TEeCTUpyeMast KOH(PUTYpaLIKs C OLCHUBAEMOMN
MIpeICTaBICHHAS KkoH(purypamnuei, onpeaeneHHon B 3b.
uHpOpMAaIUsL ATE_IND.2-2 Onenmuk gomkeH uccienoars OO,
YIOBJIETBOPSIET BCEM YTOOBI CIETIATh 3aKIII0YEHUE, TPABUILHO JIH OH
TpeOOBaHUIM K YCTaHOBJICH U HAXOJUTCS JIK B COCTOSIHUH, KOTOPOE
COJICPIKAHUIO U H3BECTHO
MIPEACTABICHUIO ATE_IND.2-3 OtueHIIMK T0JIKEH UCCIIeI0BaTh HA0OP
CBUCTEIILCTB PECYPCOB, IPECTABICHHBIX Pa3pabOTYNKOM, YTOOBI
C/eNaTh 3aKIF0UYCHUE, SKBUBAJICHTHBI JIM OHU Ha0Opy
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Kommonenra _ _
JleiicTBHE OIICHIITKA eﬁ') IIIar oneHUBaHU SE')V
nosepus C, -

PECYPCOB, UCIIOJIB30BAHHBIX Pa3pabOTINKOM IS

¢yHKIIFOHANEHOTO TecTupoBaHust PbO

Crnemyer OTMETHTh, YTO pa3pabOTKa IIArOB OLEHHBAHUS BBHIMOJIHACTCS SKCHEPTaAMH
UCTIBITATEIIPHOM  JTaOpaTopud  Ha  OCHOBE  METOJOJIOTMM  OIIGHKH  0O€30MacHOCTH
nHGOPMAMOHHBIX TexHoJoruid, upencrasiennoir B ['OCT P HMCO/M3K 18045-2008
(em.monp.2.7.4).

Chopmynupyem memod paspabomku waeco8 OyeHuganusi, TOJ KOTOPBIM OyreM

noHuMarth otodpaxenne M (ZxE — S |

Oynkuua M Ha OCHOBE JECHCTBUSA OLECHIIUKA e}” u uHpOpMalUMU O peaTu3aluu
(cBugerensctB  paspaborunka) OO X OCyIIECTBISET TIE€HEPaLUMI0 MHOYKECTBAa  IIAroB
OLICHUBAHHUSA S}i), BBIMIOJIHSAEMOTO Juiss mpoBepku  yaosnerBopenus OO wmHOkectBy C

KOMIIOHEHT TpeboBanuii pgoBepus. Kak mpasuno, ¢ynkmus M gma OO X gBusercs

OMEKTUBHBIM OTOOpPaKEHUEM.

Onepamopom KOppeKmHoCmu 6biNOJIHEeHUs Oeliceus OYyeHWUKd e}” eEY 1w 00 =

nazoseM Fg :ZxE —{0,1}:

0]

1,018 OO Z sce wazu oyenusanus oeticmsusi e |’ 6bINONHEHbL YCNEWHO

F (2, egi)) =
0,6 npomusHnom cyuae.

IIpoyedypoil oyenxku Ha30BeM HAOOp M3 UYETHIPEX OOBEKTOB A = {Z,C, M, FS} , THe
C - MHOXeCTBO KOMITOHEHT TpeOOBaHHii TOBEpHUs K OE30MaCHOCTH, MpeabsaBiasieMsix k OO0 X,

M - meron pa3pabOTKH IIAroB OICHUBAHWs, a F, - omepaTop KOPPEKTHOCTH BBIOJIHEHHUS

JIEHCTBUS OLCHIIMKA.
[Ipouenypa npemycMaTpuBaeT HAJIMYHE TpPEeX CTAAWN: IJIAHUPOBAHHWE, BBIOJHEHUE

OIICHKH, a TAK)Ke aHAIN3 U 0pOpMIICHHE Pe3yabTaToB oleHKH (puc. 4.1).



OosysaeHTauMaA, cCTaHOapTL,
wHhopMauma ob OO

<

OueHKa COOTBETCTEBHA

AHANWI W
o MIEHWE
rwepna::r uf“e';cfsnﬂ pEB-: nTas ousiK PE3YNLTATOR DUEHKN
| F.(Z. +E' :I |} TaXHHYBCKWA oTHaT of
DLEHKE

MuosecTao Tpaﬁaaal-mﬁ
= {Cl._C:._...._ Cﬂ} Pewenue

Puc. 4.1. Ilpoyedypa oyenxu 6 coomgemcmesuu ¢ « Oouumu Kpumepusimuy

Ha craguu IJIAHUPOBAHUA BBIIIOJHAKOTCA 3ada4d IMOJYUYCHHUA W aHalln3da HCXOAHBIX

JAHHBIX IS TPOBEICHUS OICHKH. Ha OCHOBaHWM BBIIOJIHEHHOTO aHAM3a (OPMHUPYIOTCS

mHoxkectBa E® :{e{‘),eg”,...,e?} NEACTBUM OIEHIIMKA ¥ COOTBETCTBYIOUIMX MM IIaroB

OlICHUBaHMs. BBINOTHEHNE OLIEHKH OCYIIECTBISETCS C HCIOJb30BaHHEM CPOPMHUPOBAHHOTO
Ha0opa 1IaroB OLEHUBAHUS.
3aKIOYNTENbHAS CTaAMs IPENOIaracT BBIIOJHEHHE aHAlu3a pPe3y/lbTaTOB OLEHKU

(CpaBHeHI/Ie (baKTI/I‘-IeCKI/IX N OTAJIOHHBIX pGSy'JIBTaTOB). B pe3yjibTaTC aHajin3a I0JIydacM

MHOXECTBO YIMOPSJAOYCHHBIX Tlap BHUIA (egi),FS (Z,egi))). Hus OO X nexnmapupyeTtcs
COOTBETCTBUE KOMIIOHEHTE TpeOOBaHUS AOBepHs C,, €CIH B XOJC BBINOIHECHHS MHOXECTBA
neiictBuii  onenmuka E© :{el(i),eg),...,ef:)} IV K@KIOTO IIOJYYEHBI IOJOKHMTEIbHBIE

pE3yIbTATHI:
n; .
Y (F(ze))=n,.
j=1
[To pe3ynbTaTam npoBeaeHUs OLEHKU 0(OopMIIsieTCs] TEXHUYECKUH oTueT 00 oreHke. J{is
OO nexnmapupyeTcs COOTBETCTBHE TpeOoBaHHsM moBepus Kk OesomacHoct C = { 11Coyuiny Cn} ,
n )
ecn Vie([1n] (FS (Z,ei(”)):
j=1

[Ipu mpoBeieHNH OIIEHKH, KaK MPABHIIO, IPUMEHSIFOTCS CISTYIOIINE METOIbI:
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JKCIIEPTHO-IO0KYMEHTAJIbHBIN;

— (QyHKIHMOHAIBHOE TECTUPOBAHUE;

CTaTUYECKUH 1 ,Z[I/IHaMI/I‘IeCKI/Iﬁ dHaJIN3 UCXOIHBIX TEKCTOB,

TECTUPOBAHUE TPOHUKHOBEHUEM.

OKCIEPTHO-IOKYMEHTAIbHBIM METOJ 3aKIr4aeTcss B IpoBepke coorBeTcTBUs OO
YCTQHOBJICHHBIM TPeOOBAaHUSAM Ha OCHOBAaHUHM KCIIEPTHOM OLIEHKM MOJHOTHI U JOCTATOYHOCTHU
MIPEACTABJICHHBIX CBUJETEIBCTB U MOYKET UCIIOIb30BATHCS JUIS:

— aHajnu3a W IPOBEPKU MPOLECCOB W NPOLEAYp, CBSI3aHHBIX C pa3paboOTKON WU
peanuzanueit OO;

— aHanM3a HKCIUTYaTallMOHHOW JOKYMEHTAIUU;

— aHanu3a pa3paboTaHHBIX (YHKIIMOHAJIHHBIX TECTOB U MOJIYYECHHBIX PE3yIbTaTOB;

— OLEHKHU COOTBETCTBUS napaMmeTpoB OO HUCXOAHBIM TPEOOBAHUSIM.

OyHKIMOHATBHOE TECTUPOBAHKE 3aKIIIOYaeTCsl B MpoBepke ¢yHKIui 6e3omacHoct OO
C HCHOJIb30BAHHUEM CIIEUUAIM3UPOBAHHBIX TECTUPYIOIIMX CPEACTB (NMpUMEHSETCS IpU
HE3aBHCUMOM (YHKIIMOHAJIHLHOM TECTUPOBAHUM ).

Cratuyeckuil aHaJIN3 UCXOJHBIX TEKCTOB COCTOUT B CHHTAKCHUYECKOM U CEMaHTHUYECKOM
aHalM3e CTPYKTYphl M B3aMMOCBs3ed (YHKUMOHAIbHBIX M HH(MOPMAIMOHHBIX OOBEKTOB
porpaMM M  IOCTPOEHHM  MAapIIPyTOB  BBINOJHEHHUA  (QYHKIUOHAJIbHBIX  OOBEKTOB.
JluHaMUYecKuil  aHaiau3 MpeACTaBiIseT Cco00M JIMHAMWYECKHH KOHTPOJb  BBIIOJIHEHUS
(YHKIIMOHAJIBHBIX 00BEKTOB (BETBEH) MpOrpaMMBbl (B OTJIaI0YHOM pEXUME W/UIH ¢ PUKcauen
Tpacchl BBINOIHEHUS MPOrpaMMbl) M MCIIOJIB3YeTCs JUISl I€TAIbHOTO MCCIE0BAHUS alrOpUTMa
nporpaMMsl. JlaHHBIE METO/IbI MOTYT HUCIIOJIB30BATHCS JUISI BHITOJHEHUS:

— aHaJM3a COOTBETCTBUS MEXIY IpencraBieHusMu npoekra OO,

— aHajau3a COOTBETCTBHS KaXI0ro mnpezacraBieHus npoekra OO ycTaHOBIEHHBIM
TpeOOBaHUSM;

— aHaiM3a MPOrpaMMHBIX 1e(EKTOB;

— TPOBEPKH KOPPEKTHOCTHU MPECTABIEHHBIX JOKa3aTeIbCTB pa3padoTUnKa.

TecTtupoBaHne MPOHUKHOBEHHEM 3aKJIIOYAETCS B CAHKIIMOHUPOBAHHOW TIOTBITKE OOOUTH
CYHIECTBYIOIUI KoMIuIeKe cpelacTB 3amuThl OO. B Xoae TecTupoBaHUs OLICHIMK UTPAET POJIb

37I0YMBINIJIEHHUKA, MOTUBUPOBAHHOTO HAa HapylIeHHe HH()OPMALIMOHHON O€30MaCHOCTH.



4.6. PexoMeHIalMU 10 ONTUMHU3ALMUN UCTIBITAHUH

OcHoBHo# Tpo0iemoii ouenku coorBercTBUst C3U sBNsSeTCS SKCMOHEHIMATBHBIN POCT
BPEMEHHBIX M MaTe€pHaJIbHBIX 3aTpaT Ha BBHIMOJHEHHWE THUIIOBBIX OMEpPAlMi MPH YBEIWYECHUU
CIIOKHOCTH pazpadarbiBaeMbix C3U u mpu 60IBIIOM KOTUYECTBE IIATPOPM U Cpell, Ha KOTOPBIX
nanabie C3UW Moryt ¢yHKIMOHHMpOBaTh. Hampumep, mpu NMpOBEACHHHM NMPOBEPKH MEXaHH3Ma
JUCKPEIMOHHOTO Pa3rpaHUYeHUs AOCTyIa HeoOXOoauMo BBIIOAHUTE |S|-|0| - |R| TumoOBBIX
onepanuii (cm.pa3n.4.3). MoXHO MOKa3aTh, YTO BpeMs Ty, 3aTpayMBacMOE Ha IPOBEICHUE
UCTIBITAHUN, HOCUT 3KCIIOHCHIIMAIBHBIN XapakTep pocrta: Ts~nv", rae N — 4ucio mpoBepseMbIX
TpeOoBaHUH, W - 9HCII0 (JaKTOPOB TECTUPOBAHUS (HATIPUMED, «yUETHAS 3aIKCh TOJIB30BATEIS),
V — 4HCII0 BO3MOXKHBIX 3HaUEHUH (PaKTOpa TeCTUPOBAHUS.

B oOuiem cnyuae 3aaya ONTUMU3ALKN TPOIEAYPHI OLEHKA COOTBETCTBUS MOXET OBITH
chopmynupoBaHa CJIEIYIOIUM 00pa3oM.

IIycts 7:ExX—> N, — 310 Bpems, 3arpaunmBacMoc OLNCHINMKAMHU1 Ha BBbIIIOJIHCHUEC
0 s
IIPOBECPKHU OO I ¢ WuCIOJB30BaHUEM I[eI\/JICTBI/Iﬂ OLCHIIINKAa eil) . EYI[CM cyuTarb, 4YTO

orobpaxenne Buna G:CxX — N, mnpexncrasusier 3arparel Ha npoBeneHue oueHkn OO X

TpeboBaHusIM C .
Pemenne 3agaun onTUMHU3AIMU MOXKET OBITH OINpPEAETCHO KaK MOTYyYeHHEe MHHHUMYMa

BPEMEHH TECTHPOBAHMUS [IPU OTPAHMYEHHSX Ha 3aTPATHI:
ZZr(eE”,Z) s min
T

ZG(ci,Z)gGM

rae. GM — OI'paHUYCHUS, HAKIIAABIBACMBIC HA 3aTPAThHI.

OneIT mpoBeneHUs cepTUPUKAIMOHHBIX ucnblTaHui C3U mo3Bonui onpenenuTsb psj
METOJMYECKUX PEKOMEHAAIMM, IO3BOJSIOIINX CYIIECTBEHHO CHH3UTH 3aTPAaThl HA OLICHKY
COOTBETCTBUS, HAIIPUMED:

- COBMEIICHHE ITPOBEPOK,

- UCTIOJIb30BaHUE BEIOOPOYHOTO KOHTPOJIS M aHaim3a pucka [59],

- HCII0JIb30BaHHE KOMOMHATOPHOTO noxpmmsﬁ”,

- UCIIOJIb3OBAHHUEC CPCACTB aBTOMATU3allUU.

* NIST SP 800-142, 2010.
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[lpy mpoBeaeHHWH HE3aBUCUMOTO (PYHKUIMOHAIBHO TECTUPOBAHHUS PEKOMEHIYETCS
BBIIIOJIHATh COBMEIIEHUE HEKOTOPBIX BUAOB HcHbITanuil. Hanmpumep, npouenypa tecTupoBaHus
MOJICUCTEMBl PETHCTPALUU COOBITHI MOXET OBITh COBMEIIEHA C TMPOLEAYPOH TEeCTHpPOBAHUS
MOJICUCTEMBI Pa3rpaHUYCHUS JOCTYIA U UACHTU(DUKAIINH/ayTeHTU(PUKALIUH.

CylIecTBEHHOE COKpalieHne padoT MOXKET ObITh JOCTUTHYTO MPU OOOCHOBaHUHU
BO3MOXXHOCTH IPOBEJCHUS BBIOOPOYHOTO KOHTPOJIS, KOTOPHI IO3BOJSIET MPUMEHEHUE
npoueaypsl nposepku MeHee ueM K 100% COBOKYNHOCTH KOHTPOJUPYEMBIX 3IIEMEHTOB
(HampuMep: CBUACTENIBCTB pa3paboTyMka, TecTUpyeMblX GyHKIMA Oe3omacHocth). [lpm
UCIOJIb30BAaHUN METOJO0B BBIOOPOYHOTO KOHTPOJS HEOOXOJAWMO YCTAaHOBUTH IPUOPUTETHI
MPOBEPSIEMBIX TPEOOBAHUN C LENbIO JATbHEHUIIET0 OMpeeieHuss HeoOXOIUMOro KOJUYeCTBa
TECTUPYEMBIX OOBEKTOB.

Jns cokpaunieHuss BpEMEHHBIX 3aTpaT W IOBBIIIEHUS KAa4eCTBA OTYETHBIX MaTEpUaIOB
IpU TPOBEJACHUM MCIBITAHUM HEOOXOAMMO HCIOJIb30BAaTh  IPOTPAMMHBIE  CPEJICTBA,
MO3BOJISIIOIIME aBTOMATU3MPOBATH MPOLEAYPbl OLEHKH COOTBETCTBUA. [l He3aBHUCHMOIO
TECTUPOBAHUS  MOXKHO  MCIIONb30BaThb KaK  HMHCTPYMEHTAJbHBIE  CPEJICTBA,  IIMPOKO
MIPE/ICTABJICHHBIE HA COBPEMEHHOM pBIHKE MPOrpaMMHOr0 OOECHeYeHHUs, TaK U MPOTrpamMMbl
coOCTBEHHOM pa3pabOTKH, HANMCAHHBIE Ha S3bIKax clieHapueB (Hampumep, perl uim python), mis
aHaJM3a ySI3BUMOCTEH — CKaHepbl 0€30MacHOCTH, A JOKYMEHTHPOBAHUS — MPOrpaMMbl THIA
Doxygen, a1 NpoBeJeHUs aHalIM3a MCXOTHBIX TEKCTOB — aHAJINW3aTOpbl O€30MaCHOCTH KOja
[2,4,19,56,71,79].

4.7. PekoMeHIaMM 10 KOHTPOJII0 OTCYTCTBHS HeleKJIAPUPOBAHHBIX BO3MOKHOCTe

Kontpons otcyrcTBUsi HenekimapupoBaHHBIX Bo3MmoxHocTed [IO C3U  saBisercs
HauOoynee  MpoOOJIEMHBIM,  TPYJOEMKMM W OTBETCTBEHHbIM  BHJOM  HCIHBITaHUH
[13,41,54,59,62,66,68,79]. TpeboBanus k cepTuuKamoHHbIM HcrbITaHusIM [10 Ha OTCYTCTBHE
H/IB onpenenens! B P/ «3amura 0T HECaHKIIMOHMPOBAHHOTO J0CTYyNa K HHpopmanuu Yacts 1.
[Iporpammuoe obecriedeHue cpenacTB 3amuThl uHGopManuu. Kiaccudukanus 1o ypoBHIO
KOHTPOJISI OTCYTCTBUSI HEJEKIApUPOBAaHHBIX BO3MOXkHOCTe» (I'ocTtexkomuccus Poccun, 1999),
KOTOpBI paccMoTpeH B nonp.2.4.4. JInis Toro yToObl BHIMOJIHUTH Bce TPEOOBaHUS, YKa3aHHbIE B
Tabnuie 2.7, pacCMOTPUM MOPAJOK MPOBEAEHUS HcHbITaHuid Ha orcyrctBue HJIB mnms 2-ro
YPOBHS KOHTPOJISL.

4.7.1. O01mii MOPsAIOK NPOBeAeHUS UCTTBITAHUM

OO0muit MopsIOK MTPOBEACHHS UCIIBITAHUI 10 KOHTPOJIt0 oTcyTcTBUs H/IB cneayrommii:

1. KoHTponb cocTaBa U coepkaHus JOKYMEHTAlUH;



2. Kontpons ucxomanoro cocrosiuus [10 (naenTudukainys 00beKTa UCIIBITAHHN );

3. Cratuueckuii aHAIN3 UCXOJHEIX TEKCTOB;

4. JlnHaMH4YECKUI aHAJIN3 UCXOHBIX TEKCTOB;

5. ®opMHpOBaHUE OTYETHBIX TOKYMEHTOB.

B cnyuyae nopa6otku I10, npu BeisiBiennun H/IB Bce sTambl qoKHBI TOBTOPSITHCS IS
BCEX U3MEHUBIIUXCS MOJIYJIEH UCXOAHBIX TEKCTOB IIPOTPaMM.

B cocraB gokymeHTanuH, TpPEACTAaBIAEMOIl 3asBUTENIEM, B COOTBETCTBUU C
TpeboBanusiMu P/l 1OMKHBI BXOIUTH:

- Crnenudukanus (I'OCT 19.202-78), conmepxamias cBeiaeHuss o cocraBe [IO wu
JIOKYMEHTAIUH;

- Onucanue nporpammsl (I'OCT 19.402-78), coneprkaliiee OCHOBHBIE CBEICHHS O COCTaBE
(c yka3zaHueM KOHTPOJBHBIX cyMM (haiinioB, Bxomsamux B coctaB [10), TOruYecKkoil CTPYKType H
cpene pynkunonuposanus 10, a Takke onucaHue METOI0B, TPUEMOB M IIPABUJI SKCILTyaTalluu
CPEICTB TEXHOJIOTMYECKOTO OCHamIeHus npu coznanuu [10;

- Onucanue npumenenus: (FOCT 19.502-78), conepxatiee cBenenus o Haznayenuu 10,
o0yacTu MPUMEHEHUS, TPUMEHSEMbIX METOJIaX, KJIAcCe pellaeMbIX 3a/lady, OTPaHHYEHUSX MPHU
MPUMEHEHUN, MUHUMAJIbHON KOH(UTypaluu TEXHUYECKUX CPENCTB, cpeae GyHKIIUMOHUPOBAHUS
U TIOpsiZIKE paOOTHI;

- Tloscuurenvnas 3anucka (OCT 19.404-79), copepikamiasi OCHOBHBIE CBEIEHHUS O
Ha3HAYCHUH KOMIIOHEHTOB, BXxonsammx B cocTaB I10, mapameTrpax oOpabaThiBaeMbIX HaOOpPOB
JMaHHBIX (TojgcxeMax 0a3 JaHHBIX), (OPMHUPYEMBIX KOJIaX BO3BpaTa, OMHUCAHUE HCIOJIb3YEMBIX
MEPEMEHHBIX, AITOPUTMOB (PYHKIIMOHUPOBAHUS;

- Ucxonusbie Texkctsl nporpamm (I'OCT 19.401-78), Bxonsauux B coctas [10.

Kontponb coctaBa HOKYMEHTallMM JOJDKEH NPOBOAUTHCS skcrepramu MJI myrem
CpaBHEHUS MEePEYHS MPEICTABICHHBIX JOKYMEHTOB C TPEOOBaHUSIMHU PYKOBO/ISIIETO JOKYMEHTA.

Kontponb copepkaHuss JOKYMEHTAallMd OCYILIECTBISIETCA KakK IO COOTBETCTBUIO
dopmanbabiM TpeOoBanusiM ['OCT k comep’kaHUIO COCTABHBIX YacTel JOKYMEHTOB, TaK W TIO
COOTBETCTBUIO peaibHBIM BO3MOKHOCTAM [10.

Kontpons ucxogunoro cocrostaust [10 3akmrouaercss B (PUKCAIMHA HUCXOAHOTO COCTOSIHHS
[1O u cpaBHEHUU MOJYUYEHHBIX PE3YyIbTATOB C PE3YNIbTaTaMH, IPUBEICHHBIMU B JOKYMEHTAIIMU

Ha IIPOIYKT, Hanpumep, B Popmysipe win TeXHUYECKUX YCIOBUAX.
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PesynpTaramu  KOHTpPOJIE HMCXOAHOTO COCTOSIHHMSI JOJDKHBI  OBITh  pacCUMTaHHBIC
YHHUKAJIbHbIE 3HAYEHUS KOHTPOJBHBIX CYMM MOAYJEH AMCTPUOYTHBA M HCXOJHBIX TEKCTOB
MpPOrpaMM, BXOJSIIMX B COCTaB CEPTHPHUIIMPYEMOTro MporpaMMHOro uzaenus. KoHTposbHbIC
CYMMBI JIOJDKHBI PACCUMTBIBATHCS ISl KAXKIOTO (aiiyia, BXOSIIET0 B COCTaB CePTUDULIUPYEMOTO
IIPOJYKTA.

OO0mumii mopsiIOK TPOBeICHUsI CePTH(HUKAIMOHHBIX HCIbITaHUN Ha oTrcyrctBue HJIB

NpUBEJCH Ha puc. 4.2.



lMporpammHasn AOKYMeHTauns, NCXoaHble
TekcThl MO, ncnonHsemsie mogynu NO

I HET
A 4 v
AHanus n
vaeHTuukauns KoHTponb nporpaMmHoOn JOKyMeHTauumn Coorsetcrayet
P porp Y TpeboBaHusam P72,
BXOAHbIX AaHHbIX
Oa
! !
CraTunyeckuii aHanus | OuHamnyecknii aHanua |
HET Ia +
A
KoHTporb NONHOTLI 1
N36bITOYHOCTY PaccraHoBka gatuvkos
KOHTpOns BbinonHeHns ¢O
KoHTponb cooTBeTCTBUS .
NCXOAOHbIX TEKCTOB A
3arpy3oqHoMmy koay Mepecbopka npoekTa ¢
¢ BHEAPEHHbIMU AaT4ymKammn
KoHTponb cBsAsen
PyHKUMOHAMNbHbIX 06 bEKTOB v
¢ KoHTpornb BbinonHeHns ®O
MpoTokon nposeAeHwst KOHTpOsb MHOPMAaLMOHHbBIX
MCMNbITaHUA C BbIBOAAMU U 06BbEKTOB
pesynbTatamu no v
<
ucnbiTaHusm, T3 < ¢
dopmMumpoBaHme nepeyHs

nabopatopum
MapLUpyTOB Npu ANHaMuKe

KoHTponb Hannuus 3agaHHbIX
KOHCTPYKLWIA

v

dopmumpoBaHue nepeyHs
MapLUpyTOB

v

AHanms KpUTUYeCcKmx
MapLUpyTOB

v

AHanus anroputma paboTbl

ConocrtaBnexne
MapLUpyTOB

Puc. 4.2. Cxema nposedenus cepmupurayuoHHbIX UCHbIMAHUL

HOpH,I[OI( MMPOBCACHUSA KOHTPOJISA TOJHOTBI U OTCYTCTBHA HU30BITOUHOCTH HUCXOAHBIX

tekctoB 10 nmpuBeneH Ha pucynke 4.3.
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( Hayvano KOHTpOnA )

v

VcxoOHble TeKCThl,
O, ucnonHsiemble

dannbl
N3BneyeHne
Komnunauus n
YcTpaHeHue ownbok 3arpy3oyvHoro koga
cbopka

13 gucTpmbyTmea

AHanus o6paboTkun
[aTyvKOB B

PacyeT KOHTPOIbHbIX
CYMM 3arpy3o4HOro

PacuyeT KOHTPOIbHbIX
CYMM 3arpy304HOro

CootBeTCcTBUE
[oKasaHo?

OA

HET

NCXOAHBIX TEKCTax Kona Koaa
f CpaBHeHwne
anudue Bcex KOHTPOMbHbIX CYMM
CXOAHbIX TEKCTOB
OA
s
OueHka KC coBnanu?
COOTBETCTBUA HET
MNCXOAHBIX “
TEKCTOB il 1
3TanoHHbIM
Onpepgenexune Onpegenexve
CMELLeHWIA U pa3MepoB CMELLeHUIA 1 pa3MepoB
NPOrpaMMHbIX CEeKLIMI NPOrpaMMHbIX CEeKLiUiA

HET

CpaBHeHue cekumnn

nobuTHo

HET

Hanuuune Bcex
cekuun

MonHoTa cxoaHbIX
TEKCTOB He
obecneyeHa

4>< KoHeL, KoHTpons )4—

v

MonHoTa ncxoaHbIX
TEKCTOB AoKa3aHa

OA

Puc. 4.3. Cxema ananuza noanomel u omcymcmeust U3OLIMOYHOCIU UCXOOHBIX MEKCIO8

npozpamm



WnenTndHoCTh (haiiioB 3arpy304HOrO KOJa, COOpaHHBIX U3 OAHUX M T€X K€ MCXOJHBIX
TEKCTOB TPOTPaMM, MOXXET OBITh TMPOKOHTPOJUpPOBAaHA aOCOMIOTHO WM  (PAKTHUYECKH.
AOGcConoTHas MICHTUYHOCTh CBHUJETENILCTBYET 00 MX PaBEHCTBE OT IE€PBOIO 10 IOCIEIHETO
Outa. J[oka3zaTenbCTBOM aOCONIOTHON HMACHTUYHOCTH ABYX (DaiijioB (MCIIONHSEMBIX MOJYJeH),
KpOMe IMOOUTOBOTO CPABHEHUS, MOXKET ObITh PAaBEHCTBO UX KOHTPOJBHBIX CYMM, PACCUUTAHHBIX
1o cepTU(GUIMPOBAHHBIM WM HHBIM JOBEPEHHBIM airoputmaMm. @Dakrtuyeckas MACHTHYHOCTH
CBUJIETEJICTBYET 00 HAEGHTUYHOCTU TeX CeKUuil (hailioB, KOTOpbIE peanu3yloT (yHKIHOHAI
IpOTPaMMBbI, TO €CTh CEKIUH KOJa M JaHHBIX. Jloka3aTenbCTBOM (DaKTUUECKOH MACHTUYHOCTU
IBYX (haiiioB (MCIONHSIEMBIX MOIYJEH) MOXET ObITh aOCONIOTHAs UACHTUYHOCTh UX CEKLUN
KoZa U JaHHBIX. AOCOJIIOTHAs WJIEHTHUYHOCTb YKa3aHHBIX CEKIMI MOXET OBbITh JOKa3aHa Kak
CpPaBHEHMEM HUX KOHTPOJBHBIX CYMM, PAaCCUUTAHHBIX MO CEPTU(ULUUPOBAHHBIM WIM HHBIM
JIOBEPEHHBIM aJTOPUTMAaM, TaK U MOOUTOBBIM CPaBHEHHEM. Y CIIEIIHOE BHITIOJTHEHUE MPOBEPKU
[0 YKa3aHHOMY METOAY MOJATBEPKAAeT 1es1eco00pa3HOCTh JabHEHIINX UCIBITAHUM HCXOTHOTO
tekcra [10.

Wnes maHHOTO KOHTPOJS CBs3ed (PYHKIIMOHAIBHBIX OOBEKTOB IO YIPABICHHIO U IO
UHPOPMALIUU 3aKJIIOYaeTCsl B TOCTPOCHUU CBA3EH (PYHKIMOHAIBHBIX OOBEKTOB  (MOAyIeH,
npoueayp, (QyHKIU) ¥ HOJydyeHUH HHGOPMALKKU O MOAYIbHOH CTPYKTYpe IpPOrpaMMHOrO
CpeACTBa M O JIOTUYECKOH CTPYKTYpe OTHEIBHOIO MpOorpaMMHOro mMoayis. Jns n3obpaxeHus
MOJ1yJIbHOM CTPYKTYpPBI UCHOJIb3YIOTCS CIEIYIOIINE XapaKTEPUCTHKU:

- rpa¢ BBI30BOB;

- CIIMCOK ITIyT€H BBI30BOB;

- MaTpuIia BbI30BOB U JIOCTHKUMOCTH;

- TOUYKH BBI30BOB.

Jns u300pakeHHus JIOTMYECKOH CTPYKTYphl MOXKHO HCIOJIb30BaTh XapaKTEPUCTHKU
yIOpapisommx TpadoB U Tpacchl BBINOJHEHUS (QYHKIHMOHAIBHBIX 00BEKTOB. B memsx
o0ecrieyeHus JIOCTaTOYHOCTH NPUBEACHHBIX  XapaKTEPUCTHK, MOIYJIbHYIO CTPYKTYPY
JOTIOJHSIIOT METPHUKOM, IO3BOJISIIOIIEH paH)KUPOBAaTh BbBI3OBBI (YHKIUN U MpoLenyp; K
JIOTMYECKOW CTPYKType MAO00aBISIOT METPUKY, H3MEPSIONIYI0 CIOKHOCTh YIpPaBISIOIIEH
CTPYKTYpbI; @ K TEKCTOBBIM XapaKTE€pHCTUKaM — METPHUKY YpOBHs peanuzauuu. Kpurepusmu
ouenku Hanuuusg HJIB B [1O npu ucnonb30BaHNM KOHTPOJIS CBsI3el (PYyHKIIMOHATBHBIX 00BEKTOB
10 YIPABJIEHUIO MOTYT SIBJISATHCA:

- OTCYTCTBUE HEIOCTHKUMBIX U HE3aBEPILIEHHBIX MapUIPYTOB;
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- BBICOKAs! OLIEHKA YPOBHS pealIi3alliy B BepIIMHAX YIPABIISAIOLIEro rpada;

- OTCYTCTBUE COOTBETCTBMSI (DOPMANIbHBIX PEIICHUI ¢ IpU3HAKaMU 1e()EKTOB.

Takum o00pa3oM, JaHHBIA METOX AA€T JOMOJHUTEIBHYIO BO3MOXKHOCTH 3KCIIEPTHOM
OLICHKH CTPYKTYpPbI UCXOAHBIX TeKCcTOB I10.

[Ipu xoHTpone WH(POPMAIIMOHHBIX OOBEKTOB PpA3IMYHBIX THUIIOB TPOU3BOJUTCS
[IOCTPOCHHE CHHUCKa HMH(GOPMALMOHHBIX OOBEKTOB (JIOKAJIBHBIX IE€PEMEHHBIX, II00AIbHBIX
MIEPEMEHHBIX, BHEIIHUX MEPEMEHHBIX) C YKa3aHUEM UX MPHHAUICKHOCTH K (YHKIMOHAIBHBIM
oobekTaM. KoHTposib MH(OPMAIMOHHBIX OOBEKTOB PA3JIMYHBIX TUIIOB CYMTAETCS YCIIELIHO
BBIIIOJTHEHHBIM, €CIIM B pe3yjbTaTe aHajiu3a CHOUCKAa HMHQPOPMAIMOHHBIX OOBEKTOB
HEICKIAPUPOBAHHBIX BO3MOXXHOCTEH HE BBIABICHO, a IOCTPOCHHBIE CIUCKH COOTBETCTBYIOT
anroputmy padotsr [10, npuBe1eHHOMY B JOKYMEHTAIUH.

KoHTponbs HaiMuus 3aJaHHBIX KOHCTPYKLUMH B HCXOAHBIX TEKCTaX 3aKIIOYacTcsl B
CUHTAKCUYECKOM KOHTPOJIE HAJIIMYMS 3aJJaHHBIX KOHCTPYKUUN B UCXOAHBIX TekcTax [1O u3 6a3bl
MNOTEHIMAJIbHO OMACHBIX MPOrPaMMHBIX KOHCTPYKUMH (CHUTHaTyp) ¢ HCHOJIb30BaHHUEM
CIeIMaIbHBIX CpeAcTB aproMaTm3auuu [55]. K yka3aHHBIM KOHCTPYKIHSIM KOJa OTHOCST
(bparMeHThl, coeprKallie ONepaly, HEOCPEJACTBEHHO CBSI3aHHbIE C MU3MEHEHHEM aTpuOyTOB
0€30MMacCHOCTH, U CUCTEMHBIE ONEPALIUY, MOTEHIMAIBHO CIIOCOOHBIE MOBIUATH HAa OE30MaCHOCTD
cucremsl [6,13,30,31,32,54,62,100].

ba3za curnatyp A nmoucka IporpaMMHBIX 3aKJIQJOK M YSI3BUMOCTEH JOJDKHA BKIIFOYATH
KOHCTPYKLIMH, HampuMep, CIHOCOOHbIE MPUBECTH K MepenojHeHuto Oydepa, peanuzanuu
«IOrMYecKuXx OoMO», peanu3ali TPOSIHCKUX aTaK, KOMIIPOMETALMU ayTeHTH()PHUKAIIMOHHBIX
TAHHBIX, BO3MOXXHOMY TIPEBBIIICHUIO TOTHOMOYHH, peanm3anmun DOS-atak, HelTerHTHMHON
HU3KOYPOBHEBOM paboTe ¢ AuckaMu U (PaijoBOil cHCTEMOM, peamu3alii CKPHITHIX KaHAJOB
nepeaaun nHpopManuu u ap. (cm.moap.4.7.2).

[Tpu BBIsBIEHUH MOTEHIMAIBHO OMACHBIX KOHCTPYKLHUH (CUTHATYp) B MCXOJIHBIX TEKCTaX
HEOoOXOIMMO HCCIIEeNoBaTh (PAKT BO3MOMHOCTM DSKCIUIyaTalluM JaHHBIX KOHCTPYKIMM Ha
IpeaMeT HapyIIeHHs TOCTYITHOCTH, IIeTOCTHOCTH M KOH(UACHIMAIBHOCTH B CEpTUPULIUPYEMOM
npoaykte [59].

Ha pucynke 4.4 npuBeaeHa CTpyKTypHasi cCXxeMa METO0J1a aBTOMaTH3alM1, O3BOJISIOIIEr0

IMPOBOAWTE KOHTPOJIb HATMYUA 3aJaHHBIX KOHCTPYKHI/Iﬁ B UCXOOHBIX TEKCTaX.
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Puc. 4.4. Cxema nposedenuss KOHMpOoas HAIUYUSL 3A0AHHBIX KOHCMPYKYUL 8 UCXOOHBIX MEeKCmax

[Ipn dopmupoBanuu nepedrss mMapupytoB [1O 10MKHBI OBITH MOCTPOEHBI MapLIPYTHI
BBITIOJIHEHHST  (DYHKIIMOHAJIBHBIX OOBEKTOB, Tpouenyp, (yHkmui, BeTBeil. BusyambHoe
IpeJCTaBiIeHNEe JAHHBIX MapUIPyTOB MOXET ObITh OOPMIIEHO B BHJIE TpadoB, MaTPHIL], CIIUCKOB
win Tabnaun. dopmupoBaHHe MEepedyHs MapLIPYTOB IO3BOJIET SKCIEPTaM HCHBITATENbHOMN

7a0opaTopuu MPOCIETUTh PEATbHYIO MOCIEI0BATEIBHOCTh BBIMOJHEHHUS MpPOLenyp, QyHKIUN
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WIA BETBEH W CpPaBHUTH C TEM, Kak JaHHas MH(pOpMalMs ONHUcaHa B JOKYMEHTAI[MM Ha
cepTUQHULIHUPYEMOE U3EIHE.

[Tocne  QgopmupoBaHuS TEpeYHS MaPUIPYTOB IPOBOAUTCS AaHAIN3 KPUTHUECKUX
MapuIpyToOB BBINOJHEHUS (YHKLIMOHAJIBHBIX OOBEKTOB. B KauecTBe KpPUTHYECKUX MapLIPYyTOB
BBITTOJIHEHUS JIOJDKHBI PAaCCMAaTPHUBATHCS MAapIIPYThI BBHIOIHEHUS (QYHKIMOHAIBHBIX OOBEKTOB,
B KOTOPBIX HPOMCXOIUT 00paboTka 3amumaeMoll uHdopManuu. 3amuiaeMas HHPOpManus
MOJKET COJepKaTh KPUTHUECKH BaxkHble cBepeHus o [10 (maposu, auueH3uu, pabora ¢ 6a3oi
naHHbix). [lo pesynpTaTaM aHanu3a JOKHO OBITh YCTAHOBJIEHO COOTBETCTBUE IOPSJIKA
BBIMIOJIHEHUSI KPUTHYECKUX MAapIIPYTOB  3asBICHHOMY aIrOpUTMY (YHKIMOHHPOBAHUS
IPOrpaMMHOI0 HPOAYKTa, IHPEACTAaBICHHONO0 B JOKYMEHTalUH. Takke K KPUTHYECKUM
MapuipyraM JIOJDKHbI  ObITb OTHECEHBl T€ MAapLIPyThl, B KOTOPBIX BBIIOJIHSIOTCS
(GYHKLIMOHATIBHBIE OOBEKTHI, TIONABIINE B CIIUCOK MOTEHIUAIBHO OMACHBIX KOHCTPYKIIHIA.

Ananu3 anroputMa pabOThl  (YHKIIMOHAIBHBIX OOBEKTOB HAa OCHOBE OJIOK-CXEM
(ImarpamMM), HOCTPOEHHBIX IO HCXOAHBIM TeKcTaM KoHTposimpyemoro IIO, 3axitouaercs B
IIOCTPOCHUHU 1O UCXOJHBIM TEKCTaM sifjpa KoHTpoaupyemoro 1O u moxmyneil, orBeyaronmx 3a
0€301acHOCTb, OJIOK-CXEM C UCIOJIb30BAHUEM CPEACTB aBTOMaTHU3aluu. B nanpHeiiem qomkeH
ObITh TIPOBEJCH CPAaBHUTENbHBIM aHAINU3 aJIrOpUTMa padoOThl (YHKIMOHAIBHBIX OOBEKTOB U
alropuT™Ma paboThl, IPUBEIEHHOIO B MPOrPaMMHON TOKYMEHTAIMU Ha U3JIeNIHe.

[Topsinok mpoBeAEeHNs] JUHAMHYECKOIO aHaJIN3a UCXOAHBIX TEKCTOB MPOWIIHOCTPUPOBAH
Ha puc. 4.3.

Mertonrka TmpoBeACHUsS JIUHAMUYECKOTO aHajiM3a MCXOJIHBIX TEKCTOB IPOrpaMMm
BKJIIOYAET CJIEAYIOLNE TEXHOJIOTUYECKUE OTIEpaliu:

- KOHTPOJIb BBIMTOTHEHUS (PYHKIIMOHATIBHBIX 00BEKTOB (TIporieayp, GyHKIIUN, BETBEH);

- comocTaBiieHue (HaKTHYECKUX MapLIPYTOB BBIMNOJHEHHS (YHKIIMOHAJIbHBIX OOBEKTOB
(mpouenyp, ¢(yHKIUM, BeTBel) M MapUIPyTOB, IOCTPOCHHBIX B TPOILECCe MPOBEICHUS
CTaTUYECKOTO aHAJN3a.

4.7.2. PekoMeH1alM¥ 110 KOHTPOJII0 HAJTHYMSA 321aHHBIX KOHCTPYKIU A

HaunbGonee BaxxupiM mynktoMm PJ[ mo H/IB moxHO Ha3BaTh TpeOoOBaHME MO KOHTPOIIIO
HAINYMS 33/1aHHBIX KOHCTPYKUMH B MCXOAHBIX TEKCTaxX MPOrpaMM, TaK KaK OHO Kacaercs
HenocpeacTBeHHO Oe3zonacHocTu [10. KoHeuHoil 1enbio 3TON MpOBEpKH SIBISETCS BBISBICHUE
KPUTHYECKHX YSI3BUMOCTEH, OCOOCHHO MPpEeTHAMEPEHHOT0 XapakTepa (MPorpaMMHBIX 3aKJIaJI0K).
st 2-To ypoBHs KOHTpoJiss oTcyTcTBrs HJIB HE0OX0AMMO BBITIONHATh CUHTAKCUYECKUMN, a JIJIst

1-ro ypoBHS - CEMaHTUUYECKUN KOHTPOJIb HAJTMYMS 33JaHHBIX KOHCTPYKIIUH B UCXOJIHBIX TEKCTaX



ITO u3 6a3pl maHHbIX MoTeHIuaTbHO onacHbIX KoHCTpYyKIui (ITOK). Ykazanusie [1OK, mo cyTw,
SIBIISTIOTCSI PU3HAKaMH BO3MOKHOTO nipucyTcTBus B 110 nedexror 6e3omacHoctu. Kak mpasuiio,
TaKUMU NIPU3HAKAMU MOTYT OBITh:

- oOpalieHusi K 3alpemieHHbIM 00bEeKTaM, HalpHMep: BBI3OBHI YCTApPEeBIIUX (YHKIUH,
UCIOJIb30BaHUE HECTOMKHUX KpUITOrpaduyeckux NPUMHUTHBOB, oOpameHus K APl He
BBITIOJTHSIONIETO OIPEIeIICHHBIE TPEOOBaHUS OE30MMACHOCTH);

- TUNWYHbIE OMIMOKM HPOrpaMMHUCTOB, MPOSBISIIOIIMECS] HAa YPOBHE CHHTaKcuca
IIPOrPaMMHOI0 KOJa, BHYTPEHHEUW CTPYKTYPhI IIPOrPAMMHOM CHCTEMBI WJIM BHEIIHUX CBs3€d
HPUIIOKEHUS U TO3BOJISIONINE, B KOHIIE KOHIIOB, CHU3UTh YPOBEHb LIEJIOCTHOCTH, IOCTYIIHOCTU U
KOH(UICHINATLHOCTH WH(OPMALINH.

Jlns BbIsiBiIeHUS Ae(EeKTOB, MACHTUGUIMPYEMBIX Kak NpeaHamepeHHsle, B 6a3zy IIOK
N00aBIISIOT MIA0JIOHBI, CBS3aHHBIE C:

- TPOrpaMMHBIM KOJIOM IIPOBEPKH YCJIOBUH aKTUBALMM HPOTPAMMHBIX 3aKJaJI0K,
HalpuMep: BbI30BaMU (DYHKIMI CUMTHIBAaHMS JaTbl U BPEMEHH, CO3JaHUEM CUETUYUKOB
oOpareHuit K pecypcam, oOpalieHusM K HaCTpOHKaM CHCTEMBI;

- MPOrPaMMHBIM KOJIOM peaJM3allMd MPOrPaMMHBIX 3aKJIaJ0K, KacaloLIMXCS Pa3HOro
pojaa NeCTpyKTUBHBIX (DYHKITHIA;

- JJIEeMEHTaMU MEXaHU3MOB 0€3011aCHOCTH;

- 3JIEMEHTaMU peau3allii CKPBITOTO YIPABIIEHUS U Iiepeaaun HH(OpMaluy;

- «HEOOBIYHBIMI» 00BEKTAMU MIPOTPaAMM;

- «HEOOBIYHBIMIY» (DYHKITHSIMH;

- HAJIMYMEM KO/1a, MHTEHCUBHO HCITOJIB3YIOIEr0 PECypChl CUCTEMBI.

Hazno nonumars, 3HaunTeNnbHas 4acTh Je(eKTOB O€30MacHOCTH criennpuyHa s Kaxa0i
CHCTEMBI MPOrpaMMHPOBAHUS, MOATOMY HE00X0oAMMO mojajepxuBath 0a3y naHHbX [TOK mis
BCEX BHJIOB UCHOJIb3yEeMbIX IIIATGHOPM pa3pabOTKH, IPUUEM B aKTyaJIbHOM COCTOSIHUU.

B nHacrosiiee Bpemsi OTCYTCTBYIOT HOpPMAaTHBHBIE TPeOOBaHHUS K COJEPKUMOMY Oazbl
[TOK. OnHako B MUPOBOIl MpaKTHKE CYIIECTBYIOT PsiJi TAKCOHOMHUH NE(PEKTOB U YI3BHUMOCTEH
10, a umenHo [58]:

1. CWE - Common Weaknesses Enumeration («O01muii peecTp HEJOCTATKOBY KOMITAHUH
MITRE);

2. Fortify Seven Pernicious Kingdoms (7 pa3pymuTenbHbIX <«a1apcTBy kKommanuu HP

Fortify);

179



3. OWASP Top Ten (10 cambix kpynHbix yrpo3 Open Web Application Security Project -
«OTKpBITOTO MPOEKTa OE30MACHOCTH BEO-TIPUIIOKEHUN»).

Texymas Bepcust kinaccupukammu CWE 2.1 Bkmtouaer B cebs 617 tumoB nedekrtos
oe3onacHoctu 110, pasmeneHHbiXx Ha 104 KaTeropuum M OTOOpaKEHHBIX Ha 22 UEPAPXUUCCKUX
BUJA ISl Pa3HOTO THIA IMoJb30Barens (Java-mporpaMMucT, ayauTop Oe30macHOCTH, BeO-
MPOrPaMMHUCT U T.I1.).

Fortify Seven Pernicious Kingdoms mpencraBisier coboit knaccudukanuio aeexTos
I1O, opuentupoBanHyro Ha s3bIku nporpammupoBanus: ABAP, ColdFusion, COBOL, C/C++,
C#/VB.NET/ASP.NET, HTML, Java/JSP, Javascript, PHP, Python, PLSQL/TSQL, Visual
Basic/VBScript/ASP, XML. K kaxaoMy 3 3THX S3bIKOB MPOTPAaMMHPOBAHUS TOCTaBJICH B
COOTBETCTBUM CIIELMAJIbHBIA pa3zesn, coaepxkamui aedpextsl u3 7 rpynn («1apcTB» B
tepmunoiorun HP Fortify): Banumanum BBoga u mpexacraBieHus, Skcrutyarauuud APIL
MEXaHH3MOB O€30MaCHOCTH, BPEMEHH W COCTOSHHS, OOpaOOTKM OIIMOOK, KadecTBa KOJIa,
WHKAICYIALNHU, a TAKXKE OKPYKEHUSI.

B pamkax npoexkta OWASP pazpaGotanbl paznuusble apTedakTbl, JOKYMEHTHl U
MIpOrpaMMHBIE CPEACTBA JIJIS aHANIM3a 3aIIUIICHHOCTH. V3 KIII0YeBBIX JOKYMEHTOB, CO3JJaHHBIX B
pamkax npoexkta OWASP, cienyer Ha3Bath: AppSec FAQ (oTBeThl Ha pacnpocTpaHEHHbIE
BOMPOCHI 0 Beb-0e3omacHocT), Guide to Building Secure Web Applications (pykoBoACTBO 1O
IJIaBHBIM ~ acrekraM Oe3omacHocTH  BeO-mpuiiokeHuit), OWASP  Application  Security
Verification Standard 2009 (crannapt npoBepku BeO-nipuiniokenuit), Top Ten Web Application
Security Vulnerabilities (mecsiTka Hambosiee aKTyaJbHBIX YSA3BMMOCTEH BeO-NIPHIIOKEHUH 3a
MOCJICTHUM TOJ).

OOumii mporecc MOMCKAa HAIWYMs 3aJlaHHBIX KOHCTPYKLUMH BKJIHOYaeT 4 srana,
WUTEPATUBHBIX MEXKTy COOOI:

- BEIOOp HOBBIX OOBEKTOB ISl HCCIIEOBAaHUI;

- 3aIyCK CpeJICTB aBTOMATH3aIMsl aHalIn3a KOJa;

- PELICH3UPOBAaHUE KO/A IKCIIEPTOM;

- U3y4YEeHHE Pe3yJIbTaTOB.

KiroueBbiMu (pakTOopamu ycmexa B ayluTe KPYMHBIX MPOTPAMMHBIX CHUCTEM SIBIISIFOTCS
pazaesieHne MporpaMMHOr0 MpPOeKTa Ha MOJCUCTEMBl U KOMIIOHEHTBI C OMNPEIENIEHHEM HX
uHTEep(EICOB U BBIACICHUE PUOPUTETOB aHaIM3a (PacloiokeHnue Koja, TUIl 1e(EeKTOB U T.IL.).
OnpeneneHHbIM TOJCIOPHEM 3/1eCh MOTYT MOCITYXHUTh PAa3IUYHbIE METPHUKH, MOJyYEHHBIE U3

ananu3za [10 (motHOCTH AedexToB, SLOC, 4rcio BHEMIHUX BBI30BOB U T.IL.).



B cnyuae ucnonb3zoBanus cpeacts aromaru3anuu BoisiBieHusa [IOK ycimoBHO pazgenstor
CHHTAaKCHUYECKUN U CEMAHTHYECKHUI KOHTPOJIb 3aJaHHBIX KOHCTPYKIUU.

B ciiydyae cuHTakCHUECKOTrO KOHTPOJIS MOMCK OCYIIECTBIIAETCS TMOO HETOCPEICTBEHHO B
UCXOJHBIX TEKCTaX, Ju00 B Habope pacrmo3HaHHBIX JIEKCEM S3bIKa MPOrpaMMHUpOBaHHsi. B
JAHHOM CJIy4yae CHUTHATypbl MOTYT MpPEACTaBIATH COOOW IepeueHb HaOOPOB CHMBOJIOB WIIU
JeKceM. DTOT MoAXoJ oOecreuuBaeT OBICTPOE M JIETKOE CO3/IaHUE CUTHATYp MOTEHIMAIbHO
OMACHBIX KOHCTPYKIMH M HMX aHaAIM3aTOpOB, YTO yAOOHO MpHU IOUCKE HEKOPPEKTHOCTEH
KOJMPOBaHUS, HO Maio OH(PQPEKTUBHO TMPH TOUCKE CIOXKHBIX MPOrPAMMHBIX 3aKJIa0K.
CeMaHTHYECKUI aHAIU3 SBJISETCS MO CYTH «HAJACTPOMKOI» HajJ cuHTakcudeckuM. llocie Toro,
KaK ObLIM OIpeAeseHbl JEKCEMbl B UCXOJHBIX TEKCTaX MPOrpPaMMHOIO MPOEKTa, HA UX OCHOBE
CTPOUTCS, KaK MpaBHIIO, aOCTPaKTHOE CHHTAKCHMYECKOE AEpeBO Koja. AHaINU3 Y3JIO0B 3TOTO
JIepeBa I03BOJISIET OINPEENATh BBICOKOYPOBHEBBIE IMOHSTHS, HalpuUMeEp: THI HCIOIb3yeMOMN
NEepPEeMEHHOM, Hanmuuue oOpalieHus K Oas3e [aHHBIX, HAMpaBjieHHE Iepenadyd HHPOopMaIun
Mexay oOwekTamu. B nmTepaType Bce BHABI aHanM3a, 0OpalaThIBAIOIIME PE3YJIbTATh
CUHTaKCUYECKOIO0 aHajlM3a MCXOJHBIX TEKCTOB B KAaKOM-TMOO KOHTEKCTE, OTHOCAT K
ceMaHTHYecKoMy aHanu3y [23].

Uro0s!l Jiydlle WUIIOCTPUPOBATH IMOJXOJ, MCIOJIB3YyEMbI B CEMaHTHYECKOM aHallu3e,

npuBefeM TabauIly Mo 3BpUCTHKaM oOHapyxeHus HekoTopslx IIOK wu3 cocraBa TakcoHOMUU

CWE [71] (1a61.4.5):

Tabnuma 4.5.

IIpuMepsl 3BpUCTUK BBISIBICHHUS NOTEHIIMAIBHO OMACHBIX KOHCTPYKIUHI

Onement CWE [Onement CWE HukHEro
[Mpu3HaKK HATHYHS Mertonuka oOHApYKEHHUS
BEPXHETO YPOBHS YPOBHS
[TpoOiembl lI3MeHeHue ToBeeHHs [<cosnadenue 6vi1306a co|ONpeneTUTh BEPCHIO CPEbI
[OBE/ICHHS B HOBOI BEpCUH cnuckom npooaemuvix  [(pyHKIIMOHUPOBAHUS;
(Behavioral OKPYKCHUSI 0151 3a6ucuMocmu, CPaBHUTH BBI30B CO CITUCKOM (DYHKITHIA,
Problems) (Behavioral Change in  |ucnoawsyemoii ¢ M3MEHMBIIINX CBOE MMOBEICHUE TSI 3aIaHHOM
(438) New Version or npoexme> BepcuM Cpeibl
Environment) (438)
OwmnOkn OusHec-noruku|{Her TpebyeTcst nocTpoeHne OM3HEC-MOJIENN KO/1a
(Business Logic Errors) 1 e€ cpaBHEHHE ¢ OM3HEC-TIponeccoM (TIII0X0
(840) [10/11aeTCsl aBTOMATU3alMH, TpeOyeTcs
[peLICH3UPOBAHUE KOJIA IKCIIEPTOM )
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Onement CWE

BEPXHETO YPOBHS

Onement CWE HmxHEro

YPOBHS

HpI/I3HaKI/I HaJn4yus

Meroauka oOHapyKeHHs

Hapymenue
(O2KHJ1aCMOTI'0 ITOBCACHUA
(Expected Behavior
\Violation)

(440)

Het

TpeOyeTcs mocTpoeHne OU3HEC-MOACTH KO/Ia
11 e€ cpaBHEHHUE ¢ OM3HEC-TIPOLIECCOM (ILIOXO
[10/11acTCsl aBTOMATU3alNH, TpeOyeTcs

[perieH3upOBaHE KO IKCIIEPTOM)

HeBepHblii KOHTPOJIb
HaCTOThI
B3aMOJIEHCTBUS
(Improper Control of
Interaction Frequency)
(799)

<Hem maumayma uiu
3anpema nonvimox 6
UHMEPaAKMUBHOU
dyHkyuu>
(B3aMMOICHCTBYIOIIEH C
[0JTb30BATEIIEM WITN

BHEIITHEI CTOPOHOI)

OnpeneanTs HHTEPAKTUBHOCTh
(hyHKIIMOHATBHOTO 00BeKTa (110 Hamuuuio API
3a1aHHOTO THIIA);

OIPE/ICTIUTh BHYTPU HHTEPAKTUBHOTO OOBEKTA

Hamare APl mo 00paboTke 3aaepxku

O1mnoku
KaHaJIOB U IMyTel
(Channel and
path errors) (417)

HenocraTounas 3amura
BEIOPAHHOTO MYTH
(Improper Protection of

Alternate Path) (424)

<omcymcmaeue
npoeepku npu nokase

3aKpLIMOl cmpanuybl™>

Omnpenenuts BbI30B (YHKIHOHANA,
0TOOPAKAIOIIETO COACPIKUMOE CTPAHUIIBL,
[y IOCTOBEPUTHCS B HATMYMH (DYHKIHOHATA

[KOHTPOJISA CECCUM JOCTYIIA MMOJIb30BaTEIA

CKpBITHIN KaHAJ TaMATH
(Covert storage channel)
(515)

<obpaweHue
HecmanoapmHvim
UHDOpMAYUOHHBIM
oOvexmam>

(paiin monkayKwy,
[peecTp, IPsMOi TOCTYI
K JIUCKY, OTIEPALIUH C

«Kydei»)

[Tonck BBI30BOB (hYHKIIMOHAA U3 CIIHCKA

00BEKTOB MNOTCHIHAJIBHO CKPBITHIX KaHAJIOB

CKPBITBIN KaHAT
Bpemenn (Covert timing

channel) (385)

<obpawenue Kk
Hecmanoapmubim
ungopmayuontvim
00vexmam>
(OecKOHEUHBIE ITUKJIBI,
paboTa c ouepepio
coo0mIeHnH, TaiimepoM,
BEICOKOTIPOU3BO/IUTEI

HBIM TaliMEpOM)

[Torck BBI30BOB (hYHKIIMOHAIA U3 CIIHCKA

00BEKTOB TMMOTCHIIMAJIIBHO CKPBITHIX KaHAJIOB

(O6paboTka

JTAHHBIX

O0paboTKa JaHHBIX

(Data Handling) (19)

<NOUCK BKNIIOYECHUS]

6eeoeHnbIX

ITouck BBI30BOB MOJIyuCHUs

I1I0JIB30BATCIIbCKHUX JaHHBIX; IIOMCK BbI3OBOB




Dnement CWE

BEPXHETO YPOBHS

Onementr CWE HmxHero

YPOBHS

[IpuzHaku Hanuuus

Metoarka oOHapyKEHHS

(Data Handling)
(19)

nonvzoeamenem OAHHbIX
npu popmuposanuu

cmpox>

TIIOTCHIIMAJIBHO OIIACHBIX (l)yHKIlI/IIZ C

MCITIOJIb30BAHUCM I10JIb30BATCIIBCKUX TaHHBIX

O6paboTka
oo oK

(Error Handling)
(388)

O6paboTka ommdoK

(Error Handling) (388)

<nanuque 6 onoke catch
onepayuu 6vl600a 6

DIcypHan=>

[Torck 00pabOTYNKOB UCKITIOUCHUNA U

PKypHAI

OIIPEACIICHNE BHYTPHU HUX BBI3OBOB BBIBOJA B

Abuse) (227)

(bubauomex) c

Omnbku Ommmbku oopadoTunka |<ewibpoc uckouenus, y|Co3naHUE CIUCKA BCEX BEIOPOCOB
00paboTyrKa (Handler Errors) (429) [komopozo nem MCKITIOUEHHH; CO3/IaHKE CITUCKA BCEX
(Handler Errors) o6pabomuuxa> 00pabOTYMKOB; CPABHEHHE IBYX CITHCKOB
(429)

3noymnotpebnenu [3noynotpednenune APl |[<ucnoavzosanue CocTaBiieHHEe CITUCKA BCEX BHEITHUX

e API (API (API Abuse) (227) GHEUHUX KOMNOHeHm — [BABHCUMOCTEH C BEPCUSMIE; TIOUCK

ITOTCHIIMAJIbHO OIMACHBIX BBI3BOBOB U3 3TUX

[KauCCTBa KOJa
(Indicator of Poor
Code Quality)
(398)

Comparing)
(481)

CDABHUBAIOMCSL TUULD

nepementnovle>

HeKoppekmHbiMU OnOIIMoTEK

sepcusamu>
HaukaTop [IpucBauBanue BMeCTO [<nanuuue “=" emecmo |[IpoBepka 3aJaHHOI'O CIIUCKA PETYJSPHBIX
[1J10X0T0 (Assigning instead of “==" g 6noke if, 20e  |BBIPAXKEHUI JJIsI COJCPIKUMOTO 3aaHHBIX

ITUIIOB OJIOKOB

Omubku
OYMCTKH U
150502000505 T 0005041
(Initialization and
Cleanup Errors)

(452)

Hesepnas
MHUIIaIn3alusa
(Improper Initialization)
(665)

<omcymcmeue
uHUYUaTU3aYUU
3Hauenuti 00beKmos
nepeo ux

ucnoavzoeanuem>

[Touck oOBsiBIEHNI 0OBEKTOB, KOTOPHIE
TpeOyIOT HHUIHAIHA3AIUH TIepe]] CBOUM
MICTIOTb30BaHUEM; ITOUCK MIEPBOTO
MICTI0Tb30BaHUs OOBEKTa B BEI30BAX H
onepanusix; Npu OTCYTCTBUU UX

MHUIIMAIU3alin (HCB&SI 4acTh B

B BUJIC BBIXOAHBIX 3HAUCHH )

[IPUCBAMBAHUU, (byHKL[I/II/I, HCIOJb3YIOIIUEC UX

[Henocrarounas
MTHKAICYJIAINA
(Insufficient
Encapsulation)
(485)

OcTaTouHBIN
OTJIaIOYHBIN KOJ
(Leftover Debug Code)
(489)

<uanuuue omiadoyHo20o

Kooa>

[Torck mpHUCYTCTBUS BEI30BOB (DyHKINH W3
CIIMCKA OTJIaJ04YHbIX, HAITUYUS
[10103pUTENIBHBIX IIPAaBUJI B HA3BAHUSAX
OTIa0YHBIX (PYHKIMH, KITFOYEBBIX CIIOB TI0

debug, B T.4. B KOMMEHTapHUsIX
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Onement CWE

Onement CWE HmxHEro

HpI/I3HaKI/I HaJn4yus

Meroauka oOHapyKeHHs

BEPXHETO YPOBHS YPOBHS
[Tpobmembl PaspiMeHOBaHNE <e@bv1306 onepayuti no  [[IpoBepka BEI30BOB (YyHKINH,
yKaszaTrenei HYJIeBBIX yKazaTelnell  |oceoboorcoenuro BO3BpAILAIOIINX YKa3aTelb (Ha KOTOPYIO

(Pointer Issues)
(465)

(NULL Pointer
Dereference) (476)

namamu OJis
ykazameneil, komopoie

pasuor NULL>

MOXKCT ITIOBJIMATH HOHLSOBaTeJ'H:), u (l)aKTa

[TPOBEPKU 3HAYCHUA CIICAOM 3a OTUM

MexaHnu3MBbl
0e30macHOCTH
(Security
Features) (254)

11cnosb30BaHME JKECTKO
[IPOINUCAHHBIX apOJIeh
(Use of hard-coded
password)(259)

<Hanuyue naponeti u
Opyeux OaHHbIX
aemopuzayuu
Henocpedcmeenno 6

KoOe npunodicenus™

[TpoBepka BBI30BOB (hYHKIMH ¢ TapaMeTpamu
QBTOPU3ALMHU, UCIOIb3YIOLINX apIyMEHTHI CO
CTPOKOBBIMH KOHCTAHTAMH; OUCK (DYHKIUH,
TPeOYIONINX aBTOPHU3AI[IH BMECTE C
[IepeMEHHBIMH, KOTOPHIM OBITH IIPHCBOCHBI

CTPOKOBBIC KOHCTAHTbBIL

Bpems u
cocTostHUE
(Time and State)
(361)

BHenHee BIMAHNE Ha
chepy onpenencHus
(External Influence of
Sphere Definition) (673)

<nposepka nanudus
yHkyutl,
LUCHONL3YIOUWUX
sHAueHUs NepeMeHHbIX

OKpYIHCeHUA>

[Torck BEI30BOB (DYHKIIUH, YATAIOMINX

COACPKUMOC NIEPEMCHHBIX OKPYKCHUS>

(@)1137 () 4’
mHTepdeiica
110JIb30BAaTCIIA
(User Interface

Errors) (445)

HepeanuzoBannas wiu
Heroaep)KuBaeMast
¢yHKIMA B mHTEpdetice
[TOJTE30BATEIIS
(Unimplemented of
unsupported feature in
Ul) (447)

<Hanuuue CKpoLlmvlx
bremenmos GUI, a
maxoice
Hexoppexmuocmetl 6
0bpabomuyuxax

cobbimut™>

TTouck nannuus disabled=true hidden=true u
npyrux mog00HbIX CBOUCTB B (aiiie GUI,
KOHTPOJIb OTCYTCTBHS KOJIA B (DYHKIIHH-

oOpadorunke (Qt, Builder)




Jlureparypa

1. Arpanosckuii A.B., Mamaii B.M., Hazapor WN.I'., f30B IO.K. OCHOBBI TEXHOJIOTHH
IIPOEKTHPOBAHMSI CUCTEM 3aLUThI HH(OpManUy B HHGOPMALMOHHO-TEICKOMMYHUKAIIIOHHBIX CUCTEMAX.
Pocros u/]1 : U3a-so CKHII BIII, 2006. 258 c.

2. Apawmosa JLE., Amapsa M.P., Bapnamos O.O., JIbicakoBckuii B.A. O6 ogHoM moaxozae K
CO3MIaHUIO PEBH30POB oObOecreueHnss 0e30MacHOCTH HHGOPMAMK Ha OTASHBHBIX KOMITBIOTEpax //
W3Bectus TaraHporckoro rocyIapcTBEHHOTO paanoTexHmdeckoro yausepeuteta. 2003. Ne 4(33). C. 175-
176.

3. AnekcanmpoBudy  A.E., bopomakumit 10.B., UykamoB B.O. IIpoekrupoBanue
BBICOKOHQIEXHBIX HH()OPMAITMOHHO-BEIYACIUTEIRHBIX cucTeM. M.: Panno u cBs3p, 2004. 144 c.

4. bamangua A.B., Bamenko A.Il., BoitroB 10.B., MykmuaOB B.A. O0 apXuTeKType CpeacTB
TECTUPOBAaHHUS aBTOMATHU3UPOBAHHBIX CHCTEM B YCIOBUSX MOJAEIHMPOBaHUS HMH()OPMAIIMOHHBIX
Bo3jekicTBul // M3BecTus MHCcTUTYTA MHKeHepHO# usuku. 2011, Ne 1 (19). C. 36-39.

5. bapabanor A.B., I'pumma M.U., MapkoB A.C. ®opmaibHbiii 0a3uc U MeTaba3uC OLECHKU
COOTBETCTBHISI CPENCTB 3alUTHl WH(YOpManuu OO0BEeKTOB WHopMmaTm3anwu. // V3BecTuss WHCTUTYTa
nmkenepHoi ¢pusukn. 2011. Ne 3. C. 82-88.

6. bapabanos A.B., MapkoB A.C., ®agun A.A. Ceprudukanus nporpamMm 0e3 HCXOIHBIX
tekcToB // OtkpeiThie cuctembl. CYB/I. 2011, Ne 4, C.38-41.

7. bapabanos A.B., Mapkos A.C., Iupnos B.JI. Meroanueckuii anmapar OLEHKU
COOTBETCTBHS aBTOMATU3UPOBAHHBIX CUCTEM TpeOOBaHUAIM Oe3onmacHOCTH MHpopManuy // CroeurexHuKa
u cBs3b. 2011, Ne 3. C.48-53.

8. bapabanor A.B., MapkoB A.C., Ilupno B.JI. Pa3paboTka MeTOAMKH HCIBITAHUN
MEXXCETEBbIX 3KPaHOB IO TpeOoBaHUAM OezomacHOCTH MHGpopMarwn. / Bonpocsk! 3amuTel HHGOpManuy.
2011. Ne 3. C.19-24.

9. bapabanos A.B., MapkoB A.C., Lwupnos B.JI. Ceprudukanus cucrteM OOHapYKEHUS
Bropokenuit // OtkpoiThie cuctembl. CYB/I. 2012, Ne 3. C.31-33.

10. bapanoB A.Il, 3erxma JI.II., 3erxnma [1.J[., MBamko A.M., Kopt C.C., Ky3smuu B.M.,
Mensenosckuit U.JI., CembsinoB I1.B. Teopus wu mnpaktuka oOecrnedeHus WHGOPMALMOHHON
Oe3omacHocTu. M.: SIxTcmen, 1996. 300 c.

11. bapcykoB B.C., [IBopsukun C.B., lllepemer M.A. be3omacHocTh CBSI3M B KaHalax
TeJIEKOMMYHHKAIWH. // TEXHOIOTHH 3IIEKTPOHHBIX KOMMYHHUKarmid. 1992. Tom 20. 122 c.

12. baxtmsun B.B., TI'myxoBa JLA. Cranmaptuzanuss W cepTH(UKaUs NPOrpaMMHOTO

obecmeuenus. Mu.: BI'YUP, 2006. 200 c.

185


http://elibrary.ru/issues.asp?id=26677&jyear=2010&selid=923660

13. Bemsxor U.A., EpemeeB M.A. [Toaxoa K MOCTPOCHUIO MOACHCTEMBI MPUHATHS PEIICHUS O
HQJINYAN/OTCYTCTBUM  HEAEKIAPUPOBAHHBIX BO3MOXKHOCTEH B cepTUHUIMPYEMOM HIPOTrPaMMHOM
obecIiedeHUN Ha OCHOBE JTAaHHBIX CTaTHYecKoro ananmsa // [IpobmeMbl nHMOPMAITMOHHON 0€30IIaCHOCTH.
Komnerorepusie cuctemsl. 2008. Ne 4. C. 66-72.

14. bnaromapenko A.B., Jlucora IO.B., Tymosu E.Il. HccregoBanue 0Oe3omacHOCTH
TETEPOTCHHBIX KOPIOPATUBHBIX ceTelt Ha ocHoBe Metomonorm OSSTMM // HudopmanmonHoe
MPOTHBOJICHCTBHE yrpo3aM Teppopusma. 2010. Ne 14. C. 132-135.

15. bopomakuii 10.B., Jloopomee A.1O., INanpuyn B.I1., JlockyroB A.A. CrpaxoBaHue u
obecrieuenue uH(popManmoHHoi Oe3zomacHocTn // MHpoOpManmoHHOE NPOTUBOICIHCTBUE Yyrpo3am
teppopusma. 2006. Ne 6. C. 59-64.

16. bopomakwmii 10.B., Kyxos WN.1O., 3ybapes N.B., KocrorpsizoB A.U., Ponnonos B.H. u mp.
MeTtoandeckoe pyKOBOJCTBO IO OLEHKE KauecTBa ()YHKIMOHUPOBAHUS MHPOPMAIIMOHHBIX CHUCTEM. M.:
Uzn-o 3 HHUU MO P®, 2003. 352 c.

17. bopomakmii 10.B., TapacoB A.A. O QyHKIMOHATBEHONW YCTOWYMBOCTH HH(OPMAIMOHHO-
BBIUYHCIUTENbHBIX cucTeM // M3Bectust lOxHOro ¢enepanbHoro yHuBepcutera. TeXHHUECKHE HAayKH.
2006. Ne 7 (62). C. 5-12.

18. Bapenuna B.B. [IpoGieMsl BBIYHCIEHUSI METPHK CIIOKHOCTH MPOTPAMMHOTO OOeCIIeYeHUsI
MPU MPOBEJICHUHU ayJuTa OS30MaCHOCTH KOJa METOJ0M pPYYHOro pereHsupoBanus // Becrnuk MITY
nm.H.D.baymana. Cep. «[Ipubopoctpoenue». 2011. Crneubinyck «TexHHYECKHUE CPEACTBA U CHCTEMBI
3amuThl HHPopMarmmmy». C.79-84.

19. BacunbeBa M.A., MapkoB A.C. YTHIHTBI CKPBITOIO HAOIIOCHUS: KTacCU(UKALIUS, METOIbI
paboret u BeisiBieHwe. // PKT: ®OynnameHrtaneHble W npUKIaaHbie mpodnembl. Cekmus 7.
NudopmanmoHHble TEXHOJIOTMH M 0€30MacCHOCTh B PaKETHO-KOCMHMYECKHMX cucrtemax. M3n-so MITY
nm.H.D.baymana. 2005. C.100-101.

20. Bamenko A.Il.,, Konmakop C.E., XabuOymmu W.B., ®agun A.A. MoOuibHOE MeCTO
aJMUHKCTpaTopa WH(pOpMaMOHHOW Oe3onacHocTH // Be3omacHble WH(QOPMAIIMOHHBIE TEXHOJIOTHH.
Coopuuk Tpynos | HTK. M.: MI'TY um.H.3.baymana. 2010. C.28-35.

21. Bomnkanos /[.1O., 3opun [[.A. MccnenoBanue NpuMEHUMOCTH MOJIEICH OLEHKH HAJAEKHOCTH
JUIsE  pa3pabOTKW TPOrPAaMMHOTO OOECIeYeHUs] € OTKPHITHIM HUCXOJHBIM Kojxom. // [lpuknamnas
nHpopmaruka. 2011. Ne2. C.26-32.

22. T'epacumenko B.A. 3ammra nHpOpManuy B aBTOMAaTU3UPOBAHHBIX CHCTEMax OOPaOOTKH
naHHbIX. // B 2-x kH. M.: DHeproaTtomusnat, 1994. 175 c.; 400 c.

23. Tmyxux M.U., Uupikcom B.M. Ilporpammuas wumxeHepusi. OOecriedyeHne KadecTBa

MIPOTPaMMHBIX CPEIICTB MeTOAaMu ctatudeckoro ananmsa. CII6.: M3a-so [lomurexH. yH-Ta, 2011. 150 c.



24. Tonuapos U.B., Koctuna JI.B., [TnatornoB M.C. [loctpoeHue 0000IIeHHOW MaTeMaTHYECKOM
MOJENM THUIOBOTO O0BeKkTa WHGPOPMATH3ALMd HA OCHOBE HCIONB30BaHHUSA MYJIBTHHOMHAIBHOTO
pacnupenencuus / Uupopmarus u 6e3omacuocts. 2010. Ne 4(13). C. 611-614.

25. T'opmikos HO.I'., beasdep P.A. Ananu3s prucka nHGOpPMAaIIMOHHON 0€30IaCHOCTH CETCH MIpHu
BBIMTOJTHEHUN (QYHKIMH 3alIMTHl TPUBATHOCTH // DaeKkTpocBssb. 2012. Ne 3. C. 26-28.

26. I'puokor B.B., ®enopen; O.H. Mojaenu u MeTozpl pa3paboTKu 0€30MacHOr0 MPOrpaMMHOTO
ob6ecmeuenus. M.: U3a-so 3 IIHUM MO P®, 2009. 188 c.

27. T'ynxos O.B., MapkoB A.C. Metojuka aHann3a 0e30MacHOCTH MexceTeBoro dkpana // PKT:
¢dbyHaaMeHTadbHBIE W OpuKIagHele mnpobnemsl. Cekuust 7. WHPOpManuoHHBIE TEXHOJOTHH H
0e30MacHOCTh B pakeTHO-KOocMUYecKkux cucreMax. M3a-so MI'TY um.H.D.baymana. 2005. C. 67-69.

28. Huarok 1O.E., JTiotukos B.C., Makapog O.1O., Poro3un E.A K Bonpocy oneHkH ysS3BUMOCTH
nH(pOpPMAIUH B [ETAX 33aHus TpeOOBaHUI K CpEeICTBaM 3aIlUTH HH(POPMAINK B aBTOMAaTU3UPOBAHHBIX
cuctemax // Tenexkommynukarm. 2003. Ne 4. C. 42-44.

29. JopodeeB A.B. TectupoBanue Ha MPOHUKHOBEHUE: JICMOHCTPALIUS OJHON YS3BUMOCTH WIIN
00BeKTUBHAS OlleHKa 3aruieHHocTH? // 3amuTa nadopmaruu. Uncaiia. 2010. Ne6. C.72-74.

30. EropoB M.A., MapkoB A.C. AHanu3 6e3omacHocTy ucxonHoro kona [10 ¢ ucnonp3oBanneM
VHOPSIOYCHHBIX OWHApHBIX JauarpamMM perreHnidd // be3omacHeie WH(QOpPMAaMOHHBIE TEXHOJIOTHH.
Coopnuxk tpyaos II HTK. M.: MI'TY um.H.D.baymana. 2011. C. 33-36.

31. XKuzakoe U.B., JIbBoB B.M. IloBblilieHHe TrapaHTHH BBISBICHUS MPOIPAMMHBIX 3aKJIaJIOK B
MpPOrpaMMHOM OOECTIeUeHHH aBTOMATU3MPOBAHHBIX CHCTEM BOEHHOTO HasHadueHus // W3Bectus
Taranporckoro rocy1apcTBEHHOro paguoTexHuyeckoro yausepcurera. 2003. Ned (33). C. 53-57.

32. Kunkun C.[J]. HUcnonp3oBanue mopeneil moBeaeHus st Bbisiiaeuuss HJAB // Usectus
WuctuTyTa nakeHepHo guuku. 2011. Ne 1(19). C. 2-7.

33. 3uma B.M., KoryxoB M.M., Jlomako A.I'., MapkoB A.C., MonmoBsH A.A. Pa3paborka
cucreM uH(popMannoHHO-KoMITbloTepHOH OezomacHocTH. CI10: BAK M. A.®.Moxaiickoro, 2003. 327 c.

34. 3ybapes U.B. Ceprudukaruss Kak  HalpaBiICHHE  IOBBIIMICHUS  0E30MaCHOCTH
WHQOPMAIMOHHBIX ~ CHUCTEM MW  TmporpaMmHOro obecneuenus. // UsBectuss  Taranporckoro
roCyIapCTBEHHOI'0 paroTeXHU4YeCKoro yuusepcurera, 2003. Ne 4 (33). C. 48-53.

35. Kapgymkun W.B. IlpemioxkeHuss 1O COBEpILICHCTBOBAHHMIO METOAMYECKOr0 armmapara
NPOBENEHUS HUCHBITAHUN CPEACTB  3alUThl  MHGOOpMAlMKM  aBTOMAaTU3UPOBAHHBIX  CUCTEM. //
HHudopmaiinonHoe npotuBoaeicTBre yrpo3am teppopusma. 2008. Ne 11. C.195-203.

36. Kapnosckuii E.f., Umkos C.A. HanexHocts nporpamMHoi nponyknuu. Kues: ToxHuka,

1990. 159 c.

187



37. Kepuoxwuikuii B.A., Mapko A.C. YCKOPEHHBIH METOI OLICHKH IMapaMEeTPOB TEXHHUYCCKUX
CHCTEM IO MajbIM CTAaTUCTHYECKUM BbIOOpKaM // Bompochl NOBBIIEHUS Ka4yecTBa YIPABICHUS
nBrkynmmMucs oosektamu. CI16: BI'TY um. JI.®.Ycrunosa, 1995. C. 71-78.

38. Kmumos C.M., MuxaiinoB P.A., Ilaneuyn B.II. Texauueckoe perynupoBaHue B o0jacTu
obecrieuenus: nHpopManmonHoi Oe3zomacHocTn // M3Bectust FOkHoro ¢enepansHOro yHUBEpCHUTETA.
Texanueckue Hayku. 2003. Ne 4 (33). C. 40-44.

39. Kimsnunma A.M. CeMaHTHYECKHH aHAIM3 HCXOAHOIO KOIa s IIOCTPOCHHS MOJIECIH
npukiagHord obnactu Ha npaktuke. // Bectnuk MI'TY umm.H.D.baymana. Cep. «[IpuGopoctpoeHuey.
2011. Cnengsimyck «TeXHUYECKHE CPEIICTBA M CUCTEMBI 3aIUThI nHpopMarmu». C.85-89.

40. Kosanes B.B., Kommanuen P.W., MarpkoB E.B. DkcniepTrsa u 3ammra Koga mporpaMM Ha
OCHOBE aBTOMAaTOB JUHAMHUYECKOT0 KOHTpoIrs // 3amura uHpopmarmu. Uucaiin. 2007. Ne 3. C. 48-55.

41. KonecuukoB /I.B., TlerpoB A.IO., Xpamor B.FO. MeToauka OIICHKH 3allUIIEHHOCTH
CHEHALHOTO MPOrPaMMHOTO 00ecTIeYeHus IPH POBECHUN UCTIBITAHUI aBTOMAaTU3UPOBAHHBIX CHCTEM
// BectHuk BopoHexkckoro rocymapcTBeHHOro yHmBepcuTera. Cepusi: CHCTEMHBIA aHaTU3 U
nH(popMarmonHsie Texaomoruu. 2010. Ne 1. C.74-79.

42. Konozesnsii D.A., byxunckuii B.A., lunees B.I'., Kopurun M.U., Konoze3nsiii A.D.,
Moxapos [.Il. He3aBucumas skcrmepTu3a - OCHOBa cepTH(HKAIMHU MPOrpaMMHO-MATeMaTHYECKOrO
oOecriedeHus U3/l pakeTHO-KOCMUYecKoi TexHuku // KocMonaBTuka u pakeroctpoenue. 2001. Beim.
24. C. 154-162.

43. Kopones B.1O. IlpuknagHele 3aga4u TEOPUH BEPOSITHOCTEH: MOAETH POCTa HAAEKHOCTH
Moudunupyembix cucteMm. M.: [lnanor-MI'Y, 1997. 68 c.

44. KocTorpsizoB AN, Jlumaes B.B. Ceprudukanus (YHKIIMOHUPOBAHUS
aBTOMATHU3MPOBaHHBIX HH(pOpMannoHHBIX cucteM. M.: Uzn. «Boopyxenue. Iloautuka. Konsepcus»,
1996. 280 c.

45. Korenko WM.B., KoryxoB M.M., MapkoB A.C. u J1p. 3aKOHOAATENbHO-IPABOBOE W
OpTaHU3aIMOHHO-TEXHIYECKOe obOecrieueHre WH()OPMAIIMOHHOW 0e30MacHOCTH aBTOMATH3MPOBAHHBIX
cucreM U HH(popMaMoHHO-BuUcHuTeNbHbIX ceteil. CI16.: BYC, 2000. 190 c.

46. KoryxoB M.M., Kyb6ankoB A.H., Kamamnukos A.O. MudpopmaunonHas 0e30macHOCTS:
Vuebnoe mocodue. M.: Axkagemus UBC-M®TH, 2009. 195 c.

47. Mapko A.C. Ananu3 arak Ha cetd Novell Netware, OCHOBaHHBI Ha TAaKCOHOMHH Yrpo3
nHpopmamoHHo# 6e3onacHocth // M3Bectus By3oB. [Ipudopoctpoenne. 2000. T.43. Ne 4. C.30-34.

48. MapkoB A.C. UccnenoBanue nedexToB omnepaudoHHOH cuctembl Windows // M3Bectus

By30B. [Ipubopocrpoenue. 2000. T.43. Ne 6. C.46-50.



49. Mapko A.C. Monenn OLEHKM W IUIAHUPOBAHUS HCHBITAHUH MPOTrPaMMHBIX CPEICTB IO
TpeOoBaHusiM  Oe3omacHoctH  uHpopmaumu.  Bectnuk ~ MITY  um.H.D.baymana.  Cep.
«IIpubopoctpoerney». 2011. CneuBpinyck «TexHUYEeCKHe CpeCTBA U CHCTEMBI 3aIIUTHl WH(HOPMAITHI.
C.90-103.

50. MapxkoB A.C. HeueTkass Mozieib OLEHKH HAa/IE)KHOCTH U 0€30MACHOCTH (PYHKIIMOHHPOBAHUS
NpOrpaMMHOro obecriedeHus mo pe3ynbraTaM ucnbitTanuil. // Bectauk MI'TY um.H.D.baymana. Cep.
«IIpubopoctpoerne». 2011. Cneuppinyck «TexHudeckrne cpelcTBa M CHCTEMBI 3aIUTHl WH(HOPMAITIID.
C.146-151.

51. Mapkos A.C. OneHka JMHaAMUYECKON CIIOKHOCTH MTPOrpaMMHOro obecrieuenus Ha [I9BM //
MeTonbsl U cpeicTBa COBEPILCHCTBOBAHUS CIIOKHBIX YIPABISIOMIMX CHCTEM M KOMILIEKCOB: Y4eOHOE
nocobue. CI16: Mex. un-t um. J{.®.Ycrunora (Boenmex), 1992. C. 35-47.

52. MapkoB A.C. Ilapamurma oOrpaHMYEHHOTO CTOXacTHUYeCKOro KoHTpons // W3Bectus
WHCTHUTYTa WHXeHepHon ¢usuku. 2012, Nel (23). C. 15-19.

53. MapkoB A.C., TomepmumBwin [.M. Mouenb OIEHKM CTENCHH OTJIAKCHHOCTHU
MPOTrPaMMHOTO OOecIliedeHus] M0 pe3yibTaTaM HCObITaHuK // MeTonsl W CpeicTBa YNpPAaBICHUS H
kouTpois. JI.: MO CCCP, 1987. C. 51-52.

54. MapkoB A.C., MupornoB C.B., llupnor B.JI. BeisiBnenue ys3BumocTeil B IporpaMMHOM
koze. // Otkpoithie cucteMbl. CYB/L. 2005. Ne 12, C.64-69.

55. Mapko A.C., MuponoB C.B., Llupnos B.JI. BrisiBnenue ys3BHMOCTEHl MPOrpaMMHOIO
obOecrieyeHuss B mpouecce ceptudukanuu //  M3Bectuss TaraHporckoro rocyaapcTBEHHOIO
panuorexHuueckoro yuusepcurera. 2006. Ne 7(62). C. 82-87.

56. MapkoB A.C., Muponoe C.B., Ilupiao B.JI. OneIT TeCTHpPOBaHHUS CETEBBIX CKAaHEPOB
ysi3BuMocTeli // IHpopMmalimoHHOe IPOTHBO/ICHCTBHE yrpo3aM Teppopusma. 2005. Ne 5. C.109-122.

57. MapkoB A.C., Huxymua M.IO., Iwupnos B.JI. Cepruduxauus cpeacTs 3alluThl
MIEPCOHANLHBIX JAHHBIX: PEBOIIONUS WiH dBomonus? // 3ammra nadpopmarun. Mucaiia. 2008. Ne5. C.20-
25.

58. MapkoB A.C., ®amua A.A., HupnoB B.JI. Cucremaruka nedexkToB W YsS3BUMOCTEH
nporpaMMHoro obecrieuenust / besonacHeie nHpopMarmonnsie Texnonorun. Coopuuk Tpynos 11 HTK.
M.: MI'TY um.H.D.baymana. 2011. C. 83-87.

59. Mapkos A.C., Llupnos B.JI. Aynutr nmporpaMMHOro Koja mo TpeOoBaHHSAM 0e30MacCHOCTH.
Yacrts 2. // Information Security. 2008. Ne3. C.46-47.

60. MapxkoB A.C., LHupnos B.JI. Ceprudukanus nporpamMmm: Mudsl u peanbHOCTh // OTKPBITHIE
cucreMbl. CYB/I. 2011. Ne 6. C.26-29.

61. MapkoB A.C., UwpnoB B.JI. VYmpaBiaeHnune puckamMu - HOPMAaTUBHBIA BakyyM

uHpopMarmonHoit 6e3omacHoctu // OtkpbiThie cucteMbl. CYBJI. 2007. Ne 8. C. 63-67.

189


http://elibrary.ru/issues.asp?id=26677&jyear=2010&selid=923660

62. MapkoB A.C., llepouna C.A. HcmbiTaHus HW KOHTPOJIb IPOrPaMMHBIX pPecypcoB //
Information Security. 2003. Ne6. C.26.

63. Matsees B.A., Measenes H.B., Tpounkuii U.1., LHupaos B.JI. CocTosiHue U HepCHEKTUBBI
pa3BuTus UHAYCTpuu wHpOpManmoHHoW Oe3omacHoctu Poccuiickoit @enepanuu B 2011 r. // BecTHUK
MI'TY um.H.D.baymana. Cep. «IIpubopoctpoenue». 2011. Cneusbimyck «TexHudeckue cpeinctsa U
CHCTEMBI 3aIuThl nHbopMarum». C.3-6.

64. MaremaTndeckrne MOAEIH U aJTOPUTMBI IPOLIECCOB AKCILTyaTalluy CIOXKHBIX cucteM / [Tox
o6mr. pen. B.A.UobGansina u B.B.JIlunauka. M.: BA PBCH um. [lerpa Benukoro, 2005. 168 c.

65. Mamkuna W.B., PaxumoB E.A. Monenp o0bekta uHpopMatusanuu // MHpopmanmoHHOe
MPOTUBOIEHCTBIE yrpo3am TeppopusMa. 2006. Ne 6. C. 82-87.

66. Munaxo B.A., Mupomaukos B.B., Jlamunackuii E.1O. [Ipumenenune anmapata cereit [letpu
MpU KOHTPOJIE MPOrpaMMHOTO OOEecTieueHHsi Ha OTCYTCTBHE HEIEKIapHPOBAHHBIX BO3MOXKHOCTEH //
Tenexkommynukanmu. 2009, Ne 10. C.38-41.

67. Munzoe A.C., Komeep C.M. OOocHOBaHHWE YIpaBIEHYECKHMX peIIeHHH B cdepe
obecniedenust nHMopMaImoHHoW 6e3omacHocTy // CUCTEeMHBIN aHaW3 B Hayke U oOpazoBanuu. 2010. Ne
1. C. 48-53.

68. Hukomaenko FO.H., lyObunckmii W.b. Pa3Burne TexHOJIOTHM CEPTUPUKAIMOHHBIX
WCTBITAHUH MPOrpaMMHOTO o0ecTiedeHusl 1Mo TpedoBaHusAM Oe3onacHocTH uHpopmanuu // HanexxHoCTs.
2010. Ne 1. C. 66-79.

69. HopmaTuBHBIE M METOAMYECKHE IOKYMEHTBHI IO TEXHHYECKOW 3amurTe HH(OpMAIHH.
CrnienpanbHble HOPMAaTUBHBIE JIOKYMeHTHI: odunuanbHeiii  caiit DPCTOK Poccmn. — URL:
http://www.fstec.ru/ razd/ karto.htm . /lata obpamenus: 01.09.2012.

70. IMampuyn B.II., FOcynoB P.M. Ouenka HanexHocTH mporpammuoro obecredenus. CII6.:
Hayxka, 1994. 84 c.

71. Ilatent 114799 Poccuiickas ®eneparnus. Cuctema UIsl ONpeneieHUs MPOTrPaMMHBIX
3aknanok. / B.B.Beuierxanun, A.JI.Mapkun, A.C.Mapkos, P.A.YTouka, A.A.®anun, A.K.damOynos,
B.JL.IupmnoB — Ne 2011153967/08(081180); 3asBim. 29.12.11; ony6ur. 10.04.12, bron. Ne 10. 2 c.

72. TlonoBko A.M., I'ypoB C.B. OcHoBbl Teopuu Hanexxnoctu. CII16.: BXB-IletepOypr, 2006.
702 c.

73. PooxukoB I0.M. DddexktuBHOCTh M dKCIUTyaTanms mnporpamMmHoro obecriedenust 1[BM.
JI.:MO CCCP, 1985. 263 c.

74. PeoxkkoB E.A., KapmoB A.H. [lomxoapl k BepuduKamuum U TECTUPOBAHUIO 64-OMTHBIX
npuioxenuit // Uadopmarnmonnsie TexHonoruu. 2008. Ne 7. C.41-45.

75. CBomnbIi OTYET TI0 OE30TIACHOCTH MPOTpaMMHOTO obecrieuenus B Poccun u mupe. M.:HIIO

"Dmenon", 2012. Bein.2. - URL: http://cnpo.ru/report_echelon 2012.pdf . Jlata ooparuenus: 01.09.2012.



76. Cmarun B.A. OcHOBBI TeopuM HaJAeKHOCTH NporpamMmuHoro obGecreuenus. CII6.:BKA
M. A.® .Moxarickoro, 2009. 336 c.

77. ConogoankoB B.B. Tymapkun B.M. Teopust cnoXHOCTH M TNPOEKTHPOBAHWE CHCTEM
ynpasnenus. M.: Hayka, 1990. 168 c.

78. Teiiep T., JlunoB M., Henbcon O. Hanexxnocts mporpammuoro obecneuenus. M.: Mup,
1981. 325 c.

79. TemuoB O.JI. AHaIM3 © HCCICJAOBAaHHE METOJOB M  CPEICTB  OOHAPYKCHUS
HEJCKIIapUPOBAaHHBIX BO3MOKHOcTed // Haydno-rexmmueckuit BecTHHK CankT-IleTepOyprckoro
rOCyJapCTBEHHOIO YHHBEPCHTETa HMH()OPMAIIMOHHBIX TEXHOJOTHH, MeXaHUKH U onTHKH. 2007. Ne 39. C.
45-50.

80. Tpyoaues A.Il., lomuuun M.IO., Ko63aps M.T., Cuaak A.A., CopokoBaukoB B.W. Ouenka
OesomacHoctn  wmH(MopMmanmoHHbIX TexHonormii / Ilom pem. B.A.T'amarenko, Ilpenuciosue
C.U.I'puroposa, M.CUII PUA, 2001. 356 c.

81. VYxmuuoB JL.M., Ceiue M.II., Ckuba B.1O., Kazapun O.B. OOecneueHue 0e30macHOCTH
WHQOPMaIUK B LIEHTPaX YHpaBJICHUS MojeTaMu KocMudeckux anmaparoB. M.: MI'TY um.H.D.baymana,
2000. 366 c.

82. Xomncren M. Havana nayku o mporpammax. M.: @unaHCH U cratucTtrka, 1981. 128 C.

83. Xoper A.A. Atrectanusi 0OBEKTOB HH(GOpPMATH3AIMKA W BBIICICHHBIX MOMEIIEHUH //
Crenmanbhast Texauka. 2006. Ne 4. C. 49-61.

84. Lupsos B.JI. OcHoBbl unpopmanmonnoit 6esonacuoctu. Kparkuii kypc. Pocros w//l, U3n-
Bo: denmkc, 2008. 254 c.

85. UYepkecor I'.H. HanmexxnocTh ammapatHo-miporpaMMHbIX KomiuiekcoB. CII0.:ITutep, 2005.
479 c.

86. Ilapakman>y A.C., Xaneukuir A.K., MopozoB M.A. OneHka XapaKTEPUCTHK CIOXHBIX
aBTOMATU3UPOBAHHBIX cucTeM. M.: MammuHoctpoenue, 1993. 271c.

87. Illaxamor W.FO. JlumeH3uss Kak NPOAYKT OCO3HAHHOW HeoOxomumocTu. // 3amura
uHpopmarun. Uucaiin. 2010. Ne2. C.53-55.

88. Ilrpux A.A., OcoBeuxwnii JI.I'., Meccux WU.I'. CTpykTypHOE NPOEKTHPOBAHHE HAJEIKHBIX
nporpamm BcTpoeHHbIX OBM. JI.: MammHocTpoenue, 1989. 296 c.

89. Alguliev R.M., Imamverdiev Y.N. About one method of risk measurement of maintenance
of information security of corporative networks because of fuzzy sets. // Proc. of the 4th International
Conference on New Information (Technologies’2000). Minsk. 2000. V.1. P. 76-81.

90. Bubnov V., Tyrva A., Khomonenko A. Model of reliability of the software with Coxian
distribution of length of intervals between the moments of detection of errors // Proceedings of 34th

Annual IEEE Computer Software and Applications Conference COMPSAC-2010. 2010. P. 238-243.

191



91. Gatsenko O.Yu. Method for the design of information protection systems // Automatic
Control and Computer Sciences. 2000. T. 34. Ne 5. P. 1-8.

92. Grusho A., Knyazev A., Timonina E. Strictly consistent tests for detection of statistical
covert channels // Journal of Mathematical Sciences. 2007. T. 146. Ne 4. P. 5984-5991.

93. Kostogryzov A., Nistratov G., Kleshchev N. Mathematical Models and Software Tools to
Support an Assessment of Standard System Processes. // Proceedings of the 6th International SPICE
Conference on Process Assessment and Improvement (SPICE-2006). Luxembourg. 2006. P. 63-68.

94. Kotenko 1., Stepashkin M. Analyzing Vulnerabilities and Measuring Security Level at
Design and Exploitation Stages of Computer Network Life Cycle.// Lecture Notes in Computer Science.
2005. V.3685. P. 317-330.

95. Lipaev V.V. Problems of the development and quality control of large software systems //
Programming and computer software. 2005. V. 31. Ne 1. P. 47-49.

96. Lovtsov D.A. Data Protection Methods for Automatic Controls for Complicated Dynamic
Systems // Automatic Documentation and Mathematical Linguistics. 2000. Vol. 34. Ne 3. P. 18-37.

97. Markov A.S., Kernozitsky V.A. Economically effective data bases diagnostics method //
Advances in Modeling and Analysis (AMSE Press). 1995. B: Signals, Information, Data, Patterns.
Vol.33. Ne 3. P. 5-11.

98. Pozin B., Giniyatullin R., Galakhov I., Vostrikov D. Model-based Technology of Automated
Performance Testing // SYRCoSE. 2009. P. 93.

99. Utkin L.V., Zatenko S.l., Coolen F.P.A. New interval Bayesian models for software
reliability based on non-homogeneous Poisson processes //Automation and Remote Control. 2010. V. 71.
Ne 5. P. 935-944.

100. Zegzhda P.D., Zegzhda D.P., Kalinin M.O. Vulnerabilities detection in the configurations of
MS Windows operating system // Lecture Notes in Computer Science. 2005. V. 3685 LNCS. P. 339-351.

Mapxkos A.C., Lupnos B.JI., bapabanos A.B.
MeToabl OLleHKH HEeCOOTBETCTBUSA CPEACTB 3alMThI HH(OPMALNHU

N3narenscTtBO «Paamo u cBA3LY»

[Moamucano B meuath 24.06.2012. ®opmar 60x90/16. bymara odcer. Ileu. i .12.
Tupax 1000 3k3.


http://elibrary.ru/title_about.asp?id=12402
http://elibrary.ru/publisher_titles.asp?publishid=2092
http://elibrary.ru/author_items.asp?refid=145742224&fam=Pozin&init=B
http://elibrary.ru/author_items.asp?refid=145742224&fam=Giniyatullin&init=R
http://elibrary.ru/author_items.asp?refid=145742224&fam=Galakhov&init=I
http://elibrary.ru/author_items.asp?refid=145742224&fam=Vostrikov&init=D

