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BHaPY KEeHIS BTOPXKEHM

MEXCeTeBOW 3KpaH 1 cicTema O




€ @ PYBMKEH
MEXCETEBOf IKPGH 1 CHCTEMa OBHAPYXEHHA BTOPXEHHit

— CepTuduKkarbl I—

Py6ukoH — ceptudumkat MuHo6opoHbl Poccuum Ne5287,
Py6umkoH-OWl — ceptndéukat MmHo6opoHbl Poccum Ne5553,
noaTBep)KAatoLWme COOTBETCTBME TpeboBaHNAM:

" MO 2 YPOBHIO KOHTPOJIA OTCYTCTBUA HEAEKTaPUPOBaHHbIX BO3MOX-
HOCTe COornacHoO pyKoBoAALeMYy JOKYMEHTY «3aLimTa OT HeCaHKLMO-
HUPOBAHHOrO AocTyna K MHpopmaummn. Yactb 1. MporpammHoe
obecneyeHne cpeacTB 3alwnTbl MHGopmaumn. Knaccndukauma no
YPOBHIO KOHTPOA OTCYTCTBUA HEAEKNapMPOBaHHbIX BO3MO>KHOCTEN»
(Toctexkomuccua Poccum, 1999r.);

" O COOTBETCTBMIO peasnibHbIX U AeKNapupyembiXx B AOKyMeHTauuu
bYHKLMOHaIbHbIX BO3MOXKHOCTEN;

» «TpeboBaHUS K MeXceTeBblM 3KpaHam» (DCTIK Poccum, 2016) —
no 2 Knaccy 3awutbl, «[podunb 3aWnTbl MEXXCETEBOrO SKpaHa TUNna
«A» BTOporo knacca s3awutbl» WT.M3.A2.MN3 (GCT3K Poccun, 2016) n
«Mpodunb 3aWmUThl MEXKCETEBOrO 3KpaHa Tuna «b» BTOporo knacca
3awuTbi» UT.M3.62.M3 (PCTIK Poccnu, 2016);

» «TpeboBaHUA K cucTtemMaM obHapyxeHua BTopkeHumn» (OCTIK
Poccun, 2011) no 2 knaccy 3awntbl 1 «[podunb 3awmnTbl CMCTEM
OOHAPY>KEHUA BTOPXKEHNN YPOBHS CETU BTOPOro Kiacca 3alnTbl»
NT.COB.C2.M3 (®CT3KPoccum,2012).

@ Py6ukoH-A — ceptudukat ®CTIK Poccum N22574, noateepaaoLuii
BbIMOJIHEHWE TPe6OBAHNIA:

» «TpeboBaHMA K MexceTeBbiM 3KpaHam» (DCTIK Poccuu, 2016),
«Mpodnnb 3alnTbl MEXCETEBOrO 3KpPaHa Tuna A BTOPOro Knacca
3awuntbl» NT.M3.A2.M3 (OCT3K Poccun, 2016);

= «TpeboBaHuA K cuctemam obHapyxeHusa BTopxeHun» (OCTIK
Poccun, 2011), «Mpodunb 3awntel CUCTEM OOHAPYKEHUA
BTOPXEHUIN YPOBHA CeTu BTOpoOro kKnacca 3awutbi» UT.COB.C2.MM3
(OCT3KPoccun,2012);

* «TpeboBaHuA No 6e3onacHOCTM UHPOPMaL MK, YyCTaHaBNMBaloLWme
YPOBHU fOBEPUA K CpeCcTBaM TEXHUYECKOW 3aLnTbl MHGOPMaLn 1
cpencteam obecnevyeHna 6e3onacHoCT MHGOPMALMOHHbIX

TexHonorum» (DCTIKPoccnu,2020) —no 2 ypoBHIO JOBEPUA.




PYbUHK..

MeXceTeBoM 3KPAH U cucTema O6HGpY)KeHM9| BTOp)KeHVII;I

Py6ukoH Py6ukoH-OLll . Py6ukoH-A Py6ukoH-K

Ceptndukat MnHO60pOHBI Ceptndukat MnHO60pOHBI o o
Pacar —— Ceptudukar OCTIK Poccun Ne2574 Ceptudukar ®CTIK Poccuu N23290

MporpammHo-annapaTHble KOMnAeKcbl Py6MKOH npeHa3HayeHbl 4na opraHu-
3aumnn 3eKTUBHONM 3alUTbl NepumeTpa ceTeln NpeanpuUATUN PasnmyHoOro
MacwTaba B COOTBETCTBMM C HOPMATMBHbIMM TPeb6OBaHMAMU PErynaTopos.
Kaxxpoe peleHune n3 nuHenkn PybrkoHOB BKtouyaeT B ceba yHKLMOHaNbHble
BO3MOKHOCTV MapLLPYyTM3aTOPa, MEXCETEBOrO dKPaHa N CUCTEMbl OOHapYKeHWA
BTOPXKEHWI.

JInHelKa pelueHn COCTOUT U3 CriefyoLWnNX MPOaYKTOB:

= Py6MKOH npeaHa3HayeH ANA UCNOb30BaHKA B aBTOMAT3UPOBaHHbIX CUCTe-
Max BOEHHOIO Ha3HaueHUs, B KOTOPbIX 06pabaTbiBaeTcs MHOPMaLMA, COCTaB-
NAOLWAA rocyfapCTBEHHYIO TalHY;

= Py6ukoH-A npepgHasHaueH ans sawutel FUC, UCMOH n UC, obpabatbiBatoLymx
NHGOPMaLNIO, CopepXallylo CBeleHNs, COCTaBNALMNe roCyAapCTBEHHYIO
TaviHy;

= Py6ukoH-K npegHasHaueH ana 3awumtbl T’MC n UC, obpabaTbiBatownx KOHOU-
JeHUManbHyo nHGopMaLIo, BKoUYas NepCcoHasibHble AaHHbIE;

= Py6ukoH-OLLU npeagHa3HaueH Ana ogHOHanNpaB/ieHHOWN Nepeaayn JaHHbIX B
aBTOMAaTU3MPOBaHHbIX CCTEMAX BOEHHOMO Ha3HAYEeHUA MeXay CerMeHTamu
pa3HOro YpOBHSA CEKPETHOCTM Ha 6a3e JBYX KOMMNIEKCOB PyOUKOH.

KnioueBble 0cob6eHHOCTI:

* MPOM3BOAMTENIbHOCTb MapLUpyTM3aTopa o 9reut/c;

*  MPOU3BOAMUTENIbHOCTb MEXKCEeTEBbIX 3KpaHOB 10 9 [6uT/C;

* MPOU3BOAUTENIbHOCTb CUCTEMbI OGHaPYKeHUA BTOpKeHuI [o 3 FonT/c;
»  web-nHTepdencynpaBneHus C poneBor MogeNbio [OCTYN3;

" Hajumume CTaTUYeCKOM N AUHAMNYECKON MapLUpyTU3aLmu;

* BO3MOHOCTb FOPAYEro Pe3epPBMPOBAHNSA HA YPOBHE YCTPONCTB (MO NPOTOKO-
ny CARP), HaypoBHe nopToB (bridge, VLAN, bonding), Ha ypoBHe kKaHanoB cBA3M
(anHamunyueckaa mapwpyTtumsauuna OSPF, BGP);

= BO3MOXHOCTb GUBTPALNN CETEBLIX MAKETOB NO MAHAATHbIM MeTKaM oTeyvec-
TBEHHbIX 3aLLMLLEHHbIX OnepaunoHHbix cuctem (Astra Linux u MCBC);

= Hanuuue cucTtem O6HaPYXEeHNA 1 NPeAOTBPALLEHNA BTOPXKEHNI;

=  Hannumne HTTP-, FTP-npokcuy;

*  BO3MOXHOCTb COBMECTHOIO UCnosb3oBaHuA HTTP-NpoKcx C BHELWHUM aHTUBU-
pycom no npotokony ICAP;

=  GOMbLIOK MOAENbHbIN PAfd annapaTtHOro UCNosIHeHNUs (HacToNbHble, cepBep-
Hble 1 3aLMLLEHHbIE CMOJTHEHWA);

*  00SblUAs BO3MOXHOCTb UCMOJIb30BaHMA PA3/IMUHbIX CETEBLIX MHTEPGHENCOB B
[Pa3nMYHOM KoNn4yecTBe M KOMOMHaLUAX;

=  BO3MOXHOCTb NPVIMEHEHMA N34eNNA B KY30BaX Ha KOJIECHbIX U N'YCEHUYHbIX
waccu (ncnonHeHua HMELL.465614.002-27 v HMELL.465614.002-37).
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Py6ukoH-OLL:

Komnnekt n3genua Py6ukoH-OLW cocTtonT 13 nepepatuvka v NpuEMHUKA,
COeQMIHEHHbIX C UCMOJIb30BaHNEM CreLnanm3npoBaHHbIX ONTUYECKUX MNnaT.
Takum obpa3om obecneurBaeTca MOMHaA raibBaHMyecKasa pa3BA3Kka nepe-
JaloLLero 1 NPYHMMatoLLEro NoyKOMMJIEKTa, HaXOAALUMXCA B CEerMeHTaxX pa3Horo
YPOBHA CEKPETHOCTU, C HEBO3MOKHOCTbIO MPOXOXKAEHUA CETeBbIX MaKeToB B
0b6paTHOM HanpaBieHUN Ha Gr3MYECKOM YPOBHE.

MporpaMmmHo-annapaTHbIi Komnnekc Py6ukoH-OLL moxeT dyHKUMOHMpoBaTb B
cnegyowmx pexkumax:

* nepefava CeTEBbIX NMAKETOB Yepe3 OAHOHaMNpPaB/IEHHYIO CBA3b MO CpeAcTBam
MapLpyTusaumm IP-npoTokona;

= OOHOCTOPOHHAA Nepefava gpannos c ogHoro FTP-cepBepa, MOAKMIOUYEHHOTO K
nepegatowemy komnnekty OLU, Ha gpyron FTP-cepsep, NOgKNOUYEHHOro K
npuHnmatowem komnnekty OLL, yepe3 ogHOHaNpaBeHHYIO CBA3b.

Mogenb Py6ukoH-OLLI

MNepBoOe YyCTPOWCTBO B HECEKPETHOM CErmMeHTe ceTu 3abupaeT dannbl ¢ FTP-
cepBepa 1 nepefaéTt nx BTOPOMY YCTPOMCTBY NO OQHOHAaNpaBleHHOMY KaHany B
CEKpEeTHOM cermeHTe. Bropoe ycTponcTBo, nocne nonyyeHna dannos, nposepsaeT
MX LIeIOCTHOCTb M B CJlyyae YCnewHon nepepaun, 3arpyxaet dannbl Ha FTP-
cepBep, KOTOPbIV PACNONIOXKEH B CEKPETHOM CEFMEHTE CETU.

ana
nepepaun

ana

%ﬁ npviema

HecekpeTHo CekpeTHo

Pa3mellaeT HeceKkpeTHble
AOKYMEHTbI B CEKPETHOM
cermeHTte

3abupaeT HeceKpeTHble
AOKYMEHTbI Tonbko Tonbko
nepefaTuuk NpUEMHIK

———
G
OﬂHOHaI’IpaBﬂEHHBﬂ
onTtunyeckas CBA3b

Py6uKoH 1 Py6uiKoH 2

Py6urikoH-OLLl TakXe MOXKeT BbINOMHATb ciegytowme GyHKLUN:

*  MapLpyTun3auma (KommyTaTop YpoBHA L3);

» ob6beanHeHne GuM3nMyecknx NMHTepPericoB B CETEBON MOCT (KOMMYyTaTop
ypoBHA L2);

= MeXceTeBOe dKPaHVNPOBaHME;

= ObBHapy»KeHue 1 NpeaoTBPaLLeHEe BTOPXKEHNIA.
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MEXCETEBOM SKPAH M CHCTEMA OBHOPYXXEHUS BTOPXEHMS

g E CepTudukarbl E E —
@ Py6ukon-K — ceptnduxat ®CTIK Poccunm N23290, noarsep<aaoLmi

BbIMOJSIHEHWE TPEOOBAHNIA:

» «TpeboBaHUA K mMexceTeBbiM 3KpaHam» (DCTIK Poccun, 2016),
«Mpodunnb 3aWunTbl MEXXCETEBbIX SKPaHOB TMMa A YUeTBEPTOro Klacca
3awnTtbi» UT.M3.A4.M3 (OCTIK Poccun, 2016) n «Mpodnnb 3awuTsl
MeXCeTeBblX 3KpaHOB Tvna b yeTBepTOro Knacca 3awWuTbl»
NT.M3.64.MN3 (GCT3KPoccuu, 2016);

= «TpeboBaHuA K cucteMam O6GHapykeHUA BTOp)KeHUn» (OCTIK
Poccuu, 2011), «Mpodunb 3awnutbl cuctem obHaApyKeHUA
BTOP>KEHWNI YPOBHA CeTU YeTBepTOro knacca sawutbi» UT.COB.C4.M13
(®CT3KPoccum,2012);

= «TpeboBaHMA No 6e3omnacHOCTM UHbOPMaL MK, yCTaHaBAMBaOLWUE
ypoBHu goBepua» (PDCTIK Poccun, 2020) — no 4 ypoBHIO OBEPUA.

Py6ukoH peanusyet cnepytowive mepbl Ub:

* ynpasneHve MHGOPMaALNOHHbBIMI MOTOKaMMK;
otrems ™ 3aLUMTA NEPUMETPA UHPOPMALNOHHOW CUCTEMDI;

Ne17 * ynpasneHve B3aMMOAEeNCTBNEM CO CTOPOHHUMU UC;
m * nepefavan KOHTPOb METOK 6€30MacHOCTY;

» obGHapy’KeHWe BTOPXKEHWI;

m = 06HOBJeHUe 6a3bl pelatowmx npasmn COB;
m * KOHTPOJIb LIEJIOCTHOCTU MPOorpaMmmHoro obecneveHuns M2 n COB;
m * BO3MOHOCTb BOCCTAHOBJIEHMA paboTocnocobHocTy M3 n COB;
* pe3epBMpPOBaHME KaHana nepegavn faHHbIX;
* pa3breHne NHGOPMALIMOHHOWN CUCTEMbI HA CEFMEHTDI;
= obHapy:keHue, naeHTNdMKaLNA N perncTpauma UHLUNLEHTOB;
*  MHGOPMUMPOBAHNE OTBETCTBEHHbIX JINL, 06 MHLUMAEHTAX.

b MexKceTeBOl 3KpaH N cuctema o6Hapy»KeHNA BTOpXeHuil Py6uKoH

\ BKJIlOUYEHbI B @ANHDBIN peecTp POCCUNCKUX MPOrpamMm AJ15 SNEKTPOHHbIX
BblUMCIINTENbHbBIX MaWWH 1M 6a3 AaHHbIX (peecTp poccuinckoro M0).
MNpwnka3 MuHkomceasu Poccnn ot 18.03.2016.
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MaTeHT Ha none3Hyto mogenb RUS 159041 18.02.2015. MeskceTeBow SKpaH

c dunbTpaumen Tpadrka o MaHAATHBIM METKaM.
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AHANKM3 3aWULLEHHOCTHU

<prri/3 7
FrEHEPATOP nvK 3wenon AKVS  AppChecker

reHepaums 1 ynpasneHme naponsm KOHTPOTb LIENOCTHOCTH

aHanM3 6e30MACHOCTM NPUIOXKEHMI

O KoMmnaHum

HIMO «3wenoH» cneurann3npyeTcs Ha pa3paboTke cepTUdMLIMPOBAHHbBIX CPEACTB 3aLUTDI
nHopMaLMm 1 BeeT CBOIO AeATENbHOCTb Ha OCHOBaHMM 6onee 50 NMLUEH3MIA 1 aTTeCTaToB
akkpegutauumn OCTIK Poccrm, OCB Poccun n MnHob6opoHbl Poccnn. KomnaHusa perynsipHo
3aHMMaeT Begywue nosuumm B pertuHrax CNews n «9kcnept PA».

lFonoBHoM opuc B MockBe

107023, r. MocKBa, yn. neKTpo3aBogcKas, 4. 24

+7 (495) 223-23-92 (MHOrOKaHaJsbHbIN)
npo-echelon.ru
sales@npo-echelon.ru

XX AGNC)

vk.com/npo_echelon

Od¢wuc B CaHKT-leTepbypre

199178, r. CaHKkT-leTepbypr, Hab. pekn CmoneHky, 4. 14
+7 (812) 635-89-04
npo-echelon.ru/spb/

X AGAC)

mail@nwechelon.ru
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