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KOMRAD Enterprise SIEM peanu3yet cnegytowne mepbl Ub:

= cbop, 3anncb 1 XxpaHeHne nHGopMaLy o cobbITUAX 6e30MacHOCTY;
= oOHapyKeHue, ngeHTMdrKauma 1 perncTpauma MHLNOEHTOB;

= MHbOPMMpPOBaAHME 06 NHLMAEHTAX 1 pearnpoBaHme;

= XpaHeHue cobbITUI B TEYEHME HEOOXOAMMOrO CPOKa;

* yrnpaBneHve akTuBamu;

" MPOCMOTP U aHanm3 MHGoOpMaLUKn O AECTBMAX NoNb3oBaTeseln;

= nepepayva nHumaeHToB B FocCONKA.

Jinyensmnatbl OCTIK Poccun npumenaor KOMRAD Enterprise SIEM
ANA OKasaHus ycnyr no moHutopuHry Ub B KauecTBe:

" CpepfCcTBa yNpaB/ieHUs cobbiTAMN 6e30macHOCT MHPopMaLny;

= CpepncTBa ynpasneHua nHungeHtamm Ub.

— Ceptudukarbi R ————

@ Ceptudpukatr ®CTIK Poccun N23498, noatBepKAaloLLU BbINOSIHEHWE

TpeboBaHWNIA:

" pyKOBOASALLEro JOKyMeHTa «TpeboBaHMA No 6e30mMacHOCTH
nHpopmaLny, ycTaHaBIMBaOLME YPOBHU AOBEPUSA K CPeACTBaM
TEXHMYECKOW 3aLmTbl MHGOpPMaL M1 1 cpeacTBam obecneyeHms
6e3onacHoOCTU MHOPMaLMNOHHbIX TexHonorui (PCTIK Poccnn 2020) —
no 4 ypoBHIo foBepua 1 TexHnyeckux ycnosuax HMELL.60010-04TY
NPV BbINOAHEHNM YKa3aHWIA MO SKCNyaTauumy NpuBeaeHHbIX B
dopmynape HIMELL.60010-04 30.

Ceptudurkat MmHo6opoHbl Poccum N26498, noaTsep aatoLLuin
@ BbIMOJIHEHNE TPEOOBAHNIA:
* PYKOBOASLLEro AOKYMEHTa «3allnTa OT HECAHKLNOHMPOBAHHOTO
pgoctyna K nidopmaumu. Yactb 1. MporpammHoe obecneyeHune
CPEeACTB 3alMTbl UHPopMaLun. Knaccudurkaums no ypoBHIO KOHTPOSSA
OTCYTCTBUA HEAEKIAPUPOBAHHbIX BO3MOXHOCTEN» (TocTexkommuccna
Poccun, 1999) — no 2 ypoBHIO KOHTPONS;

" 10 COOTBETCTBUIO pPeasibHbIX U AeKNaprpyeMbIX B JOKYMEHTaL MM
bYHKUMOHaNbHbIX BO3MOXHOCTEN.

—— . . PeecTppoccuiickorolMO | . |E—

T KOMRAD Enterprise SIEM BKnloUeH B € ANHDbIN peecTp pOCCUINCKNX
Vi nporpamm Asia SNeKTPOHHbIX BbIYNCIUTENbHBIX MaLUUH 1 633 AaHHbIX.
Mpuka3 MnHkomcsa3n Poccnn ot 18.03.2016 . N°112.




KOMRAD Enterprise SIEM - ru6kas 1 macwitabupyemas cuctema
LieHTPaNM30BaHHOIO yrpaB/ieHns CoObITUAMN MHGOPMaLMOHHON
6e30MacHOCTY, MOAAEPKUBAOLLAA WMPOKMIA CMEKTP UCTOUYHUKOB
CcobbITUN.

KOMRAD Enterprise SIEM no3sonseT ocyLecTBNATb LIeHTPaNN30BaHHbIN

c6op cobbITHI NHGOPMaLMOHHON 6e30MacHOCTU, BbIABAATb UHLMAEHTbI 1 ONEepPaTUBHO
Ha HUX pearvpoBaTtb. [prMeHeHre Komnnekca No3sonsaeT 3GPeKTUBHO BbINOIHATL
TpeboBaHusA, NpeabaABAAeMble PeryiaTopamMm K 3aLmTe nepcoHanbHbIX faHHbIX, K
obecneyeHno 6€30MacHOCTN roCyapPCTBEHHBIX MHOGOPMALIMIOHHbBIX CUCTEM U KOHTPOJIO
Kputnyeckol nHbopmaumoHHon uHppactpykTypbl npeanpuatia. KOMRAD Enterprise
SIEM no3BonseT oTnpasisaTb AaHHbIE O COObITUAX U MHUMAEHTAX BO BHELIHME CUCTEMbI
(Hanpumep, NocCOTNKA).

Bcero cobeitvii UB

17,922

rocCOnKa BAY ®CTIK MITRE YAIBUMOCTH

0

6

WHUMAEHTEI MO BAXHOCTH MIHUMABHTEI NO CTATYCaM

KnoueBble TeXHNYecKune XapaKTepucTtukm:

= cbop cobbiTuin c nomoLypbto Syslog, SNMP, SQL, FTP, SSH, xFlow, HTTP, eBPF;

= aBTOMaTMyYecKas HopManu3auus cobbituin B popmatax CEF, RFC 5424 (Syslog Protocol),
RFC 3164 (BSD Syslog Protocol), EVTX, XML, JSON;

= BO3MOXHOCTb pa3bopa cobObITUIA B NPOU3BOSIbHOM GpopMaTe C MOMOLLbIO perynapHbIX
BblpaXeHW ANA NOAKNIYEHNA HeCTaHAAPTHBIX MCTOYHMKOB COObITUN
MHPOPMaLMOHHOI 6e30MacHOCTY;

= BO3MOXHOCTb MCMOJIb30BaHMSA FOTOBbIX NaTTepHOB Grok Ana Hopmanmsaumm cobbITU
MHdopMaLMoHHOI 6e30nacHOCTY € nomolbio Regex;

= noppepxka Elastic Common Schema u cxembl cobbitnin ArcSight;

= BO3MOMKHOCTb CO3/[aBaTb COOCTBEHHbIE MO COObITUIA;

= LIMPOKWIA CNEKTP NoAfepKMBaeMblx oTevecTBeHHbIX C3U;

® BCTPOEHHbIE BUOXKETbI C BO3MOXKHOCTbIO PEAAKTUPOBaHUS, a Takxke moaynb Grafana gna
BV3yanm3auny faHHbIX;

= ropsyee 1 X0JIoAHOe XpaHeHne cobbiTuin Ha ocHoBe ClickHouse;

= BU3YyalbHbl KOHCTPYKTOP NpaBu GunbTpaLmm n Koppenaumm cobbiTui;

= BO3MOXHOCTb CO3[laHVA CJIOXKHbIX NPaBun GpunbTpaLmm cobbITUii Ha A3bike Lua;

= BO3MOXHOCTb YCTaHOBKM KOJINIEKTOPOB Ha yanéHHble XOCTbl Yepes Be6-nHTepdeic;
6a30BblI1 NakeT npasun koppenauyun nog Windows u Linux (auditd);

= perncTpauma MHUMAEHTOB MHGOPMALMOHHOM 6e30MacHOCTY;

= BO3MOXKHOCTb MHTErpaLmm co BHeWHMY cucteMamu: nogaepxka AP, gRPC, HTTP,
FocCOIlKA, nepenaun KapToukn nHumgeHTta B popmate CEF, BO3MOXKHOCTb COCTaBIEHUS
nepapxuu;

= pacLIMpPEHHbIN NaKeT npaBwi Koppenauyum (6onee 700 npaswn);

= nopfepKKa cregyLmx cepTndrLMpPoBaHHbIX cpef dyHKUMoHMpoBaHus: OC Astra
Linux Special Edition 1.7, 1.8, PE[l OC 8, AnbT Pabouas ctaHuuma 10, OCOH «OCHoBa,
BepcuA 2;

= pasfinyHble BO3MOXKHOCTM OTNpaBKKu yBegomneHun (Telegram, E-mail,
Kafka, Webhook;

= aBTOMaTUYecKas yCTaHOBKa Ha OfiVH y3en;

= yHTerpayua ¢ LDAP-cepsepom.
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(DYH KUNOHAaJIbHbI€ BOSMOXXHOCTU

Jlor-meHem»XMeHT:

BbICOKOMPOW3BOANTENbHbIN CO0P COObITUN MHPOPMALIMOHHON 6e30MacHOCTH
B MHbPACTPYKTYpe macwtaba npeanpuatus;

HOpManumsauua — npreegeHne cobbITUin K eguHOMy GopmarTy;

BV3yasibHbI/i KOHCTPYKTOP NpaBui GpuabTpaLmm cobbITuii;

BO3MOXXHOCTb pa3paboTKy KaCTOMU3MPOBAHHbIX MPaBui GunbTpaumm Ha
A3blke Lua;

3awWuTa nHbopmauuy oT notepu;

BO3MOXXHOCTb UCMOJNIb30BaHWA PenyTaLVIOHHbIX CNCKOB;
npepycTaHoBNIeHHble NnaruHbl: Suricata, Nginx, Auditd, DNS, eBPF, Sigma,
Zeek JSON n gp.

MeHepXMeHT NHUNAEHTOB:

BU3YaslbHbIi KOHCTPYKTOP AVPEKTUB KOppenaumu;

arperauua MHUMAEHTOB;

yBegomneHune o Gakte permcTpaumm nHUMAeHTa B HTepdelice nonb3osaTens,
Mo 3N1eKTPOHHON nouTe, B Telegram, B BbiLLECTOALLYIO CUCTEMY;

BbIMOJ/IHEHE NOJIb30BaTENIbCKUX CLIEHAPWEB pearmpoBaHnsa Ha MHLMAEHTbI
(Python, Bash, Lua, Perl);

NCTOPUA reHepauny UHLUAEHTA NOKa3blBaeT BCIO NOC/IeA0BaTeNIbHOCTb
OeNCTBUI KOpPEenATopa Npu onpeaeneHnm NHUNAEHT];

Ha3HauYyeHne OTBETCTBEHHOIO;

BO3MOHOCTb UCNOMIb30BaHWA MaTpuy aTtak: (BAY OCTIK, MITRE ATT&CK).

MacwrabupoBaHue:

rOPN30OHTaIbHOE: YCTaHOBKA Ha OTAENbHbIE Y3J/1bl B CETU Ceayowmx
KOMMOHEHTOB CNCTEMDI:

KonnekTop (c6op, dbunbTpauma n Hopmanmsauus coobITuin);
npoueccop (06paboTKa 1 pernctTpaums coobITuii);
XpaHunue (xpaHeHne cobbITUN);

KoppenaTop (Koppenaymsa cobbiTuin);

cepBep (ynpaBneHus cUCTeMoN).

* ¢ 6 0o o

BEPTUKANIbHOE: BO3MOXHOCTb Nepefaun nHumageHtos 13 KOMRAD Enterprise
SIEM HuxHero ypoBHA B KOMRAD Enterprise SIEM BepxHero ypoBHs ¢
CUHXPOHM3aLMen CTaTyCoB UHLIMAEHTOB;

BO3MO>KHOCTb MaKCMMasibHOro ckatusa cobbituii ¢ nomoulbio CYB[ ClickHouse.

cpeACTBa AHAINTUKN N B3yanunsaynun, otyeTbl:

OTOOpaXKeHe AaHHbIX COObITUIA B BUAE rPaduKoB 1 Auarpamm:

NHelHble, CToN6uaTble, KPYroBble, pagvanbHble U 4p.;

bopmMmnpoBaHue OTHETOB;

mogynb Grafana;

BO3MOXHOCTb Mepefaym Bcel aHanuTnyeckon nuidopmavuum B mogynb Grafana.
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[EHEPATOP MuK3menon MNYNbCAP AKVS

reHepaLWs M yNpaBneHue Naponsm KOHTPOMb LENOCTHOCTH reHeparop wyma

O KoMmnaHum

HMO «3wenoH» crneumanu3npyeTcs Ha pa3paboTke cepTUdULMPOBaHHbIX CPEeACcTB
3alnThl UHGOPMaLK 1 BELET CBOI AEATENIbHOCTb Ha OCHOBaHUY 6onee 50 nuLeH3un
n attectatoB akkpegutauum OCTIK Poccun, OCHb Poccum n MuHob6opoHbl Poccuum.

KomnaHwus perynapHo 3aHUmaeT BegyLiue nosumumm B pentuHrax CNews n «3kcnept PA».

lFonoBHoOM opuc B MockBe

107023, r. MocKBa, yn. dneKkTpo3aBoackas, a. 24
+7 (495) 223-23-92 (MHOroKaHanbHbIN)
npo-echelon.ru

sales@npo-echelon.ru
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vk.com/npo_echelon



