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AHHOTAIUA

Hacrosumii 1okyMeHT mpezicTaBisieT cOOO0N PYKOBOACTBO IOJIb30BATENs H3ACTHUS
«NTA eSensor» AIIJII.11100-01 (nanee — eSensor, uzaenue).

B noxymenTe comeprkarcs ciaenyolmue CBEIEHU:

— Ha3HaYeHHE nporpammsl (1. 1 HaCTOAIIETrO JOKYMEHTA);

— YCJIOBHSI BBIIIOJIHEHUS IPOTrPaMMBI (1. 2 ¥ 3 HACTOSIILIETO JOKYMEHTA);

— onucanue (PyHKIMH W OCOOEHHOCTEHM HSKCIUTyaTaluy u3fenus (1.4 HacTOAIIEeTo
JIOKYMEHTA).

Hacrosmmii TOKyMEHT IpeAaHa3HayeH Ui IOJb30BaTeNIeM M aJIMHHUCTPATOpPOB

eSensor.
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NNEPEYEHDb NIPUHSATBHIX TEPMUHOB Y COKPAIIIEHU

BPF — (amrn. Berkley Packet Filter) — TexHonorust puibTpanuy MakeToB
FTP — (amrn. File Transfer Protocol) — mpoTokou niepefaun (aition

ID — (amrn. Identification Data) - uaeaTUGUKATOP

SIEM — (amrn. Security information and event management) — yrpaBJIeHUE

uH(popMalrei 0 6€30MacHOCTH U COOBITHSIMH 0€30MaCHOCTH

SMB — (aurn. Server Message Block) — ceTeBoi MPOTOKOA NPUKIATHOTO
YPOBHSI IJIs1 yAAJIEHHOTO JA0CTyNa K (haiiyiaM, IpuHTEpaM U JPYTHUM
CETEBBIM pecypcam, a TakKe JIJIsl MEKIPOLECCHOTO
B3aUMOJEUCTBUS

TCP — (aurn. Transmission Control Protocol) — oquH U3 OCHOBHBIX
MIPOTOKOJIOB MEePEIau JaHHBIX UHTEPHETA, MPEAHA3HAYCHHBIN JTsI
yTpaBleHUS Mepeaadeii JaHHbIX

UDP — (anrn. User Datagram Protocol) — IpOTOKOJI MOJ30BATEIbCKUX
JaTarpaMm) — OJUH U3 KitoueBbIx dneMenToB TCP/IP, Habopa
CETEBBIX MPOTOKOJIOB /7151 UHTEepHETa

URL — (anrn. Uniform Resource Locator) — yHUPUITUPOBAHHBIN
yKazareJb pecypca

APM — aBTOMAaTU3MPOBAHHOE pabovee MECTO

b — uH(popMaIroHHas 6€30MacCHOCTb

IO — MpOrpaMMHOE o0ecTieueHre

oC — OIlepalMOHHAas CUCTEMA

eSensor — NTAeSensor

CYC — CEpBep YIPaBICHUA CEHCOPaMHU


https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
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1. HASBHAYEHMUWE ITPOI'PAMMBbI

1.1. O6mas uagopmanus

eSensor npelHa3HauYeH LTSt oOHapy>KeHus KOMITbIOTEPHBIX arax
Ha 00OpyIOBaHHE CETEeHl CBA3M W MEpelavyd JAHHBIX, MOAKIIOYCHHBIE K HUM KOMIUIEKCHI
CpPEICTB aBTOMAaTM3allMd W  aBTOMAaTU3MpPOBaHHbIE (MH(OPMAIIMOHHBIE) CHUCTEMBI
yYOpaBICHHUS.

Uznenune obecneynBaeT aHaau3 CETEBOro Tpaduka, MPOXOASIIET0 dYepe3
000pyI0BaHUE CPEACTB CBSI3U, C UCMOJIb30BAHUEM CUTHATYPHBIX U IBPUCTUUYECKUX METO/IOB
c mocnenyomen perucrpanueii coobrtuit Ub. Ananus cereBoro Tpaduka mpoucxoauT
C MOMOIIBIO ceHCOpoB. CEeHCOPhl YCTaHABIMBAIOTCS HA T€ Y3JIbl UCCIEAYEMOM CEeTH, Yepes
KOTOpBIE TMPOXOIUT MHTEPECYIOMIMA C TOYKH 3pEHHS HMHPOPMALMOHHOW 0e30MacHOCTH
CETeBOU TpaduK.

Wznenne oOecrneuynBaeT yOpaBICHHE CEHCOpAaMHU, BXOASIIMMHU B COCTaB
eSensor. CeHcop MpeAcCTaBIsIET COOOW CHENUATbHBI KOMIOHEHT eSensor, KOTOPBIN
o0ecreynBaeT aHajIu3 CeTeBOro Tpaduka, MPOXOASIIEro Yepe3 y3ell UCCIelyeMOoi ceTH, Ha
KOTOPOM YCTaHOBJICHO JaHHOE€ TporpaMMHoe oOecneuenue (nanee —I[10). Ilpu
oOHapykeHUU CcOoObITHI uWH(MOpMaoHHON Oe3omacHoctu (nmanee — UB)  ceHcopsl
COXPaHAIOT 3Ty UH(pOpMaIHIO B 0a3e JaHHBIX.

Uznenue oOecrieunBaeT ymOpaBieHHE BCTPOCHHOW 0a30il pemaromux MpaBuil
CUTHATYypPHOTO aHaJIn3a.

Wznenne oOecrednBaeT 3axBaT CETEBOTO Tpaduka, MPOXOMAIIETO dYepes
o0OpyldOBaHUE CpPEACTB CBA3M, C TOCIEAYIOLIEH 3amuChi0 JIaHHOTO  Tpaduka
B PCAP-daiinsbl.

Uznenue obecnieunBaet ynpasienue PCAP-daitnamu, a uMeHHO:

— skcnopt 3anucanubix PCAP-daitnos u3 eSensor;
— uMTopT (HaiyioB B €Sensor;
— MIPOBEPKY MMIOPTUPOBAHHBIX WJIM CO3J[AHHBIX B Tporiecce padotsl eSensor PCAP-

(1)3171J'IOB MOIYJIIMHA U3ACIINA C UCITOJIb30BAHUCM CUTHATYPHBIX U 9BPUCTUICCKUX MCTOOB.
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Wznenue oGecnieunBaeT aHaJIU3 PparMEHTHPOBAHHOIO CETEBOIO TpaguKa.

Wznenne obecnieunBaet nepenavdy ooHapyxuBaeMbix coobiTuii Ub B SIEM-cuctemsl.

B cioyyae HemoCTymHOCTM 1O KakuM-TMOO  NpUYMHAM  MOAKIHOYEHUS
Kk SIEM-cucreme, uznenue obecrnednBaeT HakomieHue uHpopmain 000 Bcex COOBITHSIX
Wb, BBISBICHHBIX B aBTOHOMHOM PEXHME U TMOCIEAYIOUIYIO Mepenady 3Tol nHpopManuu
B SIEM-cucTeMy npu BOCCTaHOBJICHUM MOAKIIOUCHHUS.

Wznenue BoisiBiisieT coobiTue b Ha 000pynoBaHnu ceteli CBsI3u B peKUME peaIbHOrO
BpeMmeHu. s BeisBiieHus: coObiTuii b eSensor npon3BoauT HenpepbIBHBIH MOHUTOPHUHT

CETEBOTO TpaduKa, MPOXOAIIETO Yepe3 000PyIOBaHUE CPEACTB CBS3H.
1.2. OcHOBHOM aJrOpuT™M padoThI

OCHOBHOM alTOPUTM padOTHI €Sensor COCTOUT U3 CICAYIOMINX 3TAMOB:

1) ceHcopsl eSensor 3aXBaThIBAIOT MOCTYMAIOIIMN Ha HUX CETEBOM TpaduK;
2) ceHcopbl paz0ouparoT TpaguK MO MPOTOKOJIAM M PEruCTPUPYIOT HH(MOPMAIUIO

O CCTCBBIX BSaHMO,HCﬁCTBHHX — CCCCHUAX,

I[Ipumeuanne. CeHCOpbl YMEIOT PETUCTPUPOBATh CECCHM, MPOXOMSLIME C MCIOIb30BAaHUEM
cneyromux mporokoinos: [Pv4, IPv6, IP in IP, ICMPv4, ICMPv6, TCP, UDP, IPSEC (ESP, AH), GRE, OSPF,
SCTP.

3) ceHCOpbl aHAMU3UPYIOT TpaduUK HA HAJIMYME B HEM BPEJOHOCHOW AaKTUBHOCTH
C UCTIOJIb30BAHUEM  CUTHAaTYpHbIX W DBPUCTHMYECKUX  MeTonoB.  CHUTHATypHBIH
aHaJlu3 — ATO aHAJIM3  3arojiOBKOB  TPOTOKOJIOB W COAEPKMMOIO  CETEBBIX I1aKETOB
Ha COOTBETCTBUE 3apaHee OIpPECNIEHHbIM CUTHATYpaM C HCIOJIb30BAHUEM TaK Ha3bIBAEMbIX
pemaronmx npasui. [Ipu 3BpUCTHUECKOM aHAIM3€ BBISBISETCS HAJIMYME AHOMAJIBLHOTO
MOBEJICHNSI B CETEBOM TpadUKe C WCIOJB30BAHMEM PA3IMUHBIX SBPHUCTUK. [laHHBIN BUT

AHAJIN3a NPUMCHACTCA, KOIAa JJI BBIABJICHMA aTaKW HCBO3MOKHO HCITIOJIB30BATh KaKyIO-J'II/I6O

CUTHATYPY;
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4) ceHCOpBbI 3alMCHIBAIOT CETEBOM TpaMK M COXPAHSIOT €ro. 3alucaHHbIi Tpaduk
MOXXHO OTIIPaBUTh Ha IOBTOPHYIO TPOBEPKY. IDTO MOXKET ObITh IOJE3HO, HarpHMeEp,
Uil OOHapy>XeHHusT B Tpauke HOBBIX arak, eciu OOHOBWIACh 0a3a pEMIaloIuX IMPaBHIL
[Tomumo 3TOTO, XpaHALIHIACS TpaPUK MOXKHO 3KCHOpTUPOBaTh B opmare PCAP;

5) ceHcop MOXKET OTIPABIATh MH(POPMALUIO O PETUCTPUPYEMBIX UM coObITusix Kb

B SIEM-cucremy.

eSensor MOAAEPKUBAET PEIIAONIME MpaBUia, CUHTAKCUC KOTOPBIX COOTBETCTBYET
Suricata 5. Omnucanue BO3MOXHOCTEM 1O yOPABJICHHUIO TMpPaBWJIAMU MPUBEICHO

B pazzaene 4.6.5 HaCTOSAIEro JOKYMEHTA.
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2. YCJIOBUASA BBIITOJHEHUSA ITPOI'PAMMbI

2.1. TpeOoBanus K cpene GyHKIMOHUPOBAHUSA

[lepen okcrutyatamuedi wu3menus HEOOXOAUMO BHHUMATEIBHO O3HAKOMHTHCS
C 3KCIUTYaTal[MOHHOW JOKYMEHTAINEH, BXOAALIEN B COCTAB ITOCTABKU €Sensor.

Jst TIO cpenbl (pyHKIMOHMpPOBAHUS €Sensor JODKHBI OBITh YCTAHOBJICHBI BCE
aKTyaJIbHbIE OOHOBJICHUS, BBIMYIICHHBIE TNPEANPUITHEM-U3TOTOBUTEIEM, a TaKKe
BBIIOJIHEHBI PEKOMEHIalUH IPEIPUATHS-U3TOTOBUTEISA 110 0e3omacHOMY
KOH(QUTYPUPOBAHUIO.

[Tpu skcrutyataruu wusfgenus Ha oObekTax WHOOPMATHU3AINH, TIE MPOU3BOAUTCS
00paboTka KOH(UIAEHIIUAIBHOW HWH(OpMalUK, HEOOXOAMMO BBIIOJIHEHUE CJICIYIOMINX

YCIIOBUH:

— HAIMYME aJMUHUCTpaTopa O€30MacCHOCTH, OTBEYAIOIIECTO 33 MPABWIBHYIO
AKCIUTyaTaruio (BKIIIOYas PEKOMEHIAIMH 0 0e301MacHOMY KOH(PHUTYPUPOBAHUIO KOMILIEKCA)
eSensor;

— obecrieueHre (PU3NUECKOM COXPAHHOCTH pabouell CTaHIIMKM C YCTaHOBJICHHBIM
eSensor 1 UCKITIOYEHNE BO3MOXKHOCTH JIOCTYTIAa K HEW/HUM TIOCTOPOHHUX JIHIT

— MIPOBE/ICHNE TICPUOAMYCCKOTO KOHTPOJIS IICJIOCTHOCTH, YCTaHOBIIEHHOTO eSensor ¢
MOMOINBI0  TIPOTpaMM  KOHTPOJIST  TENOoCTHOCTH  (HE  peXe  OJHOTO  pasa
B MECHI);

— MEePUOANYECKOe OOHOBIIEHUE 0a3bl pelIaronuX MPaBmiI B €Sensor;

— TIPOBE/ICHUE TIEPUOTNIECKOM MIPOBEPKHU eSensor u cpenpl
ero (yHKIIMOHMPOBAHUSI HA HAJIMYUE KOMIBIOTEPHBIX BUPYCOB C MCIOJIB30BAHUEM CPEICTB
AHTUBHUPYCHOM 3aIUTHI (HE PEKE OHOTO Pas3a B MECHI);

— HAJIMYUE OPTaHM3AIMOHHBIX W TEXHUYECKHX MEp, HalpPaBJICHHBIX Ha HMCKIIOYCHUE

HECaHKIIMOHUPOBAHHOTO JIOCTYIA K 00BEKTY (PYyHKITMOHUPOBAHUS €Sensor.
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JUtst 3aIMTHl KaHAJIOB IEPENadd JaHHBIX €Sensor, B TOM 4YKCJIE BBIXOIAIIUX 3a
npeaenbl  KOHTPOJIUPYEMOW  30HBI, JIOJDKHBI  MPUMEHSTHCS — CEPTHPHUIMPOBAHHBIC
B YCTAHOBJIEHHOM IOPSAKE METOIbl U CPEACTBA, YCTOMUYMBBIE K IACCUBHOMY W/WMIIU
AKTUBHOMY MPOCIYIIUBAHUIO CETH, WIH JIOJDKEH OBbITh 3alpeleH YyAaJeHHBIA TOCTYI
JUTSl aIMUHUCTPUPOBAHUS €Sensor 10 He3alUIIEHHBIM KaHajlaM CBS3H.

ITpu sxcnmyaranuu eSensor oneparopoM HH(POPMAILMOHHON CUCTEMBI JOJKHO OBITh

o0ecredeHo BBITOJIHEHUE BCEX HEOOXOAUMBIX YCHUIICHUN Mep 3aIlluThl HH()OpMaIUK.
2.2. YcTaHOBKA M YCJIOBMS BBINOJIHEHUS eSensor

YcTaHOBKAa M IEpPBUYHAS HACTPOMKaA €Sensor OCYIIECTBISIETCS aJIMUHUCTPATOPOM
B cooTrBeTcTBUH C J0KyMeHTOoM «NTA eSensor. PykoBOICTBO aJIMHUHHCTpATOpa»
AITAI.11100-01 91.

VYcnoBust  BBINOJIHEHUST €Sensor Ha AaBTOMAaTU3MPOBAHHOM paboueM MecTe

(mamee — APM) yka3zansl B npokyMeHTe «NTA eSensor. PykoBoACTBO agMuHHCTpaTopa»

AIIAI.11100-01 91.

[Ilpumeuanue. JlioOble JIEHCTBUSA, HEMOCPENCTBEHHO TmpoBoguMble ¢  APM, HeoOxommumo

OCYILECTBJISITH B COOTBETCTBUU C IOKyMEHTaIel Ha 3ToT APM.
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3. BBIIIOJIHEHUE TPOI'PAMMBbI

3.1. IloaroroBka K 3amycky eSensor

JI71s1 OATOTOBKH K 3aITyCKy €Sensor He0OXOMMO BBITIOJIHUTH CIICAYIONINE JEeHCTBUS:

— noayuuTh APM € yCTaHOBJIEHHBIM Ha HETO €Sensor ¢ KOMIIEKTOM JOKYMEHTALUY;

— 3anyctuTh APM B COOTBETCTBHM C JKCILTyaTallMOHHOM JOKYMEHTALMEH Ha HEro
(eSensor OyneT 3aImyIeH aBTOMaTHYECKH );

— TOAKITIOUUTBCS K BeO-uHTEpdeiicy eSensor B COOTBETCTBUU C II. 3.2 HACTOSIIETO

JOKYMEHTA.

3.2. 3amyck eSensor

Jlna nogxiroueHus K BeO-unTepdeiicy eSensor HEOOXOAMMO BBIIOIHUTH CIEAYIOIINE

JICHUCTBUS:

— BKIIIOYUTHh APM B COOTBETCTBUM C IKCILTyaTallMOHHON TOKyMEHTAIMEN Ha HETo;

— OTKpBITH Opay3ep ¥ B aJpecHOM CTpoke BBecTH: https://<Aapec CYC>:7100/,
rae <Aapec CYC>— anpec, 1o KOTOpOMY JIOCTYIIEH CEpBEp yIpaBIECHUs CEHCOpaMHU (j1ajee —
CYC);

— MEPEUTH T10 BBEICHHOM CCBUIKE;

—Jaee B OKHe Opay3epa OTOOpa3uTCs OKHO  aBTOpU3AllMU  eSensor

(puc. 1).
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4. BEB-UHTEP®ENC ESENSOR

4.1. O01mee onucanue sed-unTepdeiica eSensor

[Tocne moaxiroueHust k eSensor B Opay3epe O0TOOpa3uTCsd OKHO aBTOPU3ALMH, T
M0JI30BATENb JOJIKEH BBECTH JIOTHH U TIapodib (puc. 1).
Jlnst monydeHus JIOTMHA W TApoJisi Ui aBTOpU3alMd B eSensor 0OpaTUTECh

K CBOEMY aJJMUHUCTPATOPY (IIOJIB30BATENIO C POJIbIO «AIMHUHUCTPATOP ).

OxHO ABTOPpHU3alln

Puc. 1

[Ipu ycnemHo# aBTopm3anuu B BeO-uHTepdeiice OymeT oToOpakeHa TyIaBHAs

cTpaHuiia eSensor (puc. 2).

I'maBHas ctpanuna eSensor

PR RN — i —— X N,
Sl ATEEE  Cniige e I::;E:I

2712

Puc. 2
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Be6-untepderic eSensor COACP>KUT JIBa OCHOBHBIX 0JI0Ka 3JIEMEHTOB:

— «[lanenb HaBurammm» (cm. Ne 1 Ha puc. 2);

— «Pabouee okHO» (cM. Ne 2 Ha puc. 2).

brnok «Ilanens HaBHUTanUmM» Bcerna OTOOpakaeTcs B BepXHEH dacTu mMHTEpdeiica
eSensor W  HCHONB3yeTcs JUisl  OBICTpOTO  JOCTynma K  (PyHKOMSAM — HU3AETUs
1 HaBurauuu. beicTpelil nepexos kK GyHKIUSAM eSensor 00eCeurBaloT CASAYIOIINE pa3iesbl

H JJICMCHTHI:

— pazzaen «/lambopasn (1. 4.3 HACTOAIIETO TOKYMEHTA);

— pazaen «Ceccumn (11. 4.4 HACTOSAIIETO JOKYMEHTA);

— pazzaen «Atakuny (I1. 4.5 HaCTOSAIIETO JOKYMEHTA);

— BBINAIAIONIEE MEHIO « AZIMUHHUCTPUPOBAHKEY (T1. 4.6 HACTOSIILIETO JOKYMEHTA);

— MEHIO BbIOOpa TeMbl opopmiteHrs naTepdeiica (MKOHKA « G ma puc. 2);

— MHAMKATOp OOWIEr0  COCTOSHHS KOMIOHeHTOB eSensor (uxomka « @
Ha puc. 2);

— MEHIO BbIOOpa si3bIKa nHTEepdeiica (ukoHka « Ru » i «En» Ha puc. 2);

— AMSI TEKYIIIETO TIOIb30BaTesl (MpuMep Ha puc. 2 — «sov-adminy);

— MEHIO YTPaBJCHUS YYETHOM 3allMChIO MOJb30BaTeNs (MKOHKA « =) » Ha puc. 2

U 1. 4.2 HACTOSIIIIETO IOKYMEHTA).

brok «Pabodee okHOY sIBIsIeTCSI OCHOBHOM paboueit o0nacTeio nHTEpderica eSensor,
B KOTOPOM OTOOpaxaetcst H(popMaLus 0 paboTaIOLIUX CEHCOpaX U3/IEIHsL.

BeG-untepdeiic  m3menus  moamep)XuBaeT — YHHU(DHIIMPOBAHHBIA  MEXaHHU3M
oToOpakeHUs TaHHBIX B TaOIMYHOM (hopMaTe, Py 3TOM TIOIH30BATEIIO MPEI0CTABIISICTCS

BO3MOXXHOCTb YIIPABJISITh TAHHBIMU 3TUX TAOJHII.
4.1.1. UkoHKH, HCNOJIb3yeMble B rpaguueckom uHTepdeiice

B Tabmuue 1 IIPEACTABICHO Ha3HA4YCHUE CTaHIapPTHBIX MKOHOK,

UCIIOJIb3yeMbIX B rpaduueckoM uHTepdeiice eSensor.
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Tabnuua 1 — Mcnonb3yemble MKOHKH U UX Ha3HAUYEHUE

HNxonka

Ha3znauenue

Knonka nepexo/ia Ha ri1aBHYIO CTpaHUILY

Memto BeIOOpa TeMbl opopmMileHUs HHTEpdeiica

® @»

WNuaukaTop o0IIero cCocTosHUSI KOMITIOHEHTOB B OJioke «IlaHenb HaBUTaLIuNy.
[Ipn HaXKaTUU B HABUTALIMOHHOM MEHIO OTKPBIBAET HHPOPMAIIMOHHYIO TTAHETh
«ITocneane MPoOIEMBI», MOSBISIONLYIOCS B IPAaBOil YacTH pabovYero oKHa
(TIO3BOJISIET MEPENTH K AAOOP.Ly 3A0POBhSI CHCTEMBI).

Bo3MOKHBIE COCTOSIHUS M 3HAYCHUS UHINKATOpA:

— @y - CUTHAIM3UPYET 00 OTCYTCTBHU KaKUX-TMOO0 POOIIEM C
(YHKIMOHNPOBaHNEM KOMIIOHEHTOB M3/IENUS HA TAaHHBI MOMEHT BPEMEHH;

— «» — CUTHAJIM3HUPYET O TOM, UTO B Iporecce (PyHKIHOHUPOBAHUS ObLUTH

3a(hMKCUPOBAHBI HEKOTOPBIE MPOOIEMBI;

- @ CUTHAJIM3UPYET O CEPhE3HBIX MpodiieMax B (pyHKIIMOHUPOBAHUH

KOMITOHEHTOB M3/ICTINS;

— «» — cUTHANM3HUPYET 00 OTCYTCTBUU JAHHBIX O COCTOSHUM KOMITOHEHTOB
Ru/En Memto BbIOOpa s13bIKa HHTEpPEiica

MeH10 yrpaBlIeHUsI YUYETHON 3aUCHIO MOJIb30BATEIIS

Kuonka «Y maaute»

Knomnka «3akpeITh» / «OTMEHUTB»

Knonka «Jlo6aBuTH

CBepHYTH BBINAAAIOIINAN CITUCOK

Pa3BepHyTh BbINAAAONINI CIIUCOK

[lepeiiTu k npenpIayIIe CTpaHULIE

[lepeiiTu K creayrome cTpaHue

Kuonka «ITouck»

Knonka «OOHOBUTH BpeMsD»

Knomnka «BweiOpaTh Bpems»

Knonka «®unpTp 1o BpeMeHn»

Knomnka «Hactpoiika oTroOpakeHus CTOJIOIOB TaOIUIIBD)

Coo0menune 00 ommoke

Q VIO L v A< >B@ X OO

Knomnka «OOHOBHUTH MpaBuiia ceHcopay. OToOpaxaeTcst TOIBKO JIJIsi CEHCOPOB,
Ha KOTOPBIX HEOOXOIUMO OOHOBHTH MTPABUIIA, TIPU ATOM y CEHCOpa JOKEH
661 cTatyc noxkmoueHns « @ (moaKmoueH)
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HNxonka

Ha3nauenune

KHonka « YMEHbIINTD MUPUHY CTPOK TAOIUIIBD)

KHonka «YBenu4uTh MUPUHY CTPOK TAOTHUIIBI)

Knonka «CopTupoBKa 1Mo BO3pacTaHUIO»

Knonka «CopTupoBka 1o yOsIBaHHIO»

Knonka « ImnopTupoBaTh»

® [ <> Nl

Nunukarop obmiero cocrosaus noakimoueHus CYC k ceHcopy.
JlaHHBII HHAUKATOP MCIIONB3YETCS Ha BKJIAJKAX CO CTATyCaMH TOJKITFOUYCHUS
CEHCOPOB:

— «Jambopasn — «CeHcopby;
— «AQMUHUCTpUPOBaHKUE» — «CEHCOPBD».

st oToOpaxkenus odrmero cocrosius noakimoueHuss CYC k BBIOpaHHOMY
CEHCOPY HCIOIB3YIOTCS CIIEAYIONNE HKOHKH:

— «.» — o3Havaronmii cratyc «Ilogkmouen»;
— «'» — o3Havaronmi craryc «JlobaBnen»;

- «.» — O3HAYAIOIIMH CTaTyC «3aKphITY;

- «.» — o3Havarommi cratyc «COoi CBI3m»;

— «"» — o3Havarouwmii craryc «He onpenenen»

Wnaukatop ypoBHS ONMAaCHOCTH aTak, OOHApYKEHHbIX u3zaenuemM. Mcmonb3yercs
B KapTOUKaX U BUJPKETAaX aTak, a TakKe B KAPTOUKE CECCUM Ha IpaduKe aTak U
T.1. JJaHHBIN MHIUKATOP MOXKET UCIOIB30BAThCS B M3AETHU Oe3 ykazanus nudp
BHYTPH, HO UMEET aHAJIOTUYHBIE 3HAYEHHS B COOTBETCTBUHU C
IIPEICTABJICHHBIMU LIBETAMM.

Bo3MoxHBIE COCTOSIHUS U 3HAYEHUS HHAUKATOPA:

- «o » — CUTHAJIM3UPYET O KPUTUIECKOM YPOBHE OMACHOCTH aTaku;
- «9» — CUTHAJIU3UPYET O BHICOKOM YPOBHE OIMACHOCTU aTaKu;
— «'&» — cUTHANIM3UPYET O CPETHEM YPOBHE ONTACHOCTH ATaKH;

L N CUTHAJIM3UPYET O HU3KOM YPOBHE ONACHOCTHU aTaKU

HNupukaTop npeaynpexaeHus B CIyyae, Korja CEHCOPOM CO CTaTyCoM
MOAKIIOYCHUA «S¥) UCITOJIB3YCTCA HC MMOCIICAHASA BCPCUA I'PYIIILI ITPaBUJL.
ITonckaska akTUBHPYETCSl HABEICHUEM Kypcopa Ha UKOHKY. [laHHbIN
HWHJUKATOP UCHOJIB3YCTCAd Ha CICAYIOIHNX BKIAJKAX:

— «Jlambopasn — «CeHcopb»;
— «ADMUHUCTPUPOBAHHUE» — «CEHCOPBI»;
— «['pynnsl npaBum» — «I'pynna» — «CeHcopbl»;

— «AnmuHHCTpUpOBaHUE» — «CeHcopb» — «CeHncop» — *1moboii Moayb
cercopa*
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HNxonka

Ha3nauenune

Knonka «Co3nats 3anpoc Ha KONUpoBaHUE AaMIIoB». CTaHOBUTCS AOCTYIIHA
IpY BbIOOPE OHOM MIIM HECKOJBKUX CECCUM IyTEM aKTHBALMU YeKOOKCOB B
HEOOXOIMMBIX CTpOKax B MH(popMannoHHO# Tabmuie «Ceccuny. Mcnonb3yercs
Takxe B MHpopMalMOHHOM Tabnuine «Ceccun» Kak MHIMKATOP TOTO, YTO Ha
BBIOpPAHHOM ceccru 1aMn ObLT CKOITMPOBAH B XPaHMIIUIIE

Nupopmanmonnas nanens «Ilocneqnue npoOneMbl» mpeacTaBieHa Ha puc. 3.

HNudpopmarmonnas nanens «I[locnegnue npoOneMbn»

& Ru  sov-admin

lNocnegHue npo6nembl

SEPUCTHYECKHA
aHanua

MepeATH K AawbopAaYy 300POBbA CHCTEMBI

Puc. 3
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4.1.2. HacTpoiika oTo0paskeHusi CTOJI0IO0B TA0JUIbI U COPTUPOBKA JAHHBIX

HMxoHKa HACTPOWKU OTOOpaKEHHUS CTOJIOIOB TaOIHIIBI «%8 npeaHa3HaueHa
U BBIOOpa OTOOpakeHHMsI HEOOXOMMMBIX TOJb30BATEII0  CTOJIOIOB, JOCTYITHBIX

B 3aBUCHMOCTH OT TEKYIIeH TaOIuIlbl (IpuMep CM. Ha puc. 4).

Hacrpoiika orobpaxkeHust cTon0110B TaOIUITEI HA BKIaaKe « Ceccum

OTobpaxaTs CTON6UbI

(<

Havano ceccuu JloMeHHOE UMA Nony4aTena

<
<]

KoHeu ceccuu IP-agpec nonyyarens

(<
a

MpoToKon MopT oTNpaBuTEnA

<

ID ceccumu MopT nonyyatena

(<

JNUTEnbHOCTL Jamn ceccun

MMA ceHcopa MepepaHo oTnpaBuTeNeM GailToB
WuTepdeiic Mepegaxo nony4aTenem GaiTos

Community 1D Bcero nepegaqo 6afToB

8 0000 O

CTpaHa oTnpaBuTens MepenaHo oTNpaBUTENEM NAKETOB

<]

JloMeHHOE UMA OTNPaBWUTENA MepefaHo Nony4aTenem NaKeTos

[ R R A O A

(<]

|P-agpec oTNpaBuTENA Bcero nepefaHo nakeTos

WMHOWKETOP HAWBLICLIErD YPOBHA
ONacHOCTH aTaK B CECCHMA

(<)

CTpaHa nonyyatens

(<]

Mo ymonyaHuwo

Puc. 4

Bri6pats/y6pars oToOpaxeHune cToadia MOXKHO HaXKaTheM Ha €ro Ha3BaHHUE WU MOJIe
BBIOOpa « — » psioM ¢ ero Ha3BaHueM. [locie vero BBIOpaHHBIN CTONOEI] OTOOpa3UTCs

B Tabnuile, a B HACTPOMKAX OTOOpPaKCHHS TOSIBUTCS A, psAIOM ¢ J100aBICHHBIM
cTosiorom. Takol 4ekOOKC CUMTACTCsl aKTUBUPOBAHHBIM.
B rtabmumax  eSensor  mpeaycMOTpeHa  COPTHPOBKAa  CTPOK  TaOIHIIBI

110 HEOOXOAUMOMY CTOJIOITY JJIsl YIIPOIICHUS TTOMCKA MHTEPECYOoIel HHPpOpMAIIIH.
JIy1st ICTIONTBb30BaHUSI TOCTYTIEH BUJ[ COPTUPOBKHU: « ™y (0 BO3pacTaHMIo) U « Vv,

(o yOwiBanut0). MIKOHKHM « ™y u « V5 cranossres JOCTYIIHBI [IPU HABEACHUU KyPCOPOM
Ha MHTEPECYIOIIMUMA CTOJIOEI], MEePEKIII0YatOTCs JOMOTHUTEIbHBIM HAXaTHEM U OCTaIOTCA

BUJIHBI (AKTUBHBI) PSAOM C HAMMEHOBAHUEM BHIOPAHHOTO CTOJIOIIA.
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OTMEHUTH BCE JOINOJHUTEIbHBIE HACTPOWKH OTOOpa)KeHUsI TaOIUI] U aKTUBHOMN

COPTUPOBKH MOYKHO Ha)aB KHOIIKHU «8y - o YMOJTYAHUIO».
4.1.3. Puabrpanus 1no cneuuaJbHbIM BbIPAKEHUAM

Hns ynobctBa 006paboTku wHGOpMAIMKU B eSensor MpeaycMoTpeHa (GuiabTparus
uHopmar (0 CECCUsX, arakax) C HCIOJIB30BAHUEM CICIHATBHBIX BBIPAXKCHUN C

nomo1bto noist «Punsrpanus» (puc. S).

[Tone «@unbTpanus»

not OTpuUaH1e (MHBEPCHA).

() I
communityld Community ID ceTeBoro ceaHca.

duration [NWTenbHOCTb CETEBOTO CEaHCa B CeKyHAaX.

interface WHTepdeic, Ha KOTOPOM 6bIN 06HapYXeH CETEBOM CeaHc.

pcap ®nar, onpefenaowmui, 6oina Nu ceccua o6HapyxeHa npu
3anycke pcap-Qaina.

proto MpOTOKON, MCNONb3YEMbIA B CETEBOM CEaHCE.

attacks.maxSeverity HauBbICLUMIA yDOBEHL OMACHOCTU aTaKW B CECCHM.

hytes recy KonuuerTRA A3MT _OoayueuunIyY AN ARVUSNNaR Deuunii

Puc. 5

Jns mpuMeHeHus: (UIbTpanid HWHPOpMAIMM HEOOXOAMMO COCTaBUTh M 3aJ1aTh
CHeIMagbHOE BBIpAXKEHUE (GUIBTPAIlMU, HUCIONB3YS, HAMpUMEp, OAWH W3 CICTYIONINX

aTpuOyTOB:

— not — OTpHILIAHKE (MHBEPCHUS);

— () — CKOOKM MCHOJIB3YIOTCS JUISl BBIJIEICHUS! KAKUX-JTUOO BBIPAKEHUN U PUMEHEHUS
K HUM orieparopa. Harpumep, not (proto == tcp and dst.port == 9000).3TOT QUIBTP
MO3BOJISIET MOIYYUTh TOJBKO TE CECCHH, B KOTOpPBIX NpoTokoa — He TCP, u npu 3T0M mopt
nosryqaresnst — He 9000;

— proto — MPOTOKOJ TPAHCIIOPTHOTO YPOBHS, UCIIOJIb30BAHHBIN B CECCHM/ATaKe;

— bytes.recv — KOJIMYECTBO OANT, MEPEIAHHBIX TOTyYaTeNIEM CECCHH;
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— bytes.sent — KOJIWYECTBO OANT, EPEAAHHBIX OTIPABUTEIIEM CECCHU;

— bytes.total —o0uiee KOMUYECTBO OANT, NEPEJaHHBIX B PAMKAX CECCUU;

— dst. ip — [P-agpec nomyyaress;

— dst.port —HIOPT NOJy4arTeyid,

— pkts.recv — KOJIMYECTBO MMAKETOB, NIEPEIAHHBIX MOTy4aTEIEM CECCUU;

— pkts.sent — KOJIMYECTBO OANT, MEPEAAHHBIX OTIIPABUTENIEM CECCHUH;

— pkts.total — o0I1ee KOJIMUECTBO MTAKETOB, IIEPEIaHHbIX B paMKaX CECCUM;

— sensor.name —HMMs CEHCOpA, 3apErMCTPUPOBABIIETO  CECCUIO/OOHAPYKUBLIETO
araxy,

— src.ip — [P-agpec ornpasurens;

— src.port —IIOPT OTIIPABUTECIIA.

[Tocne BbIOOpa HYXHOTO arpubyTa HEOOXOAMMO HaXKaTb MPOOEN, MOCIE Yero

OTKpPOETCS CIHUCOK ONeparopoB cpaBHeHus. [IpuMepsl oneparopos:

— < — IIPOBEPSET, UTO 3HAYEHUE MEHBILIE CIIEAYIOLIETO;

— > — [IPOBEPSIET, UTO 3HAYEHHUE OOJBILIE CIETYIOIIETO;

— <= — [IPOBEPSIET, YTO 3HAUCHUE MEHBIIIE WU PABHO CIIEIYIOLIEMY;

— >= — MIPOBEPSIET, YTO 3HAUCHHE OOJIBILIE UK PABHO CIEAYIOIIEMY;

— = =— [IPOBEPSIET, UTO 3HAYCHUS PaBHBbI;

— !|=—IPOBEPSIET, UTO 3HAYEHUSI HE PABHBI,

— in — MPOBEPSIET, YTO ANIEMEHT MPEJCTABIIECH B CITUCKE;

— ~ — [IPOBEPSIET, UTO CTPOKA COOTBETCTBYET NATTEPHY, C y4eToM perucrpa. llarrepn
MOXKET COZIEP>KaTh CUMBOJIBL;

— |~ —IIPOBEPSIET, UTO CTPOKA HE COOTBETCTBYET MATTEPHY, C yueToM peructpa. [larrepn
MOXKET COZEP>KaTh CUMBOJIBL;

— ~* — [IPOBEPSIET, UTO CTPOKA COOTBETCTBYET NAaTTEpHY, Oe3 yuera perucrpa. Ilarrepn

MOKET COACPIKATb CUMBOJIBI,
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— |~* —TIpOBEpSET, YTO CTPOKAa HE COOTBETCTBYET MATTEpHY, O€3 yuyera perucrpa.

HaTTepH MOKCT COACPIKATbL CUMBOJIBIL.

[Ipumeuanue. B cruckax arpuOyToB M OMEpaTopoB MPUBEIACHBI TOJIBKO HEKOTOPBIC M3 JOCTYITHBIX
noas3oBareno. C TONHBIM CIIMCKOM MOXKHO O3HAKOMHTHCS B BBIHaI[aIOH_[eﬁ ,Z[HHaMH‘IeCKOfI IIOACKAa3Ke
noJt mojieM «OuiIbTparys».

[Tocne BBOgA crienManbHOTO BBHIpKECHHS (DMITBTpAITUU IS aKTUBAIMH (PHITBTpaIiun
0 33JJaHHOMY ITapamMeTpy HE0OXOIUMO HaXKATh « .

Ecnu cnenumansHoe BhIpakeHHe (QUIBTPALMK 33/1aHO C OIIMOKOM MM HEKOPPEKTHO,

TO IIOJC «CDI/IJIBTpaLII/I}I» 6yneT BBIICIICHO KpaCHBIM M IIOABUTCA HKOHKA <<°>),

IIpYU HaBEJICHUH Ha KOTOPYIO MOXKHO Oy/IeT yBUAETh coo0IIeHre 00 omubdke (puc. 6).

Coobmienue 06 ommoke momist «dunbTpanus»

HenpaeunsHblA GUALTP

° (not
HEOMMAGHHDIA TOKEH: )

Puc. 6

[Tpn axkTuBanuu QUIBTpAMK C MOMOIIBIO MONS «DUIBTpals» HMCHOJAb3yeMbIi

(l)I/IJILTp JAOIMOJIHHUTEC/IbHO IPUMCHHUTCH K AaHAJIOI'HYHOMY pa3aejay Uu3aeJaus, HalrpumMcep:

— UCTOJIb30BaHuE (PMIIBTPAIMH 110 CHEHUATLHBIM BhIpaXKEHHUSIM Ha BKiIaake «Ceccum
paznena «Jlambopapy Takke aBTOMaTUYECKH MIPUMEHHTCS K paznerny «Ceccuny;
— UCTOJIb30BaHUE (PUIIBTPALIMU IO CHEIMATbHBIM BBIPQKEHUSM Ha BKIIAJIKE «ATaKI»

paznena «Jlambopap» Takke aBTOMaTHYeCKH PUMEHUTCS K Pa3aey « ATaKm».
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4.1.4. @uabTpauus N0 BpeMeHU

s ynoGctBa 00paboTku uHpoOpManuu B eSensor MpeaycMOTpeHa (QUIbTpaIus
UHGOPMALIMK IO YKa3aHHOMY II0JIb30BaTelIeM IEpPHOIOM BpeMeHH. UTOoObl HACTPOUTH
oroOpakeHne MH(OpPMAIIMK 32 YKa3aHHBINA MEPUOJ] BpEMEHN HE0OXOAMMO HaXKaTh Ha MOJie
¢ wuxonxoii «B» mocre wero OoTOOpa3uTCs OKHO HacTpoek «DumbTpanus

110 BpeMeHU» (CM. puc. 7).

OxHo HacTpoek «DunpTpatiys 1o BpeMEHM»

X n l MocnefHWid Yac 27.11.2024 15:01:29-27.11.2024 16:01:29 ﬂ

YacTo ucnons3yembie

4 Hoaépe 2024 > < Hexabpe 2024 >
CerogHAa
Ha aToi Hegene

1 2 3 1

MocnegHue 15 MUH

4 5 51 7 g 9 10 3 4 5 1 7 8
ElocrenauaRiae 1 12 13 14 15 16 AT 9 10 11 12 13 14 15
MocnepHue 24 vaca 18 18 20 21 22 23 24 16 17 18 19 20 21 22
Nocneaxwe 7 aHen 25 26 e 28 29 30 23 24 25 26 27 28 29
MocnengHue 30 OHeR EIY
NocnepHue 90 gHeR Bpems Bpems

- 15:01:29 16:01:29

MocnegHui rog ® @

Puc. 7

B Omoke «Yacto wucmonbdyembie» (cm.Nel Ha pwuc.7) JeBOM YacTH OKHa
MPENyCMOTpEeHa OBICTpas HACTpOWKa OTOOpakeHWs WHGOPMAIUA 32 OMPEICICHHBIN
MIPOMEKYTOK BPEMEHHU — YaCTO UCTIONIb3yeMble (UIbTphl. Haxarrem Ha OJIMH W3 BAPUAHTOB,
MPEACTABICHHBIX B JAHHOM YaCTH OKHA HACTPOEK, MOKHO YCTAaHOBUTD OJJMH U3 CJIETYIOIINX

BapHAHTOB OTOOPaKEHUSI HHPOPMALIHH:

— «Ceromus» — oroOpazutcs nHGopMaIts, 3apErUCTPUPOBAHHAS 32 TEKYIIYIO JaTy;
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— «Ha atoli Henene» — orobpasuTcs UH(POpMaIKS, 3apEeTUCTPUPOBAHHAS 32 TEKYIIYIO
HEJICIIO;

— «[locnemquue 15 Mun» —oroOpasuTcs HWHPOpMAIMS, 3aperMCTPUPOBAaHHAS 34
npoiieamue 15 MunyT;

— «Ilocneqauit  yac» — oToOpazutcst  WHGOpMAlMs,  3apETUCTPUPOBAHHAS 32
ITPOIIEAIINM Yac;

— «Ilocneqaue 24 yaca» — otoOpa3utcss uHGOpMAIIMs, 3aperUCTPUPOBAaHHAs 32
MIPOILIEIINE CYTKH;

— «Ilocneqaue 7 pHeM» — oroOpasutcs WH(OpMaIMs, 3aperucTpUpoBaHHAs 32
MPOLLIEAITYIO HENIEIIO;

— «Ilocneqaue 30 gHEM» — oToOpasurcs uHGOpMAaIKs, 3apEerUCTPUPOBAHHAS 32
npoieamue 30 aHei;

— «Ilocnegaue 90 gHEM» — oTOOpazuTcst WHMOPMALUS, 3apETUCTPUpPOBAHHAS — 3a
npoieamue 90 nHei;

— «Ilocnequuit  rom» —orobpazurcs  uHGOpPMAIMs,  3apEeTUCTPUPOBAHHAS 32

MPOIIEAIINMI TO/I.

[locne Hakatusi Ha OOWH N3 OIIMCAHHBIX BAPHUAHTOB I/IH(i)OpMaHI/I}I IMOJIB30BATCIIIO

0T00pa3uTCs TOJIBKO Ta, KOTOPasi yAOBIETBOPSIET YCTAHOBIEHHBIM (PUIIBTPaM, a B TEKCTOBOM

HI0JI€ PSAJIOM C UKOHKOU «&5 0T0Opa3uTCs HAAMUCh C MPUMEHEHHBIM (DUIBTPOM.

bnok mpaBoii yacTu OKHa NpeAHa3HAYeH Ul HAaCTPOMKU 0TOOpaykeHusl nH(popmaluy,
3aperucTPUPOBAHHON 32 60JIE€ TOUHBIN MPOMEKYTOK BPEMEHHU.

JUis yCTaHOBKM TOYHOTO IIPOMEXYTKAa JaTbl U BPEMEHM JUIsI OTOOPaKEHUS
UH(pOpMaINH, 3apErUCTPUPOBAHHON 3a 3TOT MPOMEKYTOK BPEMEHH, HEOOXOAMMO B IEPBOM
KaJeHaape BbIOpaTh naTy U Bpems orcueta (cM. Ne2 Ha puc.7), a BO BTOPOM — JaTy
U BpeMsl OKOHYAHHUS HEOOXOIMMOIO I0JIb30BATENI0 BPEMEHHOIO NMpOMEeXyTka (cM. Ne 3

Ha puc.7). Ilpm »5ToM, B H3AEAUM MPEAYCMOTPEHA BO3MOXHOCTh C IOMOIIBIO

KHOITIOK «®» H I10J14 «BpeMﬂ» BI>I6paTB M 3a1aTb TOYHOC BpPEMA Ha4dalla U OKOHYAaHHA

¢unsTpanuu nHGOpMalK no BpeMenu (puc. §) ¢ marom 15 MUHYT.
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Hacrpoiika nons «Bpems»

BpemA
09:01:58 ©

00:00:00
00:15:00
00:30:00
00:45:00
01:00:00

01:15:00

T

Puc. 8

[Tocne HacTpoiiku mMapaMeTpoB OTOOpakeHHsI MH(POpPMAIMU 3a OMPEICICHHBIN
MIPOMEKYTOK BPEMEHHM HEO0OXOIMMO HakaTh KHOMNKY «IIpMMEHUTH» nJisi MOATBEPXKICHUS
unmn «OTMEHUTBH» i1 OTMEHbl BHECEHHBIX H3MeHeHuiul. [locie dero Ha cTpaHule

O0TOOpa3uTCs TOJNBKO Ta HWHQOpMaius, KoTopas Obula 3aperucTpUpOBaHA CEHCOpaMU

eSensor 3a HACTPOEHHBIM MPOMEXKYTOK BPEMEHH, a B IOJE CJIeBa OT HKOHKHU «B5

0T0Opa3uTCs ONMHUCaHNE TPUMEHEHHOTO (PUIBTpa MO0 BPEMEHH.

BHUMAHMHUE!

[Tpumenennbie GuIbTpel U3 Onoka «YacTo HCHONB3yeMble» He OOHOBJISIOTCHA
aBTOMATHYECKHM 11 y100CcTBa paOOThI MOJIL30BATENIS C OT(PUIBTPOBAaHHONM HHGOPMAITUEH.
YtoObl OOHOBUTH OTPUIBTPOBAHHYIO MH(DOpPMAIUIO MO NMPUMEHEHHOMY paHee (UIbTpYy

710 TeKyIIeH TOYKH OTCYETa BPEMEHN HEOOXOIMMO HaXKaTh KHOIIKY «Cy.
4.1.5. Iloae «ITouck»

B eSensor Ha HEKOTOPBIX CTpPaHHUIAX HCIONB3YIONME TaOMHIBl (HAIpPUMeED,
BBHITIAJIAIONIEE MEHI0 «AJIMUHHUCTPUPOBaHUE» — pasfen «[pymmbl mpaBu» — BKIAAKA
«IIpaBuna») npemycMoTpeHa (yHKIHMS MOMCKa HH(POPMAIMU O KAaKOMY-TH0O 3apaHee

M3BECTHOMY TApaMETPy JaHHBIX.



24
ATIIT.11100-01 90

I[J'I}I IIOHMCKAa MOaHHBIX HCO6XO,Z[I/IMO BOCHOJb30BaThCsl mojieM s BBoja «llomck»

(puc.9) u BBECTHM KOPPEKTHBIA 3apaHee M3BECTHBIA MapaMeTp IOMCKAa JaHHBIX

(HampuMep, Ha3BaHUE I[pPaBHJIa) HAXKAaTh HAa KHOIKY «Ry» wm knaBumry «Entery

KJIABUATYPHI.

Ilone mst BBoma «Ilouck»

3

Puc. 9

IMocie HaxaTHs KHOIKH « X» eSensor IPOU3BEAET COIOCTABIECHUE BBEICHHOIO
napaMerpa BCEM JaHHBIM M3 TaOJIMIBI M, B Cllydae COBIIAJICHUS MapaMeTpa JaHHBIM W3
TabNMuUIBl, 0TOOPA3UT TOJBKO TE€ JTAaHHBIE, KOTOPbIE COOTBETCTBYIOT YCJIOBUSAM MouCKa. B
MPOTHUBHOM Cilydyae B TaOJMIle Ha cTpaHuile eSensor oToOpasutcs cooOmieHue «Her
TaHHBIXY, qTO CUTHAIIU3UPYET 00 OTCYTCTBHUH COBIIAJICHUI
M0 BBEICHHOMY HIapaMeTpy.

J171st BO3BpaTa K OTOOPaKEHUIO TAOJIMYHBIX JAHHBIX IO YMOTYaHUIO (OTMEHBI TOMCKA)

HCO6XOI[I/IMO HaXaTb Ha HKOHKY « X » B CTPOKC BBOJaA «ITomck.
4.2. MeHI0 ynipaBJjieHHsI Y4€THOM 3aNMChIO MOJIb30BaTEIsA

4.2.1.1. Bkaaaka «O nporpamme»

Jns o3HakomuieHuss ¢ wuHpopmalmend o eSensor MpeaHa3HaueH CHelralbHbIN

uHTEpQEic, mnepexon K KOTOPOMY OCYLIECTBIISIETCS HAaBEIEHUEM Ha HKOHKY « © »
Ha MaHeJId HaBUTallUK, U J]aJiee B BBINAJAIOIIEM CIIUCKE HaxaTueM myHKTa «O mporpaMmme»

(cm. puc. 10).
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Bxitaaka «O nporpamme»

O nporpaMme

SSH-knHo4m

Bbixog

Puc. 10

OKHO 03HaKOMIJIEHUS ¢ HHPOPMAIIMEN O MPOIYKTE MpeCTaBIeHO Ha puc. 11.

Oxno «O nporpamme»

O nporpamme
TekylWwan sepcna v0.1.0

MHbopMaLmWA 0 TMUEH3WK

OpraHwzayms Demo

HomMep nuueH3nm 10000000
AonycTMoe KONMYeCTBO CeRHCOPOE 10

PaKTM4YeCckoe KONMYeCTE CEHCOPOE 4

Cpok Aencrens 00 5 ceHTAGPSA 2025 T.

KoHTaKTbI AenapTaMeHTa Npoaax

3neKTpoHHas noYTa sales@npo-echelon.ru
KOHTaKTbl TEXHWYECKOR NoAAePXKKIN

3NeKTpoHHAaA NoYTa support@npo-echelon.ru

TenedoH +7 (495) 223-23-52 nob. 400

Puc. 11

B okne «O IporpaMme) COACPKATCA CIACAYOINNEC JaHHBIC!

1) Texymas Bepcus;
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2) uadopMarys o JUICH3UU:

a) OpraHu3ailus;

0) HOMED JTHIICH3UH;

B) JOITyCTUMOE KOJIMYECTBO CEHCOPOB;
r) (haKTUYECKOE KOIUYECTBO CEHCOPOB,;

1) CPOK JIEUCTBUA.

3) KOHTaKTHI JeTapTaMeHTa TPOIAXK:
a) DIICKTPOHHAS [TOYTA.

4) KOHTaKThl TEXHUIECKOMN TTOICPIKKHU:
a) ANIEKTPOHHAS MOYTa;

0) TenedoH.

4.2.1.2. Bkaaaka «SSH-kiaroun»
4.2.1.2.1. O0mas uapopmanus

JUis  ocymiecTBiIeHUs] BO3MOXKHOCTU JoOaBieHuss SSH-kimrouelt mosb3oBaTels,
UCIIOJIb3YEMBIX I ckauuBaHus rpynn npasuwil ¢ CYC Ha yJaleHHYI0 MalluHy, a TaKkKe

JUTSL yIaJIeHHOTO pa3pelieHrs KOH(IMKTOB, BOSHUKAIOIIUX MIPH paboTe ¢ TPYIaMu MpaBul,

HEOOX0IMMO HAaBECTU KypCOp Ha MKOHKY « = » Ha MaHEJIU HaBUIalluW, U B BBINAJAIOIIEM

CIUCKE HaxaThb MyHKT « SSH-kiroun» (puc. 12).

Bxnaaka «SSH-kimroumy

O nporp

SSH-kKnoYm

BhIX0]

Puc. 12
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Hanee mnpousoiaer mnepexon Ha crpanuny «SSH-xmoum» (puc. 13), kotopas

IIO3BOJIACT BBaHMOﬂCﬁCTBOBaTb C HUMH, 4 UMCHHO:

— npocmarpuBarh Taonuity SSH-krouelt nosis3oBaress, Xxpansiuxcs Ha CYC;

— HacTpauBarb Tabauiyy SSH-kirodeit nmonb3oBaresis, xpausiuxcs Ha CYC;

— nobapnsath SSH-kmoun monb3oBarens B xpanwmme CYC (om. 1. 4.2.1.2.2
HACTOSIIIETO JJOKYMEHTA);

— MepeXOUTh K KaproukaM SSH-kimodel, copepikaimux NoApoOHYr0 HH(POPMAIUIO
o Kimovax (cm. 1. 4.2.1.2.3 HacTosIIero JOKyMEHTA);

— ynanatbh SSH-kmroun nonb3oparess u3 xpanuiuina CYC (cM. n. 4.2.1.2.4 HacTos11IeTo
JIOKYMEHTA).

Crpanuna «SSH-kiroun»

Ru  sov-admin (&

Hassanne Copan OTneuarok Ktoua

key 1 09.12.2024, 14:51:15 SHA256:f6USRG2099E2DTISk0S|542L TKIPGIQBGYdDWHNDSE!

Puc. 13

B paGoueii obmactu cTpaHHIBI HaxXoAWTCs Tabnuia mobaBieHHbIX SSH-kimrouei
nosib3oBatess. Ilo yMmonuanuio B Tabmuie oToOpaxkaeTcsl clieayromas uHbopMalus

0 KaxxnoM SSH-kroue:

— cronben «Ha3Banue» — otoOpakaeT HaumeHoBaHus SSH-kimouei;
— ctonber «Co3nany — oToOpaXkaeT nary u Bpems gooasneHus SSH-kiouei;
— cronmbery «OTmeyarok  KIo4a» — OTOOpakaeT KpUNTOrpapUuecKuil  OTHeyarok,

UCHOJIB3yeMbI Kaxkaon napoid SSH-kiroueil.

4.2.1.2.2. lo6aBaenue SSH-kI049a mojib30BarTeist

Hns  noGaenenusi SSH-xmrowa mnonbe3oBarens B xpanunuiie CYC  eSensor

HEO0OXOJIMMO BBHITIOJIHUTH CJIEAYIOIICE:

1) aBTOpH30BaTHCA B €S€nsor ¢ YUETHOM 3aMuCcH TPeOyeMOro MoJIb30BaTelIs;
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2) nepelity Ha cTpanuily «SSH-KIr0UM» ¥ HaXKaTh B JICBOM BEPXHEH YacCTH CTPAHMIIbI
KHOIIKY «Hy;
3) Ha otkpsiBielics crpanune «Hoblii SSH-kmrou mnone3oBarens» (cm.puc. 14)

3alIOJIHUTB B COOTBCTCTBYIOIINX 00s13aTeIBLHBIX MOJIAIX:

a) «Ha3Banue» — Ha3BaHue Kitoua (mpumep: rsa 1);

0) «Kimrow» — oTkpeIThIA  (ITyOnmmunbIi) SSH-kmrou  monms3oBarens  (mpumep:
ssh-rsa AAaN23ekal.SAlda...). Jlomyctumeie Tumbl kmodeit: RSA moOoi mimvHBL,
ECDSA mo6o# mmnsl, ED25519.

Crpanuna «HoBbiid SSH-KI1104Y 1107I530BaTENS

HoBBIit SSH-kAtOY Nonb3oBaTeNs

Puc. 14

B) HOKaTb KHONKY «CoXpaHWTh» JJIs1 J00aBIEHHS  IOJIb30BATEIbCKOTO

SSH-kimroua nim kHonky «Hazam 11711 OTMEHBI M BO3Bpara Ha CTpaHuily « SSH-Kiroum».

4.2.1.2.3. Kaprouka SSH-k/1104a noJjib30Baresisi

Jnsa mpocMoTpa uHGOpPMAMKU O KOHKPETHOM TMOJB30BaTenbckoM SSH-kimroue
HEOOXOIMMO Ha)KaTh Ha MHTEPECYIOLIYI0 CTPOKY C KIIOYOM B TaOJIMIle Ha CTPAaHMIIE
«SSH-xmroun». [lanee mnpousonger mnepexon Ha crpanuny «Kaprouka SSH-kiroua

MOJIb30BaTENs» (IpUMEpP CM. Ha puc. 15).
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Crpanuna «Kaprouka SSH-ki1r04a mosib30BaTesis»

KapTouka SSH-kntoua nosib3osatens
Ha3BaHue key 1
09.12.2024, 14:51:15

OTnevatok knioda  SHA256:f6USRG2099EZDTISK0S)s42L TKIPGIQEGYdDWHNDSG!

Puc. 15

B kaprouke oroOpaxaercs cienyromas uaopmaius o SSH-kitoue moiab30BaTesis:

— Ha3BaAHUC, 3aJaHHOC I10JIb30BATCIICM,
— Jdara U BPpEM:1 CO3/1aHUS;

— OTIICYATOK KJIrO4a.

4.2.1.2.4. Ynanenue SSH-k/1104a moJjin3oBareis

s ynanenus SSH-xumroua nonp3oatens u3 xpanuwiuiia CYC eSensor He0OX0AUMO:

1) aBTOpM30BaTHCS B €S€Nnsor ¢ YYETHOH 3arucu TpedyeMoro noiab30BaTels;

2) mepeiith Ha cTpaHully «SSH-kmroum» u BeIOparh B TaOnuile Ha CTPaHUIIC
HeoOxomMBbIi SSH-Kimrou, axTnBHpoBas uekbokce (« ) B cTpoke ¢ nabOpMarmeii o HeM;

3) HaXKaTh KHOTIKY «O» s yAaJICHUs U3 €Sensor;

4) monTBepauTh JCHCTBUA, HaxkaB KHOMKY «llonTBepmuTh» WM TpepBaTh

yaaneHye, Haxas KHOIKY « OTMEHUTL» (Wi « X ») B BCILIbIBaroieM okHe «[loarepikaenne

yaayienus» (puc. 16).

BcemibiBaromee okHO «lloaTBepKACHUE yIATECHUS)

YaaneHwe anemeHTa

MoATBEPANTE yAaneHWe IneMeHTa

Puc. 16
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JIns paspeiBa TEKylIed CECCHU IMOJb30BaTeNs HEOOXOAMMO HABECTH Kypcop

Ha UKOHKY « e » Ha MMaHCJIM HaBHUT'allMK, U JJAJICC B BbIIAAAOIIEM CIIMCKC HAXKATh ITYHKT

«Bprxom» (puc. 17).

Bximanka «Berxom»

Boixog

Puc. 17
4.3. Paznea «{amoopab».
4.3.1. Oomas uapopmanus
Paznen  «lambGopabp»  mpedocTaBisieT  CTaTUCTHYECKYIO
perucTpupyeMyro B Ipouecce  (QyHKUMOHMpPOBaHUS  €Sensor,

JJIA I1OJIB30BaTCJIAA BUC.

Paznen «Jlambopasn» npeacTaBieH Ha puc. 18.

Paznen «Jlamoopasny

uH(pOpMaIuio,

B yI0OHOM

CeTeBas aKTUBHOCTb

nnnnnnnnnnnnnn

Ceccun no Bpemetn

\\\\\

Bcero ceccuit

2712

uuuuuuuuuuuuuu

Puc. 18
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Paznen  «/lamGopap»y  mis  ymoOCTBa  B3aMMOJCWUCTBHUSL  MOAPA3ACISIETCS
HA CJICAYIOLIME BKIIAJIKU:

— «Ceccumy;

— «ATtakmny;

— «CeHcopb»;

— «3110pOBBE CUCTEMBIY.
4.3.2. Bkaaagka «Ceccum»

Bknanka «Ceccun» (puc. 19) IIpEIHA3HAYECHA JUTS oToOpakeHus
OT(OUIBTPOBAHHON MOJIB30BATEIEM CTAaTUCTUUECKOM MH(OPMAIIUU O 3apETUCTPUPOBAHHON
CEHCOpaMH CeTeBOIl aKTUBHOCTHU. JlaHHBIE Ha BKJIAJKE OTOOpakaloTcsi B TrpaduuecKoM

Y TaOJIMIYHOM BHUIC.

Bxinaaka «Ceccun»

Ceccau  ATaku  CeHcopbi  340POBbE CHCTEMbl

- e p——

CeTeBas aKTUBHOCTb @ Ceccuu no BpeMeHu O Bcero ceccuit O
Nepega:
OTnpasuTenu O Monyyatenun O MopTbl Nnonyyatenei O
1P-ampec Rowesroe uun Konwsectso ce..  Mepenano Monysexo 1P-amec Howessioe uun Konwsectso ce..  Mepenano Monysexo fopr Konusectso ceconii
1469 1249 MB 16.60 B 951 107M8 658MB 1030
509 4410 KB 7415KB 400 7236 KB 4239K8 a3 330
238 1952 KB 0008 EY 0008 146,19 KB 1947 238
4856 KB 0008 0008 218.55K8 389
83 2095 k8 0008 119 0008 69.36 KB 5678 149
51 16301 1B 115M8 7 636MB 473928 137 120
4691 KB 0008 1 179K8 163K8 1900 19
19 952K8 0008 17 1.15M8 162.91 M8 138 14
15 1728 k8 0008 7 0008 245k8 135 78
L oo oo L e VST | I

Bxnaaka «/lambopabny conepKuT B cede CIeAYIOIINe BUIKETHI:

1) «CereBasi aKTMBHOCTBY» — BUDKET TpPENHA3HAUEH [UIsI YAOOHOTO OTOOpaKEeHUS
W3MEHCHHWIA CpPEIHEW CKOPOCTH TIepeadd OTIPABICHHOTO H TOJYYCHHOTO Tpaduka

3a YCTaHOBHCHHBIﬁ IMPOMEKYTOK BPEMCHH;
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2) «Ceccud 1O BpEMEHW» — BUDKET MpEIHa3HaueH Ui yI0OHOro OTOOpa)KeHus
KOJIMYECTBA CECCUM 32 YCTAHOBJICHHBIN IIPOMEKYTOK BPEMEHU;

3) «Bcero ceccuii» —BUDKET MpenHA3HAuUeH Uil yAOOHOTO OTOOpakeHUs OOIIero
KOJIM4YECTBO CECCUM 3a YCTAaHOBJICHHBIN IPOMEKYTOK BPEMEHU;

4) «OTtnpaBuTeNN — BUIKET, MPEACTABISIIONINN c000i MH(OPMALMOHHYIO TaOJIMILY,
I71e 0TOOpakaeTcsl CIIMCOK OTIPAaBUTENEH ¢ yKa3aHUEM YHCciia CecCUil 1 00beMa MepeIaHHOTO
U MOJTy4YE€HHOT0 TpaduKa 3a yCTAHOBJICHHBINA IPOMEXYTOK BPEMEHH;

5) «llomydarenmm» — BUIDKET, TPEACTABISIONIMN co00M WHGOPMAITMOHHYIO TaOJUILY,
rJe OToOpa)kaeTcsi CIMCOK MoJdydYaresiel ¢ yKa3aHHUEeM 4Yucia ceccuid, 00beMa MepeaHHOro
U MOJTy4YE€HHOT0 TpaduKa 3a yCTAHOBIEHHBINA POMEXKYTOK BPEMEHH;

6) «Iloptbl mOMy4aTenen» — BUDKET, MNPEACTABISIIOMUNA co00i HHOOPMAIIMOHHYIO
TaOMUILY, I7Ie 0TOOpaXKaeTcs CIMCOK MOPTOB MONydYaTeNiel ceccuii ¢ yKazaHHEeM KOJIMYeCcTBa

CECCHIi 32 YCTaHOBJICHHBIN POMEXYTOK BPEMEHH.

B Bumxerax «CereBas akTUBHOCTH» U «CeccHM MO BpPEMEHW» YHCIO CTOJOLIOB
(Toyek) W MHTEpBaJl BPEMEHHM MEXIY CTOJOIaMM (TOYKaMH) PacCUMTHIBAIOTCS eSensor
aBTOMAaTUYECKU U MOTYT BapbUpPOBATHCS B 3aBHCHUMOCTHU
OT YCTAHOBJICHHOI'O MOJb30BaTelIeM IPOMEKyTKa BpemeHu (cm. 1. 4.1.4 Hacrosuiero
JIOKYMEHTA).

B Bumxerax: «OrnpaBurenu», «llomywaremu» wu  «llopTel  momyuarenein»
uH(poOpMaIUsl OTCOPTHPOBAHA IO KOJIWYECTBY CECCHHl MO YOBIBAaHUIO (OT HaMOOJBILIETO
K MEHbUIEMY KOJMYECTBY ceccuil). Jlpyrue BapHaHThl COPTUPOBKH HE IMPENLYCMOTPEHBI.

MakcuMaJibHOE KOJIMYECTBO 3aIMMCEN B JaHHBIX BUIKETaxX — S50.
4.3.3. Bkiaaaka «ATakm»

Bxianka «ATakm» (puc. 20) IpeaHa3HaYeHa TUISt O0TOOpaXKeHus
OT(UIBTPOBAHHOM IMOJIb30BATENIEM CTATUCTHUECKON MH(GOPMAIIMHU O 3apETUCTPUPOBAHHBIX
CEHCOpaMM CeTeBbIX arakax. Jl[aHHble Ha BKJAQJKe OTOOpaXaroTcsi B TIpaduueckoM

U TaOJIMYHOM BUJIE.
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Bxnaaka « ATakmy

Ru  sov-admin (&

AAWEOPAbI NawGopas

Ceccum ATaku CeHcopbl 3popoBbe cUCTEMDIE

X n MocneHue 30 AHeil 02.12.2024 21:20:52-01.01.2025 21:20:52 (]

ATaKu no BpeMeHu @ ATaku no knaccam O ATakun no HasBaHWo O
. nace aK

86 ET JA3 Hash - [Abuse.ch] Possible Dridex 86
26 ET POLICY SMB2 NT Create AndX RequestFora .. 14
3 ET POLICY SMB Executable File Transfer

ET INFO EXE- Served Attached HTTP

9
3 test udp rule 1
I 1 1
orporate Privacy Violation 1 ET INFO DNS Query for Suspicious .m| Domain 1
2202415 Attempted User Privilege Gain 1 ET HUNTING curl User- it to Dotted Quad 1
ET INFO Observed DNS Quer 1
ET POLICY PEEXE or DLLW 1
@ Kputnueckas onacocs @ Bsicokan onacocs @ Cpesaonacrocrs @ Huscas onacrocs ET MAIWARE Rack Pannant 1
OTnpaBuTenn O Monyyatenu O CBofka no aTakam O
IP-appec [Lomennoe uma Konuyecrso atak IP-appec LlomenHo e uma Konuyectso atak
. 121 15
3 26
5 Konimiccroo aTak GpaSoTasuie mpashna

Puc. 20

BKJIaI[Ka «ATakm» COACPKUT B cebe CICAYIOIMINC BUIKCTHI:

1) «<ATaku 10 BpPEMEHW» — BUJDKET TMpEAHa3HaYeH I YIO0OHOTO OTOOpasKeHUs
KOJIMYECTBA aTaK KaXXJOro YPOBHS OMNACHOCTH, OOHApPYXEHHBIX 3a YCTAHOBJICHHBIN
MIPOMEKYTOK BPEMEHHU;

2) «Ataku TIO Kj1accam» — BUDKET MpeIHa3HaueH i1 YI0OHOTO OTOOpaKeHUS CIIMCKA
KJIACCOB aTaKk C YyKAa3aHMEM KOJMMYECTBA arTaKk KaXJIoro Kiacca, OOHapy>KEHHbIX
3a YCTAHOBJICHHBIN MMPOMEKYTOK BPEMEHU;

3) «Artaku o Ha3BaHWIOY» — BHJDKET MPEIHA3HAUEH SIS YIOOHOTO OTOOPaKEHUS CITMCKA
Ha3BaHWM  arak ¢  yKa3aHWeM WX  KOJMYECTBA,  OOHAPYXKEHHBIX  eSensor
3a YCTAHOBJICHHBIN MMPOMEKYTOK BPEMEHH;

4) «OTtnpaBuTeN» — BUJDKET TMpeAHAa3HaYeH U1 YI0OHOro OTOOpaKeHUs CITMCKA
OTHpPABUTENIEH aTaKk C YKa3aHUEM KOJMYECTBA arak, OOHAPY>KEHHBIX 3a YCTAHOBJICHHBIN
MIPOMEKYTOK BPEMEHU;

5) «llomyyarenn» — BUJKET TMpeIHa3HAYeH sl YHOOHOro OTOOpa)XeHUs CIIMCKa

HOHy‘IaTeJ'IeI‘/’I arak C YKa3aHHMEM KOJIHNYCCTBa AdTak, O6Hapy}K€HHBIX 3a YCTaHOBJICHHBIﬁ

MIPOMEKYTOK BPEMEHU;
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6) «CBojIKa MO arakam» — BUJDKET MpeIHa3HaYCH ISl YIOOHOTO OTOOpayKEeHHUS 00X
COOpaHHBIX JaHHBIX B IU(pax o0 arakax, OOHAPYKEHHBIX 32 YCTAHOBJICHHBIA MPOMEXKYTOK

BpPEMEHH U cpabOTaBIIMX MIPaBUIIAX €Sensor.

B Bumkere «Ataku 1o BpeMEHW» YUCIIO CTOJIONOB C aTakaMy M MHTEPBaJl BpEMEHU
MEXIy CTOJOIaMHU pPACCUUTHIBAIOTCS €Sensor aBTOMAaTH4YE€CKA M MOTYT BapbUPOBATHCS B
3aBUCHUMOCTH OT YCTAHOBJICHHOTO IIOJIh30BaTelieM MPOMEXyTKa BpemeHu (cwm. 1. 4.1.4
HACTOSILIETO JOKYMEHTA).

B Bumxerax «Araku mo BpemMeHn» UM «CBoaka Mo arakam» [IJs BH3YaJIbHOTO

MMPCACTABJIICHUA PA3JIMIHOIO0 YPOBHA OIIACHOCTHU aTaK MCIIOJIB3YIOTCA CICAYIOIINEC NKOHKH!

- ((.)) — O3Ha4Yaromas KpuTHYCCKYIO OITaCHOCTD,
- ((.)) — O3Ha4aroniasa BEICOKYHO OIIaACHOCTD,
— «WF)) — O3Ha4aromas CpeaHOr0 OITaCHOCTD,

- ((.)) — O3Ha4daronias HU3Kyro OIaCHOCTb.

B Bumxkerax: «Araku mo kiaccam», «ATakd TO Ha3BaHUIO», «OTHpaBUTEIN»
u «llomyuarenu» wuHdOpMaIUs OTCOPTHPOBAHA IO KOJUYECTBY aTak IO YyOBIBAHUIO
(or HamOOJBIIETO K MEHbBIIEMY KOJWYECTBY arak). Jlpyrue BapuaHTBl COPTHUPOBKHU

HE MpeayCMOTpeHbl. MakCUMallbHOE KOJIMYECTBO 3aMKUCEN B JAaHHBIX BUJKETax — 50.
4.3.4. Bkaagka «CeHcoOpbD)

Bxnagka ~ «CeHcopbi» (puc. 21) NpeIHa3HaYeHa  JUIs 0TOOpaKeHUs
uH(popMaIuu o paboTe MOJIKIIOYCHHBIX IMOJIb30BaTeNieM K eSensor ceHcopax. Jlanusie Ha

BKJIaAKC 0T06pa>1<a}0Tc;1 B TAOJIUYHOM BUJIC.
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Bxuanka «CeHcopbi»

@ AAWBOPALI AawBopas Coccum ATaki ABMAHHCTRUPOBAHWE

Ceccum ATaKw Cencopbl 300poBbe CHETEMBI

PErHCT pau CHrHATYBHBIR SEPNCTINECKHR OTnpaBKa
Cratyc  Mwa Onncanme Husn xocTa Murepgeiic AaxEaT TpafKa
cecomit ananmz anannz cobuIT it

L test astral7-esensor- lo # Paborasr # Pafiorasr # Paforaer * Omcnroues # Pafioraer
[ ] sensof 17111 pot astral7-esensor- L2 ® Paforaer ® Paforaer ® Pafioraer ® Drenrouen ® Paforaer
L ] 5ensor 07110 port astral7-esensor- athi ® PabioTaer * PafioTaer ® Paboraer * Orenrouen ® PafioTaer

L] SENSOL0T 110 port astral7-gsenso- athi ® PaboTaer ® PaGoTaer ® PaBoraer ® Drenroues ® PaGoTaer

Puc. 21

Nudopmanronnas tadmuia « CEHCOPBI» COACPKUT CICAYIONIYI0 HHPOPMAITHIO:

— « ! » — oToOpaxkaeT MHIUKATOP MPEAyNPEKICHUS «4h) B ciydae, KOLJa CEHCOPOM
CO CTaTyCcoM MOJKIFOUEHUS @ UCTIONIb3YeTCsl He TOCJIEAHASs BepCUsl TPYIIbl MPaBHIL.
[loncka3ka akTUBUPYETCS] HABEAIGHUEM Kypcopa Ha MKOHKY (CM. puc. 22);

— «Craryc» — oToOpakaeT MHAUKarop ooOmero cocrosgnus mnoakmoueHus CYC
K ceHcopy. JlaHHbIN cTaryc CBA3aH ¢ MHAMKATOPOM 001Iero cocrosuust noakmodenus CYC
B KapTo4yke BBIOpaHHOTO ceHcopa (1. 4.6.2.2 Hactosmiero aokymeHTa). (st oroOpaxkeHus
obmero coctostHus noakiodeHuss CYC k BBIOpaHHOMY CEHCOPY MCIIOJNIB3YIOTCS CIIEAYIOIINE

HNKOHKH:

a) @ — o3Hauarommii craryc «llonkimouen»;
0) « » — o3Hauarowii craryc «JlobaBneny;
B) «@), — o3Hanaromyit CTaTyC «3aKpbIT»;

r) «@) — o3navarommit craryc «COoM CBSI3N»;

1) «“» — o3Havaronmii craryc «He onpeneneny.

— «Mms» — oToOpakaeT Ha3BaHHE CEHCOpa, PUCBOEHHOE MY MOJIb30BaTENIEM;
— «Onucanue» — 0ToOpakaeT OMUCAaHUE CEHCOPa, 3a/IaHHOE MTOJIb30BATEIIEM;
— «MMs xocTa» — 0TOOpaykaeT HAMMEHOBAaHKUE XOCTa MOAKIIFOYEHHOT'O CEHCOpa U HOMEP

nopTa;
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— «MHTepdeiicy — orobpaxkaer Ha3BaHHE ceTeBOro uHTepderica, Tpapuk KOTOPOTro
3aXBaThIBACT M aHAJTM3UPYET CEHCOD;

— «Perucrpanus ceccuin» — 0ToOpaykaeT COCTOSIHUE MOYJISI PETUCTPAIH CECCUI;

— «CurHatypHbIi aHATTN3» — OTOOpaKaeT COCTOSTHUE MOAYJISl CHTHATYPHOTO aHAIIN3a,;

— «OBpPUCTUYECKHN aHAIM3» — OTOOPAKACT COCTOSHHE MOMYJIS 3IBPUCTUYECKOTO
aHaJm3a;

— «3axBart Tpadrka» — oToOpakaeT COCTOSIHME MOIYJIS 3aXBara Tpaduka;

— «OTnpaBka cOOBITUI — OTOOPAXKAET COCTOSTHUE MOTYJISI OTIpaBku coObIThi Ub.

Pa6oTa HHINKATOPA IPEIYIPSKICHAS «Ahy

A @ sensor.1.7111.port

@ Mcnonb3yloTeA ycTapesiune npasuna

Ha ceHcope MCnonb3yOTCA YCTapeBillve npasuna
CHMrHaTypHOro aHanwsa. HeoBXogumo 06HOBUTH
MX M Nepe3anycTHTL MOOYNb CHIHATYDHOMD
ananwsa.

O6HOBMTL M Nepe3anycTHTL MOAYNb

Puc. 22

MOI[y.TII/I CCHCOpa MOTI'YT HAaXOOUTCA B OJJHOM M3 CICAYIOIIHUX COCTOSIHMU:

— ( ®PadoTaeT s, (hYHKIMOHUPYET B INTATHOM PEKUME;

® 3anyckaeTtcs

— « » — MJIET MPOIIeCC 3aImycKa paboThl MOITYIIS;

— ([ OcTaMaBMMBAeTCR | peT TIPONECC OCTAHOBKH PAabOTHI MOIYIIS;
— « ®OTRnioter Ly (hYHKIIMOHUPOBAHME MOJIYJIS OCTAHOBIIEHO IITATHO;
® Owunbka
-« » — QYHKIIMOHUPOBAHHWE MOMIYJISI OCTAHOBJIEHO HE IITATHO, B CJICJICTBUU
KaKHX-JIN0O OIINOOK;

— [ Heonpenenet )y, cocTOSHME MOLYIIS HEU3BECTHO.

cI)yHKHI/I}I I[O6aBJ'ICHI/IH HOBOI'O CCHCOpA AOCTYIIHA HAa BKJIAJAKC BBIIIAJA0OICIO MCHIO

«AnMmuHHCTpUpOBaHUE» — «CEHCOPBI».
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4.3.5. Bkiaaaka «310poBbe CHCTEMbD)

Bxnagka «3m0poBbe cuctemb» (puc. 23) mnpeaHasHaueHa ISl HAISAIHOTO
OTOOpa)KEHUsI CTAaTUCTUKU Pa0OThl KOMIIOHEHTOB W3JENHS U SIBISETCS HHCTPYMEHTOM

MOHHUTOPHHI'A COCTOAHHA CUCTCMBI.

Bxrnangka «310poBbe CUCTEMBI

BelonacHocTs

CeHEOpB = Paspmymusce  ~ Chsprymesce

Puc. 23

JI71st Ka>Koro KOMIIOHEHTA U3/1ens MPEeyCMOTPEHA CBOsL 00JIaCTh C OTOOpaKEHUEM
CTPOKHM COCTOSIHUK 3TOro KomMmnoHeHTa. CTpOKa COCTOSIHUM KOMIIOHEHTa IPEICTABIISET
co00ll HamsigHOE OTOOpa)KEHUE HW3MEHEHMs JOCTYIMHOCTH KOMIIOHEHTAa MO BPEMEHH.
Kaxxnomy npoMeXyTKy BPEMEHH COOTBETCTBYET CBOE JIEJIEHUE IIKAJIBI BPEMEHHU, KOTOPOE

MOJKET OBITH OKpallICHO B CJIACAYIONINEC IIBCTA:

— «mmmm———)) — KOMIIOHEHT  paOoTaeT / 3aIyCKaeTcs / OCTaHABIMBACTCA  ITATHO,
po0JIeM C €ro JOCTYMHOCTHIO 3aMKCUPOBAHO HE OBLIO;
— (m—)) — KOMIIOHEHT OTKJIFOYCH B JIaHHBIA TICPUOJ BPEMEHHU (1T MOIYJeh

CEHCOPOB);
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— «emm——)) — KOMIIOHCHT OB HEIOCTyIlEH (HE OmpeselieH / ommoKa) B JaHHBIM
NPOMEXYTOK BpeMmeHH. [Ipu BO3HMKHOBEHHMH ITaHHOTO CTaryca KOMIIOHEHTa HH(MOpMaIus

00 3TOM 0TOOpa3uTCs B uH(popMarronHoi manenu «llocnemnue mpoodaemsd» (puc. 3).

KoMITOHEHTHI CTpyIITUPOBAHBI MO CIEAYIOMUM (YHKIIMOHATBHBIM TPU3HAKAM:

— rpynmna «ba3za gaHHBIX», KOTOpast CONEPKUT UHPOPMAIHIO O KOMIIOHEHTAX:

a) «ClickHousey;

0) «Ympasnenue rpymmamu npasui (Git)y;
B) «PostgreSQLy;

r) «Redisy.

— I'pylIia «Be?)OHaCHOCTB», KOTOpast COOCPKUT I/IH(I)OpMaHI/II-O O KOMIIOHCHTAax:

a) «CepBep KOHTPOJIS LIETOCTHOCTHY;

0) «CepBep ayTeHTHUDUKAITAN.

—rpymna «CeHcopbl» (pHc. 24), KoTOpas COIEpKUT HHpopMaluio 00 obieM

COCTOSTHHU CCHCOPA, 4 TAKKEC COCTOAHUHN MOI[YJ'ICﬁ, a4 UMCHHO.

a) «O0I111ee COCTOSTHUEY,;

0) «Perucrparus ceccuiiy;

B) «CHUrHaTypHBIN aHATTU3Y;

I) «OBPUCTUYECKHI aHAIN3Y;

1) «3axBar Tpaduka;

e) «OTnpaBka COOBITUIY;

K) « MOHUTOPUHT CHCTEMBD» (MOMYJb, COOMPAIOIIMIA METPUKHU JJI BHUHKECTOB

3arpy3KHd CUCTEMBI).
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I'pynna «CeHcopb»

CeHCOpbl  ~ PasBepHyThGce  ~ CREPHYTE BCE

Ot COCTORKME

Puc. 24

O KaX10M KOMITOHEHTE eSensor 0ToOpakaeTcst CIeaAyIomas HH(OPMaIIHs:

— Ha3BaHMUE KOMIIOHEHTa (7151 ceHcopa — 3To 1d ceHcopa, Ui ero MofyJiel — Ha3BaHHe
MOJTYJIsI) ¥ B IPABOM 4aCTH CTPOKH UHIUKATOP «9y (pu 00111eM COCTOSTHUM KOMITIOHEHTOB 0€3
onm6ok) mwn uaaukarop «@y, ¢ mmdpoii KonMdyecTBa IPO6IEM BHYTPU HETO;

— aJipec U MopT cepBuca (KpoMe MOITYJIEH CeHCopa);

— CTpOKa COCTOSIHMI KOMITOHEHTA, COCTOSIIIAs U3 MOCIeTHIX 19 3aperncTprupoBaHHbBIX

CTarycoB COCTOSTHMM KOMIIOHEHTA.

ITpu HaBeneHUH Kypcopa Ha COOTBETCTBYIOLIEE JEIECHUE IIKAJIbl BPDEMEHHU B CTPOKE
COCTOSIHUSI KOMIIOHEHTa 0TOOpa3uTcsl Kparkas MHPOpMAaILHsS O JaTe U BPEMEHHU IMPOBEPKU

Y BpEMEHHU OTBETa KOMIIOHEHTa (puc. 25).
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OtobpakeHue KpaTkoi HHGOpPMAIMK B BRIOPAHHOM ITKAJIE JIeJICHUS

Conr HaTypPHbIWM aHanu3

Bpemsa npoBepku

02.01.2025 21:20:03

3 3PUCTUHECKUNA
BpeMn OTBETa

] 0mc
0 mc

Puc. 25

[Ipu Haxkatrum Ha 1d ceHcOpa WM Ha3BaHMM €ro0 MOJIYJS MPOU30MAET MEePEXo.
B KapTO4Ky ceHcopa (1. 4.6.2.2 HacTOSIIEro JOKyMEHTA).

eSensor MpoBepseT OO0Iee COCTOSHHE CEHCOPOB M MONYJEH CEHCOPOB KaKIbIC
15 cexyna, a Japyrux KoOMIOHEHTOB — Kaxawsle 30 cekyna. OOmiee cocrosHue

paCC‘-II/ITBIBaeTCH Ha OCHOBC I/ICTOpI/II/I BCCX COCTOHHI/Iﬁ I(OHTpOJ'II/IpyeMBIX KOMITIOHCHTOB.
4.4. Paznea «Ceccum»

4.4.1. O6mas nadopmanus

CeHcopbl pa30oMpaOT TOCTYMAIOMIMK HAa HHUX JI aHaliu3a CEeTeBOM Tpaduk
[0 MPOTOKOJIAaM M PETUCTPHUPYIOT HH(POPMAIIUIO O CECCHUAX — CETEBBIX B3aMMOACHCTBUSIX
MeXAy y3iamu ceTu. JlanHas uH@oOpManus MOXET ObITh MOJE3HAa MPHU TOUCKE CIE/I0B
BPEIOHOCHOW aKTUBHOCTH U PACCIIEOBAHUN aTakK, T.K. TIO3BOJIIET COCTABUTH 0OJIEe TIOTHOE
Ipe/ICTaBIEHNE O TOM, YTO MPOUCXOJUT B CETH.

Paznen  «Ceccum»  mpeaHazHaueH  JJIi  OTOOpakeHUss  MH(oOpMaIuu
0 3aperucTpPUpOBaHHBIX ceccusix. Mudopmarms otoOpaxkaercss B Tabmuie «Ceccumy,
rJe KaXJash CTpOKa —ATO Pa3JIMYHbIE JIaHHbIE OJHOM CECCHU, a KaXKIbI CTOJOEeL — THI
JTAHHBIX, OTHOCSAIIUNACS K 3aTOJIOBKY JTAHHOM TaOIHUIIHI.

Pasznen «Ceccumn» npencraBiieH Ha puc. 26.
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Pa3znen «Ceccum»

1P- T " -,
D B Mporoxon crp Diosed un P-appec Napr Crpan. Aoueinoe w MA IP-aaps Nopr nomyuare: T Koseu
P oTnpaskTens mpas; oTnpal oAy nomyNaTena nom ETRRN
[1] 58360 - us 80 10.01.2025 11:29:0
P 35534 - U 443 10.01
P 47500 - AU 443 0.01.2025 11:15:49 10.01.2025 11
P 40576 - A 443 0.01.2025 11:15:49
P 4107 - U 443 0,01, 2025 11:15:45
P 33468 = AL 443 10.01.2025 11:15:49 10.01.2025 11:15:49
P 47528 —, 8 443 10.01.2025 11:15:49 10,01 2025111549
P 40170 — |k 443 10.01.2025 11:15:4% 10001 2025 111549
P 47538 —a I 443 10.01.2025 11:15:49 10.01.2025 111549
o 51527 — 443 10.01.2025 11:15:49 10.01.2025 111549
u 451 == ML 443 10,00, 202511:15:4% 10001 2025111549
TP - 55344 =w 443 10.01.2025 11:15:49 10.01:2025 11:15:49
P 40240 9440 06.01.2025 18:07:34 2025 19.08:58
Puc. 26

[Ipn HaxkaTuM KypcopoM Ha HHTEPECYIOLIYIO0 CTPOKY HMH(OPMAIMOHHON TaOIHIIbI

«Ceccun» TpoOM3OMIET MEpexo/l K KapTouke BbIOpaHHOUM ceccuu (1. 4.4.4 HaCTOSIIETO

JIOKYMEHTA).

4.4.2. YnpasiieHue oToOpaxeHueM HHGOPMAIIAU O CECCUAX

VYpasnenue oToOpaxxeHrneM HHPOPMAIIMH O CECCUSIX, (DUIIBTpAIUS 10 CTIeIUaIbHBIM

BBIPAKEHUSIM U 110 BPEMEHH, MIOUCK MOIPOOHO OMHUCaHbI B 1. 4.1 HACTOSIIETO JOKYMEHTA.

4.4.3. KomupoBaHue 1aMINoB CeCCUM B XpaHUJIMIILE

CeHcop 3amMchIBa€T JaMIIbl PETHCTPUPYEMBIX MM CECCHM B 3aJaHHYIO NaNKy

(aitnoBoii cucTEMbI MAIIMHBI, HA KOTOPYIO OH YCTAHOBJICH.

I[Ipumeuanue. HacTpoliku 3amucu W XpaHEHHsS JaMIIOB Ha CEHCOPE 3aJaloTCid B IOIAMEHIO

«Perucrparnus ceccuit» kapTouku ceHcopa (1. 4.6.2.2.1 HacTosIIEero JOKyMEHTa).
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YTtoOkI HE IIOTCPATH BaKHBIN JaMII IIpU ABTOMATUYECKOM OYMCTKE MaNKU C JaMIlaMU,
a TaK)Ke MMETh BO3MOXKHOCTh CKadaTh €ro M3 eSensor Ha KOMIIBIOTCP, HY?KHO CKOITUPOBATH

ero B xpanunuiie PCAP-daiinos na CYC.

I[Ipumeuyanue. Pabora ¢ xpanmmimem PCAP-daitnoB na CYC onucana B 1. 4.6.3 HacTosIiero

JIOKyMEHTA.

JIy1st KomMpOBaHUS OHOTO/HECKOIBKUX JAMIIOB CECCHI B XPAHWIUIIE HEOOXOIUMO
CO3/1aTh 3aMpOoC/3anpockl HA KOMUPOBAHKE.

«By _ 910 xHomka «Co3gats 3aMpoc Ha KOIMMPOBAHWE JaMIIOBY», KOTOpas
0 YMOJYaHWIO HeakTuBHA. CTAaHOBUTCS JOCTYITHA MPHU BHIOOPE OJHOM WM HECKOJIBKUX
ceccHuil MyTeM AaKTHUBAIlMM 4YE€KOOKCOB B HEOOXOAMMBIX CTPOKAaX B HH(POPMAIMOHHOU
tabmuie «Ceccumn.

JIisi KOmUpOBaHMS JTaMIIOB ceccuii u3 HMH(pOpMarmoHHOW Tabmuibl «Ceccum»
HEOOXOJIMMO BBIOpaTh MHTEPECYIOIINE CECCHUU, aKTUBUPOBAB UYEKOOKCHI B HEOOXOIAMMBIX
CTPOKax W HaXaTh KHOTIKY « By nax nHpopmarmonHon Tabnumen «Ceccum.

Ilocne mHaxarus Ha KHOIIKY « a »  OTKpPOCTCA  OKHO «CO3I[21HI/IC 3arpoca

Ha KOITMPOBaHUE JIAMITOBY (IIpUMEp CM. Ha puc. 27).

Oxno «Co3nanue 3ampoca Ha KOIMPOBAHUE JTaAMITOB)»

CoanaHme 3anpoca Ha KonupoeaHue gamroB

Haseanue* (i)

group-name_sK6agqtWN97wuwejDgoYoNb-R_5m_0rWfTcLgn

Onucanue )

Onpe,nenﬂeT HanpasneHue TpadJI/IKa OTHOCUTENBbHO NepuMeTpa CeTu.

KonnyectBo gamnos B 3anpoce: 33 OTMeHUTb Co3patb

Puc. 27
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B oxne ((CO?),Z[&HI/Ie 3arpocCa Ha KOIIMPOBAHUC OaMIIOB» HCO6XO,Z[I/IMO 3aIllIOJIHUTh

ClIeyIolIee:

— «HaszBaHue» — Ha3BaHME 3ampoca MOXKET COHAEPXKaTrb IPOU3BOJIBHBIE CUMBOJIBIL.
Obs13arenbHOE TI0JIE U151 3anonHeHust. Eciii Obu1o BEIOpaHO O0Jiee OTHOTO 1aMIIa, TO KaKI0MY
OyleT MpUCBOEHO MMS B cleayromeM (opmare: <name> <id>, rme: <name> — Ha3BaHMHE,
a <id> — 1enoYnCIeHHbIA NICHTU(PUKATOP KAKIOTO 1aMIia, HauYrHasi ¢ 1;

— «Onucanuey» — MOXKET CoJepKaTrh NPOU3BOJIbHBIE CHUMBOJIBL. B cioywyae BbiOOpa
HECKOJIBKMX JIaMIIOB CECCHMU B CO3/1aBa€MOM 3allpOoCe JIaHHOE OMHUCaHuE OyJIeT MPHCBOEHO

KaKIAOMY.

[Tpumeuanue. [Ipu BEIOOpE HECKOIBKUX 1aMIIOB CECCHH B CO31aBa€MOM 3aIPOCE — B JIEBOM HIXKHEM
yroy okHa «Co3maHue 3ampoca Ha KONMPOBAHUE JaMIIOB» Oy[eT yKa3aHO KOJMYECTBO BBHIOPAHHBIX paHee
JIaMITOB B 3ampoce. B Takom ciydae Oynet co3nana rpymma 3anpocoB. YUcio 3ampocoB B rpyre OyJeT paBHO

YHCITYy KOITUPYEMBIX JAMIIOB.

Jlanee, 1yist OTMEHBI CO3/IaHUs 3aMpoca HEOOXOAUMO HaXKaTh KHOMKY «OTMEHHUTDHY
WM JUIsl TIOATBEP)KICHHSI BBEICHHBIX JAaHHBIX Haxarb KHOINKY «Co3nare». Ilocie
YCIICIIHOTO CO3JaHUsl 3alpoca €Sensor MPEIJIoKUAT MOJIb30BATEN0 HAXXKaTHEM KHONKH
«IlepeiiTi» coBepIIUTh OBICTPBIM MEpexoa K CTpaHUIE ¢ HHPOpMalMed O 3ampocax
(puc. 28), a UMEHHO Ha BKJIAJAKY «3alpochl Ha KOMHUPOBAHUE» BHINAJAIOLIETO MEHIO
«AamunuctpupoBanue» (1. 4.6.4 HacTosimero aokymeHta). Ilpu oTcyTcTBHUM Takou

HEOOXOJMMOCTH CJIeyeT HaxkaTh KHONKY «OTMEHHUTbY» AJisl BO3Bpara K pazzaeny «Ceccum».

OKHO TONTBEP KICHHUS YCIICIITHO CO3/IaHHOTO 3ampoca

3anpoc ycnewHo co3aaH

lMepenTn Ha cTpaHuly ¢ MHGopmMauuen
0 3anpocax?

OTMeHnTb MepenTn

Puc. 28
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4.4.4. Kaprouka ceccum
4.4.4.1. O0u1ee onucanue

B eSensor mpemycMoTpeHa BO3MOXKHOCTH ITPOCMOTpa MOAPOOHOM MHOOpPMAIUUA O
ceccud. [{ns 3TOM 1LEenM CIyKUT KapTodka ceccuu. sl mepexoma K KapTOYKE CECCUU
HE0O0XOJMMO HaXKaTh HA CTPOKY TaOJIHUIBI CECCUI B JTIOOOM MECTe.

[Tocne HaXkaTus Ha CTPOKY B TAOJIMIIE CECCHIM OTOOPA3UTCS CTPAHMIIA KAPTOUKH ITON

ceccuu (puc. 29).

Kaprouka BeIOpaHHOM ceccuu

NawGopas! Cecaumn ATakm

Ceccun / qLiok9jo76kwYBVCSMX2VBCINSRIKCKATNZaRZGIENG W1l 701
160680 —» 9440
CeTeran aKTUBHOCTL v/ OTnpaBeHHbIi TPagUK @ TlonyueHHbIii TPagUK | BaiTbl/cex

12:58 13:00 13:02 13:04 13:06 13:08 13:10 1312

06wmit Tpaguk: 1.43ME @ 1.05MB 382.99K6  Cpefl CKOPOCTs: 769.31 B/cek
OcHoBHOE

Undopmanmn o cecoun Arakn 0

061wan uHpopMauus (D ATaki He 06HapyKeHbI

TpoToken Tcp

Hauano 5 mapra 2025, 12:57.01

Koweu 5 Mapra 2025, 13:12:16
AnuTensHocTs 15MIH 1508k

Mamn ceccumn He coxparien

Cewcop  sensor 0.7110.port

Unrepdeiic etho

Community ID 1:1IpHMbcQ135bWWpOBKL2VEIVn21=

Puc. 29

Crpanuny «Kaprouka ceccurm» MOXKHO pa3leliuTh Ha claenyomue QyHKIIMOHATbHBIC

OJIOKH:

— «I['paduxy;
— «Mupopmarnus o ceccumy;

— «ATakn.
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4.4.4.2. baok «I'padux»

B BepxHem 0110Ke KapTOUKHU cecCUu 0ToOpakaeTcs rpaduk CKOPOCTH TpaduKa B CETH
(mone «CeteBast akTHBHOCTH»). Ham nmaHHeIM moneMm ykaswiBatoTcs [P-agpeca m mopThl
OTIIPaBUTENIS U MOIydaresast HHPOPMALIUH.

Tax ke B eSensor mpeaycMOTpeHAa BO3MOXXHOCTh OTKIIFOUEHHUS OTOOpaKeHMUsI
MOJyYEHHOTO WJIA OTHpaBlieHHOTo Tpaduka. J[is OTKIIOYeHHsT OTOOpaKeHUs! MPUHSATOTO
Tpapuka HeEoOXonMMoO Haxarb Ha Haanuch «llomyuenHsiii Tpaduxk» Hax TpadukoM
CKOPOCTH CETEBOTO TpaduKa, U OTKIIOYCHUS OTOOPaKEHHS OTIIPABICHHOTO Tpaduka — Ha
Haamuch «OrtnpaBneHHbll  Tpapuk». s BKIIOYEHUS OTOOpPaKEHUS TMPUHSITOTO
WM OTIPABJICHHOTO Tpaduka He0OXOUMO CHOBA Ha)KaTh Ha COOTBETCTBYIOIIYIO HAJIITUCH.

Jlns BeIOOpaA €UHUIl U3MEPEHUS CKOPOCTH CETEeBOro Tpaduka HEOOXOIMMO Ha)KaTh
Ha TOJIe B MPAaBOM BEpXHEM yriy Ojioka rpaduka CKOPOCTH CeTeBOro Tpaduka (mosue
C Haanuchio «balThl/CEKk») U B OTKPBIBIIEMCSI CIMCKE BBIOpaTh MacliTad OTOOpa)KeHUs
ckopoctH Tpaduka. [locie dyero rpaguk ckopocTu cereBoro Tpaduka OyneT mepecTpoeH
B COOTBETCTBUU C BHIOPAaHHBIMH MTapaMeTPaMHu.

[lon HaBUranMOHHOW IIKajgoi Onoka Tpaduka CKOPOCTH CeTeBOoro Tpaduka
pacroiokeHa CTpoKa OCHOBHOM MH(popmaluu o Tpaduke Ha TEKyIIeM ydyacTke rpaduka

CECCHHU, BKITFOUAIOIIAS CIEAYIONIYI0 HHPOPMAITHIO:

— 001Mil Tpaduk;
— KOJIMYECTBO TiepeiaHHON nH(pOpMaITUH;
— KOJIMYECTBO MOTy4YeHHON HH(OpMALINH;

— CpeIHsisi CKOPOCTb Mepeayu JaHHbIX.

3a BpeMsi CyIIECTBOBAHMS CECCUU Ha y3€Jl UCCIEIYEeMOM CETH MOTYT COBEpIIAThCS
araku. B eSensor mpexycmorpena QyHKIMS 0OTOOpakeHUS aTak Ha y3eJl UCCIIeyeMO ceTH,
3apETUCTPUPOBAHHBIX CEHCOpPAMHU 3a BPEMs CYIIECTBOBAHMSI CECCHUHU, KapTOUYKY KOTOPOM

IIPOCMaTPUBAET OTIEPaTop.
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s otoOpakeHus rpaduka arak, 3aperUCTPUPOBAHHBIX 32 BPEMs CyIIECTBOBAaHUS
ceccrud, He0OX0IMMO HaXaTh Ha HaaMUCh «CeTeBasi aKTUBHOCTDY, TIOSIBUTCSI BBITTA IAIOTIIAN
CIIHCOK, TJIe HEOOXOIMMO BBIOPATh «ATaKM.

I'padmk arak moOKa3pIBaCT paclpeiciiCHHe WHTCHCHUBHOCTH aTaK, COBEPIIAEMBIX
Ha y3eJl HCCIIEyeMON CETH, 32 BpeMs CYIIECTBOBaHUs ceccuu. [ paduk mpencraBisercs
B BUJIC CTOJOIIOB, HAXOSIINXCS HA BPEMEHHOM ITKaje B T€ MOMEHTHI, KOT/Ia aTaku ObLIN
3aperUCTPUPOBAHBI ceHCOopoM/ceHcopamu. Kaxpiii cTonberr nmpeacTasiseT coboir Habop
aTaKk pa3HbIX YPOBHEW KPUTHYHOCTH. TakuM o00pa3oM, BBICOTAa CTONOIA YKa3bIBaeT
Ha 0OIlee KOJIWYECTBO aTakK, 3aperUCTPUPOBAHHBIX B KOHKPETHBII MOMEHT BpPEMCHH
CylIECTBOBaHUS ceccuM. [lof HaBUTalMOHHOM IIKAJIOW YKa3bIBA€TCS KOJIMYECTBO aTak
KaXXJ0TO YpPOBHS YTpO3bl M OOIIee KOIMYECTBO aTakK, 3apETHCTPUPOBAHHBIX 32 BpEMS
CYIIIECTBOBAHUS CECCHUHU.

VYopasnenue TpadUKOM —pacrlpeiesieHuss WHTCHCHBHOCTH aTaK aHaJOTHYHO
YIPaBJICHUIO Tpad)uKOM CKOPOCTH ceTeBoro Tpaduka. [Ipu HaBeaeHHMM Kypcopa MBIIIH
Ha Kakou-mmbo cronberr B eSensor OTOOpaXkaeTcs MPO3padHOE BCIUIBIBAIOIIEE OKHO

C OJPOOHBIM OMKUCAHUEM KOJIMYECTBA aTaK MO YPOBHIM KPUTUUHOCTH.
4.4.4.3. baok «MHpopmanus 0 ceccum»

JlauHbIi OJOK CIYXKHUT IJIs OTOOpa)keHUs MOoApoOHON HMH(OpPMALUKU O CECCHU.

[IpencraBnsroTcs cieaytonye JaHHbIe:

— obmas uadOopMAIHs:

a) «I[IpoTokom» — MCHOIb30BaHHBINA IPOTOKOJI CETEBOI0 B3aUMO/ICHCTBUS;

0) «Hauano» — nara u BpeMsi OTKPBITHSI CECCUU;

B) «KoHemy — 1ata u Bpemsi 3aKphITUS CECCUU;

T) «JJIUTEeNbHOCTEY» — MPOIOIKUTEIIBHOCTH CECCUU;

n) «Jlamn ceccum» — MHAMKATOp, COXPaHEH JIM JaMIl CeCCUM B XPaHWJIMIIE
PCAP-@aiinos na CYC,;

e) «CeHcop» — uH(poOpMaIMsi O TOM, KaKOM CEHCOp 3aperuCTPUPOBAT JIAHHYIO

CECCHIO;
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K) «MHTEepdeiicy —Ha  kakoM  ceTeBOM  uHTepdeiice  ceHcopa  Obuia
3apEruCTpUpPOBaHa JaHHASL CECCHS,;

3) «Community ID» —uaenTrdukaTop ceccuu, ONpeaeiaeHHbId MO aJrOpUTMY
Community ID;

n) «Bcero nmepenano» — 0011ee KOIM4IeCTBO MEePEIaHHBIX OANTOB U TTAKETOB.
— YYaCTHHKH CECCUU:

a) «CtpaHay — CTpaHbl OTIPABUTES U TTOTYYaTeNsi CETEBOTO TpaduKa;

0) «/loMmeHHOE MMS» — TOMEHHBIC UMEHA OTITPABHUTENS M TIOIyYaTelsi CETEBOTO
Tpaduka;

B) «IP-aapec» — [P-agpeca oTnpaBuTess v MoJyvaresisi CeTeBOro Tpaduka;

r) «IlopT» — MOpTHI OTIHpaBUTENS] M TMOJy4yaTessl CETEBOro Tpaduka, depes
KOTOpbIE ObLIa YCTAaHOBJIEHA CECCHS,;

n) «llepenano» — konuyecTBO ~ MHPOpPMAIMK, TEPEAAHHOE  OTIPABUTEIEM

H TTIOJIYYaTCIICM CCTCBOI'O Tpa(i)I/IKa.

4.4.4.4. Biok «ATakm»

JlanHblii ONMOK TpeaHa3HadYeH [JIsi OTOOpakeHWsl aTakK, 3aperucTpUPOBAHHBIX

BO BpEM:A IICpCaAavIn JAHHBIX B paMKaX paCCManHBaeMOﬁ ccCCrH, U IpcaACTaABIIACT coOoi

CIIMCOK J3THX aTakx.

Kaxxnasi cTpoka cHMCKa COOTBETCTBYET CBOEHM 3apeructpupoBaHHOM arake. [Ipu

Ha>XXaTWH Ha OAHY U3 CTPOK CIIMCKA aTaK IMMPOUCXOOUT IMCPCXOd K KAPTOYKEC aTaKH.

B cnyuae, ecnim BOo BpeMs ceccun ObLIO OOHApy)K€HO MHOIO arak, OHHU

HE TOMEIIAIOTCST Ha ONHOM cTpanuile. BHu3y Onoka «Ataku» MOpeaycMOTpeHa CTpOKa

HaBHUT'allMK B CITMCKEC aTak.
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4.5. Pa3znea «ATakm»

4.5.1. O0uree onucanue

B mpouecce ananuza cereBoro tpaduka, MPOXOASIIETo Yepe3 Y3Jbl UCCIeTyeMOi
CETH, CEHCOPaMU aBTOMaTHYECKH PETUCTPUPYIOTCS PakThl coBepieHus arak. [log arakamu
B eSensor MOHUMAIOTCS cpabaThiBaHus mpaBwi (M. 4.6.5 HACTOSIIETO TOKYMEHTA),
KpOME TpaBWJI C JCHCTBUEM «passy» — MpomyCcTUuTh. It mepexoma K pasznmeny «ATakuy
eSensor HEOOXOAMMO Ha)KaTh HA COOTBETCTBYIONIYIO KHOIIKY HA MTAHEIM HABUTAITUH.

[Tocne HaxkaTus Ha KHOMKY «ATakW» Ha TMaHETW HABUTAIIMU €Sensor mpou30ueT

nepexo K pazaeny «Araku» (puc. 30).

Pazngen «Arakny»

ATAKM Aaw6opasi

ATaku

X n Mocnenuue 7 axeit 26.02.2025 13:19:10 - 05.03.2025 13:19:10 (] £

Crpana Romenroe nms 1P-agpec Crpana NlomenHoe uma 1P-agpec Dara u spems
o

© | Hamanve Knace ¥
oy ot nonyuatens | nonyuatens nonyyatena 06HapyxeHus

test udp rule - - - 05.03.202513:19:09

test udp rule = = = 05.03.202513:19:09

test udp rule - - - 05.03.202513:19:00

test udp rule - - - 05.03.2025 13:19:00

test udp rule - - - 05.03.202513:19:08

test udp rule = = = 05.03.202513:19:03

test udp rule = = = 05.03.202513:19:03

test udp rule - - - 05.03.202513:19:02

test udp rule - - - 05.03.202513:19:02

test udp rule - - - 05.03.2025 13:19:02

Puc. 30

Paznen «Artakm» mnpeacraBiseT co0oil MH(GOPMAIMOHHYIO TaOJIMIly CO BCEMHU
3aperuCTPUPOBAHHBIMU CEHCOPAMU €Sensor aTakaMu.

Paznen «Arakm» MOXKHO pa30UTh Ha cieayromue QyHKIIMOHAIbHbIE OOKU:

1) ympasnerne oToOpakeHreM HHPOpPMAITIU 00 aTakax eSensor;

2) NOUCK 1O PUIIBTPY;
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3) u"dopmaroHHas TabauIa « ATakm.

B eSensor mpemycMoTpeHsl cienyiouie (QyHKIUUA YOPaBICHUS OTOOpakeHHUEM

uH(popMaIuu 00 arakax:

— OTOOpaKCHNUE aTAK 32 YKA3aHHbIH IEPHOL BPEMEHH (Toe ¢ MKOHKOH «E»);

— yIIpaBJIEHHE OTOOPAKEHUEM CTONOIOB TAONUIBI (KHOIIKA « ==»).

Hactpoiika oToOpakeHMsl aTrak 3a yKa3aHHBIA TIEpUOJl BPEMEHHM aHaJOTH4yHa
HACTPOMKE OTOOPaKEHUS CECCHiA.

PaGora 30HBI Moucka 1Mo QUILTPY aHaJIOTHMYHA ONMUCaHHOW B 1. 4.1.3 HacrtosIero
JOKYMEHTA.

J514 yripaBieHus OTOOpaykeHUEM CTOJIO1I0B TaOIUIIbI HEOOXOUMO Ha)KaTh Ha KHOIIKY
«=» B 30He oroOpaxeHus wuH OpManuu. Ilocie YEro OTKPOETCS MEHIO HACTPOMKH

O0TOOpakeHUs CTOJIOIIOB.
4.5.2. Kaprouka araku

B eSensor nmpegycMmoTpeHa BO3MOKHOCTh MPOCMOTpaA MOAPOOHONH HHOpMAIUU O
3apPErUCTPUPOBAHHOM aTaKe HA y3€J UCCIEeNYyeMOU CeTH. {1 3TOM 1eNn CIyKUT KapTodyKa
aTaKw.

Jlns mepexoza K KapTOUKe aTaku HEOOXOJMMO HakaTh Ha CTPOKY TaOJMIIBI aTak
B JTIOOOM MECTE.

[locne Haxkatus Ha CTPOKY B TaOnMIle arak OTOOpa3UTCs KapTouKa 3TOM araku

(puc. 31).



ATakn

[1aTa 1 Bpemsi 0GHapyeHUs

ATAKN Raw6opas!

8JDISYO2BKKWFNLNjS2SQ060NNUT2VGVEQ==

test udp rule

Unpopmauna o6 ataxe

Omnpasutens Nonyuatens

O6uan uHpopMaLa

05.03.2025 13:19:00

Knacc ataku

fpotokon UoP
MpnknagHo nporoxon DNS
Cencop sensor.0.7110.port

CpasoTasuiee npasno
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Kaprouka BeIOpaHHOM aTaku

Unopmauus o ceccun

061135 WHHOPMaLWs
Npotokon

Havano

Kouel
ANUTENbHOCTS
Jamn ceccun
CeHcop

WuTepteiic
Community ID

Beero nepesaHo

UDP

5 mapra 2025, 13:19:09

Ocex
He coxpaued
5ens0r.0.7110.port
etho
1:Q0mszLgppLkkBJOGOG8T99IWCT8=

467 B, 4 naketa

YHacTHUKH ceccun oTnpaeuTens Nonyyatens
alert udp any any -> any any (msg:"test udp rule”; content:“test”; sid:1;) [a] Crpana
7
Llomennoe ums
MepeiiTa k npaguny >
1P-anpec
i Nopr 52818 53
MakeT, Ha KOTOPbIil cpaboTano npaguno ¥
Mepenaro 200 B, 2 nakeTa 2675, 2 naketa
20000000 DE DE DE BE E8 46 DE DE DE 41 A9 2C 08 00 45 60 F...A.,..E
eeeee01e 00 66 F8 49 00 90 82 11 23 D3 @A 00 85 @5 6A @0 folooo#aiiian,
00000028 85 66 88 35 CE 52 8@ 52 C4 E3 55 78 81 86 66 61 f.5.R.R..UX....
—

K JOIIOJJHHUTCIIbHBIM BO3MOXXHOCTAM U HﬁCTpOﬁKaM eSensor. ILJ'I}I PACKPLBITHA BbIIIaJatOMICTro

MCHIO «AI[MI/IHI/ICTpI/IPOBaHI/Ie» HCO6XOI[I/IMO HaXKaTb HAa OJHOMMCHHYIO BKJIAJIKY Ha IMaAHCJIN

Puc. 31

4.6. Boinagaroniee MeHI0 «KAIMUHUCTPUPOBAHUE

4.6.1. O0mas uapopmanus

Brimanaromiee

HaBHUI'allWH.

OOCTYIIHBIX HWHCTPYMCHTOB eSensor, ¢ II0JIb30BATCIIO IMPCAOCTABIIACTCSA BBI60p JJIA

[Tpu HaxkaTuK Ha BHINAAAONIEE MEHIO «AJIMUHUCTPUPOBAHKE» OTOOPA3UTCS CITUCOK

MCHIO

((A,Z[MI/IHI/ICTpI/IPOBaHI/Ie»

Ha)KaTHs U OTKPBITUS OHOU U3 CICAYIONINX BKJIAIOK:

— «CeHcopbly;

— «Ynpasienue PCAP-daitnamny;
— «3arpocel Ha KOMTUPOBAHUEY;

— «['pyninbl ipaBUID.

MpeaoCTaBIIsICT
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4.6.2. Bkiaaaka «CeHcOpbDy
4.6.2.1. O6mas naHpopmanus

Ha Bxnaake «CeHcopb» eSensor oroOpaxkaercs HHPOpMAlMOHHas TabIuIa,

coneprkaiias nH(GpOpMaITrio 0 3apETUCTPUPOBAHHBIX B CUCTEME CeHCopax (puc. 32).

Bxnaaka «CeHcopb»

ALMAHNCTPUPOBAHWE Aawbopae! Cecum ATaK ARMUHWCTRWMPOBAHWE

Perncrpauma CMIHATYPHBINA FEPMCTHUECKMIL
! CTaTyc  MmA OnucaHwe Hmna xocTa WuTepdelic 3axeaT Tpaduka
ceccuii aWanua ananma

sensor.1.7111.port astral?-esensor-s.. lo

sensorl.7111.port astral?-esensor-s.. lo

senzor.0.7110.p0rT astral?-esensor-s..  ethl

e 06068
eo068
e 06068

sensor0.7110.port astral?-esensor-s. ethd

Puc. 32

Hannass  wHpOpMANMOHHAS  TaOMWIA  COACPKUT Ty K&  HWHGOPMAIHIO,
4yT0 1 nHpOopManroHHas Tabnuima Ha Bkiaake «Cencope» pazaena «lamobopasn (1. 4.3.4
HACTOSAILETO0 JOKYMEHTA), TOJBKO BMECTO COCTOSSHUM MOIYyJEH CEHCOpPOB B HEW
oTOOpaKkaroTCs TEPEKIIoYaTeId, C TOMOIIBI0 KOTOPBIX MOXKHO TIPHUBOAWUTH MOMIYIU
B COCTOSTHUE pabOThI U, HAOOOPOT, OTKIIOYATH UX.

B eSensor mpegycMoTrpeHa BO3MOXXHOCTh MPOCMOTpa MOAPOOHON HH(pOpMAIHH O
CEHCOpE, 3aperucCTpUPOBaHHOM B cucteme. Jljig 3TOro HeOoOXOAMMO KJIMKHYTH B JIFOOOM
MeCTe CTPOKH MH(HOPMAIIMOHHOMN TaOJIUIIBI CEHCOPOB, COOTBETCTBYIOIIECH nH(popMaru 00
uHTEepecytoneM ceHcope. Ilocme yero mpousoiier mepexol K KapTOYKe BBIOPAHHOTO

CeHcopa.
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4.6.2.2. Kaprouka ceHcopa

B eSensor mpegycMorpeHa BO3MOXHOCTh MPOCMOTpa MOAPOOHON HH(pOpMAIHKU O
BbIOpaHHOM  ceHcope.  Jlisg  3TOW  meNM  CIOYy)KUT ~ KapTodyka  CeHcopa

(puc. 33).

Kaptouka BeiOpanHOTrO ceHcopa

AAMWHWCTPUPOBAHWE Aawbopas Cecoun ATakn AIMWHWCTRRPOBaHWE  ~

PEMMCTPALIMA Ceccri ArHETYPHEIR W IBPMCTAMECKAR aHANN 3axBaT Tpadu T 3Ka CobLITHA

® 4ffba772-d829-581f-b4af1.27832684201
PegakTvpoBaHKe HacTpoexk

HaCcTPOMKK 2anncn n XpaHeHns AaMnoe Ceccui

3anucelsath AamMnbl ceccuin

varfopt/echelonsids-sensor-7111/Mow-capture

Apyrve HacTporikK

OnPeAEnATL AOMEHHLIE UMEHA YINOB

Puc. 33

Kaprouka ceHcopa comaepXuT cleayrolue MOAMEHI0 W BKIAIKU ¢ uHbopmalmen

0 JaHHOM CCHCOPC!

— noaMeHro «Perucrpanus ceccuiny;

— noaMeHr0 « CHUrHATYpHBIN aHATIN3:

a) Biaaka «Hactpolikmy;
0) Briagka «Jlorm;
B) BKJIaKa «[ pynmsl y310B»;

r) BKJIaKa «I pymnmbl IOPTOBY.
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— IIOJAMCHIO <<9BpPICTI/I‘ICCKHﬁ aHaJIN3»:

a) BKIaaka «Hactpoiikmy;

0) Bruagka «Jlormy.
— MOAMEHIO «3axBar TpaduKay:

a) BKiaska «Hactpoitkmny;

0) Britagka «Jlormy.
— nopMeHro «OTITpaBKa COOBITHIN):

a) Bkiaaka «Hactpolikmy;

0) Briagka «Jlormy.

— nogmeHro «IIposeputs PCAPY;

— noaMeHto «OO01He HACTPOHKIY.

4.6.2.2.1. Ilonmenro «Perncrpanus ceccuin»

VYrpaBieHrne MOIYJIeM PETUCTPAIH CECCHI CEHCOpa OCYIISCTBISICTCS HAa CTPAHULIE

«AnmunuctpupoBanue» — «Cencopb» — «CeHcop» — «Perucrpanus ceccuii».

[Tonmento «Peructpanus ceccuit» KapTOYKUA CEHCOpA MPECTABICHO HA puc. 34.

HOI[MGHIO «PGFI/ICTpaHI/I}I ceccuin KapTOYKH CCHCOpa

® 4ffb4772-d829-581f-baf1-278326842f01

PejiakTpoBaHyie HacTpoek

HacTpoliku 3an1cy 1 xpaHeH s Aamnos ceccnii

3anucsisats Aamnel ceccuin

Jpyrue HacTpoiiku

OnpenensTs AomerHbie MieHa y3108

CoxparuTs

Puc. 34
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AKTHBHasi HacTpoiika «3aluchiBaTh AaMIlbl CECCUI» BKIIOYACT (YHKIHUIO 3aIUCU
U XpaHEHUs JaMIIOB PETrUCTPUPYEMBIX CEHCOPOM CETEBBIX CECCUH B COOTBETCTBHH
C [apaMeTpaMy, 3aJaBaEMbIMU B  IOJSAX, OINMCAHUE  KOTOPBIX  IPHUBEICHO

B Ta0ure 2.

Tabmuua 2 — HacTpoiiku 3anicy U XpaHEHUs 1aMIIOB CECCUI

IHone Onucanue 1 BO3MOKHbIE 3HAYCHHUS Ipumep

[amnka a1 3amucu AaMIIOB CecCHil B /var/opt/echelon/ids-

INanka g 3anucu . . . — -
g (bailiIoBoii cHCTeMe MaMHEL Ha KoTopoii | S€Nsor=7110/flow

aMIIOB cecCcui

a YCTaHOBIICH CEHCOP capture

OOnbeMm, BbIICIEHHBIN OOnbeMm, BbIJICIEHHBIN ISl XpaHEHUS 2 (T6aiir)

JUISL XpaHEHUs 3aIHMCHIBAEMBIX JITaMIIOB CECCHUU

O6bem nocie ounctku | OObEeM JaMITOB CECCUI TTOCIIE OYUCTKH 1 (T6aiiT)
Yacrora, ¢ KOTOpOii cuctema Oyaer
IIPOBEPATH, HE IPEBBIIIACT JIU

Yacrora OYMCTKH, MUH | COBOKYITHBIA 00BEM XpaHSIIIUXCS JAMIIOB 5
ceccuil 00beMa, BBIIETIEHHOTO JUIs
XpaHeHus

Yepes untepBai BpeMeHu «HacToTa 04uCTKH, MUH» OyJIE€T IPOUCXOIUTH MPOBEPKA,
He mpeBbilieH T «OQ0beM, BblIeJeHHbIH A8 XpaHenusp». Ecnu mpesbimeH, Oyner
npousBesieHa ouncTka. [Ipu 3ToM OymyT ymaneHbl camble cTapble (ailiibl ¢ 3amMCaHHBIM
TpadukoM. byner ynaneHo cronpko (paiiyioB, CKOJIBKO HEOOXOMUMO, YTOOBI 00N 00beM
XPaHSAIIMXCS 1aMIIOB HE MpeBbIal 3HaueHust «O0beM nocjie 04uCcTKI.

AxTuBHas HacTpoika «OnpenensiTs JOMEHHbIE UMEHA Y3JI0B» BKIIOYAET (DYHKIHIO

OTpe/esIeHHs TOMEHHBIX UMEH y3JI0B ceccuid u arak no ux [P-aapecam.
4.6.2.2.2. IlonmeH10 «CUTHATYPHBII aHAJIHU3)

VYhpaBieHue MOIYIEM CUTHATYpPHOIO  aHaldu3a CEHCOpa  OCYLIECTBISETCS
Ha cTpaHule «AamMuHUCTpupoBaHue» — «CeHncopb» — «CeHcop» — «CUrHaTypHbId
aHaJIU3».

[TonmeHro  «CUrHaTypHbIi  aHalW3»  KapTOYKM  CEHCOopa  MIPEICTaBIEHO

Ha puc. 35.
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[Toqmento «CUrHaTypHbIN aHAJIN3)» KapTOYKHU CEHCOpa

AAMWHWCTPUPOBAHWE AawBopas! Ceccm ATaKKn ASMAHWCTPMPOBAHWE

CHrHaTYyPHBIA aHannz IDACTH W JaXBaT Tpad TNpas! OBBITHA IDOBEQNT B TpORKK

® Affb4772.d829-5811-b4f1-278326842f01

HacTpofkn Norw YIINBl y2N05 Y1l NORTOE

PegakTnpoBaHWe HacTpoexk

MpegynpexgeHna

Puc. 35

[Tonmento «CurHaTypHbIA aHalu3» COCTOUT M3 CJHEAYIOIUX (YHKIHOHATbHBIX

BKJIAQJIOK:

— «Hactpolikun» (cM. puc. 35). JlanHas BKJIagka MpelHa3HAYeHA MJIs MPOCMOTpa
U U3MEHEHHs HACTPOEK MOAYJSl CUTHAaTypHOIO aHaJh3a CEHCOpa, a WMEHHO YPOBHS
JETaJIU3Al1H JIOTOB;

— «Jlorm» (cm. puc. 36). [lanHas BkJIaJKa MpenHa3HauYeHa [UIsl OTOOpakKeHWUs

CHCTEMHOTO KypHaJla MOy CHTHATYpHOTO aHaJIM3a ceHcopa eSensor;

Bxianka «Jlorm» nogmento « CUTHaTypHBIN aHAJIU3)

AAMUHWCTPUPOBAHUWE Aawbopas Cerrmu ATakm AIMUHWUCTPWPOBaHKE

ErUCTPALMA CECOMA CArHATYPHEIR 3HaNM3 SEPUCTHUECKIA 3HANK 3axsar Tpaduka TNpaexa cobemai NposepuTs PCA BiLLpe HacTRORKH

® 53c54248-c5f3.57c0-bd9d-2477¢5c2bB4c

TRORKE fora YNl YIN0E PYnnNe: NOpToB

AaTa TekeT

28.02.2025 20:48:26 RUMNMING

2022025 2004821 STARTING

Puc. 36
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— «['pynmsr y3JI0B» (cM. puc. 37). JanHast BKJIAJIKa IpeIHa3HaYCHA
Ui 0TOOpaskeHUs] MHPOPMALIMK O Tpynmnax y3JoB. [pynmbl y3710B — MHCTPYMEHT eSensor,
MTO3BOJISFOILININ OObEIUHSTh AKTUBBI HCCIIENyEMOM CeTH B IpyNIbl,
JUIE  KOTOPBIX OyayT TPUMEHSATHCS T€ WM WHBIE pEIIaloNfe MpaBwia 00paboTKu
peructpupyembix coobrtuii Ub. V kaxmoro ceHcopa ecTh HabOp TPYII Y37I0B MO YMOTYAHUIO.
[Tpr HEOOXOMUMOCTH MOYKHO M3MEHUTH CYIIECTBYIOIINAE TPYIIbBI, YIATUTh UX WU JOOABUTH

HOBEIC;

Bxnanka «I'pyniibl y3:10B» noaMeH0 « CUTHATYpHBIN aHAIH3

@ AAMWHWCTPUPOBAHUE Aawbopas! Ceccum ATakn AAMUHACTOHPOBAHWE

e

FUCTRALMA Wi CMI’HBY}JprIn aHanuz BACTH KM aHanAd JAXBAT TRAQUKS TNPagxa CoODLITHA poBSpKTE PCA Duwe HaCTPOKMKKA

® 63c54248.¢5f2.57c0-bd9d-2477¢5c2b84c

TRORKK orw Ipynne yznoe OpToE

[1&] WA Vanel

15 TELMET_SERVERS $HOME_MNET

1d HOME_NET 192.168.0.0/16, 10.0.0,0/8, 172,16.0.0/12

13 ENIP_SERVER FHOME_MET

12 DC_SERVERS $HOME_MET

11 EXTERMAL_MET $HOME_MNET

10 DNS_SERVERS $SHOME_NET

a DMP3_SERVER $HOME_MET

8 MODBUS_CLIENT SHOME_MNET

Puc. 37

— «I'pynmiel - moptoB»  (cM. puc. 38). [lanHas Bkiagka noaMeHIO «CHUrHaTYpHBIN
aHaJM3» KapTOYKU ceHcopa (aHalorMuHo BKJIaake «[pynmbl y3710B») MpenHa3HaueHa
JUIsE OTOOpaXKeHHsI HH(GOPMAIIMK O TPYMIaxX MOPTOB. Y KaXKJIOro CEHCOpa €CTh Habop rpymin
MOPTOB O yMom4aHuto. [Tpu HEOOXOIMMOCTH MOXKHO M3MEHUTH CYIECTBYIOLIUE TPYMIIbI,

YOAJIUTh UX U I[O6aBI/ITI) HOBBEIC.



57
AIIAI.11100-01 90

Bxuianka «I'pynmnsl noptoB» nogMeH0 « CUTHATYpPHBINA aHATU3)

@ AAMUHWCTPUPOBAHMWE JawGopas Cecoun ATaki AQMHHACTPWPOBaHKWE -

e

CUrHaTyp el aHanue IBRUCTHYECKHIA AHANK AT TRAdHK TNpaBka cobLmaR OBE[KTE PCA Bilme HacTpolki

® 63c54248-¢5f3-57¢0-bd9d-2477c5c2b84c

3 CTROiKK Narw yrns! y2nos Mpynns: NOpToE

(] ma MopTel

12 CRACLE_PORTS 1521

1 MODBUS_PORTS 502

10 GEMEVE_PORTS 6081

Puc. 38

Hacrpoiika moayast

Bxitanka «Hactpoiikn» mpenocTaBisieT BO3SMOXKHOCTh 33J1aBaTh HACTPOMKH MOJYJIS,

OIMCaHHbIE B TAOIHIIE 3.

Tabmuua 3 — HacTpoiiku MOAyIsi CUTHATYpHOTO aHaIu3a

IHone Onucanue 1 BO3MOKHbIE 3HAYCHHUS ITpumep

YpoBeHb AeTanu3anuu 3anuceid B CHCTEMHOM
JKypHaJie MOIYJIsl CHTHATYpHOTO aHaiu3a (BKJIaJKa
«Jlormy).

Bo3moxHbIe 3HaUEHUS (110 BO3PACTAHUIO YPOBHS
JIETATN3AIIHAHN ):

— «OmmoKn;

YpoBeHb

— «[IpenynpexaeHus»; [Ipenynpexaenus
JIEeTATIU3aIUA JTOTOB PCAYHPEKA peaynpexa

— «OrmoBenieHUY,;
— «adopmupoBanue;
— «IIpon3BOIUTENBHOCTBY;

— «Kondurypamms»;

— «OTtnagka
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IIpocMoOTp CHCTEMHOIO KypPHAJIa MOTYJIsI

B eSensor Bemercs CHUCTEMHBIM JKypHajd MOIYJISl CHUTHAaTypHOIO aHajM3a,
B KOTOpBIM 3amuchbiBaeTcs HMHpopMmanus 00 omudkax U Jpyras JIUarHOCTUYECKas
uH(OpMaIus, perucTpupyemasi BO BpeMsi 3allyCKa, BBITIOIHEHUS U BBIKIIOUEHUS MOIYIIS.

Jligs  mpocMoTpa  CHCTEMHOTO — JKypHajla MOXYAsS  HeoOXoauMo  TepenTH
Ha BKJIAJKy «Jlorm» cTpaHuubl «AaMHHUCTpUpoBaHUe» — «CeHcoprl» — «CeHcop» —
«CurHarypHbIii aHAJIU3Y.

I[aHHaH BKJIaAKa IIO3BOJIACT:

— IPOCMaTPUBATh TAOJIMILY C 3aMUCSIMH CUCTEMHOTO KypHaia MOJTYJIS;

— HAaCTpanBaTb Ta6J'II/IHy C 3aIMCsiIMH CUCTCMHOTIO )KYPHaJla MOIAYJIA.

B paboueii obnactu cTpaHullbl HAXOAUTCS MHGOPMalMOHHAsA TabauIa C 3alMuCsIMU
CUCTEMHOTO XypHaja Momyis. [lo ymMondanuio Kakaasi 3amuch COAEPKHUT HHGPOPMAIIUIO,

yKa3aHHYIO B Tabmuue 4.

Tabnuna 4 — Undopmartius B 3aucsix CHCTEMHOTO KypHajia MOJIYJIsl CATHAaTypHOTO aHajIn3a

Cros10€en Onucanue
Hara JlaTa 1 Bpemsi co31aHus 3alIMCH B )KypHAJIe
TexkcT Conepkumoe 3arucu

Co3nanue rpynmnsl y3Ji0B

I[J'I}I CO30aHM:A TPYIIIIBI Y3JIOB HCO6XOI[I/IMO Ha’)XXaTb KHOIIKY « », 3alIOJIHUTDL I10JIA

nosiBuBIIEeHcs GpopMebl (puc. 39) u HaxkaTh KHOTIKY « COXpaHUTBY.



B Tabmurie 5.

dopma
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dopma co3aaHus TPYIIbl Y3108

C034aTk rpynny y2nos

Puc. 39

CO31aHHuA TPYIIIIbI Y3J10B COCTOHUT u3

Tabnuma 5 — Tlonst hopMbl co3manust TPYTIIIHI Y3JI0B

IOJIEW,  YKa3aHHBIX

IHone Onucanue 1 BO3MOKHbIE 3HAYCHHUS IIpumep
Mg rpymmel.
Vmst Py HOME NET
O0s3aTenpHOoE 110JIe —
V311B1, KOTOPBIE JOJDKHBI OBITh BKIIFOUEHEI B TPYIIILY.
V3161 » KOTOPBIC 1 pymiy 10.0.5.0/24
O0s3arensHOE [MoJIE

IIpocMOTpP KapTOYKM IrPyNIbI Y3J10B

Jlnst penakTUpoBaHUsS TPYMIMbl y3J0B HEOOXOJUMO MEPEUTH B KAPTOUYKY TPYMIIbI

(puc. 40), KIMKHYB MO CTpOKe ¢ WHGOPMANHMEH O JAHHOW TPyMIE, BHECTH TpeOyembie

HU3MCHCHUA B IIOJII  KAPTO4YKH (HOJI?I IMpCACTaBJICHBI

«CoxpaHUTBY.

dopma co31aHus TPYIIIbI Y3108

KapTouka rpynnsl y2n10e

HOME_NET

192.168.0.0/16 2

CoxpaHuTb

Puc. 40

B Tabnuile 5) W Haxarh
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Yianenue rpynnsl y3J10B

Jlnga ynaneHusi TPYMIBI y3710B HEOOXOAMMO BBIOpaTh TPYIITY Y3JI0B, KOTOPYIO

TpeOyeTCsl yIaluTh, BRICTABUB « & ) B CTpOKe ¢ MH(pOpMallMel 0 JaHHOU TpyTine, HaKaTh

kHOTKY « O ».

Co3nanue rpynnbl NopToB

I[J'I?I CO3IaHUsA I'PYyHIIBI ITIOPTOB H€06XOI[I/IMO HaKaTb KHOIIKY « », 3alIOJTHUTD I10JIA

nosiBuBIIEHca Gopmsl (puc. 41), HaxkaTh « COXpaHUTHY.

®dopma co3aanus rpyIIbl TOPTOB

CozgaTe rpynny NopToe

Puc. 41

dopma  co3maHus  TPyNIbl  TOPTOB  COCTOUT U3

B Tabmurie 6.

Tabnwuia 6 — [lons hopMbl co3manust TPYIIITBI TOPTOB

IOJIEN,  YKa3aHHBIX

IHone Onucanue 1 BO3MOKHbIE 3HAYCHHUS IIpumep
Vst Maust rpymmst HOME_NET
O06s3aTenpHOE TI0JIe —
[TopThl, KOTOPBIE TOJKHBI OBITH BKIIFOYCHBI B
[TopTsr rpymnmy. 10.0.5.0/24
Ob6s13aTenbHOE TOJIE
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IIpocMoOTp KapTOUYKH TPyNIILI MOPTOB

JIst penakTupoBaHUsSI TPYIIBI TTOPTOB HEOOXOAUMO TEPEUTH B KapTOUYKY TPYIIIIHI
(puc. 42), KIMKHYB IO CTpOoKe ¢ WHpOpMaIMeld o JaHHOW Tpynne, BHECTH TpelOyemble

U3MEHEHUsT B TONS Kaprouku (MOJsl TpeAcCTaBieHbl B Talmuie 6), HaXarb

«COXpaHUTBY.

Kaptouka rpymniisl mopToB

KapTouka rpynnsl NopTos

ram

FILE_DATA_PORTS

MopTel

$HTTP_PORTS +2

CoXpaHnTs

Puc. 42
Yiajnenue rpynnbl NopToB

Jlng ynaneHusi TPYIIbl MOPTOB HEOOXOAMMO BBIOpATh TPYIITY MOPTOB, KOTOPYIO
TpeOyeTcsi yaaiuTh, « ™ ) B CTpoke ¢ HHPOpMalMeHd O JaHHOW TpyIIe, HaXaTb

KHOIKY « O ».
4.6.2.2.3. IlonMeHI0 « IBPUCTHYECKHUI AHATIN3

HO,IIMCHI-O <<9BpHCTI/I‘ICCKPIﬁ aHaJIn3» KapTOYKH CCHCOpa npcaAcCTaBJICHO

Ha puc. 43.
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[TonMeH10 «9BpUCTUYECKUN aHAJIM3)» KApTOUKH CEHCOpa

@ AAMUHUCTPUPOBAHWE Ceccun Takm AIMUHUCTPWPOBAHHE

SepucTHieckii aHann:

® 63c54248-c5f3-57¢0-bd9d-2477cSc2bB4c

HacTpofikn

PejakTipoBaHue HacTpoex

WIrHOPMPOBaTL “YERCYMMY NaKeToB

HacTpoiikn U3BAEHEHUS U XPaHeHUs (aiinos,
nepejaBaemblc B CeCcunx

COXPaHATE M3BNE-EHHBIE dalinbl

var/opt/echelon/ids-sensor-7110/zeek-extract-files

OFPARIMIATE MAKCUMANBHb I Pa3MER M3BAEkaeMslx dainnos

100

Puc. 43

[TonMeHI0 «DBPUCTUUECKUN aHANINM3» COCTOUT M3 CICAYIOMMX (YHKIHMOHAIbHBIX

BKJIaAO0K:

— «Hactporikn» (cm. puc. 43). JlanHas BkJaJka IpeaHa3HauYe€Ha ISl TPOCMOTpa
Y PEAAKTUPOBAHUS HACTPOEK MOIYJISI SBPUCTHUECKOIO aHAIN3a CEHCOPA;

— «Jlorm» (cM. puc. 44). AnanornyHo nonMeHro «CHUrHAaTYpHBIA aHaIU3» KapTOYKU
CEHCOpa, JaHHAasl BKJIAJKa MpeAHa3HaYeHa Uil OTOOPaKEHUSI CUCTEMHOTO KypHasia MO

OBPUCTHUYCCKOIO aHAaJIM3a CCHCOpa eSensor.

Bxianka «Jlorm» nogMeHto « OBpUCTUUYECKUN aHAJIM3» KapTOUKU CEHCopa

@ AAMUHWCTRPMPOBAHME Cecouy ATaKU AMVHACTPMPOBAHYE

SBOVCTHHECKIRA aHAANI
® 63c54248.¢5f3.57c0-bd9d-2477¢5c2h84c
Norw
Aata Texcr
28.02.2025 20:48:27 RUNNING
28.02,2025 20:48:26 “liskening an etho”
28.02.2025 20:48:21 STARTING

Puc. 44



63
AIIAI.11100-01 90

Hacrpoiika moay.as

AktuBHas HacTpoiika «He mpoBepsATh KOHTPOJIBHBIE CYMMBbI ITAKETOB» YKa3bIBAa€T
MOJIYJIIO 3BPUCTUYECKOTO aHaJINW3a CEHCOpa MpHU aHaIu3e Tpaduka UTHOPUPOBATH JIIOObIE
OLIMOKH, CBSI3aHHBIE ¢ KOHTPOJIbHOU cymMMoit TCP.

B cexmuu «HacTpoiiku u3BneueHus U XxpaHeHus (paisos, nepeaBaeMbIX B CECCUIX»

NPUCYTCTBYIOT CJIEIYIOIINE HACTPOUKHU:

— aKTUBHAs HacTpoiika «CoXpaHSATh W3BICUCHHbIE (DalIbDy — BKIIOYAET (YHKIUIO
COXpaHEHHE KOIHUI M3BJIEKaEMBbIX U3 ceccHil (ailyioB (eciu JAaHHas HACTPOWKA BBIKIIIOUCHA,
00 u3BIIeUEHHBIX (hailiax OyayT perucTpupoOBaThCS TOJIBKO OOIINE CBEACHUS, & BOSMOXKHOCTh
cKa4arh (aiisr OyneT HeJIOCTYITHA),

— «[lanka 111 coxpaHeHMs H3BJICYECHHBIX (HailioB» —MyTh B (ailjIoOBOM cUCTEME
MaIlIMHBI C CEHCOPOM K TamKe, B KOTOPYIO HEOOXOAUMO COXPAHATh U3BJIEKaeMble (Paiiibl;

— aKTMBHasE HacTpoilka «OrpaHHYUTh MaKCHUMaJbHBIA pa3Mep M3BJIEKAEMBIX
(aiisioB» — MO3BOJISIET 33/1aTh COOTBETCTBYIOIIEE OIPAaHUYCHHUE: €CIIM pa3Mep U3BJICUEHHOIO
(aiina npebliaeT «MakcuManbHbIN pa3mep ¢aiina», OyneT coxpaHeHa TOIbKO YacTh (aiina
3aJaHHOTO MAaKCUMAJILHOTO pa3Mepa;

— HacTpoiku «Bpewms »xu3Hu ¢aitna, 1H» 1 «Hacrora OYMCTKH, MUH» — OIPEEIISIOT

YCIIOBHSL, IO KOTOPBIM €Sensor I0JIKEH ynajsTh cTapblie (aiibl.

Hampumep, ecnu yctaHOBUTH BpeMs KW3HM daiiyia — 7 JHEW, a 4acTOTy OYUCTKHU
5 MuHyT, eSensor OyAeT MpPOBEPSATh KaXKIble 5 MUHYT, HET JIM WU3BJICUEHHBIX (ailios,
KOTOPBIC XpaHsTcs yxe Oonee 7 qaeit. Ecu Takue (aitsibl €cTh, OHU OyIyT yIadeHBI.

[Tpu n3MEeHEeHNN HACTPOEK MOAYJISA, YTOOBI U3MEHEHUS BCTYTHIIM B CUITY, HEOOXOUMO

Ha)kaTb KHONIKY « COXpaHHUTHY.
4.6.2.2.4. llonmenio «3axBar Tpaduka»

[Tonmento «3axBar Tpaduka» KapTOYKU CEHCOpa MPEACTaBICHO Ha puC. 45.
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[Tonmento «3axBar Tpaduka) KapTOYKUA CeHcopa

Aawbopae Ceccnn ATaKW AOMHAHWCTPWPOBAHWE

FUCTRALMA CRConi ITHATYPHEIA aHann3 SBOMCTUHECKMA aHanu Jaxear TpaguKa JTnpaeka cobsmai OBEpUT Blime HacTpofkK

® 653c54248-c5f3.57c0-bd9d.2477c5c2b84c

HacTpoikn

PefakTMpOEaHWE HaCTpoex

Mvarfoptfechelon/ids-sensor-7110/pcaps

Puc. 45

JlaHHO€ MOAMEHI0 KapTOYKH CEHCOpa MPENHA3HAYEHO ISl MPOCMOTPAa HACTPOEK
aBTOMAaTUYECKOro coxpaHeHusi cereBoro Tpaduka B Buae PCAP-daitnos, 3amaHHBIX
agMuHHCTparopoM eSensor. [lonmento cocront n3 Bknanok «Hactpoiikn» u «Jlorm».

Bxnanka «Hactpoiiku» mpenHasHaueHa JUisl HACTPOWKH MOMIYNs 3axBaTa Tpaduka
ceHcopa, a Bkiagka «Jlorm» — st oToOpaxeHusi CHCTEMHOTO KypHaia MOTYJsl 3axBara
Tpaduka ceHcopa eSensor.

JlocTynHbl cnenyromye HaCTPOUKHU:

— «[lanka nns 3anmcu QaiinoB ¢ gammnamu Tpaduka» —IyTh B (DaiioBOl cucreMe
MalllMHBI C CEHCOPOM K TarkKe, B KOTOPYI0 HEOOXOAMMO 3aliChIBaTh Jamiibl Tpaduka. J[aMribl

3anuchIBaroTCs B (aitiibl popmara «PCAPy;
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— «MakcuManbpHbIE  pasMep  ¢aiinay — MakcuMaibHbld  pasmep  PCAP-daiina

C 3allMCbIBACMbIM Tpa(bI/IKOM, MO0 AOCTMIKCHHUH KOTOPOI'O IIPOUCXOANUT pOTaLUs 3alIUCH;

— «MakcuManbHOEe BpeMsi 3amucy B (paiiymy — MakCUMallbHOE BpeMs 3amucH Tpaduka
B PCAP-ailn, no 1oCTHKEHHH KOTOPOTO MPOUCXOIAUT POTALIMS 3aITUCH;

— «Bpems xu3zHu (aiina» — Bpemst cymiectBoBanus PCAP-(aiina, mo mpoirectBun
KOTOPOT'O OH MOMNaJIeT B KATETOPHIO [T YAAJIEHUS IIPU CIIEAYIOIEM yIaJIeHUH (Paisios;

— «llepuoguunocts  ynanenus (HaiyioB» — MEPUOIUYHOCTb, C KOTOpOM  Oyner

npou3BoauThes ynaienue PCAP-¢aitioB ¢ mpeBbIIEHHBIM BPEMEHEM JKU3HU;

— «[IpaBuma orbopa makeToB» —HacTpoiiku BPF. ®opmar BBOIUMBIX JaHHBIX

COOTBETCTBYET CUHTaKcucy BPF.
J171st ©3MEHEeHUs HacTPOEK MONYJIsE HEOOXOIUMO:

1) mepeiitu  Ha Briagky «HacTpoiikm» cTpaHuIbl «AJIMHUHUCTPUPOBAHUE») —>
«Cencopb» — «CeHcop» — «3axBar Tpapukay;
2) U3MEHUTH HEOOXOMMBIC HACTPOUKH;

3) Haxkath KHOMKY «COXPaHUTDHY.

4.6.2.2.5. IlonmeHo «OTnpaBka coObITHID)

[Tommenro «OTmpaBka COOBITHIND KAPTOYKK CEHCOPA MPEACTABICHO Ha PHC. 46.

[Tonmenro «OTmpaBka COOBITHIND KAPTOYKUA CEHCOPA

AAMUHUCTPUPOBAHME Jaw6opas

® 63c54248-c5f3-57¢0-bd9d-2477c5c2b84c

HacTpoiiku

PejiakTpOBaHMe HacTpoeKk

Vcrons308aTh NPOABUHYTsIE HacTpoiki

Puc. 46

[Tonmenio «OtmpaBka COOBITHI» KApTOUKHM CEHCOpa COCTOUT U3 CIETYIOIINUX

(YHKIMOHATIBHBIX BKJIAJIOK:

- ((HaCTpOﬁKH)) — JaHHaA BKJIaAKa MPCAHA3HAYCHA JJIA IIPOCMOTPA ITOJIb30BATCIIbCKUX

HACTPOEK OTIPABKHU PETUCTPUPYEMBbIX ceHcopoM coObiTuii Ib B SIEM-cuctemsr;
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— «Jlorm» — aHAJTOTrUYHO NpCALIAYIIHUM ITOAMCHIO KapTOYKKW CCHCOpA, JaHHAs BKIIAaJIKa

MNpCaAHasHa4YCHa IJII IMPOCMOTPAa CHCTCMHOIO KyYpPpHaJla MOAYJIA OTIIPABKH COOBITHI CCHCOpa

eSensor.

Hacrpoiika moay.ast

Ha Brmanke «HacTpoiiku» cTpaHulbl «AIMUHHACTpUpOBaHHE» — «CeHCcophD) —

«CGHCOp» — «OTHpaBKa COOBITHIN npeaoCTaBICT BO3MOKHOCTL 3a4dTb H&CTpOfIKPI

MOyl OTHPABKHU cCOOBITHI cercopa (puc. 47).

AXTuBHas HaCTpOﬁKa «Hcnonp3oBaTh IMPpOABHUHYTHIC HﬂCTpOﬁKH» IIO3BOJIACT

peIaKTUPOBaTh T0JIE JIs 3a7aHus HacTpoek ornpaBku coObiTuit Ub B SIEM-cuctemsl.

Bxunagka «Hacrpoiiki» noamento «OTiipaBka COOBITUI» KapTOYKU CEHCOpa

AAMAHWCTPUPOBAHWUE Jawbopast Ceccnn ATaku AIMUHUCTPUPOBaHWE

Haza Pervcrpaums ceccnia CUrHaTypHLIiA aHann3 SEPUCTUYECKWIA aHann3 3axeaT Tpaduka OTnpaska cobeiTui MpoeepuTs PCAP 061 Me HACTPOIKKA

® 36c09ee8-53eb-502e-9775-145adbec7fe5

HacTpoiki Norn

Pepa KTPOBaHWE HaCTPOeK

Mcnonb3osaTh NPOABWHYTLIE HACTPORKK

{{- with .DataDir -}}
data_dir: "{{ . }}"
{{- end 31

sinks:

{{- with .5inks }}

{{ include "sinks-main.tpl™ . | indent
{{- ena 1}

=
S 000~ L W

sources:
{{- with .Sources 1}

{{ include "sources-main.tpl™ . | indent 4 }}
{{- end 33}

B e
LTI X

transforms:
{{- with .Transforms }}
{{ include "transforms-main.tpl™ . | indent

18 {{- end }}

COpOCATE NPOABMHYTHIE HACTPOIAKK

o
o

Puc. 47

4.6.2.2.6. Ilonmenio «IIposepurs PCAP»

[Tonmento «IIpoBeputs PCAP)» kapTOuKM ceHCOopa mpecTaBlIeHo Ha puc. 48.
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[Togmento «IIpoBeputs PCAP» kapTouku ceHcopa

@ AAMUHUCTPUPOBAHUE Aawsepas Ceconm ATaku ABMUHICTDUPOBaHME -

hemen

NposeprTe PCAP

® 930137c1-7ac3-562f-aec1-4c4f6f3a5d94

3} Vs EETT] CraTye 3arpyxen
3 test 8e6540bb58f76495333c401d590cc43911033e50b01 660a6dfe9aa... # BunonHen 01.03.2025, 20:55:31
2 test 8e6540bb58f76495333¢401d5900042911033e5bb01660a6d e 234... ® Bunonnen 01.03,2025, 20:55:27

1 test 8e6540bb58f76495333c401d500cc43911033e50b01 660a6dfe92a... # BuinonHen 01.03.2025, 20:55:23

Puc. 48

JlaHHO€ MOAMEHIO0 KapTOYKM CEHCOpa MpelIHa3HauYeHO JJIsi MPOBEPKH CO3JaHHBIX
B eSensor WM 3arpykeHHbIX ¢ paboueit cranuuu PCAP-gaiinos. Ilpu mnepexone
K ATOMY IOJAMEHI0 KapTOUYKM CeHcopa eSensor oroOpaxkaeT TaOyuily, COAEpXKaIIylo
nH(GOPMAIMIO O BBIMOJHEHHBIX 3ampocax nposepku PCAP-¢aiinos. B cioyuyae orcyTcTBUs
3aBEpUICHHBIX 3alIPOCOB Ha MPOBEPKY (PaiijioB B TaHHOM MOAMEHIO OTOOpa3UTCs IycTas
Tabnuiia u Hagnuck «HeT naHHbIX».

B eSensor mpemycMoTrpena BO3MOKHOCTh BBIOpaTh, Kakve BUJBI aHaIU3a Tpaduka

HEOOXOJIMMO HCIOIL30BaTh npu nposepke PCAP-daitna:

— pETUCTpaLUs CECCUM;
— CUTHATYpHBIN aHAJIN3;

— 3BPUCTUYECKUI aHAJIU3.

[Tpumeuanue. s nposenenus npoBepku PCAP-daiina cereBoro Tpaduka, 3ToT (haiin J0KeH ObITh
sarpyxkeH B CYC eSensor. Cpenarb 3170 MOXHO Ha BKiaake «Ympasnenue PCAP-gaiinamm» meHro

«AIMUHUCTPUPOBAHUE).

Jlna moGaBneHust HOBOro 3ampoca Ha npoBepky PCAP-¢aiina neobxonumo HaxxkaTh
Ha KHOMIKY no0aBienus « H » mocne yero oto6pa3uTcst OKHO 100aBI€HUs HOBOTO 3arpoca

npoBepku PCAP-daitna (puc. 49).
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Cozmanue HOBOTO 3anpoca npoepku PCAP-daiina

Ao6aBnTE 3anNpoc Ha NpoBepky

@ CurHaTypHoiih aHanns
3arpysnte PCAP-daiin IBRVCTUHECKWI aHaNM3

@D PervcTpauwa ceconin

[») Hazeanume onuMcaHue K3w

1 test test 8e6540bb58f76495333c401 d5900043911033e5hbh016...

Puc. 49

B okne coznmanust HoBoro 3ampoca npoBepku PCAP-¢daitna HeoOxonumo BeIOpaTh
MPUMEHSIEMbIE ONIMU (PETUCTpaAlls CECCHUM, CUTHATYpPHBI M IBPUCTUYECKUN aHAIU3)
u (aitn, 1 KOTOoporo OyneT Mpou3BOAUTCS MpoBepka. [locie yero Hakarhb Ha KHOIIKY
«IIpoBeputh» ciieBa BHHU3Y OKHA CO3[IaHWsS HOBOTO 3ampoca MpPOBEpKU (ailima CeTeBOro
Tpaduka. /{7151 BBIX01a U3 TAHHOTO OKHA HEOOXOAMMO Ha)KaTh HA KPECTHK B PABOM BEPXHEM
yIIy.

[Tocne naxarust Ha KHOTIKY «[IpoBepuTh» HOBBII 3aMPOC MPOBEPKH (haiia CeTeBOro
Tpaduka oToOpazutcs B Tabnuile 3ampocoB. B eSensor mpemycMoOTpeHa BO3MOXKHOCTH
MPOCMOTpa MOAPOOHBIX JAHHBIX O BbINOJHEHHBIX NpoBepkax PCAP-daiinoB B kaprouke
3arpoca Ha MpoBepKy ¢aina. J{ns mepexona K TakoW KapTOYKe HEOOXOAMMO HAXKaTh B
J000M  MecTe€ Ha  CTPOKY  TaONMuIbl, COOTBETCTBYIOIIEH  HMHTEPECYIOLIEMY
PCAP-¢aiiny. ITlocnme wero otoOpa3uTcs KapTodka 3ampoca Ha TMPOBEPKy daiina,

npeAcTaBieHHas Ha puc. 50.
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Kaprouka 3ampoca Ha mpoBepKy daiina

AAMUHWCTPUPOBAHWE Aawbopge Ceccan ATIKK AIMAHHCTRWPOBaHWE  ~

KapTouka 3anpoca Ha nposepky ¢aiina
¥ow paing 8e6540bb58f76495333¢401d55ccc43911033e5bb01660asdfeYaaddca3trara
3arpy*et 01.03.2025, 20:55:31

# BunonHen

Puc. 50

B kaprouke 3anpoca Ha mpoBepKy (aiisia orodpaxkaeTcs cienyroias nHpopmaus:

— «Xo1 gaitnay — xaur-cymma rnposepsemoro PCAP-daiina;

— «3arpyxeH» — 1ata 1 Bpems 3arpy3ku (aina Ha TpPOBEpPKYy (CO3MaHMs JAHHOTO

3arpoca);

— «Craryc» — craryc  3anpoca  («BbmmonHen»,  «Bpmonssgercs», «OTMeHeH»,

«Ommbkay).

4.6.2.2.7. Illoonmenro «O0mmue HACTPOHKI»

[Tommenro «OO01ME HACTPOUKIY KApTOYKHA CEHCOpa MPECTaBICHO Ha puc. S1.

[Tonmento «OO01IMEe HACTPOUKNY» KapTOUKH CEHCOpa

% AAMWUHWCTPUPOBAHWE Aawbopas Ceccui ATaku ALMUHUCTPHPOBAHWE

rMCTPALMA CRCCWiA WIHATYPHBIA aHaNW3 BOMCTMURCKWA aHANN3 384T TRadHK TNpaska cobbmmii 0BEpNTE PCAF OBime HacTpoikK

® 930137¢1.7ac3-562f-aec1-4c4f6f9a5do4

PefakTupoBaHie HacTpoex

sensor.0.7110.port

ethl

Puc. 51



70
AIIAI.11100-01 90

JlaHHOE€ TIOAMEHI0 KapTOYKHM CeHcopa JUIsl oIeparopa €Sensor C  poJblo
«ITosb30BaTe/Ib» HOCUT MCKJIYHMTEJIbHO WH(OPMALNMOHHBIA XapaKTep U COIEPKHUT

TaKyr0 HHPOPMaIIUIO HEMOCPEJACTBEHHO O CEHCOPE, Kak:

— «Ms» — HaUMEHOBaHKWE CEHCOpa, 3a/aBaeMO€ aJMHHHCTPAToOpoM €Sensor Mpu
pPEruCTpali HOBOTO CEHCOPA B CUCTEME;

— «Onwucanuey — noMmoMHUTEbHAsT HHGOPMAITHSI O CEHCOPE, KOTOPYIO aIMUHUCTPATOP
eSensor mocyMTaT HEOOXONMMBIM YKa3aTh TMIPH PETHCTpAlMd  JTaHHOTO  CEHCopa

B CUCTEME;

— «MHuTepdeiic» — unTepdeiic MammHbl C CEHCOPOM, TpaduK KOTOPOTrO JOJDKEH

3aXBaThIBATh U aHAJIM3UPOBATH CEHCOP.

4.6.2.3. Iloak/Ir04UeHHE CEHCOPOB

I[J'ISI IMOAKIIFOYCHUA YCTAHOBJIICHHOT'O CCHCOPA K CcYC HGO6XO,ZH/IMOZ

1) nepeiftu Ha CTpaHUIYy «AJIMUHUCTPUPOBaHUE» — «CEHCOPhI»;

2) Haxarb KHOTIKY « & ». OTKpoercs cTpanulia qo0aBieHust ceucopa (puc. 52);

Crpanuia 1o0aBiIeHHs CEHCOPa

AQMWUHUCTPUPOBAHWE Aawfiopae Ceconm ATaKu ALMHACTPHPOBAHNE

JloBaeunTs ceHcop

Puc. 52

3)BBectt B mone «Vms» HauMeHOBaHHE, KOTOpOE€ HEOOXOAUMO HAa3HAYUTH
MOJK/IFOYaEMOMY CEHCODY;

4) naxarb kHONKY «IlomyunTs TokeH». B none «Token» crenepupyercs TOKEH;

5) ckonmMupoBaTh TOKEH U3 OIS « TOKeH»;

6) MOIKIIIOUUTBECS K JIOKAJIBHOW KOHCOJM YIIPABJICHHS MAIIMHBI, HA KOTOPOH

YCTAHOBIIEH CEHCOP, KOTOPBIM HE00XonuMo noakIouuTh K CYC;
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7) OCTaHOBUTH CITy0y CEHCOp, KOTOpbIi HeoOxoaumo noakmounTs K CYC, nepenan
CIIEAYIOIIYO KOMaHAY:
sudo systemctl stop ids-sensor@<Iopt>, rae <llopr>—nopr,

0 KOTOPOMY IO YMOJTYAHHUIO IOCTYTIEH CEHCOp;

8) 3aIyCTUTh CEHCOP B PEXKUME PETUCTPALINH, TIEPEAB KOMAH/IY:
sudo /opt/echelon/ids-sensor/ids—-sensor register —
/opt/echelon/ids-sensor—-<IlopT>/config.yaml --token <TokeH> —-—

server—-addr <Agpec CYC>:<IlopT CYC>,rze:

a) <I[lopT> — NOPT, 10 KOTOPOMY IO YMOJTYAHHUIO JOCTYIIEH CEHCOP;

0) <ToxeH> — TOKEH, CKOITMPOBAaHHBIN HA OAMYHKTE 5);

B) <Ampec CYC>-—ajpec (ZOMEHHOE MMs), Ha KOTOPOE€  BBINUCAH
TLS-ceptupukar CYC (nmo yMOM4aHHWIO JaHHBIA CepTU(UKAT BBIIUCHIBACTCS
Ha JIOMEHHOE€ HUMs, 33JlaHHOE IIpU YCTAaHOBKe B (ailne hosts esensor.yml
B KaueCTBe 3HaueHus Knoda all.children.esensor backend.hosts);

r) <[lopT CYC>— nopr, no koropomy gocryneH CYC (no ymomganuro — 7100).

Peructparus ceHcopa npoiieHa yCrelHa, eClId B IPOILECCE BHITIOTHEHUS KOMaH IbI
B JIOKQJbHOM KOHCOJIM YIMPABJICHUS HE OBLUIO BBIBEICHO COOOIIEHUH 00 omuoKkax

(cooOmenust ¢ momerkamu WARN u DEBUG, TeHEepHpyeMble B IMPOIECCE BBITOIHEHUS

KOMaH/IbI, SBISIIOTCS MH()OPMAIMOHHBIMU U HE SIBJISIIOTCS COOOIIEHUSIMU 00 OITNOKAX);

9) 3arycTUTh CITy)0y 3apeTUCTPUPOBAHHOTO CEHCOPa:

sudo systemctl start i1ds-sensor@<IllopT>, e <IlopT> — IOPT,

10 KOTOPOMY IO YMOJTYAHUIO TOCTYTIEH CEHCOD;

10) mpoBepuTh, 4TO CIy’k0a 3apErUCTPUPOBAHHOTO CEHCOpa paboTaeT, T.e. HaXOIUTCS

B cTaryce active (running):

sudo systemctl status 1ds-sensor@<IlopT>, rae <IlopT> — IOPT,

10 KOTOPOMY IO YMOJTYAHUIO TIOCTYTIEH CEHCOP.
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Uepe3 HekoTopoe BpeMs B TalOiulle Ha CTpaHUIle «AJIMUHUCTPUPOBAHHE) —>

«CeHCcoph» TOJDKHA MOSBUTHCS HHPOPMAITUS O TIOAKITIOYCHHOM CEHCOPE.
4.6.2.4. OTK/II0YEHHE CEHCOPOB

JUJ1s1 OTKITFOUEHHSI CEHCOpa HeOOXOAMMO:

1) BBIOpaTh CEHCOp, KOTOpHI HEOOXOIMMO OTKIIOYHTh, BHICTaBHB «» B cTpoke
¢ uHdopMarlmet o JaHHOM CEHCOpE B TaOJIMIIE CEHCOPOB;

2) HaxxaTh KHOTIKY « O ».

4.6.3. Bknaaka «Ynpasiaenue PCAP-dainamm»
4.6.3.1. O0mas uapopmanus

JlanHasi BKJIaJKa mpeaHazHadeHa s pabotrel ¢ xpansummucsa Ha CYC eSensor
PCAP-daitnamu CETEBOTIO Tpaduka. Bknanka «YnpaBiieHue
PCAP-¢aiinamu» mpencrabiger coboil Tabmuiry, copepailyo uHbopMmaiuo 000 Bcex

PCAP-¢aiinax B xpanumutie (puc. 53).

Bxnanka «Ynpasinenue PCAP-daitnamm

@ AAMWHWUCTPUPOBAHME Aswbopa Ceconm Arakn AZMUHICTDIpOBaHME

YnpaeneHwe PCAP-thainamu

x“ + o

Wma Onucanue Pazmep 3arpysmed b

dump_10 test 1476 27.02202517:14:24

dump_6 test 2766 27.02.202517:14:24

dump_5 test 2766 27.02202517:14:24

] dump_8 test BRAE 27.02.202517:14:24

] dump_2 test 1026 27.02.202517:14:24

dump_7 test B84 B 27.02.202517:14:24

dump_4 test 6096 27.02.202517:14:24

dump_1 test 1026 27.02.202517:14:24

dump_3 test 609 6 27.02202517:114:24

O dump9 test 1276 27.02.202517:14:24

CTpox Ha cTpakiye 10

Puc. 53
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JlaHHas BKJIaJiKa TIO3BOJISIET C/eIaTh CIeAyIOIIee:

— npocmarpuBarh Tabnuiy PCAP-¢aitnos, xpansumwxcs Ha CYC;

— nHactpausarb Ta0muiy PCAP-daiinos, xpansumxcs Ha CYC;

— 3arpyxarb PCAP-daitnbl 1t xpanenus na CYC;

— IpOCMaTpuBaTh M  PENaKTHUpOBaTh KapTouku 3arpykeHHbiXx PCAP-daiinos,
cojiep KaIux noapooHyro nHpopmaiuio o dainax;

— ynansate PCAP-¢aiinb.
4.6.3.2. 3arpy3ka PCAP-¢aiision

Hnsa 3arpy3ku PCAP-¢aiina ¢ xommbpioTepa mHojib30Bareiss HEOOXOJUMO HaKaTh
Ha KHomnky «MMmnoprupoBarh»; 3anonHuTh (opMmy (puc. 54); HaxkaTb KHOIIKY
«3arpy3uTh C KOMIIBIOTEpa» M BBIOpaTh (aiin, KOTOpbl Tpelyercs 3arpy3uthb. Jlanmee

Ha)KaTh KHONIKY «3arpy3uThby.

®opma 3arpys3ku PCAP-daiina

[o6aButb HOoBbIK PCAP-dann X

ma

Beeaute umA...

BeeguTe onucaHue

4 3arpyauTs ¢ KOMNbIOTEpa

Puc. 54
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4.6.3.3. IIpocmoTtp u penakrtupoBanue kaprouku PCAP-daiina

Jlns mepexoma k kaprouke PCAP-daitma HeoOxomwmo HakaTh Ha CTPOKY
¢ undopmanueir 06 uHTepecyemom PCAP-daitne Tadnuisr PCAP-daitnos. Otkpoetcs
kaptouka BeiopanHoro PCAP-aiina (puc. 55).

[Tpu naxxatuu kaonku «Ckadats PCAP-(daiim» Haunercs ckaunBanue ¢aiina.

Kaprouka PCAP-daiina

@ AAMWUHWUCTPUPOBAHME Aawbopas! Cecoum ATakum AAMMHUCTPUPOBAHWE -

Kaptouka PCAP-¢aiina

test888

14.56 KB
27.02.2025 17:14:18
27.02.2025 17:14:22

27.02.2025 17:20:21

CrkauaTte PCAP-daiin

Puc. 55
4.6.3.4. Ynanenue PCAP-¢paiisioB U3 XpaHUINIIA

Jnst ynanenuss PCAP-¢aiina 3 xpanunumia HeoOxogumo BwiOpare PCAP-daitn,
KOTOPKIil TpedyeTcs ynaauTh, BeicTaBuB « &)y B cTpoke ¢ mHMOpManmeii o JaHHOM (aiine

tabmuiel PCAP-daitnos, Haxxats KHOTIKY « O ».
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4.6.4. Bkiaaaka «3anpochl HA KONMMPOBAHUE)

Bxnagka «3ampockl Ha KOMUpPOBaHWE» MpeAHA3HA4YeHA I pabOThl C 3ampocamMu
Ha KOIMHMPOBaHWE TaMIIOB CEeTeBOTro Tpaduka ¢ ceHCopoB B xpaHmnmie Ha CYC: mamIioB
ceccuit (m. 4.4.3 HacTOsIIET0 JOKyMEHTa), a TaKXe JaMIIOB 3a BBIOPAHHBIN MEPUOJ
BpPEMEHU.

JlaHHas BKJIaKa TpeAcTaBiIsieT co0oM Tabnuily, colepXkailyr HHPpOpMAIIHIO

000 BCEX CO3/IaHHBIX 3aMpocax Ha KomupoBaHue (puc. 56).

Bxrazaka «3anpochl Ha KOMMUPOBAHUE

Puc. 56

Knornka «CkonupoBaTh JaMIl 3a TEPUO TO3BOJIAET CO3/1aTh 3apOC Ha KOMMUPOBAHUE

B XpaHWIHKIIE AamMa Tpaduka 3a BBIOpaHHbBIN IEPUOJ BPEMEHH.

I[Ipumeyanue. s BO3SMOXKHOCTH BBITPY3KH Tpaduka 3a mepruoa HeoOXOaMMo, YTOOBI Ha CEHCOpe
ObLIM JaMmbl Tpaduka 3a 3TOT MEPUOJ, 3allMCAHHbIE MOIYJIEM 3axBara Tpaduka ceHcopa. MHcTpykuus no
HACTpOWKe JaHHOTO MOMYJS MpuBeneHa B moapasnene «Hactpoiika 3amucu ceTeBoro Tpaduka 3a MepHom

Bpemenm» qokyMeHnTa «NTA eSensor. PykoBonactBo agmunuctparopa» AIIALL11100-01 91.

BHUMAHHUE!

Jlnst BeITpy3ku Tpaduka 3a mepuoj BbIOpaHHBIA MEPUOJl BPEMEHHU C CEHcopa B
XpaHWIHILE MONYJb «3axBara Tpaduka» ceHcopa oKeH ObITh BKItoYeH. [Ipu atom, npu
BBITIOJITHEHUU 3aIllpoca BBITPY3UTCSI TOJIBKO TOT TpaduK, KOTOPBIA ObLT 3aperucTpupoBaH

HA TeKYIIeM HAa3HAYEHHOM CEHCOPY ceTeBOM UHTepdeiice.
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Ecnmu B Xpanunuine eme HET KOMUPYEMOTO Jamiia Tpaduka, TO MPU YCICITHOM
BHITIOJTHEHUU 3arpoca B xpaHwmmile Ha CYC (1. 4.6.3 HacTofIero JOKymMeHTa) Oyner
co3jaHa Komusi 3Toro jammna. Eciam Takol jgamm yXe ecTh (IOJHOE COBHAJCHUE
CONEPKUMOTO), HOBasi KOMHS co3daHa He OyaeT, 3ampoc OyaeT CChUIaThCs
Ha CYIIECTBYIOILYIO KOIHIO.

Ecnu mamma HeT Ha ceHcope, HanmpuMep, OH YKe ObLIT MOJIHOCTHIO YIaJIeH ¢ CeHcopa

IpU POTALINH, 3aMPOC 3aBEPIIUTCS CO cTaTycoM «OmmoKkay.
4.6.5. Bknaaka «I'pynnbl npaBui»
4.6.5.1. O6mas napopmanusi

Jliig paOoThl ¢ pelarUMy IpaBUIaMu B €Sensor UCIOJIb3YETCSl MEXaHU3M TPYIIT
npaBwi. [pynma mpaBuil —3TO 00BENMHEHHWE MHOXKECTBA MPaBWI, MOJYyYEHHBIX
U3 OAHOrO MCTOYHHMKA. [IpaBwiia MOXHO 3arpykarb B IPYINLy W3 MCTOYHMKA IIPaBUII,
3arpyaTh W3 apXxuBa WIM CO3[aBaThb HEIOCPEICTBEHHO B caMoM rpymme. McTouHukoM
npaBWJl MOXKET ObITh ynaneHHblid Git-penozutopuii, FTP- nan SMB-cepep mnu npyras
rpynna npaBui. I'pynmnel npaBun xpansatcs Ha CYC um 3arpyxarorcst Ha BbIOpaHHbBIE
CEHCOPBIL.

Ha Bxnagke «Ipynmel mpaBuia» OCYIIECTBISETCS YIIPABICHHWE TPyNIaMU ITPaBUII

(puc. 57).



2
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Bxnagka «I pynibsl nmpaBuin

AAMUHWUCTPHPOBAHNWE Bawbops Ceconm Araxn ALMUHWCTPMPOBIHWE

123testl
111
ET

AoBasnTs rpynny Npaswn

BribepuTe win co3gaiTe rpynny npaswn

Puc. 57

JlaHHas BKJIa/IKa MO3BOJISIET:

— MPOCMaTPUBATh CIIMCOK TPYIII MPABUIT;
— J00ABJIATH TPYIIIBI IPABUIT,

— YIPaBJIATh KOHKPETHOW IPYIIION MIPABKUIL.

B neBoil yacTu BKJIAIKM OTOOpa)kaeTcs CHUCOK J00aBICHHBIX TPYII MPaBUII

(puc. 58).

COucox rpyIi npaBuil

[06aBUTE rpynny NpaBun

123test1
111
ET

Puc. 58

IIpy Ha>kaTny HA MMsI KOHKPETHOM T'PYIIIBI B CIIUCKE T'PYIII PABUI B PABOU 4acTH

CTpaHUIIbI TTOSIBUTCSI HHTEP(dENC yrpaBlieHUs: BBIOpaHHOU Tpynmoi (puc. 59).
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HNutepdetic ynpaiaeHus rpymnmnon npaBuil

‘ AAMWHMCTPHUPOBAHME Aawbopa Cecoumn Araxa AAMARKCTRAPORIHIE

{floBaBnTe rpynny npasin HacTpoRn

23test
1 Obwwe
ET

WeETouHMK
O6HOBNEHWA

NpoasuHyTele

Puc. 59

JlanHblit ©HTEp(ENC COCTOUT U3 CIAEAYIOUINX BKIIAJOK:

— «HacTtpoikmn» — Ha KOTOpOM MOXKHO 3a7aTh HACTPOMKHU IPYIIIIbI;
— «IIpaBuiia» — Ha KOTOPOM MOYKHO YIPABIIATH PABUIIAMH TPYIIIIBL;
— «CeHcopb» — Ha KOTOPOM MOXKHO yHPAaBJIATh CEHCOPAMHU, UCTIOIB3YIOIIMMU FPYIIILY;

— «McTopust 0OHOBIIEHUI» — HA KOTOPOH MOKHO YNPABJISATH OOHOBJICHUSIMU TPYIIIIHI.

4.6.5.2. JlodaBeHMe rpynnbl NPaBuJI

Jnst noGaBiieHUs TPYIIIBI TPaBUII HEOOXOUMO BBHITIOJIHUTH CIIEAYIOIICE:

1) naxkatb « H JloGaBuTh rpymiy npaBui»;
2) 3anoiHuTh nosiBuBIIyIoca (popmy. CoctaB mosei (popmbl 3aBUCUT OT BBIOPAHHOTO
3HaueHus ot « Turm» (cM. puc. 60);

3) Haxarb KHOINKY « COXpaHHUTb.
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Nutepdeiic qoOaBieHuUs TPyIIbI TPaBUIT

Ao6aBneHune rpynnbl Npasun

He BbibpaHo

Puc. 60

®opma no0aBneHHs TPYIIbl MPABUI COACPKHUT TOJA,

MpeACTaBIeHO B TabuIe 7.

Tabmuua 7 — Ionsa popmbl foOaBiIeHHS TPYIITIBI TPABUI

OIMMCAaHUC KOTOPBIX

IToae

OnucaHnue U BO3MOKHbIE 3HAYEHUS]

IIpumep

Nmsa

Wms rpynmnst.
Obs3arenbHOE 10JIE

suricata rules

Omucanue

HpOI/ISBOHBHOG TCKCTOBOC OIMMCAHUC

ITpaBuna u3 Gitea

Tun

Tun rpynrel, onpenensonui cnocod 3arpy3Ku MpaBmil.
O6s3arenbHoe nosie. Bo3aMo)xHbIe 3HaYEHUS:

— «He BbIOpanO»;
— «Gity;

— «FTPy;

— «SMBy;

— «/lpyras rpynna»

Git

[Ipu BeIOOpe Tuma «He BrIOpaHO» co3maércs mycrast rpymnmna mnpaBuil. VMcTouHuk

IIPABUJI IIPX 3TOM OTCYTCTBYET.

[Ipu BwIOOpe THMa «Git» HWCTOYHMKOM TPYMIBI MpaBWI OyAyT SBISATHCS (Dailyibl

«.rules» ¢ mpaBuIaMu, XpaHALIUECs B PENO3UTOpUU Ha yaaneHHoM cepBepe Git. [Ipu aTom

dhopma no0aBiieHHs TPYIIIBI MPABUII IPUMET CEAYIOIMI BU (puc. 61).
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Jo6aBneHue rpymibl mpaBui yepes Git

Job6asneHne rpynnel Npasunn

BeeauTe nMs...

BeeguTe onucaHme..

Puc. 61

B dopme nosiBATCS TONOTHUTENBHBIX MO, IPEICTaBICHHbIE B Ta0IMIIE 8.

Tabnuna 8 — JlononHUTENBHBIE TOJIs (POpMBI J0OABIICHHS TPYIIIBI paBui yepe3 Git

Moae Onuncanue ¥ BO3MOKHbIE 3HAYEHUS IIpumep

Anpec ynajaeHHOro git-peno3uTopusi, B

Anpec (URL) KOTOPOM XpaHATCs (haliIbl ¢ IpaBUIaMu
«.rulesy. Ob6si3aTeNbHOE TOJIE

Betka git-perno3utopusi, conepsxariasi Gpaiisl ¢

http://192.168.0.1:3000/
gitea/rules_repo

Betxka (Branch) master
npasuiamu. O0s3aTenbpHOe MoJie
Tun ayrenTudukaruu Ha ceppepe Git.
O6s13aTenbHOE moje. Bo3aMoXHBIC 3HAYCHHUS:
Tun _ .
«be3 ayTeHTUDUKAIINY; Be3 ayrentudukaum
ayTeHTU(UKALNU

— «JloruH-naposby;

— «ITo Tokeny»

[Ipu BeIOOpe THMAa «FTP» MCTOYHMKOM TpyIIbl TpaBuil OyayT SBISATHCS (Dailibl
«rulesy» ¢ mpaBmiamu, Xpansmuecss Ha ynaneHHoMm FTP-cepsepe. Ilpu stom dopma

n00aBIeHUs TPYIIbI IPABUII IPUMET CIEAYyIomui Bu (puc. 62).
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®dopma 06aBaeHUs rpynmbl npapui uepe3 FTP

Ao6aBneHwe rpynnbl Npasun

FTP

Puc. 62

B dpopme mosiBAITCS TONOTHUTENBHBIX OIS, IPEICTaBICHHBIE B Ta0IMIIE 9.

Tabnuna 9 — JlononHUTENBHBIE N0 PopMbI J0OaBICHUS TpyIIibl TpaBui yepes FTP

IHogae

Onucanue ¥ BO3MOKHbIE 3HAYEHHSA

ITpumep

Anpec (URL)

Anpec ynaneHHOT0 KOMITBIOTEpa, Ha KOTOPOM XPAHSTCS
(aiinel ¢ npaBuiaMu. O0s3aTeIbHOE TTOJIE

192.168.0.1

[IyTh

[TyTs k KaTanory ¢ daitnamu ¢ npasuiamu Ha FTP-cepepe
(oTHOCHTENBHO KOpHEBOTro KaTanora FTP-cepsepa).
Ob6s13aTenbHOE ToJIe

rules/open

Tun
ayTeHTU(UKAUU

Tun ayrentudukanuu Ha FTP-cepsepe.
Oo6s3arenbHOE 110JIe. BO3MOKHEBIE 3HAYECHUS:

— «be3 ayreHTH()UKALIINY;
— «JIorun-naponsy;

— «ITo Tokeny»

Jlorun-napoiib
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[Ipu BBIOOpEe THMa «SMB)» HCTOYHUKOM TPYIIIBI MPaBWil OyayT SBIATHCS (Pailyibl
«rules» ¢ mpaBuiaMu, XpaHSANIUMECS HaA YAAJICHHOM KOMITBIOTEpE U 3arpy’kaemble
B eSensor mo mporokony SMB. Ilpu stom dopma noGaBieHUs] TPYyNMbl MPaBHII

MPUMET ClIeayroumil Buj (puc. 63).

dopma no0aBiIeHHs TPyIIIbI IpaBuiI yepe3 SMB

Aob6aeneHne rpynnel Npasu

SMB

Puc. 63
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B ¢opme nosBsATCS TOMOJHUTENBHBIX MOJIS, peicTaBiIeHHbIE B Tabmuile 10.

Tabmuua 10 — dononHuTenbHbIe most popMbl J100aBlIeHUs TPYMITBI paBui uepe3 SMB

IHone Onucanue ¥ BO3MOKHbIE 3HAYCHHUS Ipumep
Anpec (URL) Anpec ynajieHHOTro KOMIbIOTepa ¢ (haiiramu ¢ 192.168.0.1
npasuiamu. O0s3aTenbHOE MoJe
Nwms obmero Hazpanwme obmiero pecypca SMB-cepsepa. .
public
pecypca O0s3arenbpHOE TOJIe
rules
ITyTh 70 IpaBu [TyTh K KaTaJIoOTy ¢ MPaBUIIAMU OTHOCUTEIHLHO OOIIIEro (rpuM..:
pecypca. O6s3aTenpHOe ToJe 3TO COOTBETCTBYET
public/rules)
JlomeH JlomeH WORKGROUP
Pabouas cranimsg Pabouas cranimsg HOME-PC

SPN

SPN. ®opwmar: service/hostname[:port]

cifs/remotehost:1020

[Tpu BBIOOpE THMA «/[pyras rpyrina» UCTOYHUKOM TPYMIbI MpaBUil OyAeT SBISTHCS

apyras rpynna mnpaBui. Ilpu mgo0GaBieHMM TakUM CIOCOOOM BO3HHMKAET CIEAYIOLIAs

uepapxus MEXIy TpylraMmu: aoOaBisemMas rpynna sBIsSeTCs JOYepHEl MO OTHOILIEHUIO

K I'pyniic, Ha OCHOBC KOTOpOﬁ OHa CO31acCTCA. OTO 03HAYaeT CICAYHOLICC:

— TMIPU CO3JIaHUM JTOUYEPHSIs TPYTIa HACIEAyeT BCE MPaBUia POIUTENLCKON TPYIIIIbL;

— OOHOBJIEHUS] TIPaBWJI B POJUTENILCKOM TPYIIE TAKXKE MPOUCXOMAT U B JIOUEpHEU

TpyIIe.

[Tpu BbIOOpE TUMa «/pyras rpymnmna» ¢opma goOaBIEHUS TPYIIIbI MPABUI IPUMET

BH/JI, KOTOPBI IIPEACTABIIEH Ha puUc. 64.
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®dopma 106aBiIeHUS TPYNIbI TPABUII HA OCHOBE JPYTrOM TpyMIIbl

[lobaBneHune rpynnel Npasun

[lpyras rpynna

Puc. 64

B dpopme nosBATCS 1ONOTHUTENBHBIX TOJIS, MpeACTaBIeHHbIE B Tabmuie 11.

Tabnuna 11 — JononaHuTenbHble MOAS (POPMBI 100ABICHUS TPYIIILI MPaBUJl MPU BBIOOpE

tuna «Jlpyras rpymnma

Ioae Onucanue ¥ BO3MOKHbIE 3HAYEHU S IIpumep

WMst poauTenbCKoi rpynibl. 3Ha4€HNE BbINAIAI0LIETO
Hpyras rpynna CIHMCKA, COCTOSALIETO U3 UMEH JOOaBIEHHBIX paHee parent group
rpyni. O0s3arenbHoe 1oJe

[Tpu 3arpy3ke mpasBuin uepe3 Git, FTP u SMB nHeoOxogumo BbeIOparh OauH

N3 JOCTYITHBIX CIIoco0o0B aYTeHTI/I(bI/IKaI_II/II/I Ha CCPBCPC HCTOUHHUKA!

— «be3 ayTeHTUhUKAIIIY;
— «JloruH-napospy;

— «I1o Tokeny».

[Ipu BbIOOpe THHA ayTeHTUPUKaUU «be3 ayTeHTUUKAIMWY TOAKIIOYECHUE

K CepBepy UCTOUYHMKA MPABHII Oy/IeT TPOU3BEACHO 03 ayTeHTU(UKAIUH.
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[Tpu BbIOOpE THUMA ayTeHTU(UKALMKU «JIOTHH-MIapOJib» B COOTBETCTBYIOLIUX MOJISAX
HEOOXOMMMO yKa3aTh y4YETHBIE JaHHBIC TOJH30BaTENs CEpBepa C MCTOYHUKOM IPaBUII,

HMMEIOIIEro MpaBa Ha ckauuBaHue (aityios (puc. 65).

AyTeHTHUKAIUS 10 JOTHHY U TapoIIto

Puc. 65

Onucanue noneit «Jlorun» u «Ilaponb» npuBeneHo B Tabmuie 12.

Tabnuma 12 — Onucanne noneit «Jlorun» u «Ilapomby

IHone Onucanue 1 BO3MOKHbIE 3HAYCHHUS IIpumep
Jlorun Jlorun. O6s3arenpHOE 10JIe login
[Taposb [Taposb. O6s3aTeNbHOE TIOJTE password

[Ipu BbIOOpe Tuma ayreHTHUUKamKu «llo TOkeHy» HEOOXOAMMO YKa3aTh TOKEH

B COOTBETCTBYIOIIEM TT0JiE (puUC. 66).

AyTeHTuduKanus 1no TOKeHy

OKeH

BeeawTe TokeH...

Puc. 66

Onucanue nosst « TokeH» npuBeneHo B Tadmuie 13.

Tabmuma 13 — Onucanue nonsa « Token

Ioae Onucanue ¥ BO3MOKHbIE 3HAYEHU S IIpumep

Token Token nns ayrentudukanuu. O6s3aTenbHOE 1MoIe 21S71D8Hdh181dgada
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[Tocne noGaBneHus TPyMITbL, €CIU I Hee OblT YKa3aH UCTOYHUK, HAYHETCS 3arpy3Kka
MpaBWJI U3 JAHHOTO UCTOYHMKA. CTaTyc U APYyTyIo HH(GOPMAIUIO O 3arpy3Ke (OOHOBICHHH)
MOXXHO TpocMoTpeTh Ha Bkimagke «Mcropust oOHoBiaeHui» (1. 4.6.5.6 HacTOSIIETO
JIOKYMEHTA).

[Tpu HEOOXOAMMOCTH MOXKHO HACTPOUTDH PACIIMCAHUE aBTOMAaTHUYECKUX OOHOBIIEHUMN

rpymisl (1. 4.6.5.3 HacTOAIIETO JOKYMEHTA).
4.6.5.3. Hacrpoiika rpynnsl npaBuj

Hacrpoiika rpynmnsl npaBuil OCyIlIecTBIseTcs Ha BkIaake «HacTpolkuy cTpaHUIIbI

«AnmuHUCTpHUpOBaHUE» — «I pynmbl npaBwn — «l pynna npasmwn» (puc. 67).

Bxnanka «Hacrporiku» ctpanuns! «I pynmna mpaBuin

HacTpoiku

O6Lwwe

123test1

MCTOUHWK

O6HoBNEHMS

MpoaBnHYTLIE

Puc. 67

I[aHHaH BKJIaZIKa COACPKUT CICAYOIIHNC OJIOKH HAaCTPOCK I'PYIIIILI IIPABUJI:

— «O01IHEY;
— «IcTOYHUKY;
— «OOHOBIEHUA;

— «IponBuHyTHIEY.
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B 610ke «O0611me» pacmnosiokeHa HacTpoKa UMEHH TPYIIIbI MpaBuil (puc. 68).

brox «O01mme»

Obuywe

123test]

Puc. 68

B Onoke «McTOYHMK» pacHoiIOKEeHbI HACTPONKM 3arpy3Kd HpaBUJ U3 MCTOYHHUKA

npaBu (puc. 69).

biok «cTouHUK»

VICTOYHWK

Git

Puc. 69

B 6noke «OOHOBIIEHUS PACTIONOKEHBI HACTPOMKH OOHOBIEHUM T'PYIIIbI MPaBUI

(puc. 70).
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biiok «OOHOBIIEHU S

ObHoBNEeHWA

O6HoBNATL NO 3aaHHOMY pacnCaHWKo

Tonbko ANA rpynn npasun, UMeLWWX UCTOYHWK NpaBnn

Kaxayo MUHYTY

KoHKpeTHble 3HaueHuA

0 1 2 3 < 5 6
7 8 9 10 11 12 13
14 15 16 17 18 19 20

21 22 23 24 25 26 27
28 29 30 31 32 33 34
35 36 37 38 39 40 41
42 43 44 45 46 47 48
49 50 51 52 53 54 55
56 57 58 59

MHTepBan

Puc. 70

B nanHOM 0710Ke NPHUCYTCTBYIOT CJICIYIOIINE HACTPOUKHU:

— yek-00kc «OOHOBISITh 1O 33JJaHHOMY PpACIMCaHUIO» (AKTHBUPOBAHHUE JOCTYITHO
TOJIBKO JJISl TPYTII MPABHJI, UMEIOIIUX NCTOYHUK TIPABHII);

— HacTpouiku nosst «Crony [t 3a1aHUs PACTIUCAHUS.

Ecnu rpymnmna npaBuiI IMeeT pOAUTEIHCKYIO TPYIIITY, TO KPOME MEePEUUCICHHBIX BBIIIE
HACTPOCK B JaHHOW cekmuu Oyaer eme oxHa — «OOHOBIATH  ABTOMATHYECKH

C POIUTEILCKOM TpymIon mpaBui» (puc. 71).
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Hacrtpotika «OOHOBISITE aBTOMAaTHYECKH C POAUTEIHCKON TPYNIION MpaBUI»

OBHOBNATL ABTOMATHUYECKM C POAVTENLCKOR rpyNnoi npasun

TonLKO ANA rpynn npaewvn c Tunom “Apyraa rpynna’

Puc. 71

BAKHO:

— PEKOMEH/IyeTCsSl HACTPOUTh pacHucaHusi OOHOBJICHUN CO3/IaHHBIX TPYMI TPaBUI
TaKUM 00pa3oM, YTOOBI BCE TPYTIIBI OOHOBIISTUCH B PA3HOE BpeMSi;

— PEKOMEH/IyeTCsl HaCTPOUTh pachuCaHue TakK, YTOObI TPYIIIbI MPaBUi OOHOBIISUIUCH
TOTJ1a, KOT/Ia MEHbIIIE BCET0 ceTeBasi aKTUBHOCTD (OOBIYHO HOYBIO);

— He PEeKOMEHJYeTCsl HACTPAUBATH CJIMIIKOM 4acThbie OOHOBJIEHMS, HarpuMmep,

KaXTy10 MUHYTY. MUHUMAaITbHBIA peKOMEHIyeMbli HHTEPBaJl OOHOBJIEHUH — pa3 B Yac.

B Onoke «llponBuHyThIe» HAxXOAUTCS KHONKA yAAJICHHUS TPYNNbl [PaBUI

(puc. 72).

bnoxk «IIponBuHyTBIEY

MpoABUHYTbIE

YpaanuTe rpynny npasun

Puc. 72
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[lepen ynaneHueMm Tpynnbl HEOOXOJUMO YIOCTOBEPUTHCS, UYTO €€ HE HUCIIOJIb3YeT

HU OIH CeHCOop (T.e. TabmuIa CeHCOPOB Ha BKJIaaKe « CEHCOPh) MyCTa).
4.6.5.4. YnpasJ/ieHne nNpaBWjiaMu rpynibl
4.6.5.4.1. O0mas undpopmanus

YnpasneHue nmpaBuiIaMHy IPYIIbI OCYIIECTBISIETCS HA BKIaake «lIpaBunay cTpaHuibl

«AnmuHHUCTpUpOBaHuEe» — «I pymnmbl npaBwn — «l pynna npasuin» (puc. 73).

Bxnanka «IIpaBuna» crpanune! «I'pynna npasuim»

Mpaswuna
3 - B o ==
[0 () Hazeakue Knacc MpoTokon Cratye
O 0 ET Threatview.io High Confidence Cobalt Strike C2 IP group 17 misc-attack ip
O 0 ET Threatview.io High Confidence Cobalt Strike C2 IP group 16 misc-attack ip @
O e ET Threatview.io High Confidence Cobalt Strike C2 IP group 15 misc-attack ip @
O o ET Threatview.io High Confidence Cobalt Strike C2 IP group 14  misc-attack ip B ]
O e ET Threatview.io High Confidence Cobalt Strike C2 IP group 13 misc-attack ip @
O o ET Threatview.io High Confidence Cobalt Strike C2 IP group 12 misc-attack ip B ]
CTpok Wa cTpanmye 10 « »
Puc. 73

I[aHHaﬂ BKJIaJIKa IIPCAO0CTAaBIISICT BO3MOKHOCTD!:

— TIPOCMATPUBATh TAOHILY ITPABUI TPYIIIHL;

— HACTpauBaTh TAOIUITY MPABHJI TPYTIIIHL;

— 3arpy)kath MpaBujia U3 apX1Ba,;

— 100aBJIATh MpaBUja B rpymiy (4epe3 pelakTop MpaBuil);

— MIEPEXOUTh K KAPTOUKE KOHKPETHOTO TMPaBWiIa, Ui MPOCMOTPa TOAPOOHOU

MH(POPMAIH O HEM U PeaKTUPOBAHMS;
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— BKJIFOYATH/BBIKITIOUATh IIpaBHJIa,

— yAAJSATh MPaBUiia U3 TPYIIIbL.

BHUMAHUE!
UToObl M3MEHEHHS B MpaBUJaX BCTYNWJIM B CHUJIY Ha CEHCOpAaX, MCIOJb3YIOMIMX
JaHHYIO0 TpyINIy TpaBui, HEOOXOAUMO OOHOBHUTH INIpaBWIa Ha JaHHBIX CEHCOopax

(1. 4.6.5.5.3 HacTOSIIIETO TOKYMEHTA).
4.6.5.4.2. 3arpy3ka npaBui U3 apxuBa

J151g 3arpy3Kku mpaBuil B TPYIITY MPaBUII U3 apXUBa HEOOXOIUMO:

1) HaXkaTh Ha MKOHKY « A », OTKpoeTcs (hopMa 3arpy3Kd apXuBa B TPYINTY ITPABHI
(puc. 74);

dopma 3arpy3Ku apxuBa

3arpyska apxuBa B rpynmny npasu X

& MMnopTupoeathb apxue

[0 nepesanucatb cywecTsytoume dhannbl ¢ NnpaBunamMmu

Puc. 74

2) Ha)KaTh Ha KHOTIKY « L HNmmopTrpoBaTh apXwB» U BBIOPATH apXHB IS 3arPy3KH.
ApPXUB TOIDKEH UMETH PACITUPEHUE «.ZIP», «.tar.gzy» Wi «.tgzy;

3) ecnu B TpyTIIie MpaBuil ke €CTh (aiibl ¢ IpaBUIaMu U TPeOyeTCs mepe3anucarh ux
Cozep)KUMoe, akTHBUPOBaTh omuio «llepe3anucars cymecTByromye (Gpaiiibl ¢ mpaBriIaMmny;

4) Ha)KaTh KHOMKY «3arpy3uTh.

[Tpu ycreniHol 3arpy3ke apxXuBa Ha 3KpaHe IMOSBUTCS OKHO (puc. 75) M HauHETCs
IpoLecc MPOBEPKH 3arpyxaeMbix mpaBmil. CTaryc W ApYyryr0 WH(OpPMALHIO O MPOBEPKE
(oOHOBNIEHMHM) MOXKHO TPOCMOTpeTh Ha Bkiagke «Mcropus obHoBieHwit» (1. 4.6.5.6

HACTOSIIIETO JOKYMEHTA).
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Yeneuinas 3arpy3ka apxuBa

3arpyska apxuBa B rpynmny npasun X

© ApxvB ycnewHo 3arpyxeH, uaeT nposepka npasun.

Puc. 75

BHUMAHHUE!
UroObl M3MEHEHHs B MpaBUiiaX BCTYMWIM B CHJIy Ha CEHCOPAX, HCIOJb3YIOLINX
JaHHYIO0 TpyINIy TpaBui, HEOOXOOAUMO OOHOBUTH NIpaBWIa Ha JaHHBIX CEHCOpax

(m. 4.6.5.5.3 HACTOSALIETO JOKYMEHTA).
4.6.5.4.3. lo6aBiieHrEe MPaBUJI

Jia  noGaBieHUss HOBOTO IpaBWia B TIPYMNIy IpaBWJI HEOOXOIMMO HaXKaTh
Ha KHONMKYy « B 3amomnute mnosBuBLIytocs Qopmy (puc. 76) U Haxarhb

Ha KHOTKY «COXpaHUTh» BHU3Y CTPAHULIBI.

®opma 100aBIeHUST HOBOTO MpaBUiia

fo6aeuTk HOBOE NpaBuiIo

userspecific.rules

Puc. 76

Onucanue mnoneit  ¢opmbl  100aBI€HHS  HOBOTO  MpaBWia  MPUBEIECHO

B Tabmure 14.

Tabnuua 14 — Onucanue nosied Gopmbl 100aBIEHNS HOBOTO MPaBUia

Moae Onucanue M BO3MOKHbIE 3HAYEHU S IIpumep

HasBanwue ¢aiina ¢ pacmupenueM «.rules», B KOTOpBIT

dirl/dir2/test.rules
HY>KHO COXpaHHTb mpaBmio. O0s3aTebHOE ToJIe

Daiin
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IHone Onucanue 1 BO3MOKHbIE 3HAYCHHUS ITpumep

alert tcp any any ->
any 502
(msg:"SURICATA
TCP port 502 but not
MODBUS";
flow:to_server; app-
layer-
protocol:!modbus;
sid:2271018; rev:1;)

BHpan(eHHe, HaImMCaHHOC C CO6JIIOI[GHI/IGM CHHTaKCHCa

IIpaBuno
pemaromux npasuil. O0s3aTesbHOE M0JIe

BHUMAHUE!
UroObl M3MEHEHHsS B MpaBUiiaX BCTYMWIM B CHJIy Ha CEHCOPAX, HCIOJB3YIOLIHX
JaHHYI0 TpPYINIy TMpaBuj, HEOOXOAMMO OOHOBUTH NpaBWJa Ha JaHHBIX CEHCOpax

(1. 4.6.5.5.3 HacTOSIIIIETO TOKYMEHTA).
4.6.5.4.4. PenakTupoBanue npaBuJi

Jnst penakTupoBaHUs MpaBWiIa HEOOXOAUMO KIHMKHYTh MO CTPOKE C MPaBUIIOM,
KOTOpO€ HEOOXOAMMO peAakTupoBaTb. OTKpOETCS CTpaHMIA PEJAKTUPOBAHUS JAaHHOTO
npaBuna (puc. 77). [anee HeoOXoAMMO BHECTH HY>KHbIE TMpPaBKM U  HaXarb

«CoxpaHHUTBY.

Crpanuna pelakTUpOBaHUs ITpaBuia

@ AAMWUHWUCTPUPOBAHWE JawGopAsl Ceccun ATaKK ALMVHWACTPUPOBaHWE
esenaor

[06aBUT rpynny Npasna L=
group 1
group 2 Pepaktnposate npasvno 1:1:0

userspecific.rules

1 alert udp any any -> any any (
2 msg:"test uap rule";

3 content:"test";

4 sid:1

5

J

Puc. 77
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BHUMAHHUE!
UroObl M3MEHEHHsS B MpaBUiaX BCTYNMWIM B CHJIy Ha CEHCOPAX, HCIOJb3YIOLIMX
JaHHYIO0 TpyINIy TmpaBui, HEoOXOAUMO OOHOBHUTH IIpaBWia Ha JaHHBIX CEHCOopax

(1. 4.6.5.5.3 HacTOSIIETO TOKYMEHTA).
4.6.5.4.5. BkiiroueHue ¥ BBIKJII0YEHHE TPABUJI

I[J'I}I BKJIFOUCHH S/ BBIKITFOUCHMS ImpaBuJjia HCO6XO,Z[I/IMO YCTAHOBUTL IICPCKIIIOYATCIIb

cronbma «Craryc» B CTpoke ¢ mH(poOpMaIMend O MpaBwie B HEOOXOAUMOE IOJIOKECHUE

(puc. 78).

HepeKJHoanenL JJIA BKJIFOUCHH ST/ BBIKJTIOUCHHS IpaBuJia

Cratyc

Puc. 78

BHUMAHHUE!
Uro0Obl M3MEHEHHs B MpaBUiaX BCTYNWIM B CHJIy Ha CEHCOPAX, HCIOJb3YIOLIMX
JaHHYI0 TpPYINIy TMpaBuj, HEOOXOAMMO OOHOBUTH NpaBWJa HA MJaHHBIX CEHCOpax

(1. 4.6.5.5.3 HacTOSIIIIETO TOKYMEHTA).
4.6.5.4.6. YnasieHue npaBuJi

Jlng ynaneHus rnpaBuiia U3 TPYIIbI IPaBUJI HEOOXOIMMO BBIOPATH MPABHUIIO, KOTOPOE
TpebyeTcs ynanuTh, BricTaBuB « @y B cTpoke ¢ mHMOpMAanueii 0 JAHHOM MpaBUIIe U HAKATH

Ha KHOTIKY « O ».

BHUMAHHUE!
Uro0Obl M3MEHEHHs B MpaBUiaX BCTYNWIM B CHJIy Ha CEHCOPAX, HCIOJb3YIOLIMX
JaHHYI0 TpPYINIy TMpaBujl, HEOOXONMMO OOHOBUTH TpaBUiia Ha JMJAHHBIX CEHCOpPax

(1. 4.6.5.5.3 HacTOSIIIIETO TOKYMEHTA).
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4.6.5.5. YnpaBJ/ieHre CEHCOPaMHU, HCIOJIb3YOIIUMHU TPYIITY NPaBUJI
4.6.5.5.1. O0mas uadpopmanus

VYIIpaBiIeHHWE CEHCOpaMM, HCIOIB3YIOIKUMHU TPYIIYy IPaBUJl, OCYLIECTBIISICTCA
Ha BKIagKe «CeHCOphpD» CTpaHULbl «AIMUHUCTPUPOBAHHE» — «lpyHmbl MpaBuUD» —

«I'pynna npasuim» (puc. 79).

Bxnanka «CeHcopb»

CeHoopy

! Cratye MWmna OnucaHue Yzen WHTepdeic OGHOBWUTL NpaBuna

A L] sensor.0.7110.port esensor-sensors:7110 eth2 >

Puc. 79

I[aHHaH BKJIaJIKa IIpC€A0CTaBJIsICT BO3MOXKHOCTD!:

— MPOCMaTpUBaTh TaOJIUILy CEHCOPOB, UCTIONIB3YIOUIUX TPYIITY PaBUIT,

— HacTpauBarh TaOJIUILy CEHCOPOB, UCTIONIB3YIONIMX IPYIITY TPaBUII,

— I00aBIISATH CEHCOPHI B TAOIHILY CEHCOPOB, UCTIONIB3YIOIIMX TPYIITY IPaBUT,
— OOHOBIIATH MPaBUJIa HA CEHCOPAX;

— YIQJIATh CEHCOPBI U3 TAOIUIIBI CECHCOPOB, UCTIOIB3YOIIUX TPYIITY MPaBUJL.

Ha nannoif Bkilajike HaxomauTcsi MHpopMaioHHas Tadnuia «CeHcopbl», KoTopas
CONIEPXKUT Ty e camyr HHPOpPMAIMI0, YTO W OJAHOMMEHHAas TalJuIla Ha BKJIAIKE
«CeHcopel» B pazgene «Jlambopnbr (1. 4.3.4 HacToOsAImIEr0o JOKyMEHTa), a TakKke
JOTIOJIHUTENIbHBIN  cTosIOel] «OOHOBUTH TpaBUJIa»: €CIM Ha CEHCOpPE UCIONb3yeTCs
HE TOCIEHSST BEPCHsl TPYIILI MPaBUjl, B JaHHOM CTOJOIIE B CTpPOKe ¢ HH(popMaiuen
o ceHcope Oyraer otobpaxarscst nkonka « Cy» (kHomka «OGHOBHTH IIPAaBUIA CEHCOPA»),

MO3BOJISIIOIIAs OOHOBUTH MpaBmIia Ha ceHcope (1. 4.6.5.5.3 HaCTOAIIEro JOKyMEHTA).
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4.6.5.5.2. 3arpy3ka npaBuJ Ha CEHCOP

Jl5ig 3arpy3Kd rpymnibl MpaBUil HA CEHCOP HEOOXOIMMO A00aBUTH CEHCOp B TAOIHILY
CEHCOpPOB IpyIIbl paBuil. JJis 7TOro HEOOXOAMMO HAXKaTh HA KHONIKY « H ).
B nosBuBmemcs okune (puc. 80) BbIOpaTh ceHCOp, KOTOPBI Tpebyercs N00aBUTH,

BBICTaBUB « ™ ) B cTpoke ¢ nH(popmanuen o 1anHoM ceHcope. [lanee Haxatp «l00aBUTHY.

OxHO BbIOOpa ceHCopa

Ao6aBnTe ceHcop

WmA OnucaHve Yaen WHTepdeiic
sensor.1.7111.port astral7-esensor-sensori-test.echelon.lan:7111 o
sensor.1.7111.port astral7-esensor-sensor2-test.echelon.lan:7111  lo

sensor.0.7110.port astral7-esenscr-sensori-testechelonlan:7110  etho

OTMEHWUTL

Puc. 80

BHUMAHHUE!
Ha oxgvH ceHCcOp OJHOBPEMEHHO MOYKHO 3arpy3uTh TOJBKO OJHY I'DYIILY IIPaBHIL.
YroObI 3arpy3uTh Ha CEHCOP APYTYIO TPYIIY MpaBUil, HEOOXOIUMO CHaYaja yNaluTh €ro

U3 CIIKUCKAa CEHCOPOB TEKYIIEH IPYIIIIbI.

[Tocne nobaBneHus: ceHcopa B TAOIMIY aBTOMATUYECKH HAYHETCS MPOILIECC 3arpy3Ku
Ha HEro IpaBuJl IPYIIIIHIL.

Hanuuue wuHOukaropa 3arpy3kd (aHUMHUPOBAHHOM MKOHKH « Cy s CTOJIOIIE
«OOHOBUTH MpaBUjIa» B CTPOKE C MHQPOpPMALMEN O TMOIKIIOYCHHOM CEHCOPE B TaOIuIe
Ha BKJaake «CeHCcopbl» 03HAYAET, UTO B JAHHBII MOMEHT UIET NPOLECC 3arpy3Ku Ha HETO
npaBui rpynmnbl. [lo 3aBepuieHuM OOHOBJIEHUSI HA JKpaHE IMOSBUTCA YBEIOMJICHUE

«OOHOBIIEHUE YCTICTITHOY.
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4.6.5.5.3. O0HOBJIeHHE NIPABUJI HA CEHCOPeE

[Tocne oOHOBIIEHUS TIpaBWJI B TPYIIE MPaBWI (aBTOMAaTHYECKOTO WIIM IO 3ampocy
MoJIb30BaTeNsl), a Takke NpU HU3MEHeHUM TmpaBui yepe3 BeO-unrepdeiic CYC,
OOHOBJICHHYIO TpPyNIy TPaBWJI HEOOXOJUMO TIOBTOPHO 3arpy3uTh Ha CEHCOPHI,
HCTIOIB3YIONINE TAHHYIO TPYIIITY.

JI7151 OGHOBIICHHMS [IPABHIT HA CEHCOPE HEOOXOMMMO HaxaTh HKOHKY « C » B cTonbIe
«OOHOBUTH MPaBUIIa» CTPOKH ¢ MH(POpMAITUEHt 0 CeHCope.

Hanuune wuHaukaropa 3arpy3kd (aHUMHPOBAHHOM MKOHKH « Cy s CTOJIOIIE
«OOHOBUTH TpaBUJIa» B CTPOKE ¢ MH(MOpMaIMEel O MOIKIIOYEHHOM CEHCope B Tabiule
Ha BKJIaJIKe «CeHCOophb» 03HAYAET, YTO B IAHHBIM MOMEHT HJIET IPOLIECC 3arpy3KU Ha HETO
npaBui rpymmnbl. [lo 3aBepuieHUM OOHOBJIEHUSI HA JKpaHE IMOSBUTCA YBEIOMJICHUE

«OOHOBJIEHUE YCIIEITHOY.

4.6.5.5.4. YnajieHue ceHCOpa U3 Ta0JMIBbI CEHCOPOB, HCIOJIB3YOIIUX IPYIILY

npaBuJI

[Tpu ynanenuun cercopa u3 TaOIUIBI CEHCOPOB, MCHOJIB3YIOMIUX TPYIIY MPaBHIL,
ceHcop Oousbliie HE OyIEeT MCIIONIb30BaTh MpaBUja JAHHOW Ipynmbl (BCE 3arpyKeHHbIE
Ha Hero MpaBuiia OyayT C HEro yAaJICHBI).

Jlna ynaneHusi ceHcopa M3 TaOJNULbI CEHCOPOB, HCIONB3YIOIIUX TPYMIy paBHI
HE0OXOJMMO BBIOpATh CEHCOpP, KOTOPBIA TpeOyeTcs yaalduTh U3 CIHCKA, BBICTABUB « & ))

B CTPOKE ¢ HH(pOpMaIMeii 0 TaHHOM CEHCOpe; HAXKAaTh Ha KHOTKY « L ».
4.6.5.6. YnpaBJjienne 00HOBJIECHUSAMHU I'PYIIIbI MPaBUJI
4.6.5.6.1. O0mas uadpopmanus

B eSensor mnpegycmoTpeHo nBa crnoco0a OOHOBIEHUS TpYII MpaBUI —

ABTOMAaTUYECKHUI U IO 3aIIpOCy MOJIb30BATEI.
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ABTOMaTHYECKHE OOHOBIEHUS MOTYT IIPOUCXOUTH 10 3a/1aHHOMY PACIMCAHUIO WITU
B MOMEHT OOHOBJICHHS POIWTEIbCKON TPYMIIbI MPaBUJl, B 3aBUCUMOCTH OT BBIOPAHHBIX
HacTpoek (1. 4.6.5.3 HACTOSIIETO JOKYMEHTA).

Co3ganue 3ampocoB Ha OOHOBJIEHHWE W MPOCMOTP HMCTOPUUA OOHOBJIICHHI
OCYLIECTBIIAETCSA Ha BKJIAJIKE «Hcropus OOHOBJICHUI CTpPaHUIIbI
«AnMuHuctpupoBanue» — «['pynnsl  mpaBw» — «Ipynma mnpaBuin» BeOG-uHTEpderica

eSensor (puc. 81).

Bxnanka «Mctopust 0OHOBIEHUI

AAMWUHWUCTPUPOBAHME Aaw6opas Ceccun ATaKM ALMUHWCTPMPOBAHWE -

N06aBUTL rpynny npasun CeHcope VicTopus ofHosneHmid

group 2

Bpewms (Hauano) Bpems (3aBeplieHne) Cratyc

27.02.2025, 13:21:35 27.02.2025, 13:21:36 ® Ycnex

27.02.2025, 11:58:17 27.02.2025, 11:58:18 MNpeaynpexaeHne

Puc. 81

I[aHHaH BKJIaAKa IIO3BOJACT:

— MpocMaTpuBarh TabIMily OOHOBIEHUHN IPYIIIbl PABUII;
— HacTpauBarh TaOIMIly OOHOBJIEHUH TPYIIIbI PABUIL;
— €03/1aBaTh 3aIPOChHl HA OOHOBJICHUE TPYIIIbI IPABUIT;

— MEePEXOAUTh K KapTOuykaM OOHOBJICHUH, COJEpKaIlMX MOAPOOHYI0 HHGOPMAITUIO

00 OOHOBJICHUSX.

B paGoueii obrmacTu BKJIaJAKU HAXOAUTCA TaOiuIla OOHOBICHUM TPYIIbI MPaBUIL
[lo ymonmuanuio B MHQOpPMALIMOHHOW Tabmuie oToOpakaeTcss MHGOpMAIUs O KaxIOM

OOHOBJIEHMH B COOTBETCTBUHU C Ta0OmuIeh 15.

Tabnuna 15 — Nudopmarus 00 00HOBIEHUSAX TPYIIBI TPABUII

CroJoen Onucanune

Bpewms (Hauaio) JaTta 1 Bpemst Hayasia OOHOBJICHHS
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Croa0en Onucanue

Bpewmst (3aBepiienue) HaTa u Bpems 3aBepiieHusi OOHOBJICHUS

Craryc Craryc 0OHOBIIEHUS

OOHOBIIEHHUS TPYIIIIBI MPABUII MOTYT UMETh OJIMH U3 CIEAYIOIIHUX CTaTyCOB:

— «He ompenenen» — craryc 0OHOBJIEHHS HEU3BECTEH;

— «Ycnex» — 0OHOBJIEHHE YCIEIIHO 3aBEepILEHO;

— «[IpenymnpexneHre» — 0OHOBICHUE 3aBEPILIEHO C OTKIOHEHUSIMU;
— «Ommbkay — B mpolecce 0OHOBIEHUS MTPOU30IIIIA OINOKA;

— «3arpy3Kka» — HJIeT 3arpy3Ka MpaBHJI U3 HCTOUYHHKA;

— «IIpoBepka» — UAET MPOBEPKA MPABUIL;

— «3aBepIieHne» — UeT OOHOBIIEHHE 0a3bl JAHHBIX.

[Ipu oOOHOBIEHUM TpYMIbl TpPaBUi 3arpy’kaeMble IpaBuia MPOXOAST MPOBEPKY

Ha KOPPEKTHOCT.

BHUMAHUE!
Ecnu xot1st 661 B 0THOM TIpaBuJie OyaeT 0OHapy>keHa OlIMOKa, HU OAHO HOBOE MPABUIIO

He OyJzieT 3arpyxeHo, a y oOHoBIIeHHs OyneT cTtatyc « OmmoKay.
4.6.5.6.2. Co3nanue 3anpoca Ha 00OHOBJICHHE

I[JUI CO30aHuA 3a1IpoCa Ha OOHOBJICHHE T'PYIIIIBI IIPpAaBUJI HCO6XO,III/IMO Ha>XXaTb KHOIIKY

«3ampocuth 00HOBIIEHUEY. [10 OKOHYaHNY OOHOBIICHUS HA KPAHE TTOSIBUTCS YBEIOMIICHHE.
4.6.5.6.3. IIpocMOTp KAPTOUKH OOHOBJICHUS

[TonpoOnast uHpopmarus 0 KaxaoM OOHOBJICHMHM OTOOpPa)KaeTcs B €ro KapTOuke

(puc. 82).
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Kaprouka uctopuu oOHOBIEHUS

AAMUHWCTPUPOBAHWE Jlawbopas Ceccumn ATakm ALMWHWUCTDYDOBaHWE

KapTouka ncroprn 06HoBNeHWUA
Bpema Hayana obHoBNeHWA 27.02.2025, 13:21:35

Bpewms 3aBepLUeHWs 0BHOBAEHWA 27.02.2025, 13:21:36

Ycnex

CoobuyeHue 06 owmbke —
) '3MEHEHHbIX $hainos 1 MpOCMOTP U3MEHEHWUIA
WMupopmauma o KoHpAUKTe WcxoaHan BeTka: —
KoHe4Han BeTKa: —
URL: —
X3 A0 O6HOBNEHUA 0000000000000000000000000000000000000000
X3l nocie oBHOBNEHWA 254aacdab069d2b69d1f591e30944c1714f95189

Puc. 82

Kaprouka conepkuT clieAyomnyo HHPOPMAIIHIO:

— BpeMsi Hauasia OOHOBJICHMUS,

— BpeMsi 3aBepILCHHsI OOHOBJICHNS;

— cTaryc OOHOBJICHWSI,

— cooO1ieHre 00 ommmoKe, €CJIi OHA IMTPOU30IIIA;

— KOJIMYECTBO U3MEHEHHBIX (DallJIOB C OMUCAHUEM MIPABUI;

— nHGOPMAIIMIO O TPOU3OMICTIINX KOH(MIMKTAX: Ha3BaHMS HCXOMHOM M KOHEUHOU
BETOK, cojieprkalux (haiissl ¢ mpaBuiiamMu, a Takke URL BHYyTpeHHEro peno3uTopusi;

— X3IIK A0 U ITOCJIC OOHOBJICHHSL.

Jns mepexoga K KapTouke OOHOBJIEHHMS HEOOXOIMMO KIHMKHYTH 10 CTpPOKE
¢ uHpopmanuet 06 0OHOBICHUHU TAOIUIIBI OOHOBICHUHN TPYIIIHI TPABUJL.

Ecin KIMKHYTH MO CCBUIKE «IPOCMOTP U3MEHEHUI», OTKpPOETCS CTpaHuIa
¢ moapoOHoN wmH(popMaiueil 00 HW3MEHEHHUSX, COBEPIICHHBIX B (Qailax ¢ mpaBUIaMU

BO BpeMsi oOHOBJIeHUsI (puc. 83).
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[IpocMOTp n3MEeHEeHU OOHOBIICHUS

AAMWUHWUCTPUPOBAHWE JawGopas Ceccum ATaku ALMWHWCTPYPOBaHWE

MaMeHeHnsa obHoBNeHK:A 2 oT 27.02.2025, 13:21:35

userspecific.rules (cosgan)
1 alert udp any any -> any any (msg:"test udp rule”; content:"test"; sid:1;)

Puc. 83
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N3m

Howmepa mucToB (cTpaHuin)
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JIOKYMEHTE
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HOTO JTOKyMEHTa
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