= DLWenoH PYBUKEH NOVA

KAPTA PA3BUTUA NMPOAYKTA

KaTeropus Ipynna DYyHKUMA PeanusoBaHo Q1 2026 Q2 2026 Q3 2026
YaaneHHbIn BOCTYN K BEG-UHTepdeNcy
®DyHKUMOHUPOBaHMe B cpefie BUPTyanm3aumm
Ouctpubytme
ISO-06pas ana legacy BIOS
ISO-06pa3 gnst UEFI BIOS
YnpaBneHue yepes Beb-uHTepdeinc
Be6-nHTepdeic
JocTtyn ¢ ucnonbsoBaHuem TLS-cepTudmkara
YnpasneHue yepes CLI
CLI YnpaBneHue yepes SSH
CLI B Linux cTune (c noaaep»XKoi asTomaTmsaumm)
MOHWUTOPUHT CUCTEMDBI
MaHenb MOHUTOpPMHra  MOHUTOPUHI CETEBbIX CECCUN
[unarHocTuka cetu
AreHT anst Prometheus
MoHuTOp AreHT ana Zabbix
MpoTokon Syslog

OTnpaBka cobbITuit
MpoTtokon SNMP

MpoTtokon NetFlow

< <<

OTnpaBKa yBeAJOMJIEHU aAMUHUCTPATOPY



KaTeropus pynna DyHKUMA PeanusoBaHo Q1 2026 Q2 2026 Q3 2026
O cucreme
CocTosiHMe cnucTembl

JlokanbHoe BpeMms

NERRK

CucteMHble napamMeTpbl
OcHOBHbIe NnapaMeTpbl
LlenocTtHocTb M0

(<

YnpaeneHne 06HOBIEHNAMM

YnpaBneHue KoHbpUrypaumen
YnpaBneHue nUTaHuem
O6opyaoBaHue CocTosiHMe 060pyA0BaHUsA
Cucrtema
CocTosHKe cepBuUCoB
CeTeBble CNyX6bl
CepBucnbl DNS-cepBucebl
NTP-cepBuchbI
WatchDog
VRRP
PesepBupoBaHue
KnacTep Active-Passive ¢ cuHxpoHu3aLmeit
Monb3oBaTenu

YnpaBrieHue JOCTYNOM
HacTtpoiikn SSH



KaTeropus Fpynna

OCHOBHbIe HaCTPOMKM

DHCP

CeTb

MapLpytunsaTop

DyHKLMA

L1: ®dusnyeckme nutepdencol
L2: CeTeBble uHTepdeichl

L2: NceBaOHMMDI

L2: VLAN (802.1Q)

L3: IP-agpeca

ARP-Tabnuua

Multicast

DHCP-knueHT

DHCP-cepBep

DHCP-relay
NAT
= PAT

» [lepeHanpaBrneHue NOPTOB

= CraTtuyeckuin NAT
PacwupeHHble HacTporku NAT

= Source NAT

= Destination NAT

= Loopback NAT
CocTosiHne MapLipyTusaumm
CraTnyeckas MapLipyTUsauus
Monutuku mapwpytusauum (PBR)
BupTyanbHas maplpytusaums (VRF)

IOnHamunyeckana mapwpyTtusauusa (RIP) v1, v2

PeanusoBaHo

NENRNBRN
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KaTeropus Ipynna DYyHKUMA PeanusoBaHo Q1 2026 Q2 2026 Q3 2026
OunHamuuyeckasi maplupytusaums (OSPF)
= OSPFv2
MapLupyTusaTop = OSPFv3
OvnHamunyeckan MappyTtusauus (BGP)
Multi-WAN
YnpaBneHue ovyepeabio
*  Quepegb ANA UCXOAALMX NAKETOB
CeTb
= |llednuHr gnsa ncxoasLimx nakeTtos

= |llennuHr gnsa BXoasLLMx NakeToB

YnpaBneHue

. 0S AnA ncxodsLmx nakeTos v
Tpadpukom QoS A AALl E

= QoS ansa BXxoAsaLWMmMX NaKeToB
3epkanupoBaHue ceTeBoro Tpaduka

« TAP

NN KN

YckopeHue Tpaduka
VXLAN
GRE

NN

IPSec
VPN BupTyanbHble ceTu
» |PSec IKEv2 Client-to-Site

= |PSec IKEv2 Site-to-Site

NERRK

OpenVPN



KaTeropus Fpynna

MexceTeBoW aKpaH

HacTpoiiku cnuckos

3awmra

PacwupeHuns

Mogaynu
6e30nacHoOCTH

DyHKLMA
Ctpyktypa M3
Monutuku punbTpaumm no MAC-agpecam
MonuTtukun punbtpaumm no IP-agpecam
Monutuku punbTpaumm no GeolP
3awmTa oT TUNOBbIX aTak
MonuTnkn ceTeBbIX CEPBUCOB
PaclmpeHHble NOAUTUKK
MonuTnkn 30H
Cnucku rnobanbHbix IP-agpecos
Cnuckun nonb3oBaTtenbckux IP-agpecos
Monutnkn DPI
MonnTUKN No AOMEHHbIM UMEHaM
Monutnku IPS
[MoNUTMKM ceTeBbIX OrpaHNYEHN
=  OrpaHun4yeHusa No KONN4ecTBy CoegmMHEHUN
= OrpaHuyeHust No o6bemy Tpaduka
=  OrpaHu4yeHUs N0 CKOPOCTH
Monutnkn ot BHeWwHUx C3U
MonnTUKN MynbTUNOPTOBbLIX NPOTOKOSIOB
MMnopTupoBaHHbIe MOINTUKU
MonnTUKN No MaHgaTHbIM MeTKam
JloByluka onsa ckaHepoB
IDS

Hopmanusauusi ceteBoro Tpabuka

PeannsoBaHo
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KaTeropus pynna DyHKUMA PeanusoBaHo Q1 2026 Q2 2026 Q3 2026

CUCTEMHbIN XXypHan
YKypHan gocTyna K yCTPOMcTBY
XypHan YXypHanbl
YKypHan MeXceTeBoro aKpaHa
XypHan IPS

* MNpeacTtaBneHHas MHGOPMALIMA HOCUT 03HAKOMUTENbHbIN XapaKTep U MOXKET BbiTb U3MeHeHa B 1toboe Bpema 6e3 npeaBapuTenbLHOro yseaoMIeH s

** MHdopmauus akTyanbHa Ha 01.01.2026 .



