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BHaPY KEeHIS BTOPXKEHM

MEXCeTeBOW 3KpaH 1 cucTtema O




€ @ PYBMKEH
MEKCETEBOf IKPGH W CHCTEMG OBHAPYKEHHA BTOPXEHHit

—— CepTudukarbl I—

Py6ukoH — ceptudumkat MuHo6opoHbl Poccum Ne5287,
Py6umkoH-OlWl — ceptndéukat MmHo60opoHbl Poccum Ne5553,
noaTBep)KAatoLme COOTBETCTBME TpeboBaHNAM:

" MO 2 YPOBHIO KOHTPOJIA OTCYTCTBUA HEAEKTAPUPOBaHHbIX BO3MOX-
HOCTel CornacHoO pyKkoBoAALEeMYy JOKYMEHTY «3aLlimMTa OT HeCaHKLMO-
HUPOBAHHOrO AocTyna K MHpopmauumn. Yactb 1. MporpammHoe
obecneyeHne cpeacTB 3alwnTbl MHGopmaLmn. Knaccndukauma no
YPOBHIO KOHTPOJIA OTCYTCTBUA HeAEeKNapMPOBaHHbIX BO3MO>KHOCTEN»
(Toctexkomuccua Poccum, 1999r.);

" O COOTBETCTBMIO peasnibHbIX U AeKNapupyembiXx B AOKyMeHTauuu
bYHKLMOHabHbIX BO3MOXKHOCTEN;

» «TpeboBaHUs K MeXceTeBbiM 3KpaHam» (DCTIK Poccum, 2016) —
no 2 Knaccy 3awutbl, «[podunb 3aWnTbl MEXXCETEBOrO 3KpaHa TUna
«A» BTOporo knacca sawutbl» WT.M3.A2.MN3 (GCT3K Poccun, 2016) n
«Mpodunb 3aWmUThl MEXKCETEBOrO 3KpaHa Tuna «b» BTOporo Knacca
3awutbi» UT.M3.62.M3 (PCTIK Poccnu, 2016);

» «TpeboBaHuUA K cuctemMaM obHapyxeHua BTopkeHumn» (OCTIK
Poccun, 2011) no 2 knaccy 3awntbl 1 «[podunb 3awmnTbl CMCTEM
OOHAPY>KEHUA BTOPXKEHUN YPOBHS CETU BTOPOro Kiacca 3alnTbl»
NT.COB.C2.M3 (®CT3KPoccum,2012).

@ Py6ukoH-A — ceptudukat ®CTIK Poccum N22574, noateepxaaouii
BbINOJIHEHWE TPpe6OBaHNIA:

» «TpeboBaHMA K MexceTeBbiM 3KpaHam» (DCTIK Poccuu, 2016),
«Mpodnnb 3alnTbl MEXCETEBOrO 3KpaHa Tuna A BTOPOro Knacca
3awuntbly UT.M3.A2.M3 (OCT3K Poccun, 2016);

= «TpeboBaHuA K cuctemam obHapyxeHusa BTopxeHun» (OCTIK
Poccun, 2011), «Mpodunb 3awntel CUCTEM OOHAPYKEHUA
BTOPXEHUIN YPOBHA CeTu BTOpOro Knacca 3awutbi» UT.COB.C2.MM3
(OCT3KPoccun,2012);

* «TpeboBaHuA No 6e3onacHOCTM UHPOPMaL MK, YyCTaHaBNMBaloWme
YPOBHU fOBEPUA K CpeCcTBaM TEXHUYECKOW 3aLnTbl MHGOPMaLn 1
cpencteam obecneveHna 6e3onacHoOCTU MHGOPMALMOHHbIX

TexHonorum» (DCTIKPoccnu,2020) —no 2 ypoBHIO JOBEPUA.
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MporpammHo-annapaTHble KoMmmnneKcbl PyGMKOH npefHa3HauyeHbl 45t OpraHu-
3aumm 3bdeKTUBHONM 3alUTbl NepumeTpa ceTeln NpeanpuUATU PasnnyHoOro
MacwTaba B COOTBETCTBUM C HOPMATUBHbIMU TPeOOBaHMAMY PErynsTOPOB.
Kaxpoe pelueHve 13 NnHeNKkn PyObrKoHOB BK/OYaeT B ceba GyHKLMOHASbHbIE
BO3MOXHOCTI MapLUpyTM3aTOPa, MEXCETEBOMO IKPaHa 1 CMCTEMbl OOHapYyKeHUs
BTOPXKEHWI.

JInHelKa peLueHn COCTOUT U3 CriefyoLWnNX MPOJYKTOB:

= Py6MKOH npeaHa3HayeH AfA UCMOb30BaHNA B aBTOMAT3UPOBaHHbIX CUCTe-
Max BOEHHOIO Ha3HaueHUs, B KOTOPbIX 06pabaTbiBaeTcs MHGOPMaLMA, COCTaB-
NAOLWAA rocyapCTBEHHYIO TalHY;

= Py6ukoH-A npepgHasHaueH ans sawutel FTUC, UCMOH n UC, obpabatbiBatoLymx
NHGOPMaLMIO, CopepXalLlylo CBeleHNs, COCTaBMALMNe roCyAapCTBEHHYIO
TavHy;

= Py6ukoH-K npegHasHaueH ana 3awmtbl TMC n UC, o6pabaTbiBatownx KoOHOU-
AeHUManbHyo nHGOopMaLIo, BK/oUYas NepCcoHasibHble AaHHbIE;

= Py6ukoH-OLLU npeagHa3HaueH Ana ogHOHanNpaB/ieHHOWN Nepeaayn JaHHbIX B
aBTOMAaTU3MPOBaHHbIX CCTEMAX BOEHHOMO Ha3HAYEeHUA MeXay CerMmeHTamu
Pa3HOro YpOBHS CEKPETHOCTM Ha 6a3e 1ByX KOMMJIEKCOB PyOUKOH.

KnioueBble 0cob6eHHOCTI:

* MPOU3BOAMTENIbHOCTb MapLUpyTM3aTopa go 9reut/c;

* MPOU3BOAMUTENIbHOCTb MEXKCETEBbIX 9KpaHOB 0 9 [6uT/C;

*  MPOU3BOAUTENIbHOCTb CUCTEMbI OOHapPYKeHUs BTOpKeHuI fo 3 FonT/c;
» web-nHTepdencynpaBneHus C poneBor MoeNbio AOCTYN3;

" Hajnume CTaTUYeCKOM N AUHAMNYECKON MapLULpyTU3aLmy;

* BO3MOXHOCTb FOPAYEro Pe3epPBMPOBAHNA HA YPOBHE YCTPONCTB (MO NPOTOKO-
ny CARP), HaypoBHe nopToB (bridge, VLAN, bonding), Ha ypoBHe KaHanoB cBA3M
(anHamunyueckaa mapwpyTtmsauyua OSPF, BGP);

* BO3MOXHOCTb GUIBTPALNN CETEBLIX MAKETOB NO MAHAATHbIM MeTKaM oTeyec-
TBEHHbIX 3aLLMLLEHHbIX OnepaunoHHbIx cuctem (Astra Linux u MCBC);

" Hanuuue cUCTeM OOHaPYKEHNA 1 MPeAOTBPALLEHWA BTOPXKEHNI;

=  Hannumne HTTP-, FTP-npokcuy;

*  BO3MOXHOCTb COBMECTHOIO UCnosb3oBaHuA HTTP-NpoKcx C BHELWHUM aHTUBU-
pycom no npotokony ICAP;

=  GOMbLIOK MOAENbHbIN PAfd annapaTtHOro UCNosiHeHUs (HacToNbHble, cepBep-
Hble 1 3aLULLEHHbIE CMOJTHEHWA);

=  6O0/blLAA BO3MOXHOCTb MCMOJIb30BaHMA Pa3fINYHbIX CETEBbIX MHTEPhENCOB B
[Pa3nIMYHOM KoNnyecTBe M KOMOMHaLUAX;

=  BO3MOXHOCTb NPVMEHEHMA N34eNNA B KY30BaX Ha KOJIECHbIX U N'YCEHUNYHbIX
waccy (ncnonHeHua HMELWL.465614.002-27 v HMELL.465614.002-37).
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Py6ukoH-OLL:

Komnnekt nsgenua Py6ukoH-OLW cocTtonT 13 nepepatuvka v NpuEMHUKA,
COeQiMIHEHHbIX C UCMOJIb30BaHNEM CreLnanm3npoBaHHbIX ONTUYECKUX MNnaT.
Takum obpa3om obecneurBaeTca MOMHaA raibBaHMyecKasa pasBA3ka nepe-
JaloLLero 1 NPUHMMatoLLEro NoyKOMMJIEKTa, HaXOAALUMXCA B CerMEHTaX pa3Horo
YPOBHA CEKPETHOCTU, C HEBO3MOKHOCTbIO MPOXOXKAEHUA CETeBbIX MaKeToB B
0ob6paTHOM HanpaBieHUN Ha Gr3MYECKOM YPOBHE.

MporpaMmHo-annapaTHbIi Komnnekc Py6ukoH-OLL moxeT dyHKUMOHMpoBaTb B
cnegyowmx pexkumax:

* nepefaya CeTEBbIX MAKETOB Yepe3 OAHOHaMNpPaB/IEHHYIO CBA3b MO CpeAcTBam
MapupyTusaumm IP-npoTtokona;

= OOHOCTOPOHHAA Nepefava gparnos c ogHoro FTP-cepBepa, MOAKMIOUYEHHOTO K
nepegatowemy komnnekty OLU, Ha gpyron FTP-cepBep, NOgKNOUYEHHOro K
npuHnmatoem komnnekty OLL, yepe3 ogHOHaNpaBEeHHYIO CBA3b.

Mogenb Py6ukoH-OLLI

MNepBoOe yCTPOWCTBO B HECEKPETHOM CErmMeHTe ceTu 3abupaet dannbl ¢ FTP-
cepBepa 1 nepefaéTt nx BTOPOMY YCTPOMCTBY NO OQHOHAaNpaBleHHOMY KaHany B
CEKpEeTHOM cermeHTe. Bropoe ycTponcTBo, nocne nonyyeHna bannos, nposepaeT
MX LIeNIOCTHOCTb M B CJlyyae YCnewHon nepefaun, 3arpyxaet dannbl Ha FTP-
cepBep, KOTOPbIV PACNONIOKEH B CEKPETHOM CEFMEHTE CETMU.
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onTtunyeckas CBA3b
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Py6urikoH-OLLl TakXe MOXKeT BbINOMHATb criegytowme GyHKLUN:

*  MapLlpyTuM3auma (kommyTaTop YPoBHsA L3);

» ob6beanHeHne GuM3nMyecknx NMHTepPericoB B CETEBON MOCT (KOMMYyTaTop
ypoBHA L2);

= MeXceTeBOe dKPaHVNPOBaHME;

= 0bHapy»KeHue 1 NpeaoTBPaLLeHE BTOPKEHNI.
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MEXCETEBOM SKPAH M CHCTEMA OBHOPYXXEHUS BTOPXEHMH
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@ Py6ukon-K — ceptudpukat ®CTIK Poccunm N23290, noarsepaaoLmii

BbIMOJIHEHWE TPEOOBAHNIA:

» «TpeboBaHUA K mMexceTeBbiM 3KpaHam» (DCTIK Poccun, 2016),
«Mpodunnb 3aWmnTbl MEXXCETEBbIX SKPaHOB TMMa A YUeTBEPTOro Klacca
3awnTbi» UT.M3.A4.M3 (OCTIK Poccnn, 2016) n «Mpodnnb 3awuTsl
MeXCeTeBblX 3KpaHOB Tuna b yeTBepTOro Knacca 3awuTbl»
NT.M3.64.MN3 (GCT3KPoccuum, 2016);

= «TpeboBaHuA K cucteMam ObGHapykeHUA BTOp)KeHUn» (OCTIK
Poccuu, 2011), «Mpodunb 3awnutbl cuctem obHapyKeHUA
BTOP>KEHWNI YPOBHA CeTU YeTBepPTOro Knacca sawutbi» UT.COB.C4.M13
(®CT3KPoccum,2012);

= «TpeboBaHMA No 6e3omnacHOCTM UHbOPMaL MK, yCTaHaBAMBaOLWUE
ypoBHu goBepua» (PDCTIK Poccun, 2020) — no 4 ypoBHIO OBEPUA.

Py6ukoH peanusyet cnepytowive mepbl Ub:

* ynpaeneHve MHGOPMaALNOHHbBIMW MOTOKaMK;
otrews ™ 3aLUMTA NEPUMETPA UHPOPMALNOHHOW CUCTEMDI;

Ne17 * ynpasneHve B3aMMOAeNCTBNEM CO CTOPOHHUMU UC;
m * nepefavan KOHTPOb METOK 6€30MacHOCTY;

» 0obGHapy’KeHWe BTOPXKEHWI;

m * 06HOBNEeHMe 6a3bl pelatowmx npasmn COB;
W * KOHTPOJIb LIEJIOCTHOCTU MPOorpaMmmMmHoro obecneveHuns M2 n COB;
m * BO3MOHOCTb BOCCTAHOBJIEHMA paboTocnocobHocTr M3 n COB;
* pe3epBMpPOBaHME KaHana nepegavn faHHbIX;
* pasbreHne HGOPMALIMOHHOWN CUCTEMbI HA CEFMEHTDI;
= obHapy:keHue, naeHTNdUKaALNA N perncTpaLma UHLNOEHTOB;
*  MHGOPMUNPOBAHNE OTBETCTBEHHbIX UL, 06 MHLUMAEHTAX.

b MexKceTeBOl 3KpaH N cuctema o6HapyKeHNA BTOpXeHuil Py6uKoH

\ BKJIIOUYEHbI B @ANHDBIN peecTp POCCUNCKUX NPOrpamMm AJ15 SNEeKTPOHHbIX
BblUNCIINTENbHbBIX MaWWH 1M 6a3 AaHHbIX (peecTp poccuinckoro M0).
MNpwnka3 MuHkomceasu Poccnn ot 18.03.2016.
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MaTeHT Ha none3Hyto mogenb RUS 159041 18.02.2015. MekceTeBow SKpaH

c dunbTpaumen Tpadrka o MaHAATHBIM METKaM.
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rEHEPATOP nvK 3wenon AKVS  AppChecker

reHepaums 1 ynpasneHme Naponsm KOHTPOTb LIENOCTHOCTH

aHanMa 6e30MACHOCTU NPUIOXKEHMI

O KoMmnaHum

HIMO «3wenoH» cneurann3npyeTcs Ha pa3paboTke cepTUdMLNPOBAHHbBIX CPEACTB 3aLUTDI
nHGopMaLMmM 1 BeeT CBOIO AeATENbHOCTb Ha OCHOBaHMM 6onee 50 NMLUEH3MIA 1 aTTeCTaToB
akkpegutauumn OCTIK Poccnm, OCB Poccun n MnHob6opoHbl Poccnn. KomnaHusa perynsipHo
3aHMMaeT Begywue nosuumm B pertuHrax CNews n «9kcnept PA».
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