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AaHANM3 3aWmLLIEHHOCTH

CkaHep-BC peanusyet cnegytoLme mepbl Vb:
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WHBEHTapu3aumna MHGOPMALIMOHHbIX PECYPCOB;

aHanm3 yAa3BMMOCTEN 1 KOHTPOJb YCTaHOBKM 06HOBNeHWIA [10;
KOHTpPOJIb COCTaBa TexHu4eckux cpegcts u lo;

KOHTPOJIb peanu3aunv npaBui pasrpaHuyeHnsa JOCTyNa;
KOHTPOJIb LIeNIOCTHOCTU MHbOPMaLUK;

yuyeT Hocutene uHpopmaumu;

YHUUTOXEHWE (CTUpaHue) nHGOpPMaLMv Ha HOCUTENSAX;

KOHTPONb 1 aHanu3 ceteBoro Tpaduka;

KOHTPO/b MCNONb30BaHNA TEXHONOTMIN 6€CNPOBOAHOrO JOCTYN3;

BbinonHeHNe TPeGOBAHNI : | I —

—— CepTudukarbi —

Ceptndukatr ®CTIK Poccun N22204, noatsepKAaloLmnii BbiMOHEHNE

TpeboBaHWUIA:

pykoBoAsAlero AoOKyMeHTa «3aluta OT HeCaHKLUNOHNPOBAHHOIO
goctyna K nHeopmaumn. Yacto 1. NporpammHoe obecneyeHue
CpeacTB 3almTbl UHGOpMaLUK. KnaccndmkaLumsa no ypoBHIO KOHTPO-
NA OTCYTCTBUA HeQeKNapuUpOBaHHbIX BO3MOXHOCTeN» (focTexkommc-
cuna Poccnn, 1999) — no 4 ypoBHIO OBEPUA Y TEXHUYECKMX YCIIOBUI;
TEXHUYECKNX YCSTOBUN, NPV BbIMOIHEHNN YKa3aHWI MO SKCnIyaTaumm,

NPVBEAEHHBIX B POpMynsipe Ha n3genve.

Ceptnéukatr MnHo6opoHbl Poccum N23873, noaTeeprkaatoLmi

BbINosIHeHWe TpeboBaHui MNpukasa MO PO, B Tom uncne:

—— Peectp poccuiickoro MO

pyKoBoOAALWEro AOKyMeHTa «3almta OT HeCaHKLUUOHMPOBAHHOIO
Joctyna K nHpopmauymm. Yacto 1. NporpammHoe obecneyeHue
CpencTB 3almTbl UHGopMauun. KnaccndumkaLumsa no ypoBHIO KOHTPO-
NA OTCYTCTBUA HEeAEKIapMPOBaHHbIX BO3MOXKHOCTeN» (TocTexkommc-
cuA Poccnn, 1999) — no 2 ypOBHIO KOHTPOSS;

TpeboBaHUAM MO COOTBETCTBUIO pPeanbHbIX U AeKTapupyembiX B

AOKYMeHTaunn d)yH KLUMOHaNbHbIX BO3MOXXHOCTEN.

CkaHep-BC BKnUYEH B eAUHDbIN peecTp POCCUNCKUX NMporpamm

ONnAa SNEeKTPOHHbIX BblIYUCIIUTENIbHbIX MallUH ” 6a3 OaHHDbIX. I'Iplea3

MwuHkomcBa3un Poccum ot 18.03.2016 1. N223.




CepTMPMLMPOBAHHBIA MPOrPAMMHbI KOMIMEKC, BKIHOYAIOLMIA CUCTEMY TECTUPO-

BaHMA 3almuieHHocTn CkaHep-BC 1 cpeAcTBO NMpoBeAeHUss KOMMIEKCHbIX

NnpoBepoOK MHCﬂeKTOp, npegHasHayeH AnA aHalu3a YFI3BVIMOCTGVI B nporpam-

MHOM obecrneyeHun 1 B ABTOMATU3NPOBAHHbIX CMCTEMAX, KOHTPONA 3¢(I)eKTI/IB-

HOCTU NPUMEHEHNA CPeLCTB 3alnTbl MHOPMaLUK, GopPMUPOBaHUA N KOHTPONA

NOIHOMOYUMI OOCTyNna B aBTOMaTU3NPOBAHHbIX CUCTEMAX, a TaKXe KOHTPOJiA

LEeNOCTHOCTU NPOrpaMm n nporpaMmmMHbIX KOMNNEKCOB.

Mpenmyuwecrea CkaHepa-BC

Bo3moxkHOCTb paboTbl B pexume Live USB, a Takke passepTbiBaHuA B UT-
NHPPACTPYKTYpe NpeanpuatTua C Noaaep Ko ogHOBPEMEHHOW YAANEHHOWN
paboTbl nonb3oBaTenen.

ExxeHepenbHo obHoBnsAemMana 6a3a yA3BMMOCTEN, COBMeCTMMaA C 6GaHKOM
JaHHbIX yrpo3 6e3onacHoctn nHdopmaumu (bAY) ®CTIK Poccun, cogepxut
6onee 45000 npoBepOK.

WNHTYUTMBHO NOHATHbIN NOIb30BATENbCKUN NHTEPdENIC.

JOKYMEHTMPOBaHHbIN NporpaMMHbIn MHTepdelc ana nHterpaumm c SIEM-
cmcTemMamu.

[MOKNIA KOHCTPYKTOP OTYETOB MO3BOJIAET NOSTyYaTb KOPOTKUE U MHDOPMATUB-
Hble OTYeTbl. DKCNOPT B pa3nnyHble popmatbl: HTML, PDF, DOC, CSV.

JIVLeH3na orpaHnYmMBaeT KonmyectBo IP-agpecos, KOTOpble MOXHO CKaHMPO-

BaTb O4HOBPEMEHHO, OTCYTCTBYET NPUNBA3KA K KOHKPETHbIM IP-ap,pecaM.

Mpeunmyuwecrtea MHcneKkTopa

BboinonHeHve TpeboBaHUI K NporpaMMHbIM (MPOrpaMMHO-TEXHUYECKUM)
CcpefcTBam, HEOOXOAMMbBIM ANIA OKa3aHWA YCIyr U BbINOSIHEHNUA paboT, npeny-
CMOTPEHHbIX [10JIOXKEHNAMM O IMLEH3MPOBAHUN [EATENIBHOCTM MO pa3paboTke
N NPOU3BOACTBY CPEACTB 3aluTbl KOHPUAEHLManbHON MHPopMaUnm u
LeATenbHOCTN NO TEXHNYECKON 3anTe KoHraeHLManbHON nHbopMaLmu.
Bo3moxHOCTb cbopa nogpobHon mHPopmaumm o6 aBTOMATU3NPOBAHHOM
(MHPOpMaLMOHHON) cncTeme (HoOMepa NULEH3U Ha HekoTopble BuAabl 10O,
naeHTMdUKaTopPbl NOAKIOYABLLNXCA BHELWHUX HOCUTENen 1 ap.).

PaboTa B pexxrme «nepeHoCMMOro» NPUIoXKeHUA — 3anyck HeMoCcpeaCcTBEHHO C
HocuTens.

Hanunuue npocToro nowaroBoro Mactepa Ans npoBefeHna TeCTUPOBAHNA.
Bo3MOXXHOCTb GpOpMMpPOBaHMA MPOEKTa B paMKax MPOBEeAEHVA NMPOBEPOK U

reHepaunn egnHOro oT4yeTa no nx pesynbraTtam;

CoBmecTtumocTtb c OC Windows n Astra Linux SE. -




QOyHKuMnoHanbHble Bo3MOXXHOocTN CKaHepa-BC

CeTteBoin ayanT

MHBeHTapusauna pecypcoB CeTM — KOHTPOJIb MOABIEHUA HOBbIX CETEBbIX
Y3110B 1 CepBUCOB, MaeHTUGMKauma OC 1 NPUNOXKEHNIA, TPAaCCUPOBKA MapLUPYTOB
nepegayn AaHHbIX, MOCTPOEHNE TONOSIOrNM CETU OpraHmn3aLni.

Mowuck yAasBumocTell — 6e3areHTHOe CKaHMPOBaHME Ha Hanmume ya3BMMOoCTei
KakK C yYeTHOW 3an1cbio afMUHICTPATOPa, Tak 1 6e3 Hee. DopmMmpoBaHMe OTUHETa C
TEXHNYECKMMY PEKOMEHZAUUAMN MO YCTPaHeHUo OOHapyeHHbIX Gpeluen B
3awure.

CeTeBoOI ayaANT CTONKOCTY Naposeil — NpoBepKa CTONKOCTY Naposien npaKkTu-
yecKkmn BCEX CEeTeBbIX CEPBUCOB, TPeOyLW X aBTOpM3aunn (NogaepKrnBaeTcs
6onee 20 npotokonos: HTTP, SMTP, POP, FTP, SSH n gp.). B komnnekce npegycra-
HOBMEHbI CNIOBapW, CcofepallMe camble pacrnpocTpaHeHHble naponu (MMeHa,
UNCIOBbIE, KNTAaBMATYPHblE NOCIeA0BATENbHOCTU U T.A.).

Mop6op 3KCNNOMTOB — MOUCK MNOAXOAALINX SKCMIIONTOB Ha OCHOBE COOPAHHOM
MHbopMauumn ob y3ne.

MepexBaT n aHanus ceteBoro Tpadmka — nepexeart M aHanm3 Tpaduka,
bunbTpaumna cogepKMMoro nepefaBaembiX AaHHbIX, @ TakKkKe peanusauma atak
Tvna MITM (Man InThe Middle, «<MenoBek nocepeaunHe»).

Ayput 6ecnpoBOAHbIX ceTell — OOHapy)KeHMe, CKaHUPOBAHME N NPOBEAEHNE
aKTMBHbIX U MACCUBHbIX aTak METOIOM NoAbGOpa Naponei B 6eCNpoBOAHbIX CETAX C
WEP, WPA nWPA-2 wundpoBaHmem.

Ayaut o6HoBneHuit OC Windows — ayguT yctaHoBMIeHHbIX 06HOBReHWI ana OC
Windows 7,8.1,10, Server2012,2012-R21 2016.

Ayaut OC «Astra Linux Special Edition» — ayguT HacTpoek KomneKkca CpefcTs
3awmTbl OC cneymanbHoOro HasHaveHus «Astra Linux Special Edition» no Tpe6oBa-

HUAM 6€30MaCHOCTN.
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JlokanbHbi ayanuT

JlokanbHbI aygnT CTOMKOCTU nMaponei — ayauT CTOMKOCTW naponen ana
ornepauynoHHbIx cuctem cemenctea Windows (7, 8.1, 10) n Linux (MCBC, Linux XP,
AstraLinuxwu gp.).

Mounck octatoyHOW MHPOpMaLMUN — MOUCK OCTAaTOYHOW UHOpMaLMK MO
KNIOYEBbIM C/I0OBaM Ha HOCMTENAX JaHHbIX (KecTKux gmckax, USB-ycTponctsax,
AVCKeTax, ONTUYECKUX AUCKAX) BHE 3aBUCUMOCTY OT GalinioBOM CTPYKTYpbI.
FapaHTupoBaHHasA o4NCTKa MHGOPMaLMM — OUYNCTKA UHPOPMALIMK Ha HOCUTE-
NAX AaHHbIX NyTEM MHOTOKPATHOrO 3aTupaHua ¢annos no ctaHgaptam FOCT, BSI,
FIPS, DoD npepoTtBpallaeT BOCCTaHOBNeHMe MHPopMaumn. TakxKe AOCTYyNHa
byHKUMA 6e30nacHOro 3aTmpaHMAa CBOOOAHOIO MecTa Ha HOCMTENAX HAaHHbIX,
npefycMoTPEeHa 3aLLuUTa OT yaanieHnA CUCTEMHbIX GalifioB, COBMECTMMO C MOZYSIEM
Morcka 0CTaToYyHoON nHbopMaLmm.

AyauT ycTaHOBJNIEHHOrO anmnapaTHOro U nMporpamMmmHoro obecneueHna —
WMHBEHTapMU3aumna MPOrpaMMHbIX U amnmnapaTHbIX CPeACcTB JIOKaNbHOW CUCTEMDI,
BK/IIOYaAA MapameTpbl YCTAaHOBJIEHHbIX OMEpPauMOHHbIX CMCTEM, MPOrpammMmHoe
obecneyeHune, MHGOPMALNIO O NMONb30BATENAX CUCTEMbI, UICTOPUIO MOAKNIOYEHWT
K 6ecnpoBOAHbIM CETAM, JaHHbIE CUCTEMHbIX, KOMMYHUKALIMOHHbIX U nepudepuii-
HbIX YCTPONCTB (LeHTpasbHbI NpoLeccop, MaTepuHCKan naarta, MocCT, onepaTtmB-
HaA MamATb U Ap.), B TOM uucne Hocutenen uHdopmaumm n USB-ycTponicTs.
QyHKUMNA CpaBHEHNA OTYETOB MO3BOJIAET OTC/IEXKMBaTb N3MEHEeHNA KOHPUrypa-
LUK CUCTEMBI.

KoHTponb LenocTtHOCTM — MNoACYET KOHTPOJSIbHbIX CYMM 3aAaHHbIX Manok u
dannos no 13 anroputMam, BKJoYasi anropuUTMbl BbICOKOI CTOMKOCTM K aTakam
TOCTP34.11-94,TOCTP34.11-2012.

Peslome ANA pykosogutena

OnepaLoRHLI CHETeMEl [ ——
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Nagobparse naphl yieTHEX sanuceil MogoGpassisie kEnnORTE




QOyHKUMOHaNbHble BO3MOXKHOCTU moayna MHcnekTop

Jlo

KanbHbI ayanT

DopmupoBaHrie Mogenu ccTeMbl pasrpaHUYeHna OCTYNa Nonb3oBaTenen K
MHPOPMALMOHHBIM pecypcam.

KOHTpOnb AUCKPELMOHHbIX M MaHAATHbBIX MOTHOMOUMIA JOCTYMNa Nofb30oBaTe-
nen (NoKasbHbIX N JOMEHHbIX) K BbIOPAHHbIM CETEBbIM Mankam 1 06beKkTam
darnoson cuctembl OC cemerictea Windows, B TOM uncrie € y4eToM HacTpoek
C3W Secret Net Studio, C3U Secret Net Studio-C, C3U Secret Net 7, C3U HC/]
Dallas Lock 8.0-K, C3WHC/[ Dallas Lock 8.0-C.

KOHTpONb QUCKPEUVOHHbIX M MaHAATHbIX MOTHOMOUMI AOCTYNa NOKasbHbIX
nonb3oBatenen OC cneyunanbHoro HazHaveHuaA «Astra Linux Special Edition».
MNpoBepKa MEXaHWU3MOB OUYMCTKM OMEpPaTUBHOM MaMATM M 3anOMMHAOLLNX
YCTPOWCTB paboyeli CTaHUMN B aBTOMATU3NPOBAHHOM PeXnMe.

DuKcauma n KOHTPOJIb NCXOAHOrO COCTOAHMA GalNoB 1 NanoK No KOHTPOJb-
HbIM CyMmMaM (noaaepxunsaetca 16 anroputmos).

MNHBeHTapu3auma NporpaMmHbIX 1M anmnapaTHbIX CPeacTB: BEPCUA U TvM
onepauMoHHOW CUCTeMbl, NepeyeHb YyCTaHOBMIEHHOIO MPOrpPamMmMHOro
obecneyeHus, NMLIEH3MOHHbIE KoUK, NapaMeTpbl MOHUTOPA, MHbOopMaL A O
npoueccopax, AUCKOBbIX YCTPOWCTBAX, CETEBbIX agantepax, NpuHTepax,
ycTporcTBax BBoga uHPopmauuum, nepeyeHb nogknioyvaswmxca USB-
HakonuTtenew, B TOM Yncsie onpegeneHne dpakta nogknoveHnin TenedoHoB 1
apyroro obopyposaHua uyepes USB-pa3bembl, BO3MOXHOCTb onpefesieHus
JaTbl NepBoro 1 nocnegHero nogknioyeHnsa USB-HakonuTens.

QyHKLMA KOHTPONA N3MEHEHNI (CpaBHEHWeE LieNIeBbIX OTYETOB).

MNMonck octaTouHoM MHbOPMaLMK MO KNOYEBbIM C/IOBaM Ha 3anoMMHAIOLLMX
ycTpoicTBax paboyer cTaHL MK, B TOM YMCe NOUCK MO fOKYyMeHTam GopMaToB
doc, docx, pdf, xlIsx, pptx, odt, onpegeneHne gupektopun dainna c HalngeHHoN
nHpopmaumen, nposepka GM3NYECKNX AUCKOB 1 BCEX pa3fenio, QyHKLMA
orpaHuyeHmsa obnacTv NomnckKa, BCTPOEHHbIe CoBapW, BO3MOXKHOCTb UCMOMb-
30BaHMA COOCTBEHHbIX C/IOBapEN.

KoHTposnb paboTtocnocobHocTr aHTuBMpycHoro MO Ha ocHoBe EICAR-Test-File.

WHuuymanm3auma npoBepok

Mpoexr  Tecuposarme  Otuer  Mowoue

WHcnekTop - TectoBbiii npoekt (000 "OpraHnzaumna”)

M| m|

MpoBepka MeXaHU3MOB OMMCTKH D CucTteMHbIH ayguT
lMpoBepka MexaHW3MOB OYMCTKH ONEPATHBHOI NaMATH n
3aNOMUHAIOLLMX YCTPOICTB, NOMCK OCTAaTOUHON MHGOPMaLMK No VHBEHTap12aLnsa NPOrpaMMHbIX M anNapaTHbIX CPeaCTB.
KIKOYEBbIM CNIOBAM.

KoHTponbHoe CyMMUpOBaHHUe MpoBepka npaB gocTtyna
KOHTpOoNbHOE CyMMUMpOBaHUe 3afaHHbix daiinos (nanok, nognanok, TecTMpoBaHWe Npae AoCTYNa K BbiGpaHHbIM 06bekTam
CbhEMHBIX HOCHTENER ). (kaTanoram W daiinam) B pasIMUHbBIX CECCUAX.

OnepauunoHHbIe CUCTeMbl, NoaAepKnBaemble moaynem «MHcneKTop»

OC cemerictBa Microsoft® Windows®: Windows 7, 8.1, 10.
OC cemenctBa Linux/Unix: AstraLinuxSE 1.4-1.6.




— CueHapvim npyMeHeHnA

‘

BHyTpeHHee TeCTMpoBaHMe 3aLMLLEeHHOCTY

KomnneKkcHblin ayanTt 3alMLLEHHOW TOKaNbHOW CeTn OpraHn3aumn NU3HyTpwn.

CeTb opraHusauumn CkaHep-BC

<t ¥
z

MeskceTeBoit
3KpaH

2
£

NHTepHeT

BHewwHee TeCcTMpoBaHMe 3allnLLEHHOCTN

KomnneKkcHblin dyanT CeTn OpraHmM3aunn N3BHe, NpPoOBEPKa NpaBusl MeXCeTeBoro
SKpPaHNPOBaHWA, BblABNEHNE Y3/10B, LOCTYMNMHbIX N3 CETU MHTepHeTVIT.I'I.

CeTb opraHusauun
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UHTepHeT CkaHep-BC

TecTrpoBaHyie 3aKpPbITOro KOHTypa

KomnnekcHbin ayant C3U 6e3 BHeceHUA U3MEHEHUIN B KOHPUTrypayuto
aTTecToBaHHOro paboyero MecTa, 3anycK B pexkume Live USB.

CeTb opraHusauumn
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Enterprise SIEM QHONM3 6e30MACHOCTH NPUMOXKEHNIA

QHANM3 3AWMLLIEHHOCTHN
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[EHEPATOP muK owenon MYNbCAP AKVS

reHepaLus 1 ynpasneHke naponami KOHTPOTb LIENOCTHOCTM reHeparop wyma

O KoMmnaHuun

HIMO «3wenoH» cneurann3npyeTca Ha pa3paboTke cepTUdMLMPOBAHHbIX CPEeACTB 3aLUThI
nHdopmaLMn 1 BeeT CBO AeATENbHOCTb Ha OCHOBaHMK 6onee 50 NuLEeH3NIA 1 aTTecTaToB
akkpegutauum OCTIK Poccmm, OCB Poccun n MnHob6opoHbl Poccrn. KomnaHua perynspHo
3aHUMaeT BegyLyme nosuumm B pentuHrax CNews u «3kcnept PA».

FonoBHon odpuc B MockBe

107023, r. MoCKBa, yn. DneKTpo3aBoAcKas, 4. 24
+7 (495) 223-23-92 (MHOrOKaHaJsbHbI)
npo-echelon.ru

sales@npo-echelon.ru

vk.com/npo_echelon
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Od¢wuc B CaHKT-lNeTepbypre

199178, r. CaHkT-TeTepOypr, Hab. peku CMmoneHku, 4. 14
+7 (812) 635-89-04
npo-echelon.ru/spb/

@®o

mail@nwechelon.ru



