=3 SwenoH

KoMnnekcHan 6esonacHocTb

KaTeropus Fpynna

Ouctpubytme

Be6-nHTepdeic

CLl
lMaHenb MOHUTOpPWHIa

MoHuTOp

OTnpaBka cobbITuit

PYBUKEHEH NOVA

KAPTA PA3BUTUA NMPOAYKTA

®dyHKuMA PeanusoBaHo Q2 2026 Q3 2026 Q4 2026
YaaneHHbIn BOCTYN K BEG-UHTepdeNcy

®YHKUMOHUPOBaHWeE B cpeae BUpTyanusaumm

ISO-06pas ana legacy BIOS

ISO-06pa3 gnst UEFI BIOS

YnpaBneHue yepes Beb-uHTepdeinc

JocTtyn ¢ ucnonbsoBaHuem TLS-cepTudumnkara

YnpaBneHue yepes CLI

YnpaBneHue yepes SSH

CLI B Linux cTune (c noaaep»XKoi asTomaTmsaumm)

MOHMUTOPUHT CUCTEMDBI

MOHWUTOPUHT CeTeBbIX CECCUit

[wnarHocTuka cetu

AreHT anst Prometheus

AreHT ans Zabbix

MpoTtokon Syslog

MpoTokon SNMP

MpoTokon NetFlow

OTnpaBkKa yBeloM/IeHNi aMUHUCTPATOPY



KaTeropus Fpynna

OCHOBHble NapameTpbl

O6opyaoBaHue
Cuctema

Cepsuchbl

PesepBupoBaHue

YHpaBneHme OOCTyrnomM

DyHKLMA

O cucreme

CocTosiHMe cnucTembl
JlokanbHoe BpeMms
CucteMHble napamMeTpbl
LlenoctHocTb MO
YnpaBneHne o6HOBNEHUSIMU
YnpaBneHue koHbuUrypaumnemn
YnpaBneHne nnTaHUeM
CocTosHue o6opyaoBaHust
CocTosiHne cepBuCOB
CeTeBble CnyX6bl
DNS-cepsuchbl

NTP-cepBuchbl

WatchDog

VRRP

KnacTtep Active-Passive ¢ cMHXpOHM3aLmen
lMonb3oBaTtenu

HacTtpoikn SSH

PeanusoBaHo

NERRK

NENRNBREARRK

(< <<

Q2 2026

(<
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KaTeropus Fpynna

OCHOBHbIle HaCTpOMKH

DHCP

KommyTartop

CeTb

MapLupytusartop

DyHKLMA
L1: ®dusnyeckme nutepdencol
L2: CeTeBble uHTepdeichl
L2: NceBaOHMMDI
L2: VLAN (802.1Q)
L3: IP-agpeca
ARP-Tabnuua
DHCP-knueHT
DHCP-cepBep
DHCP-relay
CeTeBble MOCTbI
L2 multicast
Arperauus nHtepdencos
NAT
= PAT
* [lepeHanpaBfieHVe NOPTOB
= CraTtuyeckuin NAT
PacwupeHHble HacTpoiku NAT
= Source NAT
= Destination NAT
= Loopback NAT
CocTosiHMe MapLupyTM3aumm
CraTnyeckas MapLipyTUsauus

Monutuku mapwpytusauum (PBR)

PeanusoBaHo

NENNRNNRNBRARR
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KaTeropus Ipynna DYyHKUMA PeanusoBaHo Q2 2026 Q3 2026 Q4 2026

BupTyanbHaa mapwpytusauus (VRF)
OunHamunyeckan mapwpyTtusaumsa (RIP) v1, v2
OunHamuyeckasi maplupytusaums (OSPF)
= OSPFv2
MapupyTtusaTop
= OSPFv3
OunHamuyeckasi mapLupytusaums (BGP)
Multi-WAN
CeTb L3: Multicast-proxy (IGMP Proxy)
YnpaBneHue ovyepebto
*  Quepegab As1 UCXOASALLMX MAKETOB
= |llednuHr gnsa ncxogsLimx naketos
Y:ppaacsﬂsg;e * QoS AnA UCXOAALLMX NaKeTOB
3epkanupoBaHue ceTeBoro Tpaduka
= TAP
YckopeHue Tpaduka
VXLAN
GRE
IPSec
VPN BupTyanbHble ceTu

= |PSec IKEv2 Client-to-Site
= |PSec IKEV2 Site-to-Site

NEQNRK

OpenVPN



KaTeropus Fpynna

MexceTeBoW aKpaH

HacTpoiku cnnckos

3awmTa

PacwupeHnus

Mogaynu
6e30nmacHoOCTH

DyHKLMA
Ctpyktypa M3
Monutuku punbTpaumm no MAC-agpecam
MonuTtukun punbtpaumm no IP-agpecam
Monutuku punbTpaumm no GeolP
3almTa oT TUMOBbIX aTak
MonnTUKKN ceTeBbIX CEPBUCOB
PaclumpeHHble NOAUTUKHK
MonnTnkn 3oH
Cnnckm Nonb3oBaTeIbCKNX
Monutnkn DPI
MonnTUKM No foMeHHbIM MMeHam (TLS SNI)
MonnTMKKM ceTeBbIX OrpaHNYeHN
= OrpaHu4yeHunst No KONMYecTBy CoOeaANHEHUN
»  OrpaHunyeHus no o6bemy Tpabuka
= OrpaHu4yeHunst No CKOPOCTH
Monutunkn ot BHewHUx C3U
MoANTUKN MYNbTUNOPTOBbIX MPOTOKONOB
MMnopTupoBaHHbIe MOMNTUKM
MonuTMKM No MaHJaTHbIM MeTKaM
JloByliKa ansa ckaHepoB
IDPS

Hopmanusauusi ceteBoro Tpaduka

PeannsoBaHo
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KaTeropus pynna DyHKUMA PeanusoBaHo Q2 2026 Q3 2026 Q4 2026

CHUCTEMHBbIN >KYpHan
YKypHan gocTyna K yCTPOMcTBY
XXypHan XypHanbl
YKypHan MeXceTeBoro aKpaHa
XypHan IDPS

* MNpeacTtaBneHHas MHGOPMALIMA HOCUT 03HAKOMUTENbHbIN XapaKTep U MOXKET BbiTb U3MeHeHa B 1t0boe Bpema 6e3 npeasapuUTeNbHOro yBeaoMAEHNS

** Mndopmauus akTyanbHa Ha 01.05.2026 .



